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Backdoor attacks are emerging security threats to deep neural networks. In these attacks, adversaries manipulate the
network by constructing training samples embedded with backdoor triggers. The backdoored model performs as expected
on clean test samples but consistently misclassifies samples containing the backdoor trigger as a specific target label. While
quantum neural networks (QNNs) have shown promise in surpassing their classical counterparts in certain machine learning
tasks, they are also susceptible to backdoor attacks. However, current attacks on QNNs are constrained by the adversary’s
understanding of the model structure and specific encoding methods. Given the diversity of encoding methods and model
structures in QNNs, the effectiveness of such backdoor attacks remains uncertain. In this paper, we propose an algorithm
that leverages dataset-based optimization to initiate backdoor attacks. A malicious adversary can embed backdoor triggers
into a QNN model by poisoning only a small portion of the data. The victim QNN maintains high accuracy on clean
test samples without the trigger but outputs the target label set by the adversary when predicting samples with the trigger.
Furthermore, our proposed attack cannot be easily resisted by existing backdoor detection methods.

Keywords: backdoor attack, quantum artificial intelligence security, quantum neural network, variational
quantum circuit
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1. Introduction

Machine learning, particularly with the rapid advance-
ment of deep learning models, has made remarkable strides
in applications such as computer vision[1] and speech
recognition.[2] Concurrently, the field of quantum computing
has revolutionized traditional computing theories and prac-
tices. The growth of machine learning and quantum comput-
ing has stimulated researchers to enhance classical machine
learning algorithms[3,4] by leveraging quantum-mechanical
properties, such as superposition and entanglement.

In the era of noisy intermediate-scale quantum (NISQ)
computers,[5] variational quantum algorithms[6] are consid-
ered to be suitable for NISQ devices due to their potential
noise resilience. These algorithms offer the possibility of
achieving the quantum advantage in solving practical prob-
lems. One specific approach is the use of variational quan-
tum circuits, which consist of tunable parameters that can be
optimized during the training process and have shown signif-
icant progress in supervised learning tasks,[7,8] unsupervised
learning tasks,[9,10] and quantum learning tasks.[11]

Despite these advancements, recent studies[12–19]

have shown that, like their classical deep learning
counterparts,[20,21] quantum neural networks (QNNs) based
on variational quantum algorithms lack robustness against
adversarial attacks. Specifically, adversaries can introduce
carefully crafted adversarial perturbations to the original sam-

ples, leading the QNN to misclassify.[14–16] These manipu-
lated samples are referred to as adversarial examples,[20] with
attacks typically occurring during the inference (testing) phase
of quantum machine learning models.

However, the security risks to machine learning systems
extend beyond the inference stage. During the training phase,
adversaries can manipulate or compromise the accuracy of
machine learning models by injecting malicious data samples
in a type of attack known as a poisoning attack.[22,23] In con-
trast, Gu et al.[24] proposed the backdoor attack, where the
aim is not to degrade the model’s accuracy but to poison the
training data by embedding a hidden backdoor into the target
model during training. This backdoor is activated during the
inference process. If the backdoor trigger is present in a given
input, the model consistently predicts a specific target label
(even if incorrect), posing a more covert and severe security
threat.

While numerous studies have considered the security of
quantum machine learning systems, they primarily focus on
adversarial issues.[12–19] The impact of backdoor attacks on
quantum machine learning systems has not been studied as
thoroughly as adversarial attacks. In the realm of machine
learning, which relies heavily on big data and computational
resources, users often need to source public datasets from third
parties to build effective models. As a result, adversaries can
launch backdoor attacks by injecting backdoors into these pub-
lic datasets, a scenario likely to be common in future quantum
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machine learning applications.[25]

However, designing backdoor attacks for quantum sys-
tems is challenging, and conventional backdoor attacks[24]

aimed at classical neural networks are hard to apply to QNNs.
Firstly, conventional backdoor attacks[24,26] require selecting
a trigger (e.g., a fixed-size square trigger) to embed into the
victim’s classical neural network. Given the hardware limita-
tions and noise interference, current QNNs have small input
dimensions, making even a small fixed trigger (such as one re-
quiring a single qubit) hard to embed into the victim’s QNN
input while maintaining the attack’s stealthiness. Secondly,
most backdoor attacks require changing the labels of training
samples, and this attack modification may not be feasible in
real-world scenarios. Chu et al.[27] recently made a significant
contribution by proposing a circuit-level backdoor attack tar-
geting QNNs, which can be implemented by inserting a few
quantum gates into the victim’s variational quantum circuit.
However, this method requires the adversary to have complete
knowledge of the QNN architecture, activate specific quantum
gates, and is only successful against QNNs that employ angle
encoding.

In this paper, inspired by previous studies[28,29] that em-
ployed universal adversarial perturbations as backdoor trig-
gers, we propose a backdoor attack method against QNNs.
This attack can be effectively implemented even when the ad-
versary only has knowledge of the victim’s QNN dataset. Our
method has the following advantages: (1) It does not rely on a
fixed backdoor trigger pattern and is difficult to detect. (ii) It
can attack effectively without needing to alter the training pro-
cess. (iii) It does not require changing the labels in the train-
ing dataset. (iv) In the most extreme scenarios, the adversary
does not need to possess specific structural information about
the QNN. Contrastingly, prior methods that used universal ad-
versarial perturbations as backdoor triggers required placing
triggers in specific areas of the data,[27] or intentionally misla-
beling poisoned data.[29] We suggest generating a trigger by
solving an optimization problem, which can associate non-
target class data with target class data. This trigger will then
be added to the data used to train the QNN. The victim’s QNN
will inadvertently embed a backdoor, which the adversary can
activate using the trigger. We also evaluate defensive mea-
sures against the attack. The most popular backdoor defense
detection methods, such as spectral signature detection[30] and
activation clustering,[31] struggle to counteract our attack.

The rest of this paper is organized as follows: In Sec-
tion 2, we introduce related work. In Section 3, we detail our
threat model. Section 4 presents the entire method of the pro-
posed backdoor attack. Section 5 introduces and analyzes ex-
perimental results. Finally, we conclude our work in Section 6.

2. Related work
2.1. Supervised machine learning

Classification tasks, specifically pattern recognition under
supervised learning, are common problems in quantum ma-
chine learning. To formalize this problem, let 𝒳 denote a set
of inputs and 𝒴 a set of outputs. The aim of supervised learn-
ing is to develop a classifier Qθ : 𝒳 →𝒴 that maps each input
to its corresponding target label y ∈ 𝒴 , where θ represents the
parameters of the classifier Qθ . Supervised learning involves
two stages: training and testing. During the training stage,
given a dataset 𝒟N = (x1,y1), . . . ,(xN ,yN), where xi ∈ 𝒳 and
yi ∈ 𝒴 , the learning algorithm’s objective is to find optimal
model parameters θ that minimize a predefined loss function,
i.e.,

θ
* = argmin

θ

1
N

N

∑
i=1

ℒ(Qθ (xi),yi), (1)

where ℒ is the predefined loss function. During the testing
stage, the trained model Qθ* takes test examples as input and
generates predictions.

2.2. Quantum neural network

Recent advancements in quantum computers’ develop-
ment have paved the way for utilizing quantum comput-
ing to solve classification problems, with QNNs deemed
highly suitable for implementing classification tasks on NISQ
computers.[5,32] A QNN typically consists of three parts: the
encoding circuit, the parameterized circuit, and the measure-
ment. QNNs require quantum states as inputs to the quantum
circuits. To use quantum circuits for classical data classifica-
tion, it is necessary to transform the given classical data input
of dimension 𝒟 into an n-qubit system in the quantum com-
puter. This transformation is typically achieved through the
quantum feature map ϕ: 𝒟→ℋ, where ℋ is the Hilbert space.
Various methods exist to encode data into quantum states,
including amplitude encoding[7,14,15] and angle encoding.[33]

However, for quantum datasets, encoding circuits are unnec-
essary, and data can be directly input into the parameterized
circuit.

Once the data is encoded into a quantum state |ψin⟩,
which contains the complete information of the input sample
to be classified, a series of unitary transformations involving
multiple layers of parameterized quantum circuits can be ap-
plied to obtain the variational state

|Ψ⟩=
M

∏
ℓ=1

VℓUℓθℓ(|ψin⟩), (2)

where M represents the number of layers in the variational cir-
cuit, Vℓ represents the non-parameterized unitary operation in
the ℓ-th layer, Uℓθℓ represents the unitary operation with varia-
tional parameters in the ℓ-th layer, and θℓ represents all param-
eters in the ℓ-th layer. For a given QNN, the goal of training is
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to find the optimal θ that minimizes the loss function between
predictions and actual labels. It is worth noting that, similar to
the universal approximation theorem in classical deep learn-
ing models,[34] a variational circuit with a sufficient number
of layers can approximate any desired function.

Finally, the predicted labels for the input data are deter-
mined by measuring the expectation values of selected observ-
ables.

2.3. Adversarial attacks

Adversarial attacks are common security threats in quan-
tum machine learning systems.[12–19] These attacks can be cat-
egorized as untargeted or targeted. Given a QNN model Qθ*

with parameters θ * and a clean input sample x ∈ 𝒳 , let us as-
sume that the sample x is correctly classified by the model,
i.e., Qθ*(x) = y. In the case of non-targeted attacks, the goal
of the adversary is to find a perturbation δ that causes the
QNN to make a different prediction than the clean input x,
i.e., Qθ*(x+ δ ) ̸= y, where the new input x+ δ is called an
adversarial example xadv.[20] The adversary needs to ensure
that the adversarial perturbation is small and does not fun-
damentally affect the original input. Conversely, in the case
of targeted attacks, the adversary’s goal is to add an adver-
sarial perturbation δ t to the clean sample x to obtain an ad-
versarial example xt

adv with a specific label predicted by the
QNN, i.e., Qθ*(xt

adv) = yt , where xt
adv = x + δ t and yt is a

target label different from the correct label. Generally, ad-
versarial perturbations are specific, different inputs will result
in different perturbations. However, for universal adversarial
perturbations,[13,35] the perturbations for different inputs are
the same.

2.4. Backdoor attack

In backdoor attacks,[24] an adversary introduces a pertur-
bation, known as a backdoor trigger, into the target model dur-
ing the training phase of a machine learning system. The back-
door model behaves as expected on clean samples; however, it
predicts samples containing the backdoor trigger as the class
specified by the adversary. Formally, the adversary aims to
use a backdoor trigger δb and a set of backdoor parameters θ *

b
to make the backdoor model Qθ*

b
accurately predict the label

y corresponding to the clean sample x ∈ 𝒳 , i.e., Qθ*
b
(x) = y.

Nevertheless, when predicting a sample x+δb with a backdoor
trigger δb, the model makes a target class prediction predeter-
mined by the adversary, i.e., Qθ*

b
(x+δb) = yt , where yt is the

label of the target class sample.
Based on whether the injected samples maintain consis-

tent features and labels, backdoor attacks can typically be clas-
sified into dirty-label[24] or clean-label attacks.[26] For dirty-
label attacks, the adversary first adds the backdoor trigger to
non-target class training samples and changes the labels of

these samples to the target label for training. When the back-
door model is presented with input containing the backdoor
trigger, the model’s predictions can be manipulated during the
inference process. However, this attack can be thwarted by
manually checking or using data filtering methods to remove
the contaminated input-label pairs. To improve the stealthiness
of the backdoor attack, Turner et al.[26] proposed the clean-
label backdoor attack. In that attack, the adversary does not
need to modify the sample’s labels, ensuring that the input of
the poisoned sample aligns with its label. Thus, the clean-label
attack is a more covert method.

Previous work[36] on quantum system backdoor attacks
focused on quantum communication systems. Recently, Chu
et al.[27] proposed a circuit-level backdoor attack against
QNNs, where they assumed that the adversary could control
the victim QNN’s encoding layer and add quantum gates as
backdoors. This approach implies that the adversary needs
to understand the specific architecture of the encoding cir-
cuit in the QNN, and their method exclusively targets angle
encoding.[27,33]

Both backdoor and adversarial attacks necessitate the ad-
dition of perturbations to clean inputs to deceive the model.
However, there are key differences between the two types of
attacks: adversarial attacks only manipulate the target model’s
inference process, while backdoor attacks occur during the
training process. Additionally, in a backdoor attack, the adver-
sary knows the specific attack perturbation, while the adversar-
ial perturbation needs to be obtained by optimizing based on
the target model’s output. Several studies have attempted to
combine universal adversarial perturbation techniques[35] with
backdoor attacks. Zhao et al.[28] proposed using universal ad-
versarial perturbations as a more powerful backdoor trigger
for attacking video recognition models. However, their trig-
gers required placement in a fixed region of the data. Zhang
et al.[29] utilized targeted universal adversarial perturbations
as triggers, but their attacks were conducted in the context
of dirty label settings. Recently, Weng et al.[37] experimen-
tally discovered that enhancing a model’s adversarial robust-
ness may make the model more susceptible to backdoor at-
tacks.

Compared to existing quantum adversarial attacks,[12,13]

our objective is not to design more effective adversarial at-
tacks but rather to inject adversarial perturbations into QNNs
in a way that remains undetected. Unlike the attack proposed
by Chu et al.,[27] our method does not require the adversary to
understand the specific architecture of the QNN or be confined
to a specific encoding method.

3. Threat model
In this section, we define our threat model, which encom-

passes adversaries, attack scenarios, attack objectives, and at-
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tack metrics.

3.1. Adversaries

In classical machine learning, adversaries can inject back-
doors at any stage of deep models. They can activate the
backdoor by modifying the neurons within the network[38] or
changing the network’s weights.[39] However, given that quan-
tum computers are costly machines developed and operated by
a select few, these direct manipulation attacks on the original
model are impractical. Therefore, we adopt the more conser-
vative assumptions of backdoor attacks:[24,26] adversaries can
add backdoors to the dataset to accomplish the backdoor attack
without knowledge of or changes to other training components
such as the model architecture, training loss, or training sched-
ule.

3.2. Attack scenarios

Due to the costs associated with preparing quantum bits
and quantum gates, and the impact of noise on quantum sys-
tems, ordinary users typically lack the capacity to construct
quantum models. Consequently, they often resort to training
the QNNs through quantum cloud computing platforms rather
than local training, with the server returning the results to the
user. As machine learning models are data-driven, individu-
als or enterprises may not possess sufficient training data to
ensure optimal model performance. Thus, users may need
to gather data from third parties, such as public repositories,
before deploying quantum models. Adversaries are able to
embed backdoor triggers in these training data. For backdoor
attacks under quantum machine learning, adversaries may or
may not know the internal structure and parameter settings of
the target quantum model. Even if adversaries are aware of the
quantum model’s internal structure, they may lack the means
to construct a quantum model.

In the standard backdoor attack,[24] adversaries are per-
mitted to inject a small number of poisoned samples into the
training set of the victim model. During the inference pro-
cess, adversaries use samples containing backdoor triggers to
activate the backdoor, thereby altering the predicted results of
the victim model, while the model behaves normally on clean
data. Adversaries can modify the label attributes in the test
set, such that the source label of the poisoned sample differs
from the target label. Given that users are likely to manually
check these obviously mislabeled input-label pairs when train-
ing quantum machine learning models, the attack may fail.
Therefore, we execute attacks under the setting of clean-label
backdoors,[26] where the source label of the poisoned sample
aligns with its target label.

3.3. Attack objectives and attack metrics

Adversaries have three main objectives. The first is to en-
sure that the backdoor trigger is sufficiently covert, to avoid

arousing the suspicion of ordinary users who otherwise may
not select the dataset for training the QNN. The second objec-
tive is to secure a successful attack. Adversaries need to evade
backdoor detection[30,31] as much as possible. The third ob-
jective is to inject the backdoor into the QNN without signif-
icantly reducing the accuracy of clean data. The QNN should
maintain comparable accuracy on clean data, otherwise, users
may re-collect data or refuse to train the model. Existing lit-
erature identifies two primary performance metrics for back-
door attacks. The first is clean accuracy (CA), which refers to
the model’s accuracy on clean test data. The second is attack
success rate (ASR), representing the percentage of non-target
samples with triggers that the model predicts as target sam-
ples. The higher the percentage, the more effective the attack
strategy. For a given poison ratio, a successful backdoor attack
should have a high ASR and not affect the CA.

4. Proposed attack method
4.1. Attack process

Figure 1 depicts the detailed workflow of the proposed at-
tack when the target label (target class) is set to 7. The victim
model is a generic QNN architecture comprising an encoding
layer Sx, a variational circuit block U(θ), and a measurement
layer. The proposed attack method includes three main com-
ponents. The initial step is trigger generation: we utilize non-
target class samples and a proxy model to generate a backdoor
trigger. The subsequent step is trigger insertion: we randomly
select some data from the target class to implant the trigger,
thus creating poisoned samples. Once the user utilizes the
poisoned data to train the quantum model, the trigger will be
embedded in the trained model. The final step is inference:
after the victim QNN is trained with the poisoned samples,
the model will recognize samples with the trigger as the target
class 7. Simultaneously, the model can correctly identify clean
samples that lack the trigger.

(a) Trigger generation (b) Trigger insertion

(c) Inference

Untarget
class data

Target class
data

Proxy
model

Victim model

|0>

|0>

|0>

Sx U(q)

Label 1 3 9
(Correct label)

Label 7 7 7
(Traget label)

Fig. 1. Workflow of the proposed attack method.
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In the following sections, we will treat the trigger gener-
ation process as an optimization problem and discuss in detail
how to effectively solve this problem. Subsequently, we will
further elaborate on how to embed the triggers and activate
them to attack QNNs.

4.2. Problem formulation

Existing backdoor attack methods struggle to directly at-
tack QNNs. The primary reason is that backdoor attacks typ-
ically utilize a fixed-size patch trigger, which inevitably di-
minishes the stealthiness of the attack due to the small input
dimension of QNNs. Additionally, the patch trigger is irrele-
vant to the data and target class, which may result in abnor-
mal data distribution and be detected by backdoor detection
methods.[30,31] To address these challenges, we strive to find
an adaptive trigger that can connect the data and target class
and is relevant to specific data.

To achieve this, we aim to optimize and find the target
and non-target classes in the feature space. Specifically, we
assume access to the victim model Qθ trained on the target
dataset, and given the target class sample xt ∈ Dt and the non-
target class sample xut ∈ Dut, we solve the following optimiza-
tion problem:

δ
*
b = argmin

δ∈∆

∑
i

Qθ (xi
ut +δ )−Qθ (xt), (3)

where ∆ introduces a small region to ensure that the pertur-
bation is minimal and does not fundamentally alter the input
data. For a given target dataset, the above optimization will
produce an imperceptible δ *

b that associates the data in Dut

with Dt. Moreover, δ *
b contains the most representative fea-

tures in Dt, as adding it to data unrelated to Dt under Qθ will
maximize the prediction as the target class.

However, adversaries typically cannot access the parame-
ters θ in Qθ , and even if they understand the architecture of the
victim model, they may be unable to use Qθ to generate δ *

b due
to a lack of NISQ computing capabilities. Drawing inspiration
from black-box attack techniques,[12,13,35,40] we propose using
a proxy model P in place of Qθ to generate δ *

b .

4.3. Generate backdoor trigger

Backdoor triggers play a crucial role in backdoor attacks.
As previously discussed, an effective trigger should facilitate
a connection between non-target class data and target class
data. To achieve this, we propose the fuzzy admix, inspired
by mixup[41] and fuzzy sets,[42] to combine original non-target
class data x with data selected from the target class xt:

x̃ = µ(x)x+
1
n

n

∑
i=1

ν(x)xi
t, (4)

where n is the number of samples randomly sampled from the
target class, we set it to 3 in this paper, µ(x) and ν(x) repre-
sent the membership and non-membership of x, and ν(x) =

1− µ(x). We use the Gaussian membership function as the
membership function, and its output is defined as follows:

µ(x) = e−
(x−c)2

σ2 , (5)

where c and σ are the mean and variance in the Gaussian mem-
bership function. In this way, the mixed data contains infor-
mation from both the target class and the non-target class.

Fuzzy admix differs from mixup in that fuzzy admix com-
bines the main part x with a small portion of xt while maintain-
ing the label of x, whereas mixup combines the labels of the
two. As shown in Fig. 2(a), x represents the input data of the
non-target class, xt represents the randomly sampled data of
the target class, x0 represents all points with values of 0, and
x̃ represents the possible transformed points. The red lines
and green curved lines represent all possible data regions ob-
tained by mixup and fuzzy admix, respectively. Compared
with the linear interpolation operation of mixup, fuzzy admix
can generate more diverse data by controlling the nonlinear re-
lationship between x and xt through the membership function.
Figure 2(b) shows part of the MNIST dataset[43] using fuzzy
admix with xt set to 7, and it can be seen that the mixed images
will have the characteristics of the target class. The advantage
of doing this is that a connection between non-target class data
and target class data has already been established before gen-
erating the backdoor trigger.

x0
x0

x
x

xt
xt

x~

x~

Mixed image Fuzzy admixed image

Mixup Fuzzy admix

Original

Fuzzy
admix

(a) (b)

Fig. 2. The impact of fuzzy admix on input data. (a) Schematic dia-
gram of the influence of mixup and fuzzy admix on the input space. (b)
Comparison between original images and data mixed with fuzzy admix.

To tackle the optimization problem posed in Eq. (3), we
require a method capable of generating perturbations of a suffi-
cient smallness to transition non-target class inputs into the tar-
get class region. A natural idea is to consider using the adver-
sarial perturbation generated by adversarial attack techniques
to solve this optimization problem. However, current most ad-
versarial attack techniques[12,21,44] are only able to produce
distinct perturbations for individual inputs, meaning that the
perturbation is unique to a specific input. This does not fulfill
the needs of backdoor triggers. Therefore, we design an al-
gorithm to find a backdoor trigger that, when added to a non-
target class input, will cause the input to be misclassified by
the proxy model as the target class.

Algorithm 1 provides all the details of the trigger gener-
ation process. It takes as input the proxy model P, non-target
class data 𝒟ut, target class data Dt, target class label yt, maxi-
mal iterations Imax, fooling rate threshold T , and perturbation
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algorithm G. The algorithm proceeds with two nested loops.
The inner loop generates δtb by mixing randomly selected xi

via fuzzy admix to get mixed data, and then employs G to ob-
tain the perturb δtb. We adopt the quantum-adopted FGSM
(Q-FGSM)[14] and BIM (Q-BIM)[14] methods for backdoor
trigger generation. Here, δtb is updated using projection to
satisfy |δtb|∞ ≤ ε , projecting δtb into the l∞-norm and bound-
ing each dimension to [−ε,+ε]. The outer loop calculates the
fooling rate and determines whether generating perturbations
should continue. We set the default fooling rate to 0.6. The

algorithm’s output is the backdoor trigger δtb.
As for the architecture of the proxy model, it depends on

the adversary’s knowledge of the victim QNN. The adversary
is better off using the same architecture as the victim QNN
for the attack. However, when the adversary is restricted to
only classical resources, they can still use a classical model
to generate the trigger. This is because, after solving the opti-
mization problem in Eq. (3), the backdoor trigger can generate
features that are identical to the target class and enable cross-
model attacks.

Algorithm 1: Trigger generation

Input: The proxy model P, data of non-target class Dut , data of target class Dt, attack target class
         label yt, max number of iteration Imax, threshold of fooling rate T, perturbation generation
         algorithm G

Output: The backdoor trigger dtb

Initialize j=0, f=0, dtb=0;

while j ≤ Imax and f ≤ T do

for each sample  xi : Dut do

xadv º xi+dtb;

dtb º Proj(di)

xadv º xi+di;

di º G(P, xi, yt);

if P (xadv) ≠ yt then

if P(xadv) = yt then

end

end

end

end

f=|Dut|-1 §x  :X  [P (xi+dtb)=yt];

j=j+1;

Calculate the admixed data xi according to equation 4;~
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4.4. Trigger embedding and activation

Once the backdoor trigger is generated, we randomly se-
lect a subset of samples from the target class, applying the
backdoor trigger to their input features without altering their
original labels. The number of poisoned samples is deter-
mined by the poisoning ratio, which represents the percentage
of poisoned samples in the target class. In other words, the ra-
tio is the proportion between the number of poisoned samples
and the total number of samples in the target class. Subse-
quently, we provide the victim QNN with the poisoned data,
along with the remaining clean data, for training. Upon com-
pletion of the training, the backdoor will be embedded within
the victim model.

During the inference phase, triggers are appended to the
non-target class data to activate the backdoor. The QNN, now
embedded with the trigger, will classify these non-target class
samples as belonging to the target class, thereby successfully
executing the backdoor attack.

5. Numerical simulation
Our evaluation mainly focuses on the following aspects:

the effectiveness of our proposed method in different QNN

models; the impact of various design choices in our attack, in-
cluding the impact of ε , the impact of the proxy model, and
the impact of fuzzy admix; and the effectiveness of current
defense detection mechanisms against our attack.

5.1. Experimental setup

To assess the effectiveness of our proposed attack method,
we opted for several QNN models, including three com-
monly general multi-layer variational classifiers (denoted as
QNN1,[7] QNN2,[32] QNN3[45]), and a quantum convolu-
tional neural network (QCNN[46]). These models have
been extensively leveraged in studies probing the vulnera-
bility of quantum machine learning systems.[12,13] To illus-
trate that our attack method is not restricted to a specific
QNN encoding scheme, we selected QNN2, which employs
angle encoding,[33] while the other QNNs used amplitude
encoding.[7,12,13] Given the unique architecture of QCNN, we
considered only binary classification problems for it.

We used the MNIST dataset[43] to evaluate our proposed
attack method, randomly selecting a total of 1000 training
samples and 1000 test samples from the digits 1, 3, 7, and
9, and selected digits 1 and 9 specifically for the QCNN ex-
periment. Due to the limited number of qubits available in
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NISQ computers, we downscaled the image size of MNIST
from 28×28 pixels to 16×16 pixels and normalized them for
QNNs employing amplitude encoding. For QNN2, which uses
angle encoding, we applied principal component analysis to
reduce the 28×28 MNIST images to 4×4 dimensions. These
processing steps are similar to the previous works.[12,13,27] For
simplicity and convenience, we designated digit 7 as the target
class for the backdoor attack on QNN structures, and digit 9
as the target class for the QCNN.

For training the QNNs, we adopted the quantum ver-
sion of cross-entropy[12,13] as the loss function and the Adam
optimizer[47] to adjust the parameters in the circuit with an aim
to minimize the loss function on the training set. This process
was conducted with a batch size of 64, a learning rate of 0.003,
and over 40 epochs. To calculate the partial derivatives of the
parameters in the variational circuit, we employed the “param-
eter shift rule”[45,48] to obtain the required gradients. For most
experiments, we set the poisoning rate at 0.4, ε at 0.2, and the
parameters in Eq. (5) as (c,σ) = (1,2).

Regarding the proxy model used by the adversary, we
assumed that the adversary possesses knowledge of the en-

tire structure of the quantum classifier. However, in situations
where the adversary lacks such knowledge or the capability to
construct a QNN, they may resort to using a classical model as
a proxy. In such instances, we use a simple feedforward neu-
ral network (FNN) as the proxy model, adhering to the same
architecture as outlined in Ref. [14]. For quantum computing
simulations, we used the Pennylane[49] framework, while clas-
sical machine learning operations were implemented using the
TensorFlow[50] framework.

5.2. Comparison with baseline backdoor attack

In this paper, we choose the clean-label backdoor attack
method[26] as our baseline for comparison. For the baseline at-
tack, we experiment with l2 = 1.5 perturbations in ℓp-bounded
adversarial example attacks, as the l2-norm has demonstrated
superior performance in the baseline attack experiments. The
backdoor triggers for the baseline attack involve adding a fixed
square trigger of size 3× 3 to the lower right corner of the
image. Figure 3 showcases examples of the baseline and the
poisoned sections of the images chosen for this paper.

(a) Original (b) Baseline (c) Q-FGSM (d) Q-BIIM

Fig. 3. Examples of different poisoned data (original images from the MNIST dataset[43] and three poisoned versions of the image
using the attack strategies of the baseline and ours, from left to right).
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Fig. 4. Comparison of our method with the baseline in terms of CA and ASR.
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As mentioned earlier, CA and ASR are common metrics
employed to evaluate the performance of backdoor attacks. A
successful backdoor attack should achieve a high ASR while
minimizing the impact on CA. Here, we evaluated the CA and
ASR of different model structures at various poisoning rates,
as depicted in Fig. 4.

For QNNs that use amplitude encoding schemes, our at-
tack’s ASR is significantly higher than the baseline. How-
ever, in contrast to the baseline, our method’s ASR does not
increase monotonically with the poisoning rate. Instead, it ini-
tially rises, then subsequently falls. The ASR experiences a
rapid surge when the poisoning rate ranges from 0 to 0.8. Yet,
when this range is exceeded, the ASR begins to decline.

For QNNs that use angle encoding schemes, barring a
poisoning rate of 0, the baseline attack’s ASR is higher than
our method’s. However, as the poisoning rate increases,
the CA of the baseline drastically decreases, reaching only
53.60% at a poisoning rate of 0.4, and plummeting to a mere
38.50% when the poisoning rate is 1. This level of perfor-
mance degradation is unacceptable to users and could lead to
the failure of the baseline attack, especially when users scru-
tinize the training set or when data is recollected. In contrast,
our method maintains a relatively stable CA.

Except for the case in which the poisoning rate is 1, our
attacks do not significantly impact the CA. However, at a poi-
soning rate of 1, the CA experiences a notable decrease. This
observation aligns with the findings of Turner et al.[26] We
conjecture that this decrease occurs when the poisoning rate
is excessively high, leaving almost no clean data information
in the target class. Consequently, QNNs fail to learn the orig-
inal features of the target class, and the model tends to learn
the new features of the backdoor triggers instead. Therefore,
in the absence of the backdoor trigger, the model is prone to
making incorrect predictions, leading to a decrease in perfor-
mance.

5.3. Impact of perturbation ε

We further investigated the impact of different sizes of
ε on ASR. We used Q-FGSM[14] to generate backdoor trig-
gers and set ε = [0.1,0.2,0.3,0.4] to test on the clean model
of QNN3 (i.e., the case in which the poisoning rate is 0)
and the backdoor model to further demonstrate the effective-
ness of our triggers. The experimental results are shown in
Fig. 5, where ASR increases with the increase of ε . Before the
backdoor embedding (i.e., clean model), our backdoor triggers
achieve some ASR. After the backdoor embedding, the back-
door model can achieve higher ASR than the clean model. The
ASR difference between the clean model and the backdoor
model indicates that our triggers can help embed backdoors in
QNNs. Additionally, CA is almost unaffected by the increase
of ε .
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Fig. 5. The impact of different ε .

5.4. Impact of proxy model

As discussed above, when adversaries cannot use quan-
tum resources, they may consider using classical models for
attacks. Table 1 shows the ASRs of different QNN models
when using FNN as the proxy model. For comparison, we
also use the same classical model to generate perturbations for
the baseline attack. Since the proxy model is a classical neu-
ral network structure, we use the fast gradient sign method
(FGSM)[13] and the projected gradient descent (PGD)[44] to
generate triggers. Our attack improves ASR to a certain extent
compared to the baseline.

Table 1. ASR results using FNN as the proxy model.

Proxy model Victim model
Perturbation generation

BaselineFGSM PGD

FNN

QNN1 87.26% 69.54% 35.69%
QNN2 72.54% 79.43% 58.96%
QNN3 73.49% 74.69% 32.13%
QCNN 95.81% 95.79% 60.53%

The above evaluation results mean that adversaries can
implement our proposed attacks without collecting detailed
information about the victim QNN. In particular, due to the
limited number of qubits in NISQ computers, users may need
to reduce the dimensionality of the data for training. This pre-
processing method for the data limits the ability of the baseline
attack, while our method is not affected by this limitation.

5.5. Impact of fuzzy admix

We chose three sets of hyperparameters from different
Gaussian membership functions and QNN3 to investigate the
effect of fuzzy admix on attack performance. We selected
three different values (c,σ) = (0.1,0.1),(1,1),(1,2) for ex-
perimentation. Additionally, we compared attacks that did
not use fuzzy admix for data mixing. The results are listed
in Table 2. In most cases, compared to attacks that did not
use fuzzy admix, using fuzzy admix helps to improve ASR.
Furthermore, the trigger attack performance was best when
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(c,σ) = (1,2). This indicates that fuzzy admix helps the al-
gorithm find better backdoor triggers for attacks. However, it
is difficult to observe this when choosing the set of parame-
ters (c,σ) = (0.5,0.5). This may be due to the information
of the target class data dominating too much when selecting
inappropriate hyperparameters, resulting in the trigger gener-
ation algorithm unable to obtain information from non-target
class data.

Table 2. The impact of hyperparameters in fuzzy admix and with-
out fuzzy admix.

Hyperparameters CA ASR
0.1,0.1 86.50% 64.20%

1,1 86.50% 92.77%
1,2 86.60% 95.06%

Without fuzzy admix 86.20% 78.63%

5.6. Evaluation for backdoor detection

Here, we evaluate whether the proposed backdoor trig-
ger can bypass backdoor detection methods. Spectral signa-
ture detection[30] and activation clustering[31] are two popu-
lar backdoor trigger detection methods. Spectral signature de-
tection can detect and remove poisoned data and requires a

hyperparameter to be set as the upper limit for deleting sus-
picious data, which we set to 1.5. Activation clustering uses
the relative size metric to identify whether the current model
is poisoned. To avoid redundant experiments, we only report
the detection results for the perturbations generated by QNN3.
Table 3 lists the precision, recall, and F1 score of the two de-
tection methods.

For the spectral signature detection method, very few poi-
soned samples are detected and removed, and we speculate
that this is due to differences between some clean data and
poisoned data. However, as shown in Fig. 4, even if some
poisoned samples are removed, our attack can achieve a high
attack success rate at a small poisoning rate, as empirically
observed.

As for the detection results of poisoned models using ac-
tivation clustering, zero indicates that the method did not find
the model to be poisoned. In other words, activation clus-
tering fails to detect the attack proposed in this paper. We
speculate that this is because we did not modify the labels in
the dataset, and our trigger was generated specifically for the
dataset. These two factors do not lead to any anomalies in our
poisoned data.

Table 3. Detection results of spectral signature detection[30] and activation clustering.[31]

Perturbation generation Spectral signature detection Activation clustering
Q-FGSM 2.66% 20.44% 4.71% 0.00% 0.00% 0.00%
Q-BIM 3.21% 25.00% 5.70% 0.00% 0.00% 0.00%

6. Conclusions
This paper presents a backdoor attack strategy against

QNNs, which is achieved by solving an optimization prob-
lem in the training dataset to generate triggers. Remarkably,
in the most extreme cases, this approach neither requires the
adversary to have knowledge of the specific architecture of the
QNNs nor mandates alterations to the dataset labels. It can
achieve a high success rate of backdoor attacks while having
minimal impact on the performance of the quantum model.
We believe that this type of attack reveals an important vulner-
ability in QNNs. With the development of quantum machine
learning, we hope that our results will contribute to further ex-
ploration of more backdoor attack methods and encourage the
development of defense models to ensure the security of future
quantum machine learning systems.
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