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Robust multi-task distributed estimation based on generalized
maximum correntropy criterion
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False data injection (FDI) attacks are common in the distributed estimation of multi-task network environments, so
an attack detection strategy is designed by combining the generalized maximum correntropy criterion. Based on this, we
propose a diffusion least-mean-square algorithm based on the generalized maximum correntropy criterion (GMCC-DLMS)
for multi-task networks. The algorithm achieves gratifying estimation results. Even more, compared to the related work,
it has better robustness when the number of attacked nodes increases. Moreover, the assumption about the number of
attacked nodes is relaxed, which is applicable to multi-task environments. In addition, the performance of the proposed
GMCC-DLMS algorithm is analyzed in the mean and mean-square senses. Finally, simulation experiments confirm the
performance and effectiveness against FDI attacks of the algorithm.
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1. Introduction
Distributed estimation originated from research in the

field of computing, and it has been extended to wireless
sensor networks (WSNs) by modern wireless communica-
tion technologies.[1–4] With the widespread use of WSNs
in environmental monitoring, military, medical care, and
other applications, distributed algorithms have been further
investigated.[5,6] In general, WSNs consist of many sensor
nodes deployed in an area. Sensors collect data and commu-
nicate with each other, and they work in a cooperative manner
to solve some common tasks such as temperature, humidity,
motion, and sound.[7,8] It is called distributed single-task esti-
mation when all nodes are interested in the same task. Corre-
spondingly, the tasks are different between clusters when the
nodes can be divided into clusters, which is called distributed
multi-task estimation.[9–11]

One of the characteristics of WSNs is that they are not
quite secure. Attacks may exist in practical applications such
as power systems,[12] Internet of things (IoT),[13] aviation,[14]

unmanned aerial vehicle (UAV) networks,[15] and other envi-
ronments, so it is essential to study attacks on distributed net-
works. So far, researchers have studied a variety of attacks in
distributed networks, including Byzantine attacks,[16] denial
of service attacks (DoS),[17] random attacks,[18] and false data
injection (FDI) attacks.[12] An et al. proposed a distributed
algorithm based on a local min-switching decision (LMSD)
for Byzantine links and nodes.[19] For nonlinear network sys-
tems with resource constraints, Liu et al. investigated secure
distributed state estimation under DoS attacks.[20] For random
attacks, Xie et al. designed an attack-resistant distributed in-
terval observer by taking advantage of interval attack estima-
tion and attack frequency.[21]

In recent years, distributed algorithms that are effective
against FDI attacks have mushroomed.[22] A distributed adap-
tive algorithm based on the Kullback–Leibler divergence is
proposed to detect FDI attacks by Hua et al.[23] Liu et al. pro-
posed a secure diffusion least-mean square (S-dLMS) algo-
rithm to handle FDI attacks by combining two subsystems.[24]

For target tracking with FDI attacks, a consensus-based dis-
tributed state estimation method is proposed by Shui et al.[25]

However, the above-mentioned papers considered single-task
estimation rather than multi-task estimation. Given that dis-
tributed multi-task estimation also has wide applications in
practice, like pattern classification and multi-target tracking,
it is realistic to consider how to defend against FDI attacks
in multi-task environments.[26] Additionally, it is not reason-
able to migrate the approach of defending against attacks from
single-task estimation to multi-task estimation directly, so re-
searchers investigate resisting attacks in multi-task environ-
ments in these years. Li et al. developed a resilient diffusion
least mean-square (RDLMS) algorithm motivated by a mean
sub-sequence reduced (MSR) approach over multi-task net-
works in the presence of any data falsification attack.[27] They
also presented the trade-off between the resilience of the dis-
tributed strategy and its performance of the networked mean
square deviation (MSD) in qualitative analysis. Further, in sce-
narios of multi-task networks with impulsive interferences and
Byzantine attacks, Yu et al. developed a robust resilient diffu-
sion least mean Geman–McClure-estimation (RDLMG) algo-
rithm based on the cost function used by the Geman–McClure
estimator.[28] As mentioned by Yu et al., the information from
normal neighbors may be discarded, because nodes always
discard extremes from their neighbors that are different from
their own state, even if the network is secure.

Based on the above-mentioned literature, this paper con-
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siders a distributed estimation algorithm to resist attacks for
multi-task network environments. Chen et al. studied en-
tropy and correntropy, and proposed generalized maximum
correntropy criterion (GMCC), the kernel minimum error en-
tropy (KMEE) algorithm, and other achievements.[29–33] Re-
searchers found that, compared with minimum mean square
error (MMSE), the GMCC can obtain a more robust perfor-
mance when there are outliers.[34,35] In addition, it can be
proved that the theoretical prediction error is bounded. Thus,
the GMCC is incorporated for detecting attacked nodes by tak-
ing advantage of the boundedness of prediction error.

The main contributions of this paper are outlined as fol-
lows:

(i) For the FDI attacks, an attack detection strategy based
on the GMCC is proposed. The assumption about the num-
ber of attacked nodes in multi-task network environments is
relaxed.

(ii) For multi-task network environments, a distributed
estimation algorithm is proposed to defend against attacks.

The algorithm is analyzed theoretically, and mean and mean-
square performance analysis is presented.

(iii) The effectiveness of the proposed algorithm is con-
firmed by simulations. Compared to related work, the perfor-
mance of the algorithm degrades slowly with the increasing
number of attacked nodes, and the algorithm has better robust-
ness.

The rest of the paper is structured as follows. In Section 2,
the multi-task network model, the multi-task diffusion least-
mean-square (DLMS) algorithm, and the attack model are
introduced. The proposed diffusion DLMS algorithm based
on the generalized maximum correntropy criterion (GMCC-
DLMS) for multi-task networks is described carefully in Sec-
tion 3. In Section 4, the mean and mean-square performance
of the proposed algorithm is analyzed. Simulations are given
in Section 5. Lastly, the full text is summarized in Section 6.
What’s more, a summary of the notations adopted in this work
is presented in Table 1.

Table 1. Summary of symbols.

x normal font denotes realizations of random variables.
𝑥 boldface small letters indicate random vectors.

col{s, t} column vector with entries s and t.
vec(A) vectorizes matrix A and stacks its columns on top of each other.
𝑅 boldface capital letters indicate matrices.
𝐼N identity matrix of N ×N.

diag{s, t} the index set of nodes for node k, which includes neighbors and itself.
Cs the set of nodes in the s-th cluster.

C C (k) the cluster where node k resides.
‖x‖ Euclidean norm of its vector argument.
‖x‖2

Σ
weighted square value x*Σx, where * denotes complex conjugation for scalars.

2. Problem formulation and preliminaries
In this part, the network model and the multi-task DLMS

algorithm without attacks will be introduced. Then, a brief
introduction to FDI attacks will be shown.

2.1. Network model

For communications, a network with N nodes is consid-
ered. These nodes are distributed in a region with a certain
topology. Nk denotes the set of nodes adjacent to node k, in-
cluding the node k itself, and |Nk| is the degree. At each iter-
ation n, node k will jointly estimate the parameter wo by the
data {dk(n),xk(n)}. Scalar dk(n) and regression vector xk(n)
of L-dimensional satisfy a linear relationship as follows:

dk(n) = xT
k(n)w

o
k + zk(n), (1)

where wo
k is unknown L-dimensional column vector and zk(n)

is the measurement noise.
In multi-task networks, all nodes are divided into M clus-

ters depending on the tasks, and the same parameter is jointly
estimated within each cluster. Cs and Ct denote the sets of
nodes belonging to the s-th and t-th clusters respectively, and
s, t ∈ {1,2, . . . ,M} denote the index of the cluster. The rela-

tionship of the tasks between nodes can be expressed as

wo
k = wo

Cs
, ∀k ∈Cs,

wo
Cs

∼ wo
Ct
, if Cs,Ct are connected. (2)

Reasonable assumptions are made in the following.
Assumption 1 The regression vectors xk(n) have a co-

variance matrix 𝑅x,k, where 𝑅x,k = E{xk(n)xT
k(n)}> 0; xk(n)

is generated by 𝑥 that is temporal stationary and white stochas-
tic as well as spatial independent.

Assumption 2 zk(n) is a zero-mean Gaussian noise with
covariance 𝑅z,k, which is identically independent distributed
(i.i.d.) in time and independent in space.

2.2. Distributed multi-task DLMS without FDI attacks

For the distributed DLMS strategy, the Adaptive-Then-
Combine (ATC) DLMS algorithm is employed because of
the better performance of the ATC fusion rule. In multi-task
environments, the unknown parameter estimation problem is
solved by minimizing the following cost function:

min
wC1 ,...,wCM

Jglob(wC1 , . . . ,wCM )

=
N

∑
k=1

E
{
|dk(n)− xT

k(n)wC C(k)|
2
}
, (3)
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where wC C(k) ∈ {wC1 , . . . ,wCM} is the estimated parameter
vector of the cluster where node k resides. Thus, the multi-
task ATC DLMS algorithm is obtained as

ϕk(n+1) = wk(n)+µ

(
∑

l∈Nk∩C C(k)
clk[dl(n)

− xT
l (n)wk(n)]xl(n)

+η ∑
l∈Nk∖C C(k)

ρkl(wl(n)−wk(n))
)
,

wk(n+1) = ∑
l∈Nk∩C C(k)

alkϕl(n+1),

(4)

where µ is the step size, η is the strength parameter, and the
non-negative coefficients ρkl aim at adjusting the regulariza-
tion strength. The first formula in Eq. (4) describes that node
k uses measurements of neighbors in Nk ∩C C(k) to obtain an
intermediate estimate, and the second formula in Eq. (4) de-
scribes the fusion of node k using the intermediate estimates
of neighbors in Nk ∩C C(k). Both clk and alk are non-negative
coefficients, and they are (l,k)-th terms in the left random ma-
trix 𝐴 and the right random matrix 𝐶:

𝐴TIN = IN , 𝐶IN = IN . (5)

The coefficients satisfy the following formulas:

alk ≥ 0, ∑
l∈Nk

alk = 1, alk = 0 if l /∈ Nk,

clk ≥ 0, ∑
k∈Nl

clk =1, clk = 0 if k /∈ Nl . (6)

The diffusion ATC algorithm has different effects with
different fusion matrices. When 𝐶 = 𝐼 , the node transmits
only the intermediate estimate ϕk(n+1) to the neighbor nodes.
Correspondingly, when 𝐶 ̸= 𝐼 , the scalar dk(n+1) and the re-
gression vector xk(n+1) are transmitted to neighbor nodes in
addition to the intermediate estimate ϕk(n+ 1). In this study,
𝐶 = 𝐼 is chosen to exclude the possible interference of the at-
tack on the scalar dk(n+1) and the regression vector xk(n+1).

2.3. Attack model

The FDI attack is mainly considered in this work. An at-
tacker can inject arbitrary false data to modify node data or
control structure. The attack model for an arbitrary node k is
expressed as

w*
k(n) = wo

k +ωk, (7)

where ωk is the L-dimensional interference vector. Thus, the
linear measurement model can be modified to

dk(n) = xT
k(n)w

*
k + zk(n). (8)

This study aims to propose an attack detection algorithm
for multi-task environments in presence of attacks. In multi-
task networks, if node k needs to utilize information from its
neighbors to detect attacked nodes, and only the intermedi-
ate estimates of their neighbors at the same cluster are em-
ployed in the fusion step, it is inappropriate to assume that the
number of attacked neighbor nodes of any node k is no more
than ⌈|Nk|/2⌉.[24] In addition, for networks satisfying the F-
local model, it is always difficult to determine F without pri-
ori information.[27] Therefore, the following relaxed and more
reasonable assumption is made for the multi-task network en-
vironments:

Assumption 3 The network is initially secure. For any
node k, all neighbors of the same cluster cannot be attacked at
the same time.

3. Secure distributed estimation algorithm
The GMCC is introduced for constructing an attack de-

tection strategy, leading to the proposed GMCC-DLMS appli-
cable to the attacked multi-task environments. The GMCC-
DLMS has five main parts: the transmission of estimates, in-
cremental step, the transmission of intermediate estimates, at-
tack detection, and diffusion step. Among them, the incremen-
tal step, attack detection, and diffusion step of the algorithm
are described in detail in the following. The flowchart of the
multi-task GMCC-DLMS is obtained in Fig. 1.

Adaption Exchange

Exchange

Node k

...

Detection

Combination

Fig. 1. The flowchart of the multi-task GMCC-DLMS.
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3.1. Incremental step

In the first step, the estimated parameter of node k at the
iteration n is transmitted to the neighbors at the same cluster.
At the same time, node k will receive estimates wl(n) from its
neighbor nodes l. These estimate parameters will be used for
the incremental step and attack detection.

As the presence of attacks in the networks, the data
{dl(n),xl(n)} of neighbor node l may be attacked. There-
fore, preventing node k unknowingly uses the attacked in-
formation, a non-cooperative form is taken in the adaptive
estimation. That is, the estimate wk(n + 1) is updated by
{dk(n+ 1),xk(n+ 1)}, wk(n), and wl(n). The expression is
as follows:

ϕk(n+1) =wk(n)+µ
(
[dk(n+1)− xT

k(n+1)wk(n)]xk(n+1)

+η ∑
l∈Nk∖C C(k)

ρkl(wl(n)−wk(n))
)
. (9)

3.2. Attack detection

When the adaptive estimation is completed, node k trans-
mits the intermediate estimate ϕk(n+ 1) and calculated value
Gk(n+1) to neighbors in Nk∩C C(k). At the same time, node
k will receive ϕl(n+ 1) and Gl(n+1) from those neighbors.
The rest of this section describes how to calculate Gk(n+ 1).
However, it is difficult to determine whether node k is attacked
or normal based on intermediate estimates alone. Therefore,
an attack detection step needs to be designed.

In distributed multi-task diffusion LMS, a node updates
the estimated parameter by employing weighted average esti-
mated parameters of all nodes in Nk∩C C(k). However, the in-
formation of those attacked nodes cannot be adopted directly,
or the network will be affected. We use information from the
lowest-cost neighbors to replace information of some higher-
cost neighbors. Correntropy is a robust nonlinear similarity
measure in kernel space. In Ref. [29], Chen et al. proposed
to use the generalized Gaussian density (GGD) function as a
kernel function in correntropy, and the new correntropy was
called the generalized correntropy, i.e., GMCC. In data analy-
sis such as regression and classification, a measure called the
generalized correntropic loss (GC-loss), instead of the gen-
eralized correntropy, can be used. Minimizing the GC-loss
will be equivalent to maximizing the generalized correntropy.
Compared with the MMSE, GMCC can achieve more robust
performance in the presence of outliers, so the proposed al-
gorithm combines GMCC to determine whether the received
information is attacked. The GC-loss function is available:[29]

GGC−loss = γα,β

{
1−E

[
exp(−λ |e(n)|α)

]}
, (10)

where γα,β = α/(2βΓ (1/α)) is the normalization constant,
α > 0 is the shape parameter, β > 0 is the scale parameter,
Γ (·) is the gamma function, and λ = 1/β α is the kernel pa-
rameter. In addition, e(n) = d(n)− xT(n)w(n) denotes the er-
ror at iteration n. Equation (10) is the global loss function,
from which the loss function of the node k at iteration n+ 1
can be obtained as

Gk(n+1) =γα,β

{
1− exp(−λ |ek(n+1)|α)

}
. (11)

Since γα,β is a normalization constant, Eq. (11) can be
rewritten as

Gk(n+1) =1− exp(−λ |ek(n+1)|α). (12)

The prediction error at iteration n + 1 is ek(n + 1) =
dk(n + 1) − xT

k(n + 1)wk(n) using the estimated parameter
wk(n). Thus, the function Gk(n+1) measures the error in the
parameter estimation. There will be an abnormal increase in
the prediction error ek(n+1) if the node k is attacked.

At iteration n+1, each node computes the Gk(n+1) us-
ing its estimated parameter wk(n). Then, node k and its neigh-
bors in Nk ∩C C(k) exchange the calculated value Gk(n+1)
and Gl(n+1). After finishing the process, node k sorts all
values in ascending order:

Gl1(n+1)< · ··< Glm(n+1)< · ··< Gl|Nk∩C C(k)|(n+1), (13)

where m ∈ {1,2, . . . , |Nk ∩C C (k)|}.
Compared to other nodes in Nk ∩C C(k), the node l1 has

the smallest value Gl1(n+1) with the smallest prediction er-
ror. As a consequence, the intermediate estimated ϕl1(n+ 1)
is considered to be optimal among them. The attack makes a
large difference between the values of prediction error for the
abnormal node and the normal node. That is the value of pre-
diction error because the attacked node will be an outlier. In
the proposed attack detection strategy, the threshold is set for
discrimination since the Glm(n+1) of the attacked node will
be abnormally large,{

Glm(n+1)> θ , lm ∈ A,
Glm(n+1)< θ , lm ∈ S,

(14)

where lm ∈ A and lm ∈ S indicate that node lm is under attack
and is secure, respectively.

The GC-loss function used for the above attack detection
is based on the GGD function. At zero mean it is

Gα,β (e) =
α

2βΓ (1/α)
exp
(
−
∣∣∣ e
β

∣∣∣α)
= γα,β exp(−λ |e|α). (15)

For the parametric family of symmetric distributions, the
Gaussian and Laplace distributions are included and they are
particular cases when α = 2 and α = 1, respectively. When
the two distributions are used for attack detection similar to
Eq. (12), the two expressions are

Kk(n+1) =1− exp
(
−

e2
k(n+1)

2σ2

)
, (16)

Lk(n+1) =1− exp
(
− |ek(n+1)|

b

)
, (17)

where σ indicates the kernel parameter and b denotes the scale
parameter.
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Algorithmic 1 GMCC-DLMS algorithm
Input: {dk,xk} ∈ R×RL(k = 1,2, . . . ,N)

Initialization: wk(0) = 0, µ > 0, alk > 0, α > 0, λ > 0, θ ∈ (0,1)
1: for n = 2 → T do
2: for k = 1 → N do
3: Adaption:

ϕk(n+1) = wk(n)+µ

(
[dk(n+1)− xT

k(n+1)wk(n)]xk(n+1)+η ∑
l∈Nk∖C C(k)

ρkl(wl(n)−wk(n))
)

5: Detection:
6: for l = 1 →|Nk ∩C C (k)| do
7: Computation: Gl(n+1) =1− exp(−λ |el(n+1)|α )
8: Sort: Gl1 (n+1)<.. . < Glm (n+1)<.. . < Gl|Nk∩C C(k)| (n+1)

9: Judgement:

{
Glm (n+1)> θ , lm ∈ A
Glm (n+1)< θ , lm ∈ S

10: end for
11: Combination:

12: ϕ̂lm (n+1) =

{
ϕlm (n+1) = ϕl1 (n+1), lm ∈ A
ϕlm (n+1) = ϕlm (n+1), lm ∈ S

13: wk(n+1) = ∑
l∈Nk∩C C(k)

alkϕ̂l(n+1)

14: end for
15: end for

3.3. Diffusion step

After identifying the attacked nodes, appropriate mea-
sures need to be taken before fusion. When Glm(n+1)>θ ,
the node lm is considered to be under attack and its intermedi-
ate estimate is replaced with ϕl1(n+ 1). Otherwise, the node
is safe and does nothing. Expression is as follows:

ϕ̂lm(n+1) =

{
ϕlm(n+1) = ϕl1(n+1), lm ∈ A,

ϕlm(n+1) = ϕlm(n+1), lm ∈ S.
(18)

Thus the fusion step of Eq. (4) can be rewritten as

wk(n+1) = ∑
l∈Nk∩C C(k)

alkϕ̂l(n+1). (19)

For coefficient alk, there are several combination rules
such as Laplacian, Metropolis, and maximum-degree.[36] The
Metropolis criterion is used in this study:

alk =


1/max(nk,nl), if l ∈ Nk ∩C C (k)/{k},
1− ∑

l∈Nk∩C C(k)∖{k}
alk, if l ∈ k,

0, otherwise,

(20)

where nk is the degree of node k.
The pseudocode of the proposed algorithm is raised in al-

gorithm 1.

4. Performance analysis
A more comprehensive performance analysis of the

multi-task GMCC-DLMS will be presented in this section. For
the node k at iteration n, the weight error vector is defined as

vk(n) = wk(n)−wo
k . (21)

To facilitate the calculation, the information in the net-
work is represented as block vectors and matrices. Expres-
sions v(n), w(n), wo, and ϕ(n) denote the block weight er-
ror vector, the block weight estimate vector, the block optimal

weight vector, and the block intermediate weight estimate vec-
tor with size LN ×1, respectively,

v(n) = col{vk(n)}N
k=1, (22)

w(n) = col{wk(n)}N
k=1, (23)

wo = col{wo
k}N

k=1, (24)

ϕ(n) = col{ϕk(n)}N
k=1. (25)

4.1. Performance of ideal detection

The estimation error generated by the first equation in
Eq. (4) is

dl(n)− xT
l (n)wk(n) = zl(n)− xT

l (n)vk(n)+ xT
l (n)ωl , (26)

where ωl is a random interference vector. Noticeably, wo
l = wo

k
when l ∈ Nk ∩C C (k).

Using wo
k from each side of the first expression in Eq. (4)

and employing Eq. (26), we can rewrite the first expression in
Eq. (4) as

ϕ(n+1)−wo = v(n)−µ𝑋x(n)v(n)+µ𝑋x(n)ω(n)

+µ pzx(n)−µηQ(v(n)+wo), (27)

𝑄 = 𝐼LN −𝑃 ⊗𝐼L, (28)

where ⊗ denotes the Kronecker product. 𝑃 is N ×N matrix
and has (k, l)-th entry ρkl , and 𝑃kk = 1 if Nk∖C C (k) is empty.
Moreover, 𝑋x(n) is a block diagonal matrix of LN ×LN:

𝑋x(n) = diag

{
∑

l∈Nk∩C C(k)
clkxl(n)xT

l (n)

}N

k=1

, (29)

and pzx(n) is the following LN ×1 vector:

pzx(n) = col

{
∑

l∈Nk∩C C(k)
clkxT

l (n)zl(n)

}N

k=1

. (30)

068902-5



Chin. Phys. B 32, 068902 (2023)

Let 𝐴 = 𝐴⊗ 𝐼L, the second equation in Eq. (4) can be
rewritten as

w(n+1) =𝐴T
ϕ(n+1). (31)

Then, wo is subtracted from each side of Eq. (31) to obtain

v(n+1) =𝐴T(ϕ(n+1)−wo)+(𝐴T −𝐼LN)wo. (32)

The iterative formula for the error vector is obtained by
substituting Eq. (27) into the above equation:

v(n+1) = 𝐴T[𝐼LN −µ(𝑋x(n)+η𝑄)]v(n)

+[𝐴T −𝐼LN −µη𝐴T𝑄]wo

+µ𝐴T𝑋x(n)ω(n)+µ𝐴T pzx(n). (33)

For simplicity of analysis, we take the following substitu-
tion:

𝐷(n) =𝐴T[𝐼LN −µ(𝑋x(n)+η𝑄)], (34)

g(n) = [𝐴T −𝐼LN −µη𝐴T𝑄]wo︸ ︷︷ ︸
gq(n)

+µ𝐴T𝑋x(n)ω(n)︸ ︷︷ ︸
gω (n)

, (35)

𝑋(n) = µ𝐴T pzx(n). (36)

Then, Eq. (33) is simplified to

v(n+1) =𝐷(n)v(n)+𝑋(n)+g(n). (37)

(i) Mean error
The mean error measures performance from the perspec-

tive of the parameter.
Taking the expectation for each side of Eq. (37) yields

E{v(n+1)}= E{𝐷(n)v(n)+𝑋(n)+g(n)}. (38)

To make the expressions more concise, the following sub-
stitution is made for the expected value:

𝑋x = E{𝑋x(n)}

= E

diag

{
∑

l∈Nk∩C C(k)
clk𝑅x,l

}N

k=1

 , (39)

pzx = E{pzx(n)}= 0. (40)

Based on the covariance matrix of neighbor nodes in the
same cluster, 𝑅k = ∑

l∈Nk∩C C(k)
clk𝑅x,l is obtained.

The expectations for 𝐷(n) and g(n) in Eq. (38) are de-
fined as

𝐷 = E{𝐷(n)}=𝐴T[𝐼LN −µ(𝑋x(n)+η𝑄)], (41)

gq = E{gq(n)}= (𝐴T −𝐼LN −µη𝐴T𝑄)wo, (42)

gω = E{gω(n)}= µ𝐴T𝑋x(n)ω. (43)

Taking the expectation for Eq. (38) yields the expectation of
v(n):

E{v(n+1)}=𝐷E{v(n)}+gq +gω . (44)

The communication of the nodes is not affected when at-
tacks can be accurately detected, so we can consider gω = 0.
Equation (44) is modified to

E{v(n+1)}=𝐷E{v(n)}+gq. (45)

Theorem 1 (i.e., mean stability) Mean stability indicates
whether and to what value the mean error converges as the
number of iterations increases. According to the hypothe-
ses and model given above, the distributed multi-task GMCC-
DLMS algorithm converges asymptotically to the mean when
the step size meets the condition as follows:[10]

0 < µ <
2

maxk{λmax(𝑅k)}+2η
, (46)

where λmax indicates the maximum eigenvalue. In accordance
with Eq. (45), the asymptotic mean deviation is deduced as

lim
n→∞

E{v(n+1)}= (𝐼LN −𝐷)−1gq. (47)

(ii) Mean-square error
Mean-square error measures performance from a scalar

perspective. Since it is possible that the error vectors v(n+1)
converge to zero on average, but they may have large fluctua-
tions around the zero value, it makes sense to find the mean-
square error and mean-square stability.

Based on Eqs. (37) and (40), the mean-square error can
be obtained by a positive semi-definite matrix Σ satisfying

E{‖v(n+1)‖2
Σ
}

= E{‖v(n)‖2
Σ ′}+Tr

{
ΣE{𝑋(n)𝑋T(n)}

}
+E{

∥∥gq(n)
∥∥2

Σ
}+2E

{
gT

q(n)Σ𝐷(n)v(n)
}
, (48)

where ‖x‖2
Σ
= xTΣx and Σ ′ = E{𝐷(n)TΣ𝐷(n)}. To simplify

analysis, let

𝐶 =𝐶⊗𝐼L, (49)

Γ (gq(n),Σ ,v(n)) =
∥∥gq(n)

∥∥2
∑
+2gT

q(n)Σ𝐷(n)v(n), (50)

𝑋 = E{𝑋(n)𝑋T(n)}
=𝐴T𝐶T diag{σ

2
z,1𝑅x,1, . . . ,σ

2
z,N𝑅x,N}𝐶𝐴. (51)

According to the above simplified formulas, Eq. (48) can
be rewritten as

E{‖v(n+1)‖2
Σ
} = E{‖v(n)‖2

Σ ′}+Tr
{

Σ𝑋
}

+E
{

Γ (gq(n),Σ ,v(n))
}
. (52)

To verify the mean-square stability, it is necessary to
prove that the mean-square error converges at sufficiently
small step sizes. Vectorize the matrices Σ and Σ ′ into σ =

vec(Σ) and σ ′ = vec(Σ ′). A linear relationship existing be-
tween them is expressed as σ ′ = εσ , where ε is an (LN)2 ×
(LN)2 matrix represented by ε = E{𝐷(n)T ⊗𝐷(n)T}.[14]

Here, ε can also be expressed as 𝐷T ⊗𝐷T +𝒪(µ2
max). The

step size satisfying the Eq. (46) is considered in this paper, so
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terms involving higher power steps can be ignored. We can
obtain the following expression:

ε ≈𝐷T ⊗𝐷T. (53)

For the last term E{Γ (gq(n),Σ ,v(n))} to the right of the
equal sign of Eq. (52), the first term is E{

∥∥gq(n)
∥∥2

Σ
} by defi-

nition (50):

E{
∥∥gq(n)

∥∥2
Σ
}= E{gT

q(n)∑gq(n)}. (54)

Because the random component in gq(n) is related to the
square of the step size, the expression is

E{
∥∥gq(n)

∥∥2
Σ
}=

∥∥gq(n)
∥∥2

Σ
+𝒪(µ2

max). (55)

Similar to the above operation, we can obtain

E
{

gT
q(n)Σ𝐷(n)v(n)

}
= gT

q(n)Σ𝐷(n)E{v(n)}+𝒪(µ2
max). (56)

Neglecting sufficiently small higher-order terms of the
step size yields

E{Γ (gq(n),Σ ,v(n))}= Γ (gq(n),Σ ,E{v(n)}). (57)

Therefore, Eq. (52) can be approximated as

E{‖v(n+1)‖2
σ
} = E{‖v(n)‖2

εσ
}+vec(𝑋T)T

σ

+Γ (gq(n),Σ ,E{v(n)}). (58)

The notations ‖·‖2
Σ

and ‖·‖2
σ

denote the same square weighted
norm.

Theorem 2 (i.e., mean-square stability) Mean-square sta-
bility indicates whether and to what value the mean-square er-
ror converges as the number of iterations increases. First of
all, it is assumed that the step size satisfies Eq. (46), and fur-
ther assumed that the approximation terms (53) and (57) are
adjusted by neglecting the higher-order terms of the step size.
In addition, Eq. (58) is the updating process of mean square
error with the number of iterations. It is available that the
distributed multi-task diffusion algorithm can be mean-square
stable when the matrix ε is stable. As the approximation (53)
is obtained, the stability of matrix ε is ensured under the con-
dition of sufficiently small step size.

Proof of Theorem 2 Equation (58) is started from n = 0.
It is found that

E{‖v(n+1)‖2
σ
} = E{‖v(0)‖2

εn+1σ
}+vec(XT)T

n

∑
i=0

ε
i
σ

+
n

∑
i=0

Γ (gq(n− i),ε i
σ ,E{v(n− i)}), (59)

where v(0) = w(0)−wo. When matrix ε is stable, the terms
to the right of the equal sign in Eq. (59) converge to zero and
bounded values. Thus, the mean-square stable is proved.

Theorem 3 (i.e., transient MSD) L-2 norm is used by
MSD to measure performance from the parameter perspec-
tive. Let Σ = 1

N 𝐼LN . The MSD learning curve is defined as

γ(n) = 1
N E{‖v(n)‖}2. Its evolution is in terms of the follow-

ing recursions:

γ(n+1) = γ(n)+
1
N

(
vec(𝑋T)

T
ε

nvec(𝐼LN)

−E{‖v(0)‖2
(𝐼

(LN)2
−ε)εnvec(𝐼LN)

}

+
∥∥gq(n)

∥∥2
εnvec(𝐼LN)

−2((𝐷E{v(n)}

⊗gq(n))T +ρ(n))vec(𝐼LN)
)
, (60)

ρ(n+1) = ρ(n)ε +(𝐷E{v(n)}⊗gq(n))T(ε −𝐼
(LN)2), (61)

with γ(0) = 1
N ‖v(0)‖2 and ρ(0) = 01×LN .

Proof of Theorem 3 The expressions of Eq. (59) for
iteration n + 1 and n are written and then compared, items
E{‖v(n+1)‖2

σ
} and E{‖v(n)‖2

σ
} are related by

E{‖v(n+1)‖2
σ
}

= E{‖v(n)‖2
σ
}+vec(𝑋T)T

ε
n
σ −E{‖v(0)‖2

(𝐼
(LN)2

−ε)εnσ
}

+
n

∑
i=0

Γ (gq(n− i),ε i
σ ,E{v(n− i)})

−
n−1

∑
i=0

Γ (gq(n−1− i),ε i
σ ,E{v(n−1− i)}). (62)

In addition, the last two terms to the right of the equal
sign of Eq. (62) are replaced with

n

∑
i=0

Γ (gq(n− i),ε i
σ ,E{v(n− i)})

−
n−1

∑
i=0

Γ (gq(n−1− i),ε i
σ ,E{v(n−1− i)})

=
∥∥gq(n)

∥∥2
εnσ

−2((𝐷E{v(n)}⊗gq(n))T +ρ(n))σ , (63)

where

ρ(n) =
n

∑
i=1

(𝐷E{v(n− i)}⊗gq(n− i))T
ε

i

+
n−1

∑
i=0

(𝐷E{v(n− i−1)}⊗gq(n− i−1))T
ε

i. (64)

Thus Eq. (62) is rephrased as

E{‖v(n+1)‖2
σ
}

= E{‖v(n)‖2
σ
}+vec(XT)T

ε
n
σ −E{‖v(0)‖2

(𝐼
(LN)2

−ε)εnσ
}

+
∥∥gq(n)

∥∥2
εnσ

−2((𝐷E{v(n)}⊗gq(n))T +ρ(n))σ ,(65)

ρ(n+1) = ρ(n)ε+(𝐷E{v(n)}⊗gq(n))T(ε−𝐼
(LN)2), (66)

with ρ(0) = 01×LN .
Theorem 4 (i.e., steady-state MSD) Steady-state MSD

indicates whether and to what value the transient MSD con-
verges as the number of iterations increases. The steady-state
MSD is obtained when the step size is small enough for theo-
ries 1 and 2 to hold:

γ
* = vec(𝑋T)T 1

N
(𝐼

(LN)2 − ε)−1vec(𝐼LN)

068902-7



Chin. Phys. B 32, 068902 (2023)

+Γ (gq(∞),
1
N
(𝐼

(LN)2 − ε)−1vec(𝐼LN),E{v(∞)}), (67)

where E{v(∞)} depends on Eq. (47).
Proof of Theorem 4 Steady-state MSD is a limiting

value:

γ
* = lim

n→∞

1
N

E{‖v(n)‖}2. (68)

As n → ∞, we obtain the expression from the recursive
Eq. (58) as follows:

lim
n→∞

E{‖v(n)‖2
(𝐼

(LN)2
−ε)σ}

= vec(𝑋T)T
σ +Γ

(
gq(∞),Σ ,E{v(∞)}

)
. (69)

From Eqs. (68) and (69), it is clear that, to obtain the
MSD, the σ can be chosen as follows:

(𝐼
(LN)2 − ε)σ =

1
N

vec(𝐼LN). (70)

This yields the expression (67).

4.2. Performance of attack detection

It is determined that attack detection affects the estima-
tion performance of the algorithm, and the performance of
GMCC-DLMS is analyzed in this part when there are false
detections in the detection strategy. Generally speaking, false
detections are classified as false alarms and missed detections.
Noteworthily, the performance of the algorithm in the case of
false detections cannot be precisely obtained due to the lack
of a priori attack information. For node k, the set of neighbors
in the same cluster Wk(n) = Nk ∩C C (k) is divided into two
subsets:

Wk(n) =W+
k (n)∪W−

k (n). (71)

W+
k (n) indicates that normal nodes in Wk(n) are detected as

secure, and attacked nodes in Wk(n) detected exactly. W−
k (n)

denotes that nodes in Wk(n) have false alarms and missed de-
tections. Here, it is assumed that when there are false detec-
tions, the intermediate estimate is expressed as

ϕ̃l(n) = ϕl(n)+ τl(n). (72)

In iteration n, the intermediate estimate of node l satisfies
ϕ̃l(n) = ϕl(n) when node l ∈W+

k (n). When node l ∈W−
k (n),

the intermediate estimate of node l satisfies Eq. (72). Here
τl(n) is an L-dimensional vector that represents the difference
between ϕ̃l(n) and ϕl(n).

To describe more clearly the effect of false detections on
the information fusion process of local estimation, the fusion
coefficient alk is defined as

alk =

{
a+lk, if l ∈W+

k (n),

a−lk, if l ∈W−
k (n).

(73)

The information fusion step is modified to

w̃k(n) = ∑
l∈W+

k (n)

a+lkϕl(n)+ ∑
l∈W−

k (n)

a−lkϕ̃l(n)

= ∑
l∈Xk(n)

alkϕl(n)+ ∑
l∈W−

k (n)

a−lkτl(n)

= wk(n)+ ∑
l∈W−

k (n)

a−lkτl(n). (74)

In the non-ideal detection, the weight error vector is de-
fined as

∆vk(n) = w̃k(n)−wo
k . (75)

The block weight error vector is ∆v(n) = col{∆vk(n)}N
k=1.

Subtracting wo
k from two sides of Eq. (74) yields

∆v(n+1) = v(n)+𝒜T
−τ(n), (76)

where 𝒜+ = 𝐴+ ⊗ 𝐼L, 𝒜− = 𝐴− ⊗ 𝐼L, τ(n) =

diag
{

∑

l∈W−
k (n)

τl(n)
}N

k=1
, and τ = E{𝒜T

−τ(n)}. The expecta-

tion of the global weight error recursion is obtained as follows:

E{∆v(n+1)}= E{v(n)}+ τ = DE{v(n)}+gq + τ. (77)

Theorem 5 (i.e., mean stability for non-ideal detection)
With the network model in Section 2 and the assumptions in
the non-ideal detection case, the proposed algorithm is conver-
gent asymptotically. When the step size satisfies Eq. (46), the
asymptotic mean deviation is obtained as follows:

lim
n→∞

E{∆v(n+1)}= (𝐼−𝐷)−1(gq + τ). (78)

From Eqs. (47) and (78), it is clear that bias is influenced
by the detection probability of false detections. If there are
missed detections, the term (gq + τ) in Eq. (78) will not be
zero when n → ∞, which will lead to biased estimation. How-
ever, if there are false alarms, the mean stability of the estimate
is guaranteed.

5. Simulations
In this part, the network topology and the simulation data

needed for the experiment are shown first. Then, simula-
tions are executed to prove the effectiveness of the multi-task
GMCC-DLMS.

5.1. Illustrative model

As shown in Fig. 2(a), the multi-task network consid-
ered in this paper consists of 20 nodes, and they are classified
into four clusters: C1 = {1,2,3,4,5}, C2 = {6,7,8,9,10,11},
C3 = {12,13,14}, C4 = {15,16,17,18,19,20}. The regres-
sion input xk(n) are four-dimensional zero-mean Gaussian ran-
dom variables, and their covariance matrices are Rx,k = σ2

x,kIL.
The noises zk(n) are zero-mean Gaussian random variables,
with covariance matrices Rz,k = σ2

z,kIL, and are uncorrelated
with other signals. As shown in Fig. 2(b), the top graph rep-
resents the variance σ2

x,k, and the bottom graph represents the
variance σ2

z,k.
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Fig. 2. (a) Network topology; (b) input signal variances (top) and noise
variances (bottom).

5.2. The MSD performance with attack

Simulations are executed to describe the performance of
the GMCC-DLMS algorithm when the multi-task network is
under FDI attacks. These simulations include comparing the
proposed algorithm with the work of other researchers and
studying the effects of the number of attacked nodes on the
proposed algorithm’s performance. The simulation results
run over 500 independent Monte Carlo simulations. It is as-
sumed that attacks are generated by a Gaussian distribution
N(µω ,σ

2
ω), where µω = 0. Weak attack and strong attack

are considered and their variances are set as σ2
ω = 1.5 and

σ2
ω = 10, respectively. For the GMCC-DLMS algorithm in

multi-task networks, the step size and the regularization pa-
rameter are µ = 0.02 and η = 0.1, respectively. The perfor-
mance of the algorithm is better as the shape parameter α

increases, and it becomes insignificant when α > 6 with the
computational burden increasing. Therefore, α = 6 is cho-
sen in this work. A too small kernel parameter λ will lead to
reduced performance and a too large λ will lead to slower con-
vergence, so λ = 0.04 is chosen. A small threshold θ causes
more nodes to be considered under attack, which leads to a
slower convergence, so θ = 0.9 is set.

(i) MSD performance comparison with other algo-
rithms

Figures 3 and 4 show the performance of the algorithms
when two random nodes are attacked by FDI attacks. The ker-
nel parameter of the Gaussian distribution (α = 2) is σ = 1,
and the scale parameter of the Laplace distribution (α = 1) is
b = 0.7. It can be found that both the proposed algorithms
and the S-dLMS algorithm can effectively resist the FDI at-

tacks. They are both close to the unattacked multi-task DLMS
algorithm.
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(ii) MSD performance when the number of attacked
nodes increases

The sign of c denotes the number of attacked nodes.[37]

Figures 5(a), 6(a) and Figures 5(b), 6(b) show the performance
of the proposed algorithm and the S-dLMS algorithm, respec-
tively, and each algorithm considers the impact of the different
number of attacked nodes. It is obvious that the performance
of the proposed algorithm behaves well under the different
number of attacked nodes. Even more, compared with other
related works when c increases all the way up to 12, the pro-
posed algorithm can still achieve satisfactory performance.

5.3. Complexity analysis

In this section, the computational complexity and the
communication complexity of the proposed GMCC-DLMS
are analyzed. In Table 2, H denotes the average degree of
the nodes in the network. Y denotes the average number of the
nodes that are neighbors at the same cluster of each node, i.e.,
Y = (1/N)∑

N
k=1 |Nk ∩C C(k)|. According to Table 2, the esti-

mated computational costs of the proposed algorithm GMCC-
DLMS are smaller than those of the S-dLMS. For each node
in each iteration, the GMCC-DLMS needs to transmit three
quantities wk(n − 1), ϕk(n), and Gk(n), while the S-dLMS
needs to transmit two quantities ⌣wk(n) and ϕk(n). Here ⌣wk(n)
denotes the instantaneous estimates at node k and time n of the
noncooperative LMS.

Table 2. Estimated computational costs of S-dLMS and GMCC-DLMS
per iteration per node for real-valued data in terms of the number of real
multiplication (×), real addition (+), real division (/), and real compar-
ison (≺).

Algorithm × + / ≺
S-dLMS 7L+4 9L+2 2L L(log2L2HH)+2

GMCC-DLMS 4L+α +3 4L+H 0 Y +Hlog2H

6. Conclusion
For multi-task network environments with FDI attacks, a

distributed security algorithm is proposed in this paper. The
attack detection strategy detects outliers of prediction error
based on the GC-loss function to determine which nodes are
attacked. Moreover, we theoretically verify the stability and
convergence of the proposed algorithm by analyzing the esti-
mation performance in the mean and mean-square senses. In
addition, simulations for the presence of attacks are executed.
The experimental outcomes demonstrate that the proposed al-
gorithm can effectively defend against FDI attacks, and the
algorithm is robust as the number of attacked nodes increases
compared with other related works.

Dynamic networks and time-varying tasks are widespread
in actual scenarios, like wireless sensor networks, Industrial
Internet of Things and vehicular networks. Therefore, these
two points are worthy of subsequent consideration and re-
search.
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