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Information diffusion in complex networks has become quite an active research topic. As an important part of this
field, intervention against information diffusion processes is attracting ever-increasing attention from network and control
engineers. In particular, it is urgent to design intervention schemes for the coevolutionary dynamics between information
diffusion processes and coupled networks. For this purpose, we comprehensively study the problem of information diffusion
intervention over static and temporal coupling networks. First, individual interactions are described by a modified activity-
driven network (ADN) model. Then, we establish a novel node-based susceptible—infected—recovered—susceptible (SIRS)
model to characterize the information diffusion dynamics. On these bases, three synergetic intervention strategies are
formulated. Second, we derive the critical threshold of the controlled-SIRS system via stability analysis. Accordingly, we
exploit a spectral optimization scheme to minimize the outbreak risk or the required budget. Third, we develop an optimal
control scheme of dynamically allocating resources to minimize both system loss and intervention expense, in which the
optimal intervention inputs are obtained through optimal control theory and a forward—backward sweep algorithm. Finally,
extensive simulation results validate the accuracy of theoretical derivation and the performance of our proposed intervention

schemes.

Keywords: information diffusion, coupling networks, spectral optimization, optimal control

PACS: 02.60.Cb, 02.30.—f, 89.75.-k

1. Introduction

The process of information diffusion over complex net-
works such as face-to-face contact networks, the Internet, and
online social platforms is ubiquitous in our daily lives. Under-
standing and analyzing the mechanism of information diffu-
sion to design corresponding intervention strategies is of great
significance in many fields (e.g., epidemiology and public
health,!!?! cybersecurity,’! and public opinion guidance!*)).
In this paper, we are interested in effectively intervening
against information diffusion on complex networks. More
specifically, our goal is to solve the following problems.

(i) Which models are suitable for describing the interac-
tion among agents and information diffusion dynamics in dif-
fusion intervention?

(i1) How can stability analysis theory be used to optimize
resource allocation to restrain the diffusion process?

(iii) How to utilize the optimal control theory to dynami-
cally adjust intervention resources according to real-time feed-
back of the nonlinear system?

The modeling, analysis, and control of information dif-
fusion on complex networks have been a long-term research
topic. Network science traditionally treats individual interac-
tions as a connectivity-driven permanent structure (i.e., static

3-291 However, the interaction among agents often

network).[
unceasingly changes over time in many real cases.[3"! Intu-

itively, time-varying networks can better reflect the basic prop-
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erties of complex systems. For instance, the activity-driven
network (ADN) is a common and powerful tool that encapsu-
lates the intricate interplay between agents and interactions as

(311 A general standard ADN assumes that

the activity of nodes.
the connections are completely random and memoryless un-
der ideal circumstances. But in reality, individual connections
(especially social interactions) are not completely established
at random.3?) Consequently, the lack of preferential connec-
tions among nodes limits the application of ADNs. So far,
irreducible stable interactions in temporal datasets have been
extracted accurately as network backbone.[**34! We hereby
adopt an improved ADN model combined with the static back-
bone to represent static and temporal coupling networks. This
model fully describes the coupling dynamics of strong ties
(static structure) and weak ties (temporal structure). 33361
Typically, epidemic models are widely utilized to char-
acterize diffusion dynamics based on the similarity be-
tween information dissemination and infectious disease
transmission.[!837] We present a microcosmic susceptible—
infected-recovered—susceptible (SIRS) model to simulate the
information diffusion process on static and temporal cou-
The SIRS model has been justified to be

applicable for information diffusion on complex networks

pling networks.
and is compatible with other epidemic models through sim-
ple degradation.!>3! Generally speaking, there are three main

categories of information diffusion intervention technologies:
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spectral optimization technology, optimal control technology,

(141 Although the research on

and heuristic control technology.
information diffusion intervention has yielded some meaning-
ful results over the past few years, control engineers need to
pay more attention to the static and temporal coupling struc-
ture. To fill this gap, we design two intervention schemes of in-
formation diffusion in static and temporal coupling networks.
Our goal is not only to consider the efficiency of intervention
strategies from a microcosmic perspective but also to cover the
situation of a completely static or time-varying network.
Specifically, we introduce a modified ADN model to de-
A novel node-based SIRS model

is established to characterize information diffusion dynamics.

scribe realistic networks.

We then propose three synergetic intervention strategies (i.e.
restriction, correction, and prevention) to suppress information
diffusion processes. Given networks with homogeneous static
backbones, the critical threshold is derived via stability analy-
sis. Accordingly, we design a spectral optimization scheme for
information diffusion intervention. For different intervention
goals, the budget-constrained resource allocation is to maxi-
mize the critical threshold, while the risk-constrained resource
allocation is to minimize the required budget. To cover more
situations, static backbones and diffusion parameters are ex-
tended to heterogeneous settings. We design an optimal con-
trol scheme to dynamically allocate intervention resources,
which aims to minimize system loss and intervention expense
simultaneously. In contrast to other baseline schemes, simula-
tion results demonstrate that the optimal control scheme is the
ideal choice against information diffusion in static and tempo-
ral coupling networks.

The remainder of this paper is organized as follows. Sec-
tion 2 reviews the related works. In Section 3, we introduce the
system models. Section 4 focuses on suppressing information
diffusion by spectral optimization scheme, followed by Sec-
tion 5, which studies the optimal control scheme. Simulation
results are provided in Section 6. Finally, Section 7 presents
the conclusion.

2. Related work

In this section, prior works are reviewed from two as-
pects: (i) information diffusion intervention in static networks
and (ii) information diffusion intervention in temporal net-
works.

2.1. Information diffusion intervention in static networks

Stability analysis plays an important role in understand-
ing information diffusion dynamics. The global and local sta-
bility conditions of disease-free and endemic equilibria under
various diffusion models were analyzed.>~" In recent years,
the threshold, extinction time, and spectral results obtained by

stability analysis theory have been utilized to optimize inter-
vention resources to control information diffusion processes.
For example, Preciado et al.®! explored a resource allocation
problem of the susceptible—infected—susceptible (SIS) model
by using geometric programming. They show that the resource
allocation problems can be solved in polynomial time for arbi-
trary directed graphs of nonidentical nodes and a wide class
of cost functions. Their work then is extended to general-
ized epidemic models.”!9 After that, Torres et al.!'!l inves-
tigated the diffusion intervention problem when only part of
the network nodes allow sparse resource allocation. Zhao et
al.'"?! developed a concrete resource description model for
the diffusion intervention problem and solved it with a new
swarm optimizer. To meet the challenges of increasing net-
work scales and improve the solving efficiency, a community-
based divide-and-conquer algorithm is proposed to address
discrete resource allocation problems. 3!

In general, the aforementioned efforts belong to spec-
tral optimization technology. Specifically, these efforts are
suitable for two cases: (i) a certain amount of intervention
resources should be optimally allocated to weaken the un-
desired diffusion process; (ii) find the cost-optimal resource
distribution for the desired intervention goal. Yet, spectral
optimization technology faces several challenges in practical
applications.['* First, they need to allocate all intervention
resources at once, thereby ignoring the current system state.
Second, some simplified assumptions in the stability analysis
for the sake of calculation may affect the accuracy of the re-
sults. Third, some centralized solutions may lead to a high
computational burden, especially for large-scale networks.

At present, the optimal control technology is a direc-
tion to address these issues. This technology usually seeks
the best control effect by balancing the intervention cost and
performance based on the feedback mechanism.!'#! Chen and
Sun!"! introduced the vaccination strategy to intervene in the
SIRS diffusion process over heterogeneous networks via op-
timal control theory. Kandhway and Kuri!'® devised real-
time resource allocation strategies to maximize information
diffusion. Currently, various strategies have been formu-
lated according to the optimal control theory to deal with

17-201 Following these works, some re-

different situations.|
searchers studied the optimal control problem in light of
node-based information diffusion models, taking into ac-
count heterogeneities in both network structures and individ-
ual characters.>!=23! The optimal control method based on
Pontryagin’s principle and dynamic programming can often
achieve control effects, but there are still options from the per-
spective of computational complexity or system complexity.
Hence, some scholars developed near-optimal algorithms to
avoid complex theoretical designs.?4-26] Similarly, a variety

of heuristic and approximate algorithms were proposed.?’-2°]
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2.2. Information diffusion intervention in temporal net-
works

Many existing attempts focus on static networks, where
links provide fixed connections among their nodes. However,
it has been recognized that most natural and social systems are

(381 Recently, information

best described as temporal networks.
diffusion in temporal networks has attracted growing atten-
tion from research groups.3**?1 Chen et al.[*3! were among
the first to investigate information diffusion intervention over
mobile social networks. They solved the optimal interven-
tion allocation time through dynamic programming to mini-
mize the cumulative cost. Subsequently, a resource alloca-
tion problem on a class of Markovian time-varying graphs
has been addressed via geometric programming.*! Ogura
and Preciado!®! further formulated an optimization interven-
tion framework by modeling randomly switching networks as
Markov jump linear systems. Afterward, Li et al.'*%! adopted
a suboptimal intervention scheme that can be easily imple-
mented in semi-random networks. These works only aim at
a specific time-varying network without universal applicabil-
ity.

As a significant modeling tool of temporal networks,
ADN has been used in the research of information diffusion
intervention.[*”#81 On this basis, Ogura e al.1*! added an
adaptive social distance mechanism into the standard ADN.
They tried to adjust the connections to avoid possible inter-
actions with infected nodes. Zino et al.’Y combined two
non-pharmaceutical intervention policies to produce the solu-
tions for the intervention optimization problems. Both stud-
ies adopted spectral optimization technology. To the best of
our knowledge, up to now, control engineers rarely carry out
information diffusion intervention on the static and temporal
coupling structure. Therefore, designing intervention schemes
for the coevolutionary dynamics between information diffu-
sion processes and coupled networks remains an open prob-
lem.

3. System model

In this section, we first introduce a modified ADN model
to represent individual interactions. Then, an information dif-
fusion model over static and temporal coupling networks is es-
tablished. Finally, we formulate three synergistic intervention
strategies to restrain information diffusion.

3.1. Network model

We use a combination model of discrete-time ADN and
static backbone to represent realistic networks.[>3% Let G, =
(V, &, &) denotes an undirected static and temporal coupling
graph with N nodes. Specifically, V = {1,...,N} is the set of
nodes, &; is the set of static edges, and & is the set of temporal
edges. In particular, each node i € V may denote a person, a

host, or a mobile phone. The static backbone & is defined by
a binary symmetric adjacency matrix A = [a;;]nxy, While each
static edge represents a fixed connection. Besides, each node i
has an activity rate ¢, which characterizes the expected num-
ber of temporal connections per unit time. The activity rate
of each node is assigned according to a distribution function
F(a) with a € [g, 1]. Typically, we impose a lower cutoff € to
avoid possible divergence of F(a) close to zero. In practical
applications, F (o) can be selected accordingly or extracted
from empirical data.3"!

Definition 1 (Modified activity driven network). Given
the above settings, the generative steps of the modified ADN
are as follows:

(i) At time ¢ = 19, the network G starts with the static
backbone & and the weak structure & = &.

(ii) At any discrete time ¢, each node i becomes active
with probability o;Az. When a node i is activated, it randomly
creates a weak link with another node j.

(iii) At the next time step r + At, all weak links in G; are
deleted.

The illustration of the generative process of a modified
ADN is shown in Fig. 1.

Time t =t Time t =t, Time t =t, Time t =t3

R o | o | o
ff N |f{ o l(/lf q- |<f§ Q.
L 1| o \;1/‘|’\ } ’1| ~ : ,1
\\Oif/'i,'i\\o\if/ifi\\oif/zi/ i\\Q:T'O/'I,'

Fig. 1. Illustration of the generative process of a modified ADN. Black
solid lines represent the static edges in the backbone, and blue dashed
lines represent the temporal edges generated according to nodes’ activity.

3.2. Information diffusion model

We establish a novel node-based SIRS model in static and
temporal coupling networks to characterize the diffusion dy-
namics. Following the traditional SIRS model, every node
i € V at each moment is in one of three compartments: sus-
ceptible (S), infected (I), and recovered (R). We illustrate the
state transition of nodes in Fig. 2. More concretely, a suscep-
tible node receives information (infection) from an infected
neighbor at rate A. Meanwhile, an infected node recovers at
rate i. In addition, a recovered node loses immunity at a rate
of 7.

Fig. 2. Schematic representation of the SIRS diffusion process. Note that
A is the infection rate, p is the recovery rate, and ¥ is the immunity loss
rate. Additionally, u, v, and ® are intervention inputs.
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From a microcosmic perspective, this process induces a
3N_state Markov chain.!>!l Let X;(¢) denotes the state of node
i at time instant ¢. Hence, we can summarize the instantaneous
state transition of a node i by the following matrix:

- A {Z aijbx a1+ y L (b 1+ a8k 1)| 0
0;= JEV ’ JEV
1 O . “ )
14 0 :

where J, , is the Kronecker delta function as

I, x=y
5 o 9 I
i {o, x#y.

Among the three summands on the second column of the first
row, the first term captures the probability of node i becoming
infected via the static backbone. The second and third terms
describe the probability of node i becoming actively and pas-
sively infected by any other infected nodes via temporal links,
respectively. Accordingly, the probability that a node i trans-
fers its state from m € {S,I,R} ton € {S,I,R} is

PXi(t + Ar) = n|X;(t) = m] = [Qi|mnAt + 0(Al). (1)

Then, we can derive a mean-field approximation>?! of the
3N_state Markov chain model, which significantly reduces the
dimension from 3% to 3N, as follows:

P(t) = ypR(1) = 2pi (1) jEZV[aijpﬁ(t) +y (apl(t) +oyp (1)),

PHr) = ApS (1) _gv[a,- iPh() + 3 (cuiph(t) + ophi(0)] — upl(),
PR(t) = upk(t) — vpR (1),
0 < pP(0),pj(0),pR(0) <1,
$(0)+pj(0)+pR(0) =1,
2

where p?(t), pl(t), and pR(t) are approximations of P[X;(t) =
S|, P[X;(z) = I], and P[X;(¢t) = R], respectively. Equation (2)
constitutes a nonlinear dynamic system, and we will analyze
it in detail from the intervention perspective in the following
sections.

3.3. Intervention strategies

As another foundation for the diffusion intervention prob-
lem, intervention strategies can be broadly divided into phar-
macological and non-pharmacological interventions.>3! Here,
we propose three synergetic intervention strategies to be im-
plemented in our schemes. Their role is graphically repre-
sented in Fig. 2.

(i) Restriction Restriction measures (e.g., manda-
tory mask policies, virus warning messages, and advertis-
ing restrictions) can reduce the infection rate in different

5.19:13.23] The restriction input will hinder the transi-

scenario
tion of a node from the S state to the I state by adjusting the in-
fection rate A. Their interaction can be expressed as A (1 — u).

(ii) Correction Correction measures (e.g., medical treat-
ment, antivirus programs, and rumor refutation) can increase

[8.13] Hence, the cor-

the recovery rate in different scenarios.
rection input will promote the transition of a node from the I
state to the R state by adjusting the recovery rate (. Their in-
teraction can be expressed as 1 (14 ¢v), where £ is a positive
scalar that captures the effectiveness of correction.

(iii) Prevention Prevention measures (e.g., vaccination,
system bug fixes, and anti-rumor truth spreading) provide im-
munity to susceptible nodes in different scenarios.®! We de-
note @ as the prevention input, which will promote a node

from the S state to the R state at rate m.

4. Spectral optimization scheme

Drawing inspiration from Refs. [35,36] this section fo-
cuses on homogeneous static backbones. We start our tech-
nical discussion by calculating the threshold behavior of the
controlled-SIRS system. Thereafter, two diffusion interven-
tion problems for allocating resources are formulated.

4.1. Threshold behavior

Given homogeneous static backbone, the static degree of
most nodes satisfies k; ~ (k), Vi € V. In this sense, the
controlled-SIRS system can be formulated as

P () = 22920 v 10 (o) + auph(e) + 0P (1)

JjEV
+ypR(t) — wp? (1),
PH(r) = 202920 5 (09 phe) + auph(r) + oty 1)

jev

. 3)
—u(14+200)p; (1),
PR(r) = u(1+ L) pi(r) = yp} (1) + 0p} (1),
0< pP(0),pj(0),pR(0) < 1,
Py (0) + pi(0)+pf(0) = 1.
Thus, resorting to the stability analysis theory,’* we

have the following theorem.
Theorem 1 Through local stability analysis, the critical
threshold of the controlled-SIRS system (3) is

&)
o=|—
H threshold

_ (1+6v)(@0+7) @

(1= u)y({o) + 3 (k) + \/£<k>2+ (k) (o) +(a?))

Proof Note that the disease-free equilibrium point Ej
of the controlled-SIRS system (3) satisfies pl(t) = 0,Vi €
V. Combining the normalization condition p?(t) + pl(t) +
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pR(t)=1 and the observation 1715 (1) —|—P¥(t) —l—PF(t) =0, we
obtain the disease-free equilibrium point

Eo = (7,0,“’>, VieV.
oty oty

Additionally, the macroscopic variables are defined as
=Y p@), P()=Y pi(r), PR(t) =Y pr(r)
i€y i€y i€y
Next, for the sake of analysis, we adopt the method in
Ref. [52] and let

i:x(l—u) ﬂ:u( +0v),
_ =S _ _
y=p wﬂ, ;’; ipi(t

Then we derive a system composed of ﬁl, v, and z, which
is linearized about disease-free equilibrium

Vy=—(@+7)y— {M(g%(a)) H,} P

ﬁl _ {l?’((ﬁ:ry(a)) “} Bl AT w+y 5)
C (ke {a?)) N

= ¥(( i?+y< 9 I+( w<+y> fi)z.

The disease-free equilibrium condition of this system is
equivalent to the controlled-SIRS system (3).°°1 Hence, we
can study the system (5) , whose Jacobian matrix has eigen-
values

Al=—(0+7) <0

A1 —u)y({e) + 5 (k)
w+Yy

A(1 =)/ 3% + (k

o+y

A273 = —‘U(l +€'l)) +

) +(a?)

According to Routh—Hurwitz criterion,>*! all eigenvalues
have a negative real part if and only if A /i < o. That is

A (1+00)(0+7)
— <
B+ /502 (k)

Bo—wy(e) +4
Consequently, the proof is completed.

(o) + (a2))

4.2. Resource allocation model

We are now interested in optimizing two types of inter-
vention problems to allocate control resources leveraging the
result of the critical threshold: 1) the budget-constrained allo-
cation problem and 2) the risk-constrained allocation problem.

Problem 1 (Budget-constrained allocation). Given a bud-
get B > 0, our goal is to find the optimal distribution of inter-
vention inputs to maximize the critical threshold (i.e., mini-
mize the outbreak risk). Thereby, the budget-constrained allo-
cation problem is formulated as

max J; =o0(u,v,0),
(u,0,0)eU

s.t. f(u)+g

0< 0 < Umax, 0< @0 < Oaxe (6)

(U) -i-/’l(CO) < B, 0 <u < upmax,

Given the
threshold of outbreak risk, our goal is to minimize the required

Problem 2 (Risk-constrained allocation).

budget. Thus, the risk-constrained allocation problem is for-

mulated as
min J, = f(u) +g(v) +h(®)
(u,v,0)eUd
A
s.t. ﬁ <0o(u,0,0), 0<u<uny,
Ogvgvmam ngga)max’ (7)
where f(u), g(v), h(®) are cost functions for intervention in-

puts. Furthermore, 0 < tmax, Omax < 1, and p(1+0max) < 1
due to the intrinsic mechanism of diffusion processes.

Various functions can be used to represent costs for Prob-
lems 1 and 2.['¥ In this paper, we will focus on the quadratic
form. Note that quadratic functions are a common choice for
cost functions in intervention problems.!!>16-18-201 Since the
objective functions are monotonically increasing concerning
u, v, and ®, the maximum (minimum) will necessarily attain
when the equality constraints are satisfied.

5. Optimal control scheme

In this section, the intervention problem against infor-
mation diffusion in static and temporal coupling networks
is investigated via optimal control theory. We extend the
node-based SIRS model (2) with homogeneous parameters
to heterogeneous settings. Also, the optimal control prob-
lem is formulated and analyzed using Pontryagin’s minimum

principle. 5%

5.1. Problem formulation

In reality, there often exists heterogeneity due to individ-
ual differences. Hence, homogeneous parameters may not be
applicable in some scenarios. '] We begin our investigation
by extending the node-based SIRS model (2), which allows
the diffusion process to be affected by heterogeneous param-
eters. The controlled-SIRS diffusion process in Fig. 2 can be
described as

PO = ~A(L=u(O)p} 1) X layp(0)

+ (aiph(t) + ayph(0))] + %R (1) — ax(e) pS (1),
PHt) = A1 — i) pS (1) X [ayph(r)
JEV (8)

+y (@ipj(t) + op(0))] — i1+ vie) ) pi(e),
PR(t) = w1+ €vi(1))p () npR () + @) p (1),

0.< p(0),p(0), pR(0) <
PS(0)+ pL(0) + pR(0) = 1.
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Then, the set of admissible intervention inputs is: WV 2
{u(t),v(t),o(t) € RN : u;(t),vi(t), w;(t) are Lebesgue inte-
grable, 0 < u;(¢) < Umax, 0 < Vi(f) < Vmax, 0 < w;(2) <
Omax, t € [to,%], i =1,2,...,N}, where [to,#] is the period
when intervention strategies are implemented. Similarly, we
have 0 < Umax, Omax < 1 and f;(1 + fVmax) < 1 due to the in-
trinsic mechanism of information diffusion processes.

To reduce both system loss and intervention expense, the
objective function can be formulated as

L1 0 + Y [0i(i(0))

i=1

+%(vi(t))+¢igwi(t))}dtv ©)

min J =
(u(r),0(t),0(t))eW )

where ¢ is a positive scalar that represents the cost weight of
the infection. Additionally, p'(¢) = [p}(t),...,p}(t)] ", and the
term 17 pl(t) approximates the expected number of infected
nodes. O;(u;(t)), ¥ (vi(t)), and &;(w;(¢)) are cost functions
set to convex form.[!3! Therefore, we can establish the follow-
ing optimal control problem.

Problem 3 Aiming at minimizing total system cost, the
optimal control problem can be formulated as

J(w*(t),0*(1),0" (1)) = min
W) v @) = min o

s.t. controlled — SIRS system (8).

J(u(t),v(1), (1)),

5.2. Our solution

In this subsection, the optimal control theory® is uti-
lized to analyze Problem 3. We first need to ensure solvability.
To this end, the following theorem shows the existence of the
optimal intervention inputs.

Theorem 2 Given Problem 3, optimal intervention inputs
u*(t), v*(¢), and @*(r) exist in W such that the objective func-
tion is minimized.

Also, we have the following conclusion about the unique-
ness of the solution.

Theorem 3 For a short intervention period [f,#], the
state and costate trajectories and the optimal intervention pair
(u*(¢), v*(t), ®*(r)) of Problem 3 are unique.

The detailed proofs of Theorems 2 and 3 can be easily ob-
tained from Ref. [56] (Theor. 4.1, p. 68 and Theor. 6.2, p. 169).
Hence, they are omitted here due to limited space. Next, we
will solve Problem 3 via Pontryagin’s minimum principle. For
the sake of explicit expression, we use the quadratic functions
to represent the intervention resources consumption. That is,
the objective function (9) can be rewritten as

e 1
i J = 17 p(t) + ~u" (t)Bult
() () 0()eW L r (1) +Su (1)Bu(r)

+%UT(I)CD(I) + %a)T(t)Da)(t)dt, (10)

where B = diag(by,...
diag(dy, ...
ces. These matrices reflect the cost weights of different inter-

,by), C = diag(cy,...,cy), and D =
,dy) are constant positive definite diagonal matri-

vention strategies.
After that, we obtain a Lagrangian equation as

(HCv(t) + o' () Dw(1)].
(1)

L=q1"p'(t)+ %[MT(Z‘)BM(I) +o'

Thus, the Hamiltonian function can be defined as

H=L+9¢(t)"F(p(t),u(t),v(1),0(1)), (12)

where ¢(t) = (¢1(¢),d2(¢),03(t))" € R*N denotes the vec-
tor of costate variables, and p(t) = (pS(1), p'(t), pR(t)) T de-
notes the state vector. Furthermore, F(p(t),u(t),v(t), 0(t)) =
P(t) is the macroscopic form on the right-hand side of the
controlled-SIRS system (8). Accordingly, we have the follow-
ing theorem.

Theorem 4 Let (u
vention pair, and p*(t) =

*(£),v*(t), w*(¢)) be the optimal inter-
(PS*(1), P (1).%* (1)) T be the opti-
mal state solution. Then, costate variables exist that satisfy

014(1) = (1 — (1)) (1 — 020) X [ (e (0
+a;pt(t) +aiph ()] + o (1)(91 — $3.),
02(1) = —a+ X A= 0) (01— 9208 (Olaiy 19

+ 3 (0 0))] + i (14 £0:(2)) (92,0 — 3.),
¢3,i(f) =%(¢3,i — 01.,),

with the transversality conditions

01,i(tr) = ¢2,i(tr) = 93,i(t5) =

Moreover, we can obtain the optimal intervention inputs

#(t) = min { max{%:(%,i - ¢1,i)17is*(t) Z {%(O@P? ()

JEV
+ il (0) +ap ()]0t} (14)

v/ () = min { max {O,E & (¢27l‘ - d)3,i> pg* (t)}, Dmx}7 (15)

0, i=1,...,N.

u

®; (t) = min { max {

Proof Following Pontryagm’s minimum principle, we

70 0P8 (1)} Omar f. (16)

have the costate equations as

d u(t), ,

6,(1) H(p(t) <P(5)p,sg;v(t),w(t))’

b2(r) = — 2LOA00 00 (a7
d ,0(1),u

05(t) = — H(P(t),ﬁb(;LR((ft; v(1),0(t))

Set p3(t) = p> (1), p'(r) = p™(t), (1) = PR (1), u(r) =
u*(1), v(tr) = v*(¢), and ®(z) = ®*(¢), thus under the transver-
sality conditions ¢1;(fr) = ¢,i(tr) = ¢3:(tr) =0,i=1,...,N,
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we obtain Eq. (13). Then, we can calculate the optimal inter-
vention inputs according to the optimality condition

H(p*(1),0(1),u(1), 07 (2), 0" (1))
H(p*(1),9(t),v(t), 0(1)).

= min

18
(u(r),0(1),0(t)) W (19

The Hamiltonian function H(p(t),¢(¢),u(r),v(t), ®(z))
is a quadratic convex function of u(z), v(¢), and w(t), so the
minimum value of H(p(¢),¢(¢),u(r),v(¢), () is obtained at
the stationary point, the start point, or the end point. For the
stationary point (#(t), D(¢), ®(¢)), it obeys

¢9H(p(t),¢(t),u(t),v(t),a)(t)) — O
Julr) ,
t

19)

Hence we have

1) = 3202 01080 X, [ 0k 0+l )

JEV N
-‘ra,'jpi-* (t)} , (20)
5(1) = 2 (02— g1.0pF (), @
1
Bi(1) = — (01— 03)p" (1). 22)

At last, we can obtain the optimal intervention inputs as
Egs. (14)—(16) by combining the boundary conditions.

The state vector (8), the vector of costate variables (13),
and the optimal intervention inputs (14)—(16) constitute an it-
erative optimality system. We apply the forward—backward
sweep algorithm as shown in Algorithm 1 to obtain a numeri-
cal solution. Both forward sweep and backward sweep result
in a linear complexity O(N (¢ —t5)), while the maximum num-
ber of iterations (Iter) is typically small. Thus it is suitable for
large-scale static and temporal coupling networks.

Algorithm 1 Forward-backward sweep algorithm.

Input: p5(0), p'(0), pR(0), &, 19, t;, and Iter.
Output: i} (¢),v(t), 07 (t),1 <i<N.
1: Initialize: u;(r) <— 0,v;(¢) + 0, @i(¢) < 0,¢ € [to, ).
2: for iter = 1 to Iter do
3: Calculate p? (1), p}(t), pR(¢) using (8) with initial con-
ditions p%(0), p'(0), pR(0). % Forward sweep
4: Calculate ¢ (), ¢2,(¢), ¢3;(¢) using Eq. (13) with
transversality conditions @ ;(tf) = ¢2,i(tr) = ¢3,(tr) = 0.
% Backward sweep

5: Calculate u (r), v/ (t), @] (r) using Eqgs. (14)—~(16).
6 if [lu—u*||+||[v—v*||+]||@— ©*|| < € then

7: break.

8: end if

9: U+ u*, 0+ v, 0+ o

10: end for

6. Simulation results

In this section, extensive simulations are conducted to
verify the effectiveness of our proposed intervention strate-
gies and schemes. First, we examine the spectral optimization
scheme in several static and temporal coupling networks with
homogeneous static backbones. Then, the efficiency of the
synergistic intervention implementation is evaluated. Finally,
we validate the performance of the optimal control scheme in
more general networks.

6.1. Evaluation of spectral optimization scheme

Following Refs. [35,36], we generate two synthetic net-
works with the ER static backbone, represented by SN1 and
SN2 respectively. The activity rates of the SN1 network are
uniformly distributed in [0, 1]. The activity rates of the SN2
network are bounded in the interval [€,1] and extracted from
a distribution function F(a) o« o¢~*. Meanwhile, we set the
lower cutoff € = 0.1 and the scaling exponents k = 2.5. More
detailed statistical characteristics of the two modified ADNs
are listed in Table 1.

Table 1. Statistical characteristics of the modified ADNSs.

Networks ~ #Nodes Backbone (k) () (a?) K
SN1 1000 Homo. 3.00 0.4105 02184 -
SN2 1000 Homo. 3.00 0.1786 0.0473 2.50
SN3 1000 Heter. 399 0.1786 0.0473 2.50

Superuser 3025 Heter. 422 0.2288 0.0785 2.53

(k) is the average degree of the backbone, () is the average activity rate,
and x is the scaling exponent of activity distribution function.

Table 2. Default values of basic parameters.

Parameters Description Value
u the recovery probability 0.2
b4 the immunity loss probability 0.5
l the positive scalar of correction strategy 5

Umax the upper bound of u;(t) 0.8
Vmax the upper bound of v;(¢) 0.8
Omax the upper bound of w;(t) 0.8
q the cost weight of infection 25
b; the cost weight of restriction 1.6
ci the cost weight of correction 1.2
d; the cost weight of prevention 1.2

6.1.1. Theoretical threshold verification

Before demonstrating the effectiveness of the spectral op-
timization scheme, the theoretical threshold must be verified
first. We adopt four configurations of intervention strategies
to cover the following cases.

Case 1 Wesetu =0, v =0, and w = 0, that is, no inter-
vention strategy is implemented in the diffusion process.

Case 2 We set u = 0.8, v = 0.2, and ®w = 0.2, that is, the
restriction strategy obtains the major investment in the diffu-
sion process.
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Case 3 We set u = 0.2, v = 0.8, and o = 0.2, that is, the
correction strategy obtains the major investment in the diffu-
sion process.

Case4 We set u = 0.2, v = 0.2, and @ = 0.8, that is, the
prevention strategy obtains the major investment in the diffu-
sion process.

Other default parameters that follow practical signifi-
cance in previous works!?>>39 are shown in Table 2. Be-
sides, the initial state probability of each node is randomly
chosen from [0, 1], and the average probabilities of S, I, and R
states are set to 0.85, 0.1, and 0.05, respectively.

Figure 3 depicts the critical thresholds of SN1 and SN2
given by Theorem 1. Generally, the critical thresholds increase
monotonically concerning u, v, and @. Figure 4 shows the re-
lationship between the steady-state prevalence p'(c0) and the
infection rate A. For the SN1 network, the lowest infection
rates of endemic states derived from the theoretical threshold
in four cases are 0.0522, 0.7303, 0.4564, and 0.3391, respec-

(a)
0.8 5 s
504 10 .04
0 5
0.8 0.8 0.8
4 0.4 0
00 B
(d)
0.8 "
15
304 10
0
0.8 08 5
fA 0.4 0
00 .

(b)

tively. From Fig. 4(a), we can see that information will tend
to be prevalent when the infection rates exceed the theoret-
ical values. Additionally, for the SN2 network, the lowest
infection rates of endemic states derived from the theoreti-
cal threshold in four cases are 0.0595, 0.8329, 0.5206, and
0.3867, respectively. We can find from Fig. 4(b) that under
the heterogeneous activity rate distribution, information will
also be endemic when the infection rates approximately reach
the theoretical values. These results verify the accuracy of the
theoretical derivation. Moreover, the implementation of in-
tervention strategies can not only improve the threshold but
also reduce the influence of information even if the diffusion
still reaches the epidemic state. Interestingly, combining the
results of Figs. 3 and 4, the influence of # and v on the thresh-
old and diffusion scale is greater than that of . It suggests
that the restriction and correction strategies are more impor-
tant than the prevention strategy in quickly suppressing infor-
mation diffusion.

15 15
10 10
5 5
0.8
0 0
20 20
15 15
10 10
5 5
0.8]
0.4 0 0

u

Fig. 3. Theoretical thresholds for different values of u, v, and @. (a)-(c) SN1 network; (d)—(f) SN2 network.

o7 SN1 o7 SN2
0.6 0.6
0.5 0.5
804 804
= 0.3 & 0.3
0.2 0.2
R P (YA T
0 0.2 0.4 0.6 0.8 1.0 0 0.2 0.4 0.6 0.8 1.0
A A

Fig. 4. The relationship between 5! () and A on two networks. (a) SN1
network; (b) SN2 network.

6.1.2. Validation and sensitivity analysis

Here, we conduct experiments to demonstrate the effec-
tiveness of the spectral optimization scheme and examine the
effects of some key parameters. Problems 1 and 2 are solved

numerically with the same cost function in Problem 3. We
set A = 1 and begin by solving Problem 1 to maximize the
threshold o at an allowed budget. Figure 5 shows the dynamic
evolution process of prevalence over time with different bud-
gets. When 5B = 0, no intervention strategy is implemented.
The prevalence p'(¢) will reach more than 0.65 after the peak
on the two networks. It can be seen that with the implemen-
tation of the spectral optimization scheme, the information is
effectively controlled. As expected, we observe the prevalence
drops to 0 when budgets are sufficient.

Then, we solve Problem 2 to minimize the budget within
the outbreak risk. Table 3 presents the intervention inputs and
corresponding budgets for different configurations obtained by

solving Problem 2. Since the average activity rate of the SN2
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network is lower than that of the SN1 network, it requires a
lower budget to suppress information diffusion. Figure 6 dis-
plays the dynamic evolution process of prevalence p'(¢) un-
der different infection rates. From Fig. 6, we notice that in-
formation tends to die out under different diffusion parame-
ters. These plots demonstrate the performance of the risk-
constrained allocation method. Eventually, information will
be fully eradicated. It means that the risk-constrained alloca-
tion goal is well achieved at the desired cost.

Table 3. Intervention inputs and budgets of different configurations.

Intervention inputs

A Networks Budgets
u v ®
025 SN1 0.1633  0.3384 0.2447  125.9920
’ SN2 0.1349 03070  0.2170 99.3702
0.50 SN1 0.3919 0.4725 0.3667  337.5089
’ SN2 0.3372  0.4550 0.3504  288.8707
075 SN1 0.5904 04766 03704  497.4572
’ SN2 0.5223 0.4854 0.3786  445.6297
1.00 SN1 0.7365 0.4184 03167 599.2108
’ SN2 0.6717 0.4514 0.3471  555.5136
SN1 SN2
1.0 1.0
(a) —B=0 (b) —B=0
0.8 —B=250 0.8 —B=250
B =500 B =500
= 0.6 —B=750{ = 0.6 —B="1750
204 R4
0.2 0.2
0 5 10 15 20 0 5 10 15 20
Time t Time t

Fig. 5. Dynamic evolution process of prevalence p'(¢) under different
budgets. (a) SN1 network; (b) SN2 network.

00277 — =5 0.02
—A=0.50

—A=0.25
(b) —A=0.50

£ 0.01 £ 0.01}°%%

g
o3
S
19, 0935

0
50 60 70 80 90 100
Time ¢

0
50 60 70 80 90 100
Time ¢t

Fig. 6. Dynamic evolution process of prevalence p'(¢) under different
infection rates. (a) SN1 network; (b) SN2 network.

15 1.0
(b)
0.8 —u
—U
10 306 w
6 3
5 504
0.2
% 200 400 600 800 1000 % 200 400 600 8001000
B B

Fig. 7. Influence of budget 5. (a) Threshold o; (b) intervention inputs u,
v, and @.

We further investigate the role of budgets. For Problem 1,
figure 7(a) reports the corresponding thresholds for different
budgets. We can find that the threshold presents a positive
correlation with the budget. For Problem 2, it shows the re-
quired intervention cost as a function of the desired threshold.
Figure 7(b) reveals how restriction, correction, and prevention
resources are allocated when a given budget increases. Espe-
cially, it can be seen that restriction input # increases monoton-
ically with the increase of budget until it reaches the maximum
value. Namely, restriction resources are allocated in prefer-
ence when the budget is sufficient.

6.2. Evaluation of the optimal control scheme

In this subsection, we employ Algorithm 1 to solve Prob-
lem 3. We generate a synthetic network with a heteroge-
neous backbone named SN3.133 The activity rate distribu-
tion function of the SN3 network is the same as the SN2 net-
work. In addition, the Superuser network is generated accord-
ing to an empirical dataset. This dataset collects data from
a stack exchange website: Super User. Specifically, we fil-
ter out irrelevant information and extract a subgraph from this
dataset. Subsequently, the time window of network evolu-
tion is divided into independent intervals. Then, high-strength
links are screened by the threshold method and added to the
backbone.’”) Thus, we can characterize the activity rates as
similar to Ref. [31]. More detailed statistical characteristics of
the two modified ADNs are also listed in Table 1.

6.2.1. Performance examination

We discuss the following eight scenarios to evaluate the
performance of the optimal control scheme and the impacts of
three synergetic intervention strategies.

Scenario 1 No intervention strategy is implemented, i.e.,
u;(t) =0, v;(t) =0,and @;(¢t) =0,i=1,2,...,N.

Scenario 2 Only the restriction strategy is implemented,
ie., M,‘(I) 7& 0, D,'([) =0, and (D,'(t) =0,i= 1,2, ...,N.

Scenario 3 Only the correction strategy is implemented,
ie., ui(t) =0, Di(t) 75 0, and a),-(t) =0,i=1,2,...,N.

Scenario 4 Only the prevention strategy is implemented,
ie,u(t)=0,v;(t) =0, and w;(¢) #0,i=1,2,...,N.

Scenario 5 The restriction strategy and the correction
strategy are implemented, i.e., u;(¢) # 0, v;(t) # 0, and w;(¢) =
0,i=1,2,...,N.

Scenario 6 The restriction strategy and the prevention
strategy are implemented, i.e., u;(¢) # 0, v;(t) =0, and w;(¢) #
0,i=1,2,...,N.

Scenario 7 The correction strategy and the prevention
strategy are implemented, i.e., u;(¢) =0, v;(¢) # 0, and @;(¢) #
0,i=1,2,...,N.

Scenario 8 Three intervention strategies are synergisti-
cally implemented, i.e., u;(¢) # 0, v;(t) # 0, and w;(t) # 0,
i=1,2,...,N.
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Figure 8 displays the dynamic evolution of the prevalence
over time in Scenarios 1-4. We can find that a single interven-
tion strategy cannot completely inhibit the dissemination of
information at a given period. Yet, in Scenarios 2—4, p'(t) is
significantly reduced compared to the situation without any in-
tervention strategy. Besides, the restriction strategy shows the
fastest effect in the early stage of intervention, but the correc-
tion strategy is still the most effective. The cumulative total
costs of the controlled-SIRS system in Scenarios 1-4 can be
seen in Fig. 9. It indicates that the intervention effect of the
restriction and correction strategies is stronger than the pre-
vention strategy. Also, these results reveal that the correction
strategy is slightly stronger than the restriction strategy. An in-
tuitive explanation is that the correction strategy acts directly
on the infected nodes.

Figures 10 and 11 show the dynamic evolution of preva-
lence and average intervention inputs over two networks in
Scenarios 5-8. It can be seen that with the development of the
system, the average intervention inputs are constantly dynam-
ically adjusted. From the results of Scenarios 5-7, we observe
that the prevalence is kept at a low level when two interven-
tion strategies are implemented. Not surprisingly, the combi-
nation of restriction strategy and correction strategy performs
best among the three scenarios. The cumulative total cost of
the controlled-SIRS system in Scenarios 5-8 can also be seen
in Fig. 9. By contrasting Scenarios 2—4 and Scenarios 5-7 in
Fig. 9, we find that the intervention effect of any combina-
tion is better than that of a single strategy. In particular, the
combination of restriction strategy and correction strategy re-
duces the cumulative total costs by more than 65% compared
to the implementation of a single restriction strategy or correc-
tive strategy.

a) SN3 b) SN3
08 (a) : 08 (b)
—a(t) —a(t)
0.7 ) PR
S06 —pl(t) = 0.6 F—p'(t)
5] :
o5 23 0.5
=04 =04
=03 o3
o2 o2
=041 N~ 0.1
0 0
0 5 10 15 0 5 10 15
Time ¢ Time ¢

What is more, figures 10(d) and 11(d) show that three
synergistic intervention strategies can quickly and signifi-
cantly reduce the prevalence. Compared to Scenarios 5-7,
Scenario 8 does not require consistently high intervention in-
puts. Especially in the SN3 network, the prevalence can be
reduced to zero for a short period. As can be seen from
Fig. 9, three synergistic intervention strategies greatly reduce
the cumulative total costs compared to Scenarios 1-7. It
demonstrates the efficiency of synergistic intervention strate-
gies. Generally speaking, the synergistic implementation of

the three intervention strategies is the best choice.

SN3 Superuser
0.8 ( ) —Scenario 1 0.8 (b) ——Scenario 1
a ——Scenario 2 ——Scenario 2
——Scenario 3 ——Scenario 3
0.6 ——Scenario 4 0.6 ——Scenario 47

=04 0.4
1, 1
0.2 0.2
00 5 10 15 OO 5 10 15
Time t Time t

Fig. 8. Dynamic evolution of 5!(¢) over time in Scenarios 1-4. (a) SN3
network; (b) Superuser network.
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1.5
3 3 4
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) 2 3
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Fig. 9. Cumulative total cost J of the controlled-SIRS system in Scenar-
ios 1-8. (a) SN3 network; (b) Superuser network.

(c) SN3

(d) SN3

o7 3
. 0.6 —(t)
= —

Time ¢ Time ¢

Fig. 10. Dynamic evolution of 5'(¢), @(t), D(t), and @(t) over the SN3 network. (a) Scenario 5; (b) Scenario 6; (c) Scenario 7; (d) Scenario 8.

(a) Superuser (b) Superuser

0.8 0.8
—(t) —a(t)
o7 —i) o7 o
= 0. —Dp(t = 0. —pl
=06 Pl(t) =06 pl(t)
23 05 205
<04 S04
13 E]
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(c) Superuser (d) Superuser

Time ¢

Time ¢

Fig. 11. Dynamic evolution of p'(¢), @(), D(¢), and ®(z) over the Superuser network. (a) Scenario 5; (b) Scenario 6; (c) Scenario 7; (d) Scenario 8.
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6.2.2. Comparison with other schemes

Next, the performance of the optimal control scheme over
the SN3 network and the Superuser network is compared with
the other baseline schemes.

(i) Spectral optimization scheme: The risk-constrained al-
location problem is solved. We obtain u = 0.4498, v =0.4831,
® = 0.3765 on the SN3 network and u = 0.4862, v = 0.4857,
® = 0.3790 on the Superuser network, respectively.

(ii) Greedy scheme:?! This scheme consistently adopts
the maximum intervention input (i.e., ¥ = Umax, U = Umax, and
0 = Opax)-

(iii) Random scheme: [?°! This scheme randomly allocates
intervention resources at each time step.

Figure 12 presents the dynamic evolution of the preva-
lence over time with different intervention schemes. From
Fig. 12(a), we can observe that the optimal control scheme and
the greedy scheme perform well and eliminate information on
the SN3 network. The spectral optimization scheme and the
random scheme can not eliminate information, but they also
significantly reduce the prevalence on the SN3 network. From
Fig. 12(b), we can see that information cannot be eradicated on
the Superuser network at the given time. But all these interven-
tion schemes greatly decrease the prevalence. As expected, the
optimal control scheme and the greedy scheme perform better
than the other two schemes, while the spectral optimization
scheme and the random scheme perform similarily.

SN3 uperuser
0.15 0.15 Sup
— Spectral — Spectral
Random Random
0.12 o Greedy 0.12 ‘3’ o Greedy
— Optimal — Optimal

< 0.09 = 0.09
006 = 0.06
0.03 0.03

% 5 10 15 % 5 10 15

Time t Time t

Fig. 12. Dynamic evolution of 5'(¢) over time with different intervention
schemes. (a) SN3 network; (b) Superuser network.

Figure 13 presents the cumulative total cost J for differ-
ent intervention schemes. We can observe that the spectral
optimization scheme and the random scheme yield close cu-
mulative total costs. The cumulative total cost of the greedy
scheme is slightly less than theirs. By contrast, the optimal
control scheme consumes the least camulative total cost of the
controlled-SIRS system. Since the goal of the spectral opti-
mization scheme is to minimize the intervention expense with
constant intervention inputs regardless of system changes and
losses, the efficiency of the spectral optimization scheme is
similar to that of the random scheme. Furthermore, the re-
sult from Fig. 12 seems to demonstrate the great performance
of the greedy scheme. However, the greedy scheme requires
more intervention resources than the optimal control scheme,
which leads to a high cumulative cost of the system.

SN3 Superuser

(a)

Cumulative total costs J (10%)
2

Cumulative total costs J (10%)

G,

S A O, S,
g &) Dy L
0, g Cq, (7 (S
2 Q) O, % g,

C’ . O
U 26 D,
C; 1Q’ €, <,
r, % O, 7. Y

Fig. 13. Cumulative total cost J of different intervention schemes.
(a) SN3 network; (b) Superuser network.

We should make judicious decisions about intervention
resources to restrain information diffusion in static and tem-
poral coupling networks. To summarize, the optimal control
scheme performs best in our experiments. The resource allo-
cation efficiency is greatly improved due to the dynamic and
node-based allocation technology. Therefore, the optimal con-
trol scheme is the ideal choice against information diffusion in
static and temporal coupling networks.

7. Conclusion

In this article, we address the intervention problem
against information diffusion over static and temporal cou-
pling networks. We propose three synergetic intervention
strategies to restrain information diffusion processes. Subse-
quently, the critical threshold for homogeneous static back-
bones is derived via stability analysis. Accordingly, we exploit
a spectral optimization scheme to maximize the critical thresh-
old or minimize the required budget. Then the heterogeneity
of nodes is fully considered. We design an optimal control
scheme that simultaneously minimizes system loss and inter-
vention expense. At last, the accuracy of theoretical derivation
and the performance of our proposed intervention schemes are
evaluated on various static and temporal coupling networks.
Extensive simulation results demonstrate that the synergistic
implementation of the three intervention strategies is the best
choice. Besides, the optimal control scheme is the ideal choice
against information diffusion in static and temporal coupling
networks. As a future research direction, we tend to inves-
tigate information diffusion processes occurring in temporal
multiplex networks.
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