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Quantum multi-signature has attracted extensive attention since it was put forward. Beside its own improvement,
related research is often combined with other quantum signature. However, this type of quantum signature has one thing
in common, that is, the generation and verification of signature depend heavily on the shared classical secret key. In order
to increase the reliability of signature, the homomorphic aggregation technique is applied to quantum multi-signature, and
then we propose a quantum homomorphic multi-signature protocol. Unlike previous quantum multi-signature protocols,
this protocol utilizes homomorphic properties to complete signature generation and verification. In the signature generation
phase, entanglement swapping is introduced, so that the individual signatures of multiple users are aggregated into a new
multi-signature. The original quantum state is signed by the shared secret key to realize the verification of the signature in
the verification phase. The signature process satisfies the homomorphic property, which can improve the reliability of the

signature.

Keywords: quantum signature, homomorphic aggregation, homomorphic multi-signature, Bell state

PACS: 03.67.—a, 03.67.Ac, 03.67.Bg, 03.67.Hk

1. Introduction

As an extension of handwritten signatures in the digital
field, digital signatures are now used in daily life. Since mod-
ern computers cannot solve such problems in polynomial time,
the security of signatures relies on mathematically complex
puzzles in classical cryptography. However, since the Shor
quantum parallel algorithm!! solved RSA encryption problem
in a limited time in 1994, the security of digital signatures has
begun to shake. In order to improve the security of digital sig-
natures, many researchers have begun to use quantum proper-
ties to study how to ensure signature security, which opens the
door of quantum signature.

In 1984, Bennett and Brassard!?! proposed the first quan-
tum key distribution protocol. Quantum key distribution is the
premise of other quantum protocols, one of which is quantum
signature. Its purpose is to enable communication parties to
generate a secure key for processing messages. Although the
research of quantum key distribution set up early, there are
still many scholars to enrich the content of this field now. For
example, Wang ef al.’! proposed twin-field quantum key dis-
tribution over 830-km fibre and made a breakthrough in the
establishment of ground-based quantum security networks on
a scale of 1000 km, and Fan-Yuan et al.!*>! proposed that all
contributes to the development of quantum cryptography.

Quantum signature is an important research direction in
quantum cryptography. One of its important characteristics
is that its security completely changes the traditional digital
signature’s dependence on difficult mathematical assumptions,
that is, the security of quantum signature depends on the basic

Corresponding author. E-mail: yinaihan@126.com
© 2023 Chinese Physical Society and IOP Publishing Ltd

DOI: 10.1088/1674-1056/acacOe

principles of quantum mechanics, such as uncertainty princi-
ple and non-cloning theorem. So, in theory, a secure quantum
signature could deal with a quantum computer attack. Be-
cause of these security characteristics of quantum signature,
the related research has received much attention.®®! In re-
cent years, the research on quantum signature has made new
progress, such as efficient quantum digital signatures with-
out symmetrization step proposed by Lu et al.,l”) which im-
proves the signature rate of the protocol; secure and practi-
cal multiparty quantum digital signatures proposed by Weng
et al.,'"% which improves the data utilization rate; and exper-
imental quantum secure network with digital signatures and
encryption proposed by Yin et al.,l''] which combines quan-
tum signature with network and expands the research scope of
quantum signature.

Quantum multi-signature is a branch of quantum signa-
ture, which is widely used in e-commerce, property division,

12-14] 1¢ is character-

fund management and other scenarios.!
ized by multiple signers signing the same message, and ac-
cording to the different signature orders that can be divided
into ordered signature and broadcast signature: these two
modes have their own advantages and disadvantages. Both
models have advantages and disadvantages. In 2007, Wen
et al.!"3 firstly proposed a realizable quantum ordered multi-
ple digital signature scheme based on classical multiple signa-
tures, which relies on quantum key distribution and one-time
pad algorithm to ensure the security of the protocol. Then,
they!'®! proposed a quantum digital multi-signature using con-
trolled quantum teleportation for multi-signature and does not
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rely on an arbitrator to verify the signature. In the same
year, Wen et al.''”! proposed two quantum broadcast multi-
signature protocols, one for classical digital message, which
uses quantum unidirectional function to realize signature and
verification, and the other for quantum message, which uses
quantum teleportation technology. In 2016, Du et al.!'® pro-
posed an efficient quantum ordered multi-signature protocol,
which also uses quantum key distribution and one-time pad
algorithm, but only needs to perform unitary operations on sin-
gle particles to complete the signature instead of multi-particle
entangled state. In 2019, Jiang et al.'! proposed a novel
quantum multi-signature protocol based on locally indistin-
guishable orthogonal product states, which ensures informa-
tion security with fewer decoy particles during transmission.
In 2021, He er al.'*! analyzed the security of some quantum
multi-signature protocols that have been used so far and pro-
posed related improvements. This shows that the research on
quantum multi-signature is slow but still ingoing.[>!-%]

Quantum multi-signature protocols are also often com-
bined with other signature protocols. In 2019, Qin et al.[3]
proposed an efficient quantum multi-proxy signature protocol,
in which the rights of the original signer are assigned to mul-
tiple proxy signers, that is, a single signature becomes multi-
ple proxy signatures. In the same year, Zhang et al.**! pro-
posed a novel quantum broadcasting multiple blind signature
scheme based on partial entanglement of multiple particles.
With the deepening of the research, the research on the appli-
cation in the signature protocol is also conducted. In 2017,
Shao et al.!>! proposed an electronic payment protocol based
in quantum multi-agent blind signature. In 2018, Niu et al.%0]
improved the Shao et al.’s protocol and proposed a practical
quantum multi-agent blind signature electronic payment pro-
tocol.

Quantum homomorphic signature has been proposed in
recent year, which is the extension of homomorphic signa-

ture in quantum field. In 2015, Shang et al.!*”]

proposed a
quantum homomorphic signature protocol for the first time,
which uses entanglement swapping to complete signature ag-
gregation. This protocol solves the problem of multi-stream
identity authentication in quantum signature, effectively en-
sures the security of key, and verifies the identities of different

[28] a1s0

data sources in quantum network. In 2016, Luo et al.
proposed a quantum homomorphic signature protocol. Unlike
Shang’s protocol, this protocol is based on signature aggrega-
tion of Bell state measurement. In 2017, Li er al.[?*] thought
of a new idea from the spectral characteristics, and proposed
a quantum homomorphic signature scheme by using the con-
tinuous variable part of the quantum spectrum. This scheme
uses continuous-variable quantum information and transmits
more information at lower cost. In 2019, Shang e al. 301 jp-

troduced a serial verification model and a parallel verification

model, and proposed a new quantum homomorphic signature
protocol with repeatable verification. The serial model handles
the signature verification problem, and the parallel verification
model handles the signature repetition problem. This protocol
is beneficial to signature verification in general scenarios.

These quantum homomorphic signatures are based on the
signature model proposed by Shang et al.l*”] In this model,
the message holder and the signer are played by the same
person, which can authenticate the identities of different data
sources. However, this setting also limits the application sce-
narios of quantum homomorphic signatures. To broaden its
application scope, we introduce quantum multi signatures, and
also improve the shortcomings of traditional quantum multi
signatures through quantum homomorphic signatures. Quan-
tum multi signature is a common signature. It needs to con-
vert classical messages into quantum sequences. Therefore, it
needs to prepare multiple quantum states, leading to a long ini-
tialization phase. In addition, in the verification phase, it only
relies on the classical bit key. If the key is stolen, it is easy to
forge the signature and pass the verification.

In this paper, we apply homomorphic aggregation to
quantum multi-signature, and propose a quantum homomor-
phic multi-signature protocol, which uses homomorphic prop-
erty to complete the generation and verification of signature.
This method not only broadens the application scope of quan-
tum homomorphic signature, but also improves quantum multi
signature, so that it only needs to prepare a quantum state, re-
ducing the preparation time, and requires quantum sequences
and classical keys when verifying signatures, making attack-
ers unable to pass the verification when they only have the
key. We mainly introduce the following aspects. First, we
introduce the basic knowledge related to quantum signatures,
then we introduce the proposed scheme in detail, and finally
analyze the proposed scheme.

2. Related works
2.1. Quantum homomorphic signature

Quantum homomorphic signature is a quantum signa-
ture with homomorphic properties, or an extension of a ho-
momorphic signature in a quantum field, and the generation
and verification of signatures are realized by using the homo-
morphic properties. From the calculation method, we can di-
vide homomorphism into additive homomorphism and multi-
plicative homomorphism. Suppose that there are two inputs
Y) and Y,, if there is a function f that satisfies p (Y +Y2) =
f(p(Y1),p(Y2)), then the function p will be additively ho-
momorphic. Similarly, the function p is multiplicative ho-
momorphic when the function f conforms to p (¥ x¥,) =

flp(M),p (12)).

Homomorphic signature schemes are mainly divided into
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five types: linear homomorphism, polynomial function homo-
morphism, full homomorphism, homomorphic aggregation,
and multi-key homomorphism.*!32) Among them, homomor-
phic aggregation is different from other schemes, it can solve
multi-user application scenarios. In this type of scenario, the
generated signatures are aggregated from the signatures corre-
sponding to different messages, which are signed by different
users, and each user has its own secret key.

| Entanglement swapping 1
— — — — T — — — —

CHomomorphic signatur9

Fig. 1. Homomorphic aggregation.

Entanglement swapping is a property of quantum
state, 33331 it can be used to achieve homomorphic aggrega-
tion in the field of quantum signatures. Assume that there
are two Bell states, [¢T),, and |¢),,. The Bell state mea-
surement is performed on particle 1 and particle 3, so that the
two particles that are not originally entangled are entangled to-
gether, becoming Bell state |¢),5, and the other two particles
collapse into |@),,. The specific quantum states of these two
pairs of new Bell states are as follows:

1
|¢+>12®‘¢+>34 = §(|¢+>13|¢+>z4+|¢7>13|¢7>24
+ ’V’+>13 |W+>24+ “V7>13 |V’7>24)' o))

Here is just one of entanglement swapping of Bell state.

2.2. Quantum multi-signature

Quantum multi-signature can be divided into two types
according to the signature order of the signers, namely quan-
tum broadcast multi-signature and quantum ordered multi-
signature.

In quantum broadcast multi-signature,3®! the issuer sends
the message to be signed to each signer out of order; each

Issuer Signer 1

Signer 2

signer sends the message and corresponding signature to the
collector after completing the signature; the collector veri-
fies each individual signature and then aggregates them into
a multi-signature and sends it to the verifier; finally, the veri-
fier verifies the validity of the multi-signature. The advantage
of this is that the signers will not contact each other’s infor-
mation, and the signature does not need to wait. After the
signature is completed, it can be directly sent to the collector.
However, the disadvantage is that the multi signature work is
completed by one node, which needs to have high credibility

and strong processing capability.

Collector

Issuer

Verifier

Fig. 2. Quantum broadcast multi-signature.

37.38] the issuer

In an ordered multi-signature scheme, |
specifies the order of the signers’ signature, and then sends the
message to the first signer. Except the first signer, each signer
verifies the validity of the previous signature after receiving
it, if the signature is valid, the signer continues to sign, and
then sends the signature to the next signer; otherwise, it would
reject the signature and terminates the entire process. Until
all signers complete the signing operation, the signed message
is sent to the verifier. Finally, the verifier verifies the valid-
ity of the multi-signature. The advantage of this approach is
that when problems occur in the signature, they can be found
in a timely manner and will not accumulate errors to the final
verifier. However, the disadvantage is that previous signature
will be received by the subsequent signers, which may cause
attacks between signers. In addition, the subsequent signers
need to wait for the previous signer to complete the signature
before signing, resulting in a long overall time.

It can be seen that quantum homomorphic signature and
quantum broadcast multi signature have a high degree of con-

sistency in the signature model.

Fig. 3. Quantum ordered multi-signature.

3. Proposed protocol

In this section, we propose a quantum homomorphic

multi-signature scheme based on homomorphic aggregation

in detail. The scheme consists of four stages, namely initial-
ization, signing, aggregation and verification. There are four
kinds of participants, namely Alice who holds the message
to be signed, Bob who is responsible for signing, Dace who
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aggregates signatures, and Charlie who verifies the signature.
The flow chart of this scheme is shown in Fig. 4.

Scheme preparation stage

4' Prepare the binary sequence X l—( Alice )

Classical channel

A4
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Deny signature

Y
Recognize signature

Fig. 4. Scheme flow chart.

(i) Initialization

Step 1 Alice converts the message to be signed into a
binary sequence. Here, we limit the length of the binary se-
quence to 2, which is a special value in order to better intro-
duce the details of the scheme and avoid the redundancy of
content. It does not affect the universality of the scheme. The
resulting binary sequence is named X and send to Charlie in
advance.

Step 2 According to the length of the binary sequence
X owned by Alice, Charlie prepares three classical bits of the
same length (denoted as K;), and shares them with Bob; by

quantum key distribution protocol, these are secret keys shared
between Bob; and Charlie, here K; € {00,01,10,11}.
Step 3 Dave prepares three EPR entangled pairs:

1
07) 1= %(\0102>+|1112>), )
1
(07 )3 = 7 (10304) + [1314)), A3)
1
97)s6 = 5 (0506) +[1516)). @)
(i1) Signing

Step 1 Dave takes one particle from each of the three en-
tangled EPR pairs, here we choose particle 2, particle 4 and
particle 6, which can be denoted as |@),, |@)4, |@)¢. respec-
tively. Then Dave sends these particles to Bob;, Bob,, and
Bobs respectively. At the same time, Alice also sends the bi-
nary sequence X to Bob;.

Step 2 After Bob; receives the binary sequence X and
particles from Alice, he performs an exclusive OR operation
on the binary sequence X and the secret key K; he holds, and
the result X & K; is used to sign the received particle 2i.

Here, the unitary operator used in the particle signature
corresponds to the exclusive OR result X & K;, and the corre-
sponding relationship is as follows:

XpK,=00—1= 10 , (5)
01
X@K,:Ol—nfx:((l)(l)), (6)
X@K,:lo-mz:((l)ol), 7
XoK =11— —io, = (? _01>. (8)

Step 3 Bob; sends the transformed particle 2i, namely
|@’),;, and the exclusive OR result X & K; to Dave. Here, the
superscript (') indicates that the particle or quantum state com-
pletes the signature operation.

(iii) Aggregation

After Bob; completes the signature of particle 2i with
the exclusive OR result X @ K;, the original three EPR en-
tangled pairs would change, the states of these would be
[0)1 =UX@K)P[07) 15, ¢)34 = U X 9 K2)“-9) .
|0 )se =UX® k). |¢)s6. These transformed EPR entan-
gled pairs are Bob;’s signatures.

Then,
lo") (2i—-1)(2i) received from Bob; to generate an aggregated sig-

Dave combines these individual signatures

nature. The generation process of the aggregated signature is
as follows.

Step 1 Dave would aggregate the signature of Bob, and
Bobs. The way to aggregate is to perform an entanglement
swapping on quantum states |@'),, and |¢@')s,. First, Dave
performs a Bell state measurement on particle 3 and particle
5 in these two quantum states, then, we obtain an entangled
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pair |¢");5. This measurement enables two unentangled parti-
cles to become entangled. According to the entanglement ex-
change principle, the remaining non-entangled particles 4 and
6 would collapse into a pair of entangled states |¢") .. Here,
|¢") 46 would be the combined signature of Bob, and Bobs,
and the superscript (”) indicates that the particle or quantum
state completes the two operations of signature and entangle-
ment swapping.

Step 2 Dave performs an entanglement swapping on
|¢),, and |@"),4 to connect the combined signature of Bob,
and Bobs and the signature of Bob;. According to the proce-
dure in Step 1, we can easily obtain the state of particle 1 and
particle 4 after measurement which is |¢”),,. Similarly, the
state of the particles 2 and 6 would collapse into [¢”),,. The
|¢"), would be the signature of Dave.

Step 3 Dave performs exclusive OR operation on each
signer’s signature information X & K;, and obtains (X ® K;) @
X®Ky)® (X ®K3).

Step 4 Dave sends the signature information (X ®K;) @
(X®K>) @ (X ®Kz) and |@"),4 to Charlie.

(iv) Verification

Charlie receives quantum states |¢”),, and (X & K;) &
(X ®K,)® (X ®K3) from Dave, and can use this information
to verify the signature. The verification process is as follows.

Step 1 After Charlie receives quantum state |¢"),¢ from
Dave, he performs a Bell state measurement on the particles
in |@"), to obtain the state of the quantum state |¢”),, and
then compares the measurement result |¢”),¢ with the initial
quantum state |@),, in order to find an operator that satisfies
the formula [@"),s = c(Z)U(Z)®|@),. In the formula, the
subscript “6” means operating on particle 6, and |¢(Z)| = 1.

Step 2 Charlie compares (X $K;) (X D Kz)® (X B K3)
withZ. If X ®K))® (X B Kz)® (X ®K3) = Z, Charlie would
confirm that |@”), is the signature of Dave. Otherwise, Char-
lie would deny the signature.

4. Scheme analysis

In this section, we analyze the proposed protocol from
three aspects, namely homomorphic properties, security anal-
ysis and comparison.

4.1. Homomorphic property

We refer to two proven lemmas in Ref. [27] to demon-
strate the homomorphic properties of our proposed scheme.
The representation of these lemmas is as follows.

Lemma 1 U(Y]) . U(Yz) . |(p> = C(Y],Yz) . U(Y] EBYQ) .
|@), where Y1,Y> € {00,01,10,11} |c(Y;,Y2)| = 1.

Note that U (Y;) and U (Y,) represent the unitary opera-
tors corresponding to secret keys Y; and Y2, and |c (Y,Y2)| =1
is a factor that only affects the phase, so it can be ignored after
the Bell state measurement.

Lemma 2 U1<1)~U2(2) @), = ¢ (Uh -Uz)(z) :
|9)12|cj| = 1, where UU, € {I,04,0y,—i0.},
@) {167).107), 1w [y ).

Note that U 1(1) and U2(2) are unitary operators that operate
on particles 1,2 in |@) ,, and |c;| = 1 is also a phase factor.

As can be seen from the aggregation phase of the sig-
nature, the signature of Bob; is |@'),; = U(X@Ki)(Zi) @)y
Then, Dave receives these signatures and first aggregates the
signatures of Bob, and Bobs, i.e., [@') 3, & [0")s¢ — |@”)3456-

|‘P”>3456 = |‘Pl>34 ® |‘Pl>56
UX®K)'|97), 90U (XD K3)® |07,

1
= 5U (x @K2)4U (XEBK3)6 ( |0000)3456
+ 1001 1) 3456 + [1100) 3356 + [1111)3456)

LX) UK k) ([0%)5 ]9 ).

2
1073510 Das t v )as W s
1Y )35 [V Do) ©

Bringing Lemma 2 into the above formula, the resulting
equation is obtained as follows:

| ‘P”>3456

= M(167,) (U XK U X0 K30 9),)

2
+ (’¢7>35> (CjU(X@KZ)GU(X@K3)6 ’¢7>46)
+ (|V’+>35) (CjU (X @Kz)éU (X @K3)6 |W+>46)
+([¥)ss) (U (X9 K)°U (X & K3)° W )as)]- (10)
Then bring Lemma 1 into the above formula. the resulting
equation is below:

19" 3456
= L (16%):9) (o2 U0 (X G K 0X 0K o))

+ (|07 )s5) (cjc(Ua,Us)U (X DK & X ©K3)°|07) 6 )

+ (Ju)ss) (cje(Ua, U)U (X o Kr ®X @ K3)® |y, )

+ (|W )as) (cie(Ua, Us)U (X @K X @ K3) [y ), )]
(11

Comparing the above formula with

1 _ _
|¢+>35@|¢+>46 = §(|¢+>35|¢+>46+|¢ >35|¢ >46
W) s [V s+ 1Y )35 [V )

we can see that |@”),,s. is obtained by the unitary opera-
tion on particle 6 in [¢ )55 @ [¢T),6. Therefore, we obtain
that |@") 45 = c(Z)U (2)°|@) 46, Where Z =X ® K, & X B K3,
¢(Z) = cjc(UrU3). |cjc(Ua,Us)| = 1 is a phase factor. [¢@”) ¢
is the aggregate signature of Bob, and Bobs.

Similarly, Dave performs the same operation on

|¢7),, and |@”),, and we obtain easily that |@"),, =
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c(Z)U (2)° )6 where ¢ (Z) = cjec(Ur,Up,Us), Z=X O K, @
XPK, X BKs, fcjc(Ul,U27U3)f =1 is a phase factor and
|9""),6 is the aggregate signature of Bob;, Bob,, and Bobs.

Here, we define that the function of f as the operation of
entanglement swapping and the function Sign as the operation
of signature.

Thus, the signatures of the signers can be written as fol-
lows:

Sign(X®© K1) = |¢'),=UX®K)|9), —|¢),,

= U(X®K)’|9),, (12)
Sign (X ©Kz) = [¢"), =U (X8 K2)|9)y = [9')s,

= U(X@KZ) 19) 345 (13)
Sign(X®K3) = |0), =UXSK3)|0)s — |0) s

= U(X®K3)°|9)s6- (14)

Then, collector aggregates these signatures through entangle-
ment swapping, and the result can be written as follows:
f[Sign(X ®K;),Sign(X ®K3),Sign (X K3)]
= f[Sign(X®K), f[Sign(X ©K),Sign (X & K3)]]
= [0)1,®]9")s
= UX@Ki)|9),0U (X ©K X DK3) [9)46
= 90U XeK X0 KheXBKs) [0),.  (15)

In the above formula,

f[Sign(X ®K;),Sign(X ®K>),Sign(X & K3)] —
—UXOK XK OX BK3)®|0)s.

19")6

If the aggregated signature is generated by the information
X; @Y;, then

Sign(X K1 X PK, X B K3) —
—UXaK 0XO0K ®XDK3)® ).

’(p//>6

Thus,

f[Sign(X ®K;),Sign(X ®K>),Sign (X ® K3)]
= Sign( XK &XOK DX DK3).

Compared with the additive model
p(Y1+Y2) = f(p (Y1) p (Y2)), our signature scheme satisfies

the additive homomorphism property.

homomorphic

4.2. Security analysis

We analyze the security of the proposed quantum signa-
ture protocol from the following three aspects: verifiability,
non-repudiation, and unforgeability. To simplify the model,
the participants in the protocol are assumed to be honest.

(D Verifiability: The verifier can verify the validity of the
signature of the corresponding signer through the shared secret
key.

In our scheme, there are two signature processes: one is
the individual signature generated by the signer and the other
is the aggregated signature generated by the collector, and the
After the

verifier receives the signature sent by the collector, an equa-

verifier can verify the validity of both signatures.

tion |@") ;5 = ¢(Z)U (Z)® |@) 15 with the initial quantum state
is formed, and then Z in the equation is compared with the
secret key X; to verify the validity of the signer’s signature.
Then, the verifier can ask the collector to send it the quan-
tum state after the entanglement swapping, and can calculate
whether the aggregate signature generated by the collector is
valid through initial quantum state.

Non-repudiation and unforgeability are important secu-
rity requirements in a signature scheme. For convenience, we
use the examples in this work to illustrate the above two prop-
erties.

(IT) Non-repudiation: The secret key held by the signer is
not only a tool for signing, but also the signer’s identity label,
so it cannot deny its own signature.

No signer can deny their signatures. The verifier com-
pares the received aggregated signature |¢”),¢ with the initial
quantum state, and forms an equation that satisfies the formula
10")26 = c(2)U(2)°
forms exclusive OR operation on Z and K ¢ K3, and the result

-|@),s. Assuming that the verifier per-

is K, it can prove that the signer Bob; has indeed signed and
the signature cannot be denied. Here, K| is equivalent to a
signed label. Note that the verifier needs to process Z accord-
ing to the number of signers in the above step, if the number is
odd, Z is processed as Z ¢ X; if it is even, Z is not operated.

(IIT) Unforgeability: The signer’s secret key is obtained
from the verifier through the BB84 protocol which proves to
be unconditionally secure, and no one else can forge the sig-
nature.

The signature cannot be forged. In a signature protocol,
the secret key K is an important factor in generating the signa-
ture, so enhancing the security of the secret key transmission
is to enhance the security of the signature. In our signature
scheme, the secret key K; is distributed by the BB84 protocol
and the secret key K; can be safely shared by Bob; and Char-
lie, because the key distribution protocol proves to be uncondi-
tionally secure. On the other hand, the secret key K; cannot be
calculated from the message and the corresponding signature.
Suppose that the Eve steals both particle 2 and X & K; in the
process of the signer sending the information to the collector,
he cannot calculate |¢’),, without particle 1 or the unitary op-
eration U (X @ K;) with only particle 2. Therefore, attackers
cannot steal the secret key K; of the protocol with only parti-
cles 2i and X & K; so that the signature cannot be forged.
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4.3. Comparisons

Although quantum multi-signature has been studied for
a long time, its research direction is mainly its applications

in different signature scenarios, or its combination with other

signature protocols. Here, we refer to previous signature pro-
tocols related to quantum multi-signature as traditional quan-
tum multi-signature and compare it with our proposed quan-
tum homomorphic multi-signature. We mainly compare the
following three aspects, as shown in Table 1.

Table 1. Comparisons of proposed protocol with traditional protocols.

Traditional quantum
multi-signature

Quantum homomorphic
multi-signature

Preparation of quantum states
Signature method

Verifiable kind

107),107), 1w ), lv™) 19%)

unitary operation and

unitary operation

entanglement swapping
K; X,K;

In the traditional quantum multi-signature scheme, the
message holder first converts the message to be signed into a
binary sequence, and then converts it into a quantum sequence.
Taking the Bell state used in our paper for example, the mes-
sage holder needs to prepare four different Bell states. But in
our proposed signature scheme, the message holder only needs
to convert the message to be signed into a binary sequence, the
Bell state is prepared by the collector, and only one Bell state
needs to be prepared, which can significantly improve the ef-
ficiency of Bell state preparation.

In the signature stage, in the traditional quantum multi-
signature scheme, the signer’s secret key is used to perform
multiple unitary operations on the same quantum state. If the
quantum state and related keys are stolen by Eve, the signa-
ture may be forged. In our scheme, the signer uses the unitary
operation to sign different quantum states, and then uses the
entanglement exchange to complete the aggregation of the sig-
natures. Even if Eve steals the relevant information, he cannot
obtain the key to forge the signature.

In the verification phase, the verifier only has the secret
key shared with the signer. In the traditional multi-signature
scheme, it can only verify whether the signer’s key is used
correctly, but cannot judge whether the signed message is cor-
rect. In our scheme, the verifier not only shares the key of
the signer, but also has the binary sequence of the message to
be signed, which can verify the correctness of the key and the
authenticity of the message signed by the signer.

4.4. Tolerable number of dishonest users

In our scheme, the aggregator and the verifier are two im-
portant nodes that must be trusted, so dishonesty is assumed to
occur to the signer. In the signature scheme, the signer owns
the original message and the original key, so there may be two
dishonest behaviors: one is to modify the original message,
and the other is to modify the original key.

In both cases, we use the same method to find dishon-
est users. When the authentication fails, the verifier asks the
aggregator for the signature key sent by each signer. Since

the signature key is the result of the exclusive OR (XOR) of
the original message and the original key, the aggregator can-
not know the details, but the verifier can, so it can verify the
aggregated key. Therefore, in theory, the number of faithless
users that the scheme can tolerate is equal to the total num-
ber of signers, but this is an ideal situation, and it still requires
trust in aggregators and validators.

4.5. Influence of quantum key distribution

In quantum key distribution, there is a definition called
Plob boundary, which reflects the ability of the protocol to
distribute the key. It can be expressed as R = —log,(1 — 1),
where R represents the key rate and 1 denotes the channel
transmittance between users. In general, the key rate should
be O(\/7).

Owing to the large number of photons lost in the channel,
i.e., the low transmittance of the channel, the key rate of most
quantum key distribution protocols is limited by the key capac-
ity of the protocol. Some protocols overcome the key capac-
ity through single photon interference to improve the key rate,
and can make the transmission distance lengthen to a stagger-
ing 830 km, but the phase tracking and phase locking tech-
nology are needed to compensate for the related fluctuation
problems, which will increase the complexity of the experi-
ment, and may cause related security risks. Some protocols!*’!
did not need phase tracking or phase locking technology, but
used two-photon interference, through the time multiplexing
and post-matching methods to break through the key capacity,
but the transmission distance would decrease. In the same en-
vironment, a transmission range of 450 km can be achieved
without phase tracking, and 270 km can be achieved further
without phase locking technology. It weighs practicality and
performance.

4.6. Quantum memory device

As the core of quantum repeater, quantum memory can
capture and store entangled quantum, but up to now only 4 en-
tangled quantum operation have been realized, so the related
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protocol relying on quantum memory is really not practical. In
our scheme, the aggregator prepares quantum states according
to the number of signers, and needs to conduct entanglement
exchange of the signed quantum states, so it needs to store the
quantum states it has, and with the increase of the number of
signers and message length, the number of quantum states that
need to be stored will increase, so this protocol cannot elim-
inate the quantum memory. It will take a long time for the
protocol to move from theory to experiment.

5. Conclusions

In this work, we proposed a quantum homomorphic
multi-signature scheme based on homomorphic aggregation,
which reduces the dependence on the classical key, making it
impossible for any attacker to forgery attack only by stealing
the secret key and quantum state. In our scheme, the collector
is able to aggregate multiple individual signatures consisting
of quantum states into a new multi-signature, and the signa-
ture process conforms to additive homomorphism. According
to the security analysis, the scheme is safe. Our scheme can
produce fewer kinds of quantum states, higher signature com-
plexity, and more kinds of verifiable information than tradi-
tional quantum multi-signature schemes.
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