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Threshold signature is an important branch of the digital signature scheme, which can distribute signature rights and
avoid the abuse of signature rights. With the continuous development of quantum computation and quantum information,
quantum threshold signatures are gradually becoming more popular. Recently, a quantum (¢,7) threshold group signature
scheme was analyzed that uses techniques such as quantum-controlled-not operation and quantum teleportation. However,
this scheme cannot resist forgery attack and does not conform to the design of a threshold signature in the signing phase.
Based on the original scheme, we propose an improved quantum (z,n) threshold signature scheme using quantum (¢,n)
threshold secret sharing technology. The analysis proves that the improved scheme can resist forgery attack and collusion
attack, and it is undeniable. At the same time, this scheme reduces the level of trust in the arbitrator during the signature

phase.

Keywords: quantum (#,n) threshold signature, quantum (¢,n) threshold secret sharing, forgery attack, collu-

sion attack
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1. Introduction

As an important branch of the digital signature scheme,
threshold signature can ensure the security of transmitted in-
formation, provide data integrity and realize identity authenti-
cation. After Desmedt and Frankel!!! first proposed the (¢,1)
threshold signature scheme in 1991, the study of threshold sig-
nature has become increasingly popular. For a threshold signa-
ture group consisting of n members, a combination of greater
than or equal to + members can represent the group to sign
messages. !

With the introduction of the Shor!! algorithm, the secu-
rity of traditional digital signatures has been greatly threat-
ened. Cryptosystems based on quantum mechanics can
achieve unconditional security, so the study of quantum signa-
tures has become the focus of most researchers. The concept
of a quantum signature was first introduced by Gottesman and
Chuang!®! in 2001, but the public key in their scheme can only
be used once. To make quantum signatures more practical,
the first arbitrated quantum signature based on Greenberger—
Horne—Zeilinger states was proposed by Zeng et al.!”! in 2002.
Subsequently, arbitrated quantum signatures gradually became
the basic quantum signature scheme.!®~'?! Although quantum
signature schemes are emerging, many are still in the theoreti-
cal research stage. In recent years, many physically realizable
quantum signature schemes have been proposed,!'3~!7! for ex-
ample Yin et al.!'3! produced the first work on practical quan-
tum digital signature without secure channels and performed
the first experiment without assuming any secure channel,['4]
while Lu et al.'">! solved two major restrictions of quantum
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signatures by a post-matching method. These studies paved
the way for the practical application of quantum signatures.
The present paper concerns a quantum (¢,n) threshold signa-
ture scheme based on d-dimensional quantum systems; it is
still in the theoretical research stage and its physical imple-
mentation needs further study.

For a threshold signature, the requirement of a threshold
is essential. We added the quantum threshold secret sharing
technique to the original signature scheme as part of the de-

sign of this new scheme. In 2017, Song et al.!'®]

implemented
classical secret sharing based on Shamir secret sharing and the
quantum Fourier transform technique. However, their scheme
was later shown to be incapable of recovering the secret. In
2018, Mashhadi!'®! designed a hybrid secret sharing scheme
based on quantum Fourier transform and a monotonic span-
ning program that implements the features of classical and
quantum secret sharing. In 2021, Sutradhar et al.!*°! improved
the scheme of Song et al. by increasing the number of quan-
tum Fourier inversions, making the scheme more complex. In
this paper we design a threshold scheme based on Shamir se-
cret sharing and the quantum Fourier transform that can be
added to quantum signatures. Compared with the previous
secret sharing schemes, our scheme does not contain quan-
tum Fourier inversions and significantly reduces the number
of quantum measurements.

Recently, a quantum (#,n) threshold group signature
scheme that uses techniques such as quantum-controlled-not
operations and quantum teleportation was analyzed.!?!! After
analysis of the scheme by Guo er al.,!*?! the original scheme
was found not to be a (¢,n) threshold group signature scheme
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because any number of members in the scheme could gener-
ate a valid signature. The original scheme also has problems
with key leakage and trustworthiness of the arbitrator. After
our analysis of Qin et al.’s scheme, 2!l we also found that a
forgery attack cannot be resisted in the original scheme.

To address the above issues, we applied the designed
quantum (z,n) threshold secret sharing technique to the orig-
inal signature scheme!?!! and improved the original signature
scheme. The analysis shows that the improved scheme can re-
sist forgery attack and collusion attack, and it is undeniable.
At the same time, this scheme reduces the level of trust in the
arbitrator during the signature phase.

2. Preliminaries

In this section we define the preliminaries of our scheme,
including Shamir secret sharing, quantum Fourier transform
(QFT), the SUM gate and the generalized Pauli operator.

(i) Shamir secret sharing:!>*! Share generation: the dealer
uses a t — 1 order polynomial to assign n secret shares to n
signing participants

f(x) =ao+ax+ap®+--+a,_ X o

Secret reconstruction: greater than or equal to the threshold
number of participants reconstruct the secret

1

H x'f xj' (2)

JELN T

f) = :Zlf<xi>

(ii) Quantum Fourier transform: >3] The QFT is a quan-
tum version of the standard discrete Fourier transform, which
is a unitary transformation of a quantum system. For «,
B €{0,1,...,d — 1}, the QFT is defined as

d—1
QFT|a) — 1
v &,

(iii) The SUM gate:[*6"] In d-dimensional Hilbert space,

the quantum SUM gate is defined by

eZﬂi%ﬂ |B> (3)

SUM(|x), |y)) = (Ix), lx+y mod d)), (4)

where |x) is the control particle, |y) is the target particle and

x,y€{0,1,...,d—1}.
(iv) In d-dimensional Hilbert space, the generalized Pauli
operator is defined by?%2°]
d—1
Ugp =Y, 0P |x+a) (x|, (5)
x=0

where o, 8 € {0,1,...,d — 1}, ® = e**"/4 and + denotes the
addition module d. In particular, when a, B € {0, 1}, we have
d—1

Xg=Up=Y |x+1)(x, (6)
x=0
d—1

Zy=Up1 =Y o"|x)(x|. (7
x=0

3. Brief review of Qin’s scheme

In this section, we briefly introduce the quantum (¢,n)
threshold group signature scheme proposed by Qin et al. in
2020,2"1 as well as pointing out the security problems in the
scheme.

3.1. Initializing phase

The quantum message being signed has m quantum states.
Alice; (i € {1,2,...,n}) and Charlie share the private key Ka,
via the quantum key distribution (QKD) protocol, Bob and
Charlie share the private key Kg, both in 2m bits. Alice; and
Bob share m Bell states, Alice; holds the particle |a;;), Bob
holds the particle |b;;).

3.2. Signing phase
(i) Any t members of the signature group can sign the

m
message, the signed message |Py) = |P) = |P5) = @ |pi) =
i=1

m
@(065|0> +Bi[1)).
(ii) + members encrypt |P;) into |R) with the private key

Ky, and send |R) and |P») to Bob.
m
(i) |P3) will compose m entangled states @ |9;) (|¢;) =
i=1
t t
A~ A~
0;]0---0) + i |1---1)) after m(t — 1) quantum-controlled-not
operations. Alice; performs m Bell measurements. In the j-th
Bell measurement, one particle is the i-th particle of |¢;), and
the other particle is |a;;). Alice; uses her private key Ka, to
encrypt the measurement result C; and gets C;/, then she sends
it to Bob.

3.3. Verifying phase

(i) After Bob receives |R),|P,),C/, he uses private key
Kg to encrypt them, and then sends them to Charlie.

(i1) Charlie receives the ciphertext and decrypts it to ver-
ify whether |R) is the ciphertext of |P,). If it is, he sets r = 1,
otherwise r = 0. Charlie encrypts the decrypted C; and |R)
with the key Kg to obtain the signature S = E(C;,R). Then,
Charlie uses his private key K to encrypt S,|Ps),r,C;, and
sends it to Bob.

(iii) Bob first checks whether r = 1. If r = 1, Bob per-
forms corresponding unitary operation on particle |b;;) accord-

t t

= —_
ing to ¢;j, and recovers |¢;) = ¢;{0---0) + B;[1---1).

(iv) Bob measures the first  — 1 qubits in the {|+),|—)}
basis and records the measurement results. If the result is |+),
Bob sets d;; = 0, if the result is |—), he sets d;; = 1. Bob com-
putes Dj =dij®dy;j®---@Dd_y);. If D; =1, Bob will carry
out o, operation on the last qubit and do nothing if D; = 0.
Finally, Bob recovers the original quantum message |P3).

(v) Bob compares whether |Ps) is equal to |Py). If they
are equal, Bob accepts the signature; otherwise, he rejects it.
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4. Security issues in the original scheme

Guo et al.”??! pointed out that the quantum (¢,7) thresh-
old group signature scheme proposed by Qin et al.!*!l has the
following three issues:

(i) The original scheme is not the (¢,n) threshold group
signature scheme. The signature process of the scheme does
not conform to the meaning of threshold signature: a valid
signature can be generated only when ¢ or more members sign
together, otherwise a valid signature cannot be generated.

(ii) Bob can get both the encrypted classical message C;’
and the corresponding text C;. Then applying the XOR op-
eration on these two messages bit by bit, Bob can learn the
key Ka,. Namely Bob can fabricate a valid signature for any
message.

(iii) The arbitrator Charlie is completely trusted, which
can cause greater difficulties in the practical application.

Through our analysis of Qin et al.’s scheme, we found
that the scheme has another security issue. This issue will en-
able Bob to forge the signature and makes Charlie lose the
right to arbitrate the signature. The analysis is as follows:

(iv) In the original scheme, Bob receives |R), |P;) and
C/ from Alice. For |R), the original scheme uses Li et al.’s

m
encryption method,?%! |R) = Ek, [P) = QE 1,-\|pl->,
i=1
0 |0) + Bi[1).

pi) =

i .
K Eyi
0 X
1 z

Here E ki € {X,Z} are the Pauli operators. From the com-
mutativity of Pauli operators

XX=1 YY=1I ZZ=I,
XY =-YX, XZ=-ZX, ZY¥ = -YZ.

Bob can perform the same Pauli operation U; on |R) and |P,)

m
IP*) =@ Uilpi)
i=1

m m
RY) = @ Uiy |pi) = Q+Ex Uilp),
i=1 i=1
where U; € {I,X,Z,iY}. Since the global phase factor +1
has no observed effect under the quantum swap test circuit of
quantum states, (|P*),|R*)) can always pass Charlie’s verifi-
cation. After (|P*),|R*)) has passed Charlie’s verification, the
signature S* = E(C;,|R*)) will be generated. Thus Bob com-
pletes the forgery of the signature. Later, if there is a dispute
over the signature, Alice claims that she did not sign the mes-
sage |P*) and the arbitrator Charlie will check |P*) and |R*).
After checking, Charlie will think Alice is lying. So Charlie
makes an error of judgment and loses his arbitration.

5. Improved scheme

The members of our scheme include » members of sig-
nature group N = {Alice;, Alice,, ..., Alice,}, the signature
receiver Bob and the arbitrator Charlie. The improved scheme
consists of three parts: the initialization phase, the signature
phase and the verification phase.

states

Bob Bob

Fig. 1. The initialization phase of the proposed scheme.

5.1. Initialization phase

(i) Each of {Alice,Alicey,...,Alice,} shares a private
key Ka,; with Charlie, Bob shares a private key Kg with Charlie
and each of {Alice;, Alicey,...,Alice,} shares a private key
Ka;g with Bob. All keys are 2m bits. All the above processes
are implemented by quantum key distribution or quantum se-
cure direct communication. 3133

(ii) Each of {Alice;,Alice,,...,Alice,} shares m Bell
states with Bob. We denote the j-th Bell state of Alice;
as |9i;) = J5(|00) +[11)), where i € {1,2,...,n}, j €
{1,2,...,m}. Alice; holds the first particle sequence |g;;) in
the Bell state and Bob holds the second particle sequence |b;;).

1341 gjven ¢ and

(iii) According to Bertrand’s postulate,
n, {Alice;,Alicey,...,Alice,} and Charlie can find a suit-
able prime d satisfying n < d < 2n and set a finite field Z;.
{Alicej, Alice,, ..., Alice,} and Charlie share a polynomial
f(x), f(x) = ap+aix+ax*+--- +a,_1x¥~! mod d, where
(ao,ai,...,a;,—1) € Zy, ag being the secret value. Charlie tells
the identity information ID; to Alice; over a classical secure
channel (e.g., QKD-based secure communication).

(iv) There is a correspondence between any single bit i

and qubit |7) in the scheme as follows:
i=0|L)=al0)+b|1), i=1<+|R)=5b|0)—all). B)

Its measurement form is known to all participants. In addition,
the Bell pair in the scheme has the following correspondence
with the two classical bits:

[67) < 00,

97) <01, [y") <10, |y7) <11 (9)

090308-3
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5.2. Signature phase
(i) Without loss of generality, let

T = {Alicey, Alicey, ..., Alice, }

be the r actual signers. They generates the three same quantum

m
messages |Py) = |Py) = |P;) = @ |pi), where |p;) = a;]0) +
i=1

Bil1), with [oif* + |Bi* = 1.

(ii) Alice;(i € {1,2,...,t}) encrypts |P;) into |Rs) using
the key Ka,.1*> That is, a one-way hash function f which
makes f: {0,1}?" — {0,1}™, mapping the 2m key Ky, into
a binary bit string L = {l1,/5,...,1,}. Each qubit corresponds
to a classical bit /;. For the sake of exposition, the swapping of
the i-th and (m — i+ 1)-th qubits in the signature sequence is
defined first. We introduce the parameter T =1;®1l,_iy and
the symmetric rotation R; which satisfies

, i
So = Rj (x0,x11) = { Efl’j;gj sy (10)
Moreover, R,Tni can be generalized into
Sy = R,fi(xo,xl,...,xm,l)
= (Xgi,Xgig (oo Xm—1,X0,X15- -, Xgi_1), (11)

where 7' = (I] + 1+ -+ - +1,,) mod m and S,,, is equivalent to a
circular shift operation on m qubits. Alice; encrypts |P;) first,
and the rest of Alice, encrypts it in turn. The encryption form
is

[ - . k,',
Ex, (IP)) =S, Q0P 0" |pi). (12)

i=1
{Alicey, Alicey, ..., Alice;} prepare m decoy photons, each
chosen randomly from the set {|r)} and {QFT|r)}, r €
{0,1,...,d—1}, and insert the m decoy photons randomly into
RA)-

(iii) Without loss of generality, any one of the ¢ signers is
selected, assumed to be Alice;. Alice; prepares ¢ qudit parti-
cles |0),,]0),,...,]0),, and each particle has [log,d]| qubits.
Alice; performs the QFT on the first particle |0); and then

d—1
gets | @) ), the state |¢; ) is denoted by |@; ) = ﬁ Y [);. Then,
y=0
Alice; performs SUM operation on |0),, where | ;) is the con-
trol qudit and |0), (r € {2,3,...,}) is the target qudit, to gen-
d-1
erate the state |@,) = ﬁ Y )1 1¥)2--[y), Alice; sends the
y=0

particle |y), to the participant Alice,.
(iv) Alice; publishes her ID; to Alice, (r € {1,2,...,t}).
Alice; (i € {1,2,...,t}) computes the secret share S; =
t

fup;) 11 ‘% mod d, then performs QFT on |y),,

J=1j#i
d—1
QFTly); = ﬁ Y @ Xi|K;). After performing the above op-
Ki=0
eration, Alice; performs the Ug, ¢ operation

Us,0|Ki) = |Ki+Si) (13)

where + denotes addition modulo d. The state |¢@,) evolves as
state |@3):

93) = (Us, yQFT) & (Us, ,QFT) @ - @ (Us, \QFT) [¢2)

£l

=d 2 Ky +S81) K2 +52)
Ki+Ky+-+K;=0 mod d
Q- QK +5;).
Alice; uses the computational basis {|0),[1),...,|d —1)} to

measure |K; +S;), then Alice; obtains and saves the measure-
ment result (K; +S;). (K;+S;) is converted to a binary bit
string and converted to |KS;) according to Eq. (8).

For example, taker =3, n=5,d =7, K; =5and S| = 6.
Then K1 +S; =4 mod 7, 4(10) — 0100(2).

(v) Alice; holds the m particles of |P;). The other ¢ — 1
members each generate m single particles, and each parti-
cle is |0). Then Alice; performs m(r — 1) CNOT;; (i €
{1,2,...,m},j€{2,3,...,t}). In CNOT;j, the control particle
is the i-th particle of Alice;, and the target particle is the i-th
particle of Alice;. The particles of {Alice, Alice,, ..., Alice; }

t

m e N
will compose m entangled states |®) = @ |¢;) = «;|0---0) +
=1
1
~
Bill---1).
(vi) Alice; performs Bell measurements. In the j-th

(j € {1,2,...,m}) Bell measurement, one particle is the i-
th particle of |¢;), and the other particle is |a;;). Alice; gets

m . .
the measurement result |C;) = & |c/), where |c]) is the ran-
j=1

dom Bell state. Alice; uses the private key Ka.p to encrypt
|Ci), uses Ka, to encrypt |KS;) and inserts m decoy photons
into EKA,-B |C;). Finally, {Alice;, Alicey, ..., Alice,} send the
ciphertext of {|RA),|Ci),|KS;),|Ps)} to Bob.

Eg,, | P B, (+(Bxp 1 P1)) Bk, ((Ega|P1)))
O O O
... S .

Alice; Alikce,;

|C), | KS)

Alice,

|C1), [ KSy) |C), | KSp)s | Ra)s | P)

(O, Y, Bob
(K8, | KS) 1 RA)S P} (1C) e | CO 1 Po) v R

O

n

Charlie

Fig. 2. The flow-process diagram of the proposed scheme.
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5.3. Verification phase

(i) Bob directly encrypts the information sent from
{Alice;, Alice,, . ..
it to Charlie.

(i) Charlie uses his private key Kp to decrypt the in-
formation from Bob and gets |Ra),|KSi),|P2),Ek, 4 |Ci).
{Alice;, Alice,, ..., Alice, } tell Charlie the location of the de-
coy photons and the preparation basis. Charlie uses the prepa-

,Alice, } with the private key Kp and sends

ration basis to measure the decoy photons at the correspond-
,Alice,} the mea-
,Alice,} determines

ing positions and tells {Alice;,Alicey, ...
surement results, and {Alice;, Alicey, ...
whether the decoy photons are eavesdropped by comparing
the initial states of the decoy photons. If the quantum chan-
nel is insecure, then the protocol is terminated; otherwise, the
protocol is continued.

(iii) Charlie will perform two steps: (1) Charlie converts

|KS;) to K;+ S;, verifying that Z (K; + S;) mod d = agp; (2)

Charlie verifies that |[Rp) is the mphertext of |P,). Charlie
sets and makes public the verification parameter ¥ = 1 if both
of the above steps hold, otherwise ¥ = 0. Charlie encrypts
{Ekyz5 |Ci),|P2),7,|Ra)} with the private key K and sends it
to Bob.

(iv) Bob decrypts the ciphertext and gets |C;),

P), v,
If y=1, Bob
verifies whether |C;) is eavesdropped in the same way. Then

|[Ra). If y =0, Bob rejects the signature.

Bob performs the unitary operation on his particles |b;;) (i €
{1,2,...,1}, j€ {1,2,...,m}) as follows: if |c/) = [¢*), he
performs o7 = [0) (O] + 1) (1] on |b;;); if |clj> =|¢~), he per-
forms o, = |0) (0| — [1) (1| on |b;;); if |cl]> = |y"), he per-
forms 6, = |0) (1|41) (O] on |b;;); if\c{) =
ic, = [0) (1]~ 1) (0] on [by).

(v) Bob measures the first # — 1 qubits of |b;;) in the ba-
sis {14+ = 5(10) +[1)).[=) = 5(0) = [1))}. If the mea-
surement result is [+), then d;; = 0 (i € {1,2,...,r — 1},
Jj€{1,2,...,m}); if the result is |—), then d;; = 1. Finally,
Bob computes Dj=dj®dyj®---®d;_y);. If Dj =0, Bob
performs o7 on the last qubit; if D; = 1, Bob performs o,

|w™), he performs

on the last qubit. Then Bob can recover the original message
P,

(vi) Bob compares |P>) with |P,)'. If they are equal, Bob
accepts the signature; otherwise, he rejects it.

6. Analysis of improvement scheme

In this section, we will prove the correctness and security
of the improved scheme and compare the performance of our
improved scheme with the original scheme.

6.1. Correctness

For the correctness of the scheme, we focus on the cor-

rectness of the (¢,n) threshold and the correctness of the veri-

fication phase.

6.1.1. Correctness of the (¢,n) threshold

In the signature phase, Alice; gets |¢;) by performing the
QFT on the first particle [0),. Then, Alice; performs SUM
operation on |0), and gets |@):

lp2) = fZ|y L )y (14)

Alice; (i € {1,2,---
cle, and gets |@3):

|(P3> = (USI 0QFT)®

,t}) performs QFT and Us, o on her parti-

(Us, 0QFT) ®--- @ (Us, 0QFT) | @)

f 2 Us; 0QFT) |y); @ (Us, 0QFT) [y),

® - ® (Us, 0QFT) y),

d—1 d—1
— 4% Z Z o Y K +51)
y=0 \ \K;=0

d—1
R ® Z a)K’y\Kt—i—S;}
K:=0
— a7 Yy ZwK1+K2+ KD ) Ky 4 81)
Ky .Kp K, y=0

®"'®|Kt+5r>>7 (15)

2ri
where @ = e @ . We denote K; + K> +--- + K; as K, then we

have

d, K=0(modd)

d—1 , ,
Y oY= { (16)
y=0

0, K+#0(modd).

d—1
(i) Clearly, when K =0 (mod d), ¥, o” =d.
y=0
d-1 d—1 onmiky
(ii) When K # 0 (mod d), ¥ o= Y e« ,
y=0 y=0

we de-

note 27K /d as x, we have

d—1

Z elxy

y=0

_ dij eixy+ e—ixy N
n 2

2miKy

Lt

eixy _ e—ixy
5 ) Y

y=0
Since
d ixd ixd
N - R
Z ele — (S — e]x — 2 - - 6177 (18)
= 1—e —2isin(3)
d . 1— e ixd . 1 — e—ixd -
Z e W — 7716—1,\’ _ ﬁe—lj. (19)
= l—e ¥ 2isin(3)
So
d : 1
. . sin[(d + 5 )x
Z(elxy_'_eflxy) — [( XZ) } _17 (20)
o sin 5
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i ixy —1)@ _ COS% — COS[(d + %)x] 1)

X
sSin 3

and we have

d—1 _ixy —ixy d Lixy —ixy ixd —ixd
eV+e :Ze +e _H_e +e
-0 2 - 2 2
y= -
1 sin(2nK + ZK)
= ——4+——-4 2 =0. 22
2 2sin ”f @2)
Similarly
d—1 .ixy __ ,—ixy
yE—° o (23)
- 2
y=0

-1
So far, we can get ¥ X =0if K # 0 mod d.
y=0
Therefore,

-1
=z Z
0<K| Ky,....K <d
K| +Kp+--+K;=0 mod d

|p3) =d |Ki+S1) |Ka+S2) -+

By the Lagrange interpolation formula

CEYOR =

=1 =1

~.

Charlie receives 7 (K; +S;) and calculates ap = f(0) = Z (Ki+

S;) mod d. If the equation holds, it means that the scheme
meets the basic requirement of the threshold signature.

6.1.2. Correctness of the verification phase

After m(t — 1) CNOT operations, the original state |P3) =

& 0;]0) + B; |1) will make the entangled state |®) = @ |¢;) =
i=1 i=1

t t

~ A~
a0 0)+ i 7D,
Table 1. m(t — 1) CNOT operations.

Alice; oy [0)+ B [1) 04, |0) + B [1)

Alice, |0) e 0)

Alice; |0) e |0)

t t t t

—~ A~ —~ = A~
CNOT ¢ [0---0)+B1[1---1) QA [0---0) + By [1---1)

Alice; performs the i-th Bell measurement (¢ |00---0) +

[3;\11---1>)®%(|00>+|11>)andgetsresult.
(a,-|o---6---o>+ﬁ,-|1-~-{--~1>) 7(|oo>+|11>)
(ai|o...6...0>_5i|1...{...1>) 7(|OO>—|11>)

. . v2 (24)
([0 T++-0) +Bi|1--0-+- 1)) ® 7<|01>+|1o>>
(]0--1--0)~B|1--D- 1))@ 7<|01>f|1o>>

|K; + ;).

After all Alice;’s measurements are completed, Bob per-
forms corresponding unitary operations on |b;;) according to
the measurement results. Then Bob obtains (a; |00---0) +
Bi|ll-+ 1)) ® - @ (04 |00-+-0) + By |11---1)).

sures the first # — 1 qubits in the basis {|+),|—)}.

Bob mea-
For example

a1 00) + By [ 11) 25)
can be expressed as

o ([+0) +[=0)) + Bi(|4+1) = [-1)). (26)

Recording |+) as 0 and |—) as 1, denoted by d;;, Bob performs
the XOR operation on the first  — 1 qubits of ¢;]0---00) +

-1
Bi|l---11). If the result is 1, Bob will carry out o; on
—1

the last qubit and do nothing if it is 0. In this way, Bob

can get 0;]0) + B;|1), and finally get the original message
m
|P2>/— (al |0>+Bl|1>)

i=1

6.2. Security

The security characteristics of the quantum (¢,n) thresh-
old group signature scheme are mainly unforgeability, non-
repudiation and resistance of collusion attack.

6.2.1. Unforgeability

In their analysis Qin et al.*!! used the QOTP algorithm
for encryption many times in their scheme, so that Bob can get
C; and C/ at the same time. Bob can get the private key Ka,
by the XOR operation, which leads Bob to forge the message
and signature.

In this paper, the encryption algorithm used is the key-
controlled-‘T’QOTP encryption algorithm. In the design of
the scheme, we circumvent the problem that Bob can obtain
both |C;) and its ciphertext. We encrypt |C;) using the private
key Ka,;B, and we insert decoy photons into the sent quantum
sequence. In this way, we guarantee both that Bob will not re-
cover Alice;’s private key K, and that |C;) will not be falsified
by the malicious arbitrator Charlie.

6.2.2. Non-repudiation

A valid signature must be encrypted by the signer’s pri-
vate key. In this paper’s scheme, |Rp), |KS;) and |C;) are all
encrypted by Alice;’s private key (i € {1,2,...,7}), so Charlie
and Bob can determine whether the signature comes from a
member of the signature group and Alice; cannot deny it. In
the signature verification phase, Charlie first checks the legit-
imacy of the signature and then sends it to Bob to verify its
correctness. Therefore, Bob cannot reject a valid and legiti-

mate signature.
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6.2.3. Resistance to known signature attack

In the scheme of this paper, Bob receives the |Ra) and
,Alice, }. For the en-
cryption of |Ra) we use the “T°QOTP encryption algorithm of

the message |P») from {Alice;, Alicey, ...

Zhang et al.'3>! Tf Bob performs the unitary operations on |[Rp)
and |P):

|P)" =U|P), [Ra)"=U|Ra).
Zhang et al.'33! point out that no one can conclusively deter-
mine the form of the cryptographic operator other than the le-

gitimate participants in ‘T’ QOTP to achieve the correct unitary
operation for each qubit, since the controlled transposition op-
eration S, acts on all m qubits. That is S, # ® u;, where u;
is a unitary operation on one qubit. They also pomt out that
the probability of this encryption algorithm being successfully
forged is (1/m)"
by Bob. In addition to this, we also inserted random decoy

, with n being the number of qubits forged

photons in the ciphertext |Ra). Bob’s execution of the above
attack method will inevitably change the state of the decoy
photons to such an extent that they will be detected in subse-
quent eavesdropping detection; the signature process is thus
aborted.

6.2.4. Resistance to collusion attack

For threshold signature schemes, collusion attack is one
of the most representative types of attack. Here we demon-
strate the security of our scheme using two types of collusion
attack.

(i) Collusion attack from # — 1 members of signature
group.

In this scheme, the secret share of S; in the threshold
phase requires Alice;’s private key for encryption. Because
K, is shared between Alice; and Charlie via QKD, which is
proven to be unconditionally secure!*®!, the other group mem-
bers cannot obtain Alice;’s key Ka,;. If an attacker wants to
forge Alice;’s key, the probability of a successful forgery is
(1/2)?". When 2m is large enough, the probability of suc-
cessful forgery is nearly 0.

(i1) Collusion attack from # — 1 members of the signature
group and the malicious arbitrator Charlie.

Suppose a malicious arbitrator Charlie conspires with
t — 1 members of the signature group to attack. The  — 1 mem-
bers of the signature group can easily obtain Alice;’s private
key Ka,, and can thus easily forge [Ra)" and |KS;)’. But in this
scheme,

;) is encrypted using the private key K g, and even
the arbitrator Charlie cannot know Alice;’s private key Ka g.
So the malicious ¢t — 1 members and arbitrator Charlie cannot

forge a legitimate signature either.

6.3. Trustworthiness of the arbitrator

In the analysis above, the participation of the arbitrator
Charlie in the collusion attack could not lead to forgery of a
legitimate signature. We next analyze the trustworthiness of
the arbitrator in terms of several other steps.

Since |C;) is encrypted with the private key Ka,g and de-
coy photons are added for eavesdropping detection, Bob is
fully capable of believing that |C;) was sent by Alice; and not
falsified by anyone else. The problem of malicious arbitrator
Charlie changing |C;) analyzed by Guo and Cheng[??! can be
solved here.

Charlie verifies that Z (Ki+S;) = ap mod d and |Ra) =

Ek, |P»), and publicizes that Y= 1 or 0. If Charlie is mali-
cious, he can always publicize 7 as 0. Once Y =0, it means that
the signature group does not satisfy the threshold signature re-
quirement or the message |[Ra) or |P>) has been altered and
thus rejected by Charlie, or Charlie is malicious. If it is a mat-
, Alice, }

only need to verify that Z (Ki +S;) = ap mod d is within the

ter of threshold requirements then {Alice;, Alicey, . ..

signature group to conﬁrm that Charlie is trustworthy. If the
problem is |Ra) # Ek, |P2), the accuracy of |Rs) can be guar-
anteed in the first place due to the insertion of decoy photons
., Alice; }.
The signature group asks the arbitrator to provide |P,) to ver-
ify that |[Ra) # Ek, |P»), and if it is established, there is reason
to believe that Charlie is malicious.

into |RA) by the signature group {Alice;,Alicey, ..

Charlie sends a false |P,)” to Bob, who verifies that
|P,) # |P,)"; at this time the signature group is required to
provide the original message |P;). If |Py) = |P;) # |P,)", the
message sent by Charlie is false.

In summary, all malicious behaviors of arbitrator Char-
lie in our improved scheme can be checked, so the arbitrator

Charlie in our scheme cannot be completely trusted.

6.4. Performance comparison

In this section, we analyze the performance of the im-
proved quantum (¢,n) threshold signature scheme. It mainly
includes whether the scheme has the function of the (z,n)
threshold, the class of the (¢,n) threshold, whether the scheme
is resistant to forgery attacks and the trustworthiness of arbi-
trator.

Table 2. Performance comparison of schemes.

(z,n)/class  Unforgeability Trustworthiness

Qin et al. no no trusted

Guo et al. yes/classical no semi-trusted

The proposed scheme yes/quantum yes semi-trusted

In addition, we also compare the quantum (¢,7) threshold
part of our scheme with the existing (¢,n) threshold scheme
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based on quantum Fourier transform.[8-2°1 In the scheme pro-

(18] the dealer uses polynomials to dis-

posed by Song et al.,
tribute classical secret shares and the secret reconstructors can
perform CNOT operation and QFT ! operation to recover the
secret, but they need to obtain information from other par-
ticipants. The scheme of Mashhadi!'”! uses MSP instead of
polynomials, and the reconstructor generates entangled states
through SUM operation and QFT, and then recovers secrets
through QFT and the generalized Pauli operator. The scheme
proposed by Sutardhar!?! is an improvement of Song et al.’s
scheme, and requires each participant to perform the QFT !
operation on his own particle during the secret recovery phase.
In our scheme, we construct the quantum (¢,n) threshold
function in the original scheme using the Lagrange polynomial
and quantum Fourier transform. Our d-level (¢,n) threshold is
more difficult and practical than the 2-level (¢,n) threshold.
Our scheme does not need the QFT~! operation in the secret
recovery phase, but only needs to send the measured results to
the arbitrator, who uses the Lagrange interpolation formula to
check whether the results can recover the original secret.

Table 3. Comparison of computational complexity in (7,n) threshold phase.

Model QFT QFT~! Measure  Qubits
Song er al. (t,n) 1 1 1 [log,dt
Mashhadi general 1 m [log,d|m
Sutradhar er al. (t,n) 1 r—1 t [log,dt
The proposed scheme  (,n) 1 t [log,dt

7. Conclusion

In this paper, we use a quantum secret sharing scheme
based on d-level quantum Fourier transform and Lagrange in-
terpolation, adding the threshold function to a quantum (¢,n)
threshold signature scheme and improving on the scheme. A
true quantum (7, ) threshold signature scheme is formed. The
improved scheme can resist forgery attack and collusion at-
tack, and has non-repudiation. At the same time, it can re-
duce the trust of the arbitrator in the signature process. Finally,
we not only compare the performance of our scheme with the
original scheme, but also compare the (¢,n) threshold secret
sharing phase with corresponding recent schemes. The results
show that the scheme in this paper reduces the consumption
of resources. In this paper, we have designed only a theoreti-
cal scheme for quantum (#,n) threshold signature, the physical
implementation of which is subject to further study.
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