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The aim of quantum secret sharing, as one of most promising components of quantum cryptograph, is one-to-
multiparty secret communication based on the principles of quantum mechanics. In this paper, an efficient multiparty
quantum secret sharing protocol in a high-dimensional quantum system using a single qudit is proposed. Each participant’s
shadow is encoded on a single qudit via a measuring basis encryption method, which avoids the waste of qudits caused
by basis reconciliation. Security analysis indicates that the proposed protocol is immune to general attacks, such as the
measure-resend attack, entangle-and-measure attack and Trojan horse attack. Compared to former protocols, the proposed
protocol only needs to perform the single-qudit measurement operation, and can share the predetermined dits instead of

random bits or dits.

Keywords: quantum secret sharing, high-dimensional, measurement basis encrypted, security analysis
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1. Introduction

Quantum computation and communication have been
considered a revolution and has made numerous scientific
breakthroughs. The main resources that enable quantum com-
putation and communication to surpass the conventional clas-
sical methods are quantum parallelism, quantum entanglement
and quantum coherence. In recent years, quantum physics
has greatly promoted the development of communication and
computation. Compared to classical communication, quan-
tum communication demonstrates higher security and effi-
ciency due to the special properties of quantum mechanics.
On the other hand, since quantum computation demonstrates
overwhelming computing power compared to its classical

counterparts, -]

it seriously threatens the security of classical
cryptography. Consequently, researchers have devoted their
efforts to the search for more secure communication methods,
and accordingly promote the development of quantum cryp-
tography. Until now, quantum cryptography research has been
applied to many different applications, such as quantum key
distribution (QKD),*! quantum secure direct communica-
tion (QSDC),[6-7] quantum secret sharing (QSS),[8-141 quan-

[15,16] 17]

tum private query (QPQ) quantum digital signatures!

and quantum conference key agreement.[!8]

Secret sharing was independently proposed by Shamir!'‘!
and Blakley?"! in 1979. As one of the primitive forms of cryp-
tography, secret sharing plays a fundamental role in secure
multiparty computation that is used to protect highly confi-
dential information. Without question, it has been naturally

extended into quantum versions, known as QSS. However, in

fCorresponding author. E-mail: 71141 @nchu.edu.cn
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contrast with classical secret sharing, the shared information
in a QSS protocol can be classical or quantum. Accordingly,
QSS protocols are classified into two categories. When the
shared information is an unknown quantum state, it is called
quantum state sharing (QSTS).['% In the other case, it is cate-
gorized as QSS for sharing classical information. Herein, this
paper only focuses on the second category, in which a QSS
protocol shares the classical information.

The pioneering work of QSS was proposed by Hillery
et al. in 1999 based on the three-particle and four-particle
entangled Greenberger—Horne—Zeilinger (GHZ) state.!'!! Fol-
lowing this, Cleve et al.”*!! investigated the (k,n) threshold

(221 proposed the concept of a

QSS protocol. Karlsson et al.
QSS protocol based on quantum entanglement swapping of
Bell states. Gottesman!?*! shows that any mixed state quan-
tum secret sharing scheme can be derived by discarding a
In 2003, Guo G P and

Guo G C first proposed a QSS protocol without using quan-

share from a pure-state scheme.

tum entanglement.?*! Li et al. generalized Hillery er al’s
protocol into an arbitrary multiparty version via approaches
that used a favored-measuring-basis and a measuring-basis-
encryption scheme.!>! Since then, QSS protocols with dif-
ferent properties have been proposed, such as threshold QSS

[26,27 28,29]

protocols, ! multiparty to multiparty QSS protocols,!

access structure based QSS protocols,?%3!1 dynamic QSS

[32,33] 34351 measurement-

protocols, semi QSS protocols,[
device-independent QSS protocols!*®371 and mediated QSS
protocols. 38 However, most of above mentioned QSS proto-

cols are only based on theory, which means that the security of

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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these protocols is only theoretically verified. Based on the dif-
ferential phase shift and twinfield technologies used in QKD
protocols, Yin et al. proposed a three-party QSS protocol that
used weak coherent states instead of single-photon states, [!3]
which improved the secret key rate by three orders of mag-
nitude in a 300-km-long fiber. Furthermore, to improve the
poor performance of this protocol over channels with asym-
metric transmittances, Yin et al. proposed a differential phase
shift quantum secret sharing protocol with asymmetric source
intensities.! 14!

It is worth noting that most of the aforementioned QSS
protocols are designed based on multi-particle entangled states
because it is easy to split quantum information into multiple
pieces due to the inherent correlation of quantum entangle-
ment, such as the Bell state and the GHZ state. However, a
major difficulty in quantum communication is the limit on the
number of particles that can be coupled experimentally, which
makes the multi-particle entangled state extremely fragile and
thus their preparation and transmission difficult. Hence, due
to the highly fragile characteristics of multi-particle entangled
quantum states, it seems that a multiparty QSS (MQSS) pro-
tocol designed without quantum entanglement will become
Some QSS protocols!!228:29:39401 that do

not utilize quantum entanglement have been proposed. Fur-

more practical.

thermore, communication protocols that have been designed
based on quantum resources of high-dimensional quantum
systems (qudit) demonstrate higher resource capacity and se-
curity than qubits. 4142l Undoubtedly, QSS protocols designed
on quantum resources of qudits have become a new research
hotspot. 43481

In this paper, inspired by the idea of the measuring-basis-
encryption QSS protocol in Ref. [25], we propose the MQSS
protocol using the single qudit state. Therein, a dit secret is
split into n pieces of shadows via modulus operation, and each
shadow is randomly encoded in the eigenstate of two mutually
unbiased measurement bases (MBs). By transmitting the MBs
via the QSDC protocol, each participant can obtain their shad-
ows by measuring the received qudits in the correct MBs and
avoids the waste of qudits arising from basis reconciliation.
In contrast to (k,n)-threshold QSS protocols, the proposed
scheme is a special case of the (k,n)-threshold QSS scheme in
which all participants are authorized (k = n) and the dealer’s
secret recovery needs the combination of all the participants’
secret shadows. Thus, the present protocol has a slightly nar-
rower application than the threshold QSS scheme, while the
protocol implementation is much easier. Compared to most of
the former QSS protocols, the proposed protocol poses some
distinct advantages: (1) the proposed protocol is designed on
single qudit states without using quantum entanglement; (2)
the participant only performs single-qudit measurement oper-
ation without additional local quantum unitary operations; (3)

the proposed protocol is asymptotically 100% efficient.

The rest of this paper is organized as follows: Section 2
introduces the two mutually unbiased MBs in the context of
the qudit. Section 3 describes the proposed MQSS protocol in
detail. Section 4 proves that the present QSS protocol is se-
cure against common attacks. Section 5 demonstrates the se-
cret key rate analyses of the present protocol in four different
quantum noise channels. Section 6 presents the comparisons
of the present protocol with former QSS protocols. Finally,
Section 7 draws the conclusions.

2. Two mutually unbiased measurement bases

For a single qudit, an unknown quantum state can be de-
scribed as

d—1
lv) =Y ajlg), (1
j=0

where a; is a complex number, and satisfies the normalization
condition Z?;(% la j|2 =1L

Similar to MBs of the Z basis and X basis in the context
of the qubit, the Z basis and X basis for the single qudit!*’! are
defined as

Zbasis: |Z;)=1j), j=0,1,....d—1,

X basis : | X;) ! e?k\k) )
is: i)=— .
J \/g
The reason why the Z basis and X basis are recognized as mu-
tually unbiased MBs is
2 1.
|<Zj|Xk>‘ :Ea ]vke{ovla“'vd_l}' 3

This means that when a single qudit stays in the eigenstate of
the Z basis (X basis), but it is measured by X basis (Z basis),
the final obtained measurement result is absolutely random.

3. Proposed MQSS protocol

Suppose that a dealer, Alice, wants to share the m-dit se-
cret K =kiky...ky, kj € {0,1,...,d — 1} among n partici-
pants Bob;, Boby, ..
ipants collaborate can they recover Alice’s secret. The pro-

., Bob,, and only when all the partic-

posed MQSS protocol can be described by the following steps:

Step 1. Resources preparation and distribution

1.1 Alice generates n pair strings (A;, B;) randomly, for
i=1,2,...,n, wherein A; = a}a;...a", alj €{0,1,...,d—
1}, B; = b}p2...b", b/ € {0, 1}. Herein, let us assume
that the dit string shared by Alice is K = kiky...ky, k; =
al +aj+---al | +a}(modd).

1.2 Alice encodes each pair string (A;, B;) as a sequence
of m qudits, in which each qudit is randomly encoded in an
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eigenstate of Z basis or X basis as
|az!>7 b{ =0,

1 4=l ozid . 4
— Y e @K, b =1 @
Vd (5

Specifically, Alice encodes the dit value a'ii in the eigenstate of

) =

Z basis when blj = 0; otherwise, she encodes alj in the eigen-

state of X basis.
1.3 Assume that each encoded m qudits of a pair string
(A;, B,)) is denoted as an ordered particle sequence S; =
m oJ _

12
§;87...80, 8

; = |y j,)- For each sequence S;, Alice prepares

enough detecting plar'ticles (herein, we suppose that the num-
ber of detecting particles is /) so that each particle is randomly
chosen from { | Z;),| X ;) };l;(;, and then inserts these detecting
particles randomly into S; to obtain a new ordered particle se-
quence S;. Note that Alice keeps a record of the insertion po-
sition and the initial states of these detecting particles in each
sequence S;. Then, she delivers sequence S} to participant
Bob;, for i =1 to n, via a quantum channel.

Step 2. Eavesdropping check

2.1 Each Bob; stores the received particles in local quan-
tum memory, and finally returns the number of received par-
ticles to Alice after receiving the sequence. Alice goes to the
next step if the number is m + h; or else, she terminates the
protocol.

2.2 Alice publicly announces the positions of these de-
tecting particles in S} to Bob; via an authenticated classical
channel. Bob; measures these detecting particles randomly in
Z basis or X basis and then publicly declares his measurement
results. It is expected that there will be four different cases:

Case 1: For approximately /4 qudits, Alice prepares it
in Z basis and Bob; measures them in Z basis. Accordingly,
Alice expects her value to be unchanged.

Case 2: For approximately /4 qudits, Alice prepares it
in Z basis and Bob; measures them in X basis. Accordingly,
Alice expects a uniform distribution.

Case 3: For approximately //4 qudits, Alice prepares it
in X basis and Bob; measures them in Z basis. Accordingly,
Alice expects a uniform distribution.

Case 4: For approximately //4 qudits, Alice prepares it
in X basis and Bob; measures them in X basis. Accordingly,
Alice expects her value to be unchanged.

According to Bob;’s measurement results, Alice can com-
pute the error rate and compare with the pre-defined threshold
determined by the channel noise. If the error rate exceeds the
prior threshold, then Alice asks Bob; to abort the process and
starts a new one; otherwise, Bob; accepts the received particle
sequence and obtains the particle sequence S;, for i = 1 to n.

Step 3. Secret recovery

3.1 Alice sends the measurement bases (MBs), i.e., the
sequence B;, to Bob; via the QSDC protocol, [6-81 for i =1 to
n.

3.2 All the participants, Bob, Boby, ..., Bob,, measure
their particles S; in the correct MBs to obtain their shadows.
That is, if b{ = 0, then Bob; measures his particle Wu{ b,’> inZ
basis; otherwise, Bob; measures his particle |1//aj b1-> in X basis.
Herein, the measurement results of the quantu[nll states |Zj>
and ’X j> correspond to the classical dit value j and each par-
ticipant’s Bob;’s shadows are denoted as B; = k!k7 ... k.

3.3 When, and only when, all participants Bob;, Bobo,
..., Bob, collaborate together can they reconstruct Alice’s m-
dit secret K as

K=, (k{+k§+m+kﬁ_1+k{;) modd

T, («] +ab -+ al, +af) modd
= kiky.. . ky. )

4. General attacks analysis

This section demonstrates that our present MQSS pro-
tocol is secure against general attacks, such as the measure-
resend attack, entangle-and-measure attack and Trojan horse
attack. Besides, we consider that an internal dishonest partic-
ipant knows a part of secret share, which means he has more
powerful eavesdropping capabilities than an outside eaves-
dropper (Eve). Consequently, the attack behavior of the mali-

cious participant, instead of Eve, is analyzed in detail.

4.1. Measure-resend attack

In the proposed MQSS protocol, the measure-resend at-
tack can be described as: a malicious participant (say Boby)
may try to measure other participants’ particles sent by Alice
directly and prepare the fresh particles according to his mea-
surement results. The detecting particles in the present pro-
tocol, i.e., {|Z;),|X;),j =0,1,...,d — 1}, are randomly in-
serted into the transmitted particles sequence and then sent to
participants. Without any prior knowledge of the specific po-
sitions and correct MBs of these inserted detecting particles,
Boby will select the wrong measurement basis with probability
1/2 for each detecting particle. If he selects the wrong MBs
and prepares the new particle according to his measurement
results, then the receiver can only get the correct measurement
result with probability 1/d. Thus, the error rate introduced by
Boby is (d —1)/(2d) for each detecting particle. Therefore,
Eve’s existence can be theoretically detected in public discus-
sion with probability of 1 —[(d+1)/(2d)]", where h is the
number of detecting particles. It is obvious that the eavesdrop-
ping detection probability 1 —[(d +1)/(2d)]" will quickly ap-
proach 1 with the increase in 4. Therefore, the present MQSS

protocol is secure against measure-resend attack.
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4.2. Entangle-and-measure attack

Herein, we demonstrate that the present protocol is com-
pletely robust to entangle-and-measure attack to prove its
security.®®! For the entangle-and-measure attack, the mali-
cious participant Bob; may use a unitary operation Ug, to en-
tangle an ancillary particle | E) on the transmitted particle, and
then measures the ancillary particle to steal secret information.
If the transmitted qudit is encoded in the eigenstate of Z basis,
the effect of the unitary operation Ug performed on the detect-
ing particle can be shown as

Ue|j) |E) = |0)|ejo)+ 1) |eja)+--+13) |ej) +

+ld—1)|eja-1), (6)

where |ej ), k€ {0, 1, ..., d
that belong to the Hilbert space of Boby’s ancillary particle

— 1} are d un-normalized states

Hp, which can be distinguished by Boby. Obviously, to avoid
introducing errors to the transmitted particle, it holds that
leja) = =lejj1) =lejj1)

— "':}ej,d71>:()' (7)

lejo) =

Therefore, the effect of Ug performed on the transmitted

qudit can be simplified as

Ue|5)|E) =3)|ejj) =i)|ej)- (8)

Accordingly if the particle is encoded in the eigenstate of
X basis, the effect of the unitary operation Ug performed on
the detecting particle can be shown as

- 27!.’1/
U |X;)|E) = 7 Z 7 *|k) ) E)
1 4l 2niy
= ﬁ Uk |k) |E)
k=0
d-1 271:1/
Ze T Fk) lex). ©)

Since each eigenstate in Z basis can be expressed as the
composition of a sequence of eigenstates in X basis defined as

d—1 m
k) = ﬁ EO e T 7| X ), we can deduce that
Ue|X;)|E)
1 d— 27ioj
= — e 7 “|k)|e)
Vd 5
1 4=l amij, 1 27r1k
=—=Ye T =Y e T"X,) |e)
d =0 d =0
1 d—1d—1 v
- d e @ VTUNX) lex)
=0 h=0
1 d 27171 d-1 27[1(] 1)
= —||Xo0) ) e S an lex) +1X1) i lex)
d
k=0 kf()

A=l onifj—(da— i,
ot X)) YT T Fle) ). (10)
k=0

Equation (10) can be further expressed as
d—1 1 d=1

Y 1Xu)- zed' eg)

h=0,h#]

Ug|X;)|E) =

d—1

1
+1X5) 5 ) lex)- an

k=0
Thus, to avoid introducmg errors to the transmitted parti-
cle, it should hold that Zk o€ G ke = Oforj;éh Note
that when (j — h) # 0 (modd), it holds that e U~k k0. On

the other hand, the sum of Zd e T Ghk can be calculated

as

i 1— e Z(-md=1) o2 (j—h)
Z e d J h = P
1—ea(=h
1— 2mi(j—h) 1—1
= ezm = 27 =0. (12)
| —ea (=N 1—eaU-h
Hence, only when |e;) = |e;) for any i,j €
2ri
{0,1,...,d —1}, it holds that Z‘,f;é e @ UMk|e) = 0 for
j # h. Accordingly, we can obtain that UE]Xj>|E> =

X)) [e))-
Boby’s entangle-and-measure attack can only get the same

Apparently, to avoid an eavesdropping check,

information from his ancillary particle. In other words, if he
wants to steal any useful information from the transmitted par-
ticle, he would definitely introduce the error to the detecting
particle and then could be detected. Thus, the present protocol
is completely robust to entangle-and-measure attack.

4.3. Trojan horse attack

The Trojan horse attack is generally classified into two
types.[31221 The first type uses so-called delayed photon tech-
nology. In this attack, an attacker intercepts a particle trans-
mitted to a participant and then inserts a probing photon in the
particle with a delay time that is shorter than the original time
window. Using this method, a participant cannot detect the
fake photon because it does not register on their detector. The
second type of Trojan horse attack uses an invisible photon,
i.e., the attacker attaches an invisible photon to each particle
sent to the participant. In the two types of Trojan horse at-
tacks mentioned above, when a participant performs the uni-
tary operation on the transmitted particle, the inserted particle,
i.e., the probing photon or invisible photon that attaches to it
will also receive the same operation simultaneously. There-
fore, when the participant returns the particle, the attacker can
intercept the particle again and separates the probing photon or
invisible photon. The attacker can obtain full information re-

garding a participant’s operation by measuring the previously

080303-4



Chin. Phys. B 32, 080303 (2023)

inserted separated photon. Since the participants cannot detect
this fake photon, the Trojan horse attack cannot be detected.
In summary, the quantum communication protocols are
considered vulnerable to Trojan horse attacks if they adopt
two-way or circular communication. In contrast, in a one-way
communication protocol, since the attacker has no chance to
collect the malicious photons from the Trojan horse attacks
because no particle is returned by the participant, the protocol
will be robust to Trojan horse attacks. In the proposed MQSS
protocol, the qudit transmission applies a one-way transmis-
sion strategy in which the qudits are sent only from the dealer
to the participants. Although the attacker can insert probing
photons or invisible photons into each transmitted qudit, the
information of the participants’ secret shadow bits cannot be
obtained due to the fact that the probing photons will not be
sent out after they are received by the participants. From the
above analysis, we know that the proposed MQSS is congeni-
tally free from Trojan horse attacks and all the participants do
not have to install costly special optical devices such as the

photon number splitter and the optical wavelength filter.

5. Secret key rate analysis in noise channel

In real quantum communication, each qudit transmitted
in a channel will be unavoidably affected by channel noise,
which certainly affects the present MQSS protocol’s perfor-
mance (i.e., secret key rate). Thus, this section illustrates the
key rate analysis of the present MQSS protocol under differ-
ent quantum noisy channels in detail. To simplify the analy-
sis, each time we only consider one type of noise model in the
quantum channel and no qudit loss during the transmission.

5.1. Noise models

The generally encountered noise models for describing a
single qudit transmitted in a quantum channel are the dit-flip,
d-phase-flip, amplitude damping and depolarizing noise.>’!
The Kraus operator is an effective method that is used to de-
scribe the effect of a single qudit that is transmitted in these
four noise models, and it can be represented by every com-

pletely positive trace-preserving map € defined as
p'=e(p) =Y ExpEy, (13)
K

where p and p’ respectively correspond to the density matrices
of input and output quantum states, and the Kraus operator Ex
is represented by the Weyl operator. >l The Weyl operator is

a quantum unitary transformation defined as

d—1
Unn = Y, W |(k+n)modd) (|,
k=0
mn=0,1,....d—1. (14)

The dit-flip noise would flip the Z basis state |j) either
to any other states of |(j+ 1)modd), |(j+2)modd), ---, or
|(j+d—1)modd) with probability p and leave it unchanged
with probability 1 — p. Thus, the corresponding Kraus opera-
tors are described as

Eoo=+/1—pUop,
P

Eoj=v\ a1

Usjs j=1,2,....,d—1.  (15)

The d-phase-flip noise describes the loss of quantum in-
formation without energy dissipation. This kind of noise chan-
nel would cause any state |j) with probability p to suffer one
out of d — 1 phases of the form w|j), w?|j), ..., or w¢=1|}).
Its Kraus operators are written as

Eopo=+/1—pUyyp,

Eoﬁj:\/ZUjﬁo,jzl,L...,d—l. (16)

Amplitude-damping noise describes the energy dissipa-
tion effects due to loss of energy from a quantum system,
which would flip any state |j) into |0) with probability p ex-
cept the state |0). The corresponding Kraus operators can be
expressed as

d—1 d—1
Eg=10)(0l+/1—p Y 1) Gl. Er=vp Y, [0)(jl. (17)
j=1 j=1

Depolarizing noise means that a quantum system initially
prepared in an arbitrary state would evolve to a maximally
mixed state I;/d with probability p. The Kraus operators for
this noise are given as

2 _
Eoo= 1*717 Voo,
Epn= %Um,,,, 0<mn<d—1, (mn)#(0,0). (18)

5.2. Secret key rate in noise channel

Fidelity is an effective index that measures the distance of
two quantum states. Here we adopt it to evaluate the secret key
rate of the proposed MQSS protocols in a quantum noisy chan-
nel. Fidelity is defined as F = tr(p; - p2), where tr() denotes
the trace operation of the matrix, and p; and p, respectively
denote the density matrices of two quantum states.

For simplicity of analysis, let us assume that Alice has
equal probability 1/2 to prepare each encoded qudit in the
eigenstate of Z basis or X basis The mean fidelity can be cal-
culated as

1
P = 2 (R, (19)

where the subscripts Z and X denote the mean fidelity of

each qudit respectively encoded in eigenstates of Z basis and
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X basis, and the superscript m € {df,dph,ad,d} corresponds
to different noise models of dit-flip, d-phase-flip, amplitude-
damping and depolarizing.

Therefore, given all possible choices of encoding eigen-
states in Z basis or X basis, the mean fidelity F;' and Fy' are
calculated in following forms:

1 4=l o
(=5 X e (phpiu): (20)
j=
where pifl represents the density matrix of the initial qudit state
while pgm represents the final density matrix after the qudit is
transmitted in the quantum noise channel.
For any state |k) of Z basis transmitted via dit-flip,

d-phase-flip, amplitude damping and depolarizing quantum
channels, the corresponding effect can be expressed as

Pir = (Pm) =
T

P)Uno |k) <k|Uoo

@mkW%J

d—1
= =P K+ 5 X 1, @
J=0,j#k
pé(pf = dpf (pln) _( P) U00|k> <k|UJO
d—1
Lt P (Ul Mup) =k, @2

lefd = g (pin)

d—1
= 10) (0] pf; [0) (0] +[0) (O pfs/T—p Y 1) (j
j=1
d—1
1—p Y 1)) (Gilpk 10y (O] + (1 - p)
j=1
d—1 d—1
< Y1) Glek 1) G+ p Y 10) (Giled 1) (0]
j=1 j=1

= (10) (0]) (I%) {&[) (10) (O[)

+ P (10) (Of) (&) (k1) Z (17 G

(ZIJ ]|> (Ik) (k1) (10) (0)

d-1
ot = € (Pﬁl) = (1-p)Uoo ( )y wlit =ik ;) <jz> Ugo +
J1:2=0
d-1
= (-Pph+ L g ™ T WUty 1) Gl
j=1 J1:J2=0

2|fﬂ|kHMﬁM)

+piummmmwxmwm 23)
-
2_ .
pi = & (Aﬁ) (1—dd2 1p> Uoo [k) (k| U,
p 4
5 L (Uml kUL
(min) (0.0
d—1 p 4l
= (1=——p|lk)kl+- 1) Gl (24)
( d p) dj:g«#kf J

where the subscripts df, dpf, ad and d in Egs. (21)—(24) cor-
respond to dit-flip, d-phase-flip, amplitude damping and depo-
larizing quantum channels here and thereafter.

Accordingly, the mean fidelity of any qudit state in Z basis
when it is transmitted in four types of quantum noisy channels

is calculated as

d—1
= Y oL qwwn [a—po &
; d;fﬁnuﬂ< LG
Py (1— 25
+-£ %ﬁk H P, (25)
d—1
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Similarly, for any state |X;) of X basis transmitted via dit-
flip, d-phase-flip, amplitude damping and depolarizing quan-
tum channels, the corresponding effect can be expressed as

L

Uoj< Z wlit=iz) |Jl><Jz|>Uo,
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—1
—P)Pilﬁﬁ [ Z wli ’2k2 (Z Is1) (s1+ 1 (1) (J2) Z |52+ j) <Szl>]
J1:J2=0 Jj=1 \s51=0 52=0
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Accordingly, the mean fidelity of any qudit state in X basis when it is transmitted in four types of quantum noise channels is

calculated as
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(36)

According to Egs. (19), (25)—(28) and (33)—(36), the mean fidelity of each qudit received by participants in different noise

channels is deduced and illustrated in Table 1.

Table 1. The mean fidelity of different noise channels in our proposed MQSS protocol.

Noise model

o Dit-flip d-phase-flip Amplitude-damping Depolarizing
Mean fidelity
1- =2 p—1
; : — d d _ _
Single qudit 1-1p 1—%17 L aa 1+‘273'p_%p
+z2+tzvi-p

Therefore, on the basis of the mean fidelity of a single
qudit transmitted in the noise channel, the secret key rate of
the present MQSS protocol with n participants in four noise
channels can be deduced as

1 n d _ 1 n
= (1-2 S = [1-—=
(-4) 1)
. d—2) 1 1-p d-1 "
s — 11— ( Vi-p| ,
{ a PTatTe e b

d—1 d-1\"
d_ — .
S-(H— 23 P 7 p) ;

(37

where the superscripts df, dpf, ad and d respectively denote
the dit-flip, d-phase-flip, amplitude-damping and depolarizing
noise channels.

To demonstrate the performance of the present MQSS
protocol in noise environments more intuitively, the fidelity
of a simple example that involves a three-party protocol under
quantum system dimensions d = 5 in different noise models is
plotted in Fig. 1.

1.0
0.9 Secret key rate of three-party
’ QSS protocol with d=5
0.8
207
8
., 0.6
[
~ 0.5
-
204
3 df
% 03f —9
— gdpf
0.2 Sad
o1f —s8¢
0
0 0.2 0.4 0.6 0.8 1.0

Noise parameter

Fig. 1. The secret key rate of the present MQSS protocol with a three-party
protocol in four different types of noise under different noise parameters p,
where $9, §9Pf, §2d and §9 respectively denote the secret key in dif-flip, d-
phase-flip, amplitude-damping and depolarizing noise channels.

As shown Fig. 1, we can see that the secret key rate of the

present protocol decreases as the noise parameter p increases

in four different noise channels. Under the same noise param-
eter p, the secret key rate satisfies Sdpf >, gdf  gad - ¢d Be-
sides, it is worth noting that as the noise parameter p increases,
the secret key rates in the dit-phase-flip and dit-flip channels
demonstrate a better performance than the amplitude-damping

and depolarizing channels.

6. Comparisons

Table 2 presents the comparisons of the proposed proto-
col with some former protocols. Tsai et al.’s’*¥1 QSS proto-
col is based on the measurement property of the GHZ state
in the context of the qubit. In addition to single-qubit mea-
surement operation, the dealer and each participant need to
perform an additional local quantum unitary operation. Wang
et al.’s protocol! shares the secret based on correlation of
the Bell state and using quantum superdense coding. By per-
forming quantum Fourier transform and a local quantum uni-
tary operation, Yang et al.’s'*’! protocol realizes secret shar-
ing based on the correlation of GHZ states. Based on the
measurement-delay strategy and the measurement properties
of GHZ states, Wang et al.’s!*®! protocol can share the random
bits or dits with high efficiency.

Compared to MQSS protocols[38:4446]
multi-particle entangled states, our proposed protocol is de-

designed on

signed on a single qudit state. Due to the difficulty in preparing
the entangled state in a laboratory and maintaining the coher-
ence when the quantum state is transmitted in a channel, the
present protocol seems more practical in real quantum com-
munication. Furthermore, in the present protocols, all the par-
ticipants do not need to perform additional quantum unitary
operations, which makes its realization easier than former QSS

protocols.
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Table 2. Comparisons with some representative protocols.

Ttems Protocols Tsai et al’s protocol 8! Wang er al’s protocol ™ Yang er al’s protocol*>)  Wang et al’s protocol*®!  Proposed protocol
Dimensions 2 d d 2ord d
Quantum resources Single qubit state, Bell state GHZ state GHZ state Single qudit state
GHZ state
Participant’s Single-qubit Single-qudit Single-qudit Single-qubit Single-qudit
measurement measurement measurement, measurement measurement measurement
Bell-state
measurement
Additional Yes Yes Yes Yes No
quantum operations
Shared secret key Predetermined bits Predetermined dits Random dits Random bits (dits) Predetermined dits
7. Conclusion References

Based on two mutually unbiased MBs in a high-
dimensional quantum system, this paper proposes an efficient
MQSS protocol using single qudit states. By adapting the
approaches of measurement basis encryption and sending the
MBs via the QSDC protocol, each participant can choose the
correct MBs to obtain their secret shadows and avoid the waste
of qudits arising from basis reconciliation. Thus, the proposed
protocol is asymptotically 100% efficient. Security analysis
proves that that the proposed protocol is secure against general
attacks such as measure-resend attack, entangle-and-measure
attack, and Trojan horse attack.

Note that to prove the present protocol is secure against
entangle-and-measure attack, we only demonstrate its com-
plete robustness instead of performing its security analysis
from the aspect of information theory. In a real situation, when
a quantum state is transmitted via a channel, the quantum sys-
tem will unavoidably interact with the outer environment and
will definitely be affected by the channel noise. Hence, the se-
cret key rate of the present protocol in quantum noise channels
of dit-flip, dit-phase-flip, amplitude damping and depolarizing
is further demonstrated. However, we found that the secret key
rate of the present protocol decreases obviously with the chan-
nel noise parameter strength increase. Therefore, our future
works will focus on security analysis of the quantum commu-
nication protocol from an information theoretical aspect and
will attempt to find an effective method to improve the secret
key rate under noise channels.
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