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Quantum key distribution (QKD) in principle can provide unconditional secure communication between distant parts.
However, when finite-key length is taken into account, the security can only be ensured within certain security level. In this
paper, we adopt the Chernoff bound analysis method to deal with finite-key-size effects, carrying out corresponding investi-
gations on the relationship between the key generation rate and security parameters for different protocols, including BB84,
measurement-device-independent and twin-field QKD protocols. Simulation results show that there exists a fundamental
limit between the key rate and the security parameters. Therefore, this study can provide valuable references for practical
application of QKD, getting a nice balance between the key generation rate and the security level.
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1. Introduction
The conventional power system widely adopts the na-

tional secret algorithm based on computational complexity to
realize the encrypted transmission of business data. At the
meantime, the increase of computing power, especially the
rapid development of quantum computers threatens the secu-
rity of conventional encryption systems. Luckily, quantum key
distribution (QKD) has attracted wide attention since the first
QKD protocol (BB84) was proposed in 1984.[1] Based on the
laws of quantum physics, QKD has been proven to possess
unconditional security in theory.[2–4] Since 2012, State Grid
Corporation of China had introduced QKD technology into the
power system, and successively built demonstration networks
in Nanjing, Hefei, Beijing, Shanghai, Tianjin, Wuhan and
other cities in China, realizing the verification in various power
control systems. In these demonstrations, BB84 protocol
based on decoy-state method,[5–7] an efficient countermeasure
of photon-number-splitting attacks, is applied wildly. Consid-
ering the influence of overhead optical cable lines in real-life
facilities, the encoding methods in power systems include: (i)
polarization encoding method for buried optical cable lines;
(ii) fast polarization feedback encoding method for medium
and short distance overhead lines; (iii) phase encoding method
with overhead lines for long distances. Generally, the distance
between the power system business sites is far away from each
other and the optical cable has a fixed attenuation, usually

0.2 dB/km–0.4 dB/km. When the distance reaches a certain
distance, it will be difficult to meet the requirements of power
business applications. In order to solve those problems, people
proposed the measurement-device-independent quantum key
distribution (MDI-QKD)[8,9] and the twin-field quantum key
distribution (TF-QKD) protocols[10–12] to enhance the trans-
mission distance.

In practical implementations, considering the number of
pulses sent by the communicated parties is finite, the finite-
key-size effect should be taken into consideration regardless
of the chosen protocols. Up to now, several methods have
been proposed to deal with the statistical fluctuation, such
as the Gaussian approximation analysis,[13] the Hoeffding
inequality,[14,15] the Chernoff bound,[16,17] etc. With the above
analyzing methods, we can deduce out secure keys with cer-
tain failure probability. However, we cannot arbitrarily choose
security parameters to one-side pursue either a higher key rate
or a higher-level security. In this paper, we will show that
there has a fundamental limit between the key generation rate
and the security parameter when finite-key length is taken into
account.

In this paper, we will illustrate the conclusions through
utilizing three practical QKD protocols, i.e., the BB84, the
MDI-QKD and the TF-QKD. We hope that our present work
could provide valuable references for choosing proper security
parameters under practical environments.
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2. The BB84 protocol
BB84 was proposed by Bennett and Brassard in 1984.[1]

In general, it contains two parts, the sender (Alice) and the
receiver (Bob). Even today, it still has wide applications due
to its simplicity and practicality. Below let us illustrate the
processes of the specific protocol.

(i) Alice randomly modulates her pulses into three dif-
ferent intensities, i.e., signal state µ , decoy state v and vacuum
state o, with a probability of Pµ , Pv, and Po individually. Mean-
while, the signal state (µ) and the decoy state (v) will also be
randomly prepared in Z or X basis with certain conditional
probability.

(ii) Upon receiving the light pulses sent by Alice, Bob
randomly chooses one of the bases (Z or X) with certain prob-
ability (PZ or PX ) to do projection measurement.

(iii) After the transmission process is completed, Alice
and Bob compare their basis choices through an authenticated
classic channel. The bits using the same basis will be retained.
Otherwise, they will be discarded.

(iv) Alice and Bob carry out post-processing processes,
i.e., error corrections and privacy amplifications, to obtain the
final secure keys.

In the asymptotic case, the gain of decoy state and signal
state in the W (W ∈ {Z,X}) basis can be expressed as

QW
ξ
=

∞

∑
i=0

YiPξ (i), (1)

where Yi represents the yield of i-photon state and Pξ (i) (ξ ∈
{o,v,µ}) denotes the photon number distribution of certain
light source. Furthermore, the average quantum-bit error-rate
(QBER) of decoy state in W basis can be expressed as

EW
ξ

QW
ξ
=

∞

∑
i=0

eiYiPξ (i), (2)

in which ei is the error rate of the i-photon state.
According to the definitions above, we can obtain the

lower bound of the single-photon counting rate in X (Z) basis
and the upper bound of the quantum bit error rate of single-
photon pulses in X basis

YW
1 ≥ YW,L

1

=
Pµ(2)QW

v −Pν(2)QW
µ − (Pν(0)Pµ(2)−Pν(2)Pµ(0))Y0

Pν(1)Pµ(2)−Pν(2)Pµ(1)
, (3)

ebX
1 ≤ ebX ,U

1 =
EX

v QX
v − e0Pν(0)Y0

Pν(1)Y
X ,L
1

, (4)

where Y0 is the dark count rate and e0 corresponds to the er-
ror rate of a vacuum pulse. Furthermore, the phase error rate
epZ

1
[18] can be written as

epZ
1 = ebX

1 +θX , (5)

where θX is the deviation of the phase error rate from the tested
value due to the statistical fluctuation, which can be referred
in Ref. [19].

In nonasymptotic case, however, the number of pulses
sent by Alice is finite. Thus, we must take statistical fluc-
tuation into consideration for the observed value.[20] In this
manuscript, the Chernoff bound analysis method will be
adopted to deal with the deviations between the expected and
observed values. We can estimate the statistical fluctuation
range with a probability 1−2ε , i.e.,

X = E[X ]+δ , (6)

where δ ∈ [∆ ,−∆̂ ] with ∆ = F(X ,ε4/16), ∆̂ = F(X ,ε3/2),
and F(x,y) =

√
2x ln(y−1). And in here, the system gain and

system bit error are affected by the finite key-length to pro-
duce statistical fluctuations, it means the X can be considered
as sysytem gain or QBER. Specifically, Eq. (6) can be written
as

QW
x,y−

F(NW
x,yQ̂W

x,y,ε
4/16)

NW
x,y

≤ Q̂W
x,y ≤ QW

x,y−
F(NW

x,yQ̂W
x,y,ε

3/2)

NW
x,y

, (7)

EW
x,yQW

x,y−
F(NW

x,yÊW
x,yQ̂W

x,y,ε
4/16)

NW
x,y

≤ ÊW
x,yQ̂W

x,y ≤ EW
x,yQW

x,y−
F(NW

x,yÊW
x,yQ̂W

x,y,ε
3/2)

NW
x,y

, (8)

where NW
x,y being the number of pulses in the W basis, with

the intensities of x and y sent by Alice and Bob, respectively.
Besides, QW

x,y and EW
x,yQW

x,y are system gain and QBER when
Alice and Bob use intensities x and y, respectively.

Finally, the formula of the key generation rate is given by

R≥ q
{
− f QZ

µ H
(
EZ

µ

)
+Y Z,L

1 Pµ(1)
[
1−H

(
epZ,U

1

)]}
, (9)

where q (:= Pµ PZ|µ PZ) is the raw data sift factor, f is the bidi-
rectional error correction efficiency, H(x) is the binary Shan-
non information function.

According to the formulas above, we can do numerical
simulations between the key rate and security parameter. Here
we reasonably set µ = 0.65, v = 0.06, Pµ = 0.92, Pv = 0.07,
PX |µ = 0.01, PX |v = 0.81, and PZ = 0.84. The WCS is chosen
as the light source and the specific experimental parameters
used in our simulation are listed in Table 1.

As we can see from Fig. 1(a), the key generation rate R
depends on the security parameter ε . When the number of
pulses is sufficiently large, we can increase the security of the
system appropriately and obtain a considerably high key rate.
If the number of pulses N ≤ 108, there is a limit in reducing ε .
Consequently, we cannot obtain a secure key when the security
parameter is smaller than the limit. Furthermore, the value of
ε cannot be set to 1, which means that the key rate obtained is
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not secure at all. On the other hand, the transmission loss can
influence the final key rate greatly. In Fig. 1(b), we calculate
the key rate at the distance of 50 km with different number of
pulses and the limit between the key rate and security param-
eter is still hold. Owing to the transmission loss, the key rate
cannot be obtained if ε < 10−43 when the number of pulses
N = 109. However, if N ≥ 1010 we can appropriately enhance
the security parameter and achieve a high key rate.

Table 1. List of practical parameters for simulations in BB84. ηd and
Y0 are the detection efficiency and dark count rate of detectors. ed is the
misalignment error rate. e0 is the error rate of a vacuum pulse. α is the
transmission fiber loss constant. f is the error correction efficiency.

ηd (%) Y0 ed (%) e0 α (dB/km) f

14.5 3×10−6 1.5 0.5 0.2 1.16

K
e
y
 r

a
te

Security parameter

10-1

10-2

10-3

10-4

10-5

10-1

10-2

10-3

10-4

10-5

10-6

10-70 10-60 10-50 10-40 10-30 10-20 10-10 100

N=109

N=108

N=1010

N=109

N=108

N=1010

(a)

(b)

Fig. 1. Key generation rate of BB84 protocol versus security parameter
with different number of pulses at the distance of 0 km (a) and 50 km (b).

3. MDI-QKD
The measurement-device-independent quantum key dis-

tribution (MDI-QKD) can remove all the side-channel attacks
and obtain a higher transmission distance. In recent years,
the decoy-state MDI-QKD has been extensively studied both
theoretically and experimentally. In MDI-QKD, Alice and
Bob respectively send their pulses to the untrusted third party,
Charlie, which can be controlled by the eavesdropper. Upon
receiving, Charlie does Bell-state projection measurement on
the pulse pairs and records the measurement results. After fin-
ishing all the signal transmission, Charlie announces his de-
tection results through a certified channel. According to Char-
lie’s announcement, Alice and Bob do the bit flip and obtain
the sifted keys.

In three-intensity decoy-state MDI-QKD, where Alice
and Bob send pulses with intensity l (l ∈ {o,v,µ}), the
corresponding average counting rate (Qlr) and the average
quantum-bit error-rate (Elr) can be expressed as

QW
lr =

∞

∑
n,m=0

Pl
nPr

mYW
nm, (10)

EW
lr QW

lr =
∞

∑
n,m=0

Pl
nPr

meW
nmYW

nm, (11)

where W denotes the X or the Z basis and can be omitted with-
out causing any confusion. Ynm and enm represent the yield and
the error-rate given that Alice sends an n-photon state and Bob
sends an m-photon state, respectively.

According to the observed values above, we can obtain
the lower bound of the counting rate for single-photon-pair
pulses in W basis

YW
11 ≥ YW,L

11 =
Pµ

1 Pµ

2 (QW
vv− Q̃oo)−Pv

1 Pv
2 (Q

W
µµ − Q̂oo)

Pµ

1 Pv
1 (P

v
1 Pµ

2 −Pµ

1 Pv
2 )

, (12)

where Q̃oo = Qvo +Qov−Qoo and Q̂oo = Qµo +Qoµ −Qoo.
Similarly, we can deduce the upper bound of the QBER

for single-photon state in the X basis

eX
11 ≤ eX ,U

11 =
EX

µµ QX
µµ −EX

µoQX
µo−EX

oµ QX
oµ +EX

ooQX
00

(Pµ

1 )
2Y X

11

. (13)

In practical situation, we also need to take statistical fluc-
tuation into consideration for the observed value in Eqs. (12)
and (13). Finally, the key generation rate is given by

R ≥ (Pµ)
2(PZ|µ)

2

×
{(

Pµ

1

)2Y Z,L
11

[
1−H

(
eX ,U

11

)]
−QZ

µµ f H
(
EZ

µµ

)}
. (14)

Next, we also do numerical simulations for the key rate
and security parameter. Here we reasonably set µ = 0.5,
v = 0.1, Pµ = 0.5, Pv = 0.3, PX |µ = 0.5, and PX |v = 0.7. The
specific parameters used in simulation are listed in Table 2.

From Fig. 2(a), we can see that the key rate R depends on
security parameter ε as well in MDI-QKD. When the number
of pulses is larger than 1012, we can increase the security at
the expense of slight influence of key rate. If the number of
pulses is not sufficiently large, there is a visible key rate limit
with the reducing of ε . For example, the secure key can not
be generated if the security parameter is smaller than 10−42

with 1011 pulses. In Fig. 2(b), we also calculate the key rate at
the distance of 30 km with different number of pulses. Due to
the transmission loss, the key rate declines obviously with the
decrease of the security parameter ε . Therefore, if someone
needs to obtain a high secure key, the number of pulses should
larger than 1011.

Table 2. List of practical parameters for simulations in MDI-QKD. ηd
and Y0 are the detection efficiency and dark count rate of detectors. ed is
the misalignment error rate. e0 is the error rate of a vacuum pulse. α is
the transmission fiber loss constant. f is the error correction efficiency.

ηd (%) Y0 ed (%) e0 α (dB/km) f

14.5 6.02×10−6 1.5% 0.5 0.2 1.16
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K

e
y
 r

a
te

Security parameter

10-2

10-3

10-4

10-5

10-6

10-7

10-3

10-4

10-5

10-6

10-7

10-8

10-9

10-70 10-60 10-50 10-40 10-30 10-20 10-10 100

N=1011

N=1010

N=1012

N=1011

N=1010

N=1012

(a)

(b)

Fig. 2. Key generation rate versus security parameter with different number
of pulses for the MDI-QKD at the distance of 0 km (a) and 30 km (b).

4. Sending-or-not TF-QKD
In BB84 or MDI-QKD protocols, the key generation rates

are linear dependent on the channel loss which results in a
limited secure transmission distance. Recently, Lucamarini et
al. proposed a novel twin-field QKD (TF-QKD) which can
break through the limit without quantum repeater.[10] After
that, many interesting variants were proposed. Among those
variants, Wang et al. proposed a sending-or-not TF-QKD
protocol[12] which can tolerate the largest misalignment er-
rors and make up the loophole of original TF-QKD. Below,
we briefly describe the process of the sending-or-not TF-QKD
protocol.

(i) Firstly, before signal transmission, Alice and Bob send
out a strong reference light to the untrusted third party, Char-
lie, for the phase compensation.

(ii) For each time window, Alice or Bob randomly
chooses a signal window (Z-window) or decoy window (X-
window) with probabilities of PZ and 1−PZ . In Z-window,
Alice (Bob) sends out a signal pulse with intensity of µ to
Charlie with a probability of κ and not to send with 1−κ . For
the X-window, Alice (Bob) sends out a decoy pulse with in-
tensity of l (r) (l,r ∈ {o,w,v}) to Charlie with a random phase
shift δA (δB). It should be noted that the phases δA and δB

need to satisfy

|δA−δB−mπ| ≤ 2π

M
, (15)

where m ∈ {0,1} and M denotes the total number of phase
slices pre-chosen by Alice and Bob.

(iii) Upon receiving, Charlie does the twin-field measure-
ments on the pulses and records all the measurement results.

(iv) According to Charlie’s measurement outcomes, Alice
and Bob announce whether it is a Z-window or an X-window.
For the X-window, the users also need to announce the detailed
phase values δA and δB.

(v) The bits obtained in X basis are used for parameter
estimations and the bits in Z basis are employed for distilling
the final secure keys.

According to Refs. [21–23], we can obtain the average
gain and QBER in X-window

Qlr =
M2

4π2

∫ 2π
M +δ0

δ0

∫ 2π
M

0
Qδaδb

lr dδa dδb, (16)

QlrElr =
M2

4π2

∫ 2π
M +δ0

δ0

∫ 2π
M

0
Qδaδb

lr Eδaδb
lr dδa dδb, (17)

where δ0 = arccos(1− 2eopt) and eopt represents the optical
misalignment error. Furthermore, the Qδaδb

lr and Eδaδb
lr Qδaδb

lr
can be given by

Qδaδb
lr = (1−Pd)e−

lη
2 −

rη

2

(
e−cos(δa−δb)

√
lrη2

+ ecos(δa−δb)
√

lrη2
)
−2(1−Pd)

2 e−(l+r)η , (18)

Eδaδb
lr Qδaδb

lr = (1−Pd)e−
lη
2 −

rη

2 −cos(δa−δb)
√

lrη2

− (1−Pd)
2 e−(l+r)η , (19)

here η = 10
−αL/2

10 and Pd is the dark count rate.
Through the formulas above, we can estimate the single-

photon yield and the error rate

Y1 ≥ Y L
1 =

P2v
2 Qww−P2w

2 Qvv +(P2w
2 P2v

0 −P2v
2 P2w

0 )Y0

P2v
2 P2w

1 −P2w
2 P2v

1
, (20)

e1 ≤ eU
1 =

QwwEww−P2w
0 e0Y0

P2w
1 Y1

, (21)

where P2v
2 is the photon number distribution when Alice and

Bob send two photon pulses v at the same time. Similarly, the
P2w

2 ,P2v
0 , and P2w

0 represent the distribution of the number of
photons sent by the communicating parts with different num-
bers and intensities of photons.

In addition, the average gain and QBER in Z-window can
be given by

Qµµ = 2Pd(1−Pd)(1−κ)2 +4(1−Pd)e−
µη

2

×
[
1− (1−Pd)e−

µη

2

]
κ(1−κ)

+2(1−Pd)e−µη
[
1− (1−Pd)e−µη

]
κ

2, (22)

Eµµ Qµµ = 2Pd(1−Pd)(1−κ)2

+2(1−Pd)e−µη
[
1− (1−Pd)e−µη

]
κ

2. (23)

Similarly, we also need to take statistical fluctuation into
consideration for the observed values in Eqs. (20) and (21).
Finally, the key generation rate can be expressed as

R≥ (PZ)
2{2κ(1−κ)µ e−µY L

1 [1−H(eU
1 )]−Qµµ f H(Eµµ)}.

(24)

Next, we do simulation for the key rate and security pa-
rameter in sending-or-not TF-QKD. Here we set µ = 0.7,
v= 0.5, w= 0.04, Pµ = 0.8, Pv = 0.01, Pw = 0.1, and κ = 0.01.
The specific parameters used in simulation are listed in Ta-
ble 3.
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Table 3. List of practical parameters for simulations in sending-or-not
TF-QKD. ηd and Pd are the detection efficiency and dark count rate of
detectors. eopt is the optical misalignment error. e0 is the error rate of
a vacuum pulse. α is the transmission fiber loss constant. f is the error
correction efficiency. M is the number of phase slices.

ηd (%) Pd eopt (%) e0 α (dB/km) f M

50 10×10−10 15 0.5 0.2 1.1 16

K
e
y
 r

a
te

Security parameter

10-6

10-7

10-2

10-3

10-4

10-5

10-7

10-8

10-9

10-4

10-5

10-6

10-70 10-60 10-50 10-40 10-30 10-20 10-10 100

N=1010

N=109

N=1011

N=1011

N=1010

N=1012

(a)

(b)

Fig. 3. Key generation rate versus security parameter with different num-
ber of pulses for the sending-or-not TF-QKD at the distance of 0 km (a)
and 200 km (b).

As we can see in Fig. 3(a), the key generation rate de-
pends on security parameter as well in sending-or-not TF-
QKD. When the number of pulses is larger than 1010, we can
obtain a considerable key rate with a high level security. How-
ever, if the number of pulses is smaller than 1010, there still ex-
ist sharp key rate decrease with the reducing of ε . Therefore,
when the number of pulses is not large enough, we should
reasonably choose the ε . In addition, we also calculate the
key rate at the distance of 200 km with different number of
pulses. Due to the transmission loss, the security parameter
more obviously limits the key rate. Therefore, in this situa-
tion, if someone needs to obtain a considerable key rate with
a high level security, the number of pulses should larger than
1011.

5. Conclusion
In summary, we have shown the relationship between the

key generation rate and the security parameter when the finite-
key length is taken into account. The conclusion has been il-
lustrated by the simulations for three common QKD protocols.
In practical QKD experiments, thus, we cannot freely set the
value of the security parameter to obtain a considerable key
rate or a high-level security. This work will provide a valu-

able reference for the choice of the security parameter in com-
plicated power business applications QKD systems when the
finite-key-size effect is taken into consideration. It is worth
noting that the guessing probability[24] describes the probabil-
ity that Eve can correctly guess the final keys and it is also
related to the finite key length effect. Furthermore, the εsec,
characterized by the trace distance inequality,[25] represents
the protocol’s security and contains the security parameter dis-
cussed in this work. How the two security targets influence the
key rate will be studied in future works.
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