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In order to make the quantum key agreement process immune to participant attacks, it is necessary to introduce the
authentication in the communication process. A quantum key agreement protocol with identity authentication that exploits
the measurement correlation of six-particle entangled states is proposed. In contrast to some recently proposed quantum
key agreement protocols with authentication, this protocol requires neither a semi-trusted third party nor additional private
keys in the authentication process. The entire process of authentication and key agreement can be achieved using only n
six-particle entangled states, which saves communication costs and reduces the complexity of the authentication process.
Finally, security analysis shows that this scheme is resistant to some important attacks.
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1. Introduction

Quantum cryptography is an important discipline in quan-
tum information. It differs from classical cryptography in
that its security is ensured based on some principles of quan-
tum mechanics, such as Heisenberg’s uncertainty principle,
the quantum unclonable principle, etc. Therefore, quantum
cryptography has absolute security in theory. Since the first
quantum cryptographic protocol!!!l appeared in 1984, many
different kinds of quantum cryptographic protocols have been
proposed one after another, such as quantum key distribu-
tion (QKD)>>1, quantum secret sharing (QSS),!*!%1 quan-
tum secure direct communication (QSDC),!!!-14] quantum
privacy comparison (QPC),['3-18] quantum key agreement
(QKA),119-20] etc.

QKA means two or more participants working together to
generate a final shared key, while each participant contributes
equally to this final key. The first QKA protocol was proposed
by Zhou et al.*") in 2004, and many QKA protocols have been

[28-30] However, none of the above QKA

presented gradually.
protocols introduce authentication of participants. We cannot
guarantee that every participant is honest when a QKA pro-
tocol is designed, so it is necessary to consider identity au-
thentication in the protocol. In recent years, some QKA pro-
tocols with identity authentication have been proposed.3!-33]
In 2021, Zhu et al.®¥ presented a QKA protocol for authenti-
cation with the help of a semi-trusted third party, Trent, using
GHZ-like states. In the protocol, Trent is assumed to be an in-
ternal eavesdropper, and the probability that he can eavesdrop

the session key Kap is (1/2)F (L denotes the length of Kap).
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Next, Zhu et al.'** designed an authenticable QKA protocol
using three-particle entangled states, in which the communi-
cating parties can complete mutual authentication only with
the help of the semi-honest server (SHS). The security analysis
shows that the SHS has a probability of 1/2" of obtaining Kap
(n refers to the ordered qubit sequences). Obviously, the dis-
honest behavior of these semi-trusted third parties will affect
the security of the protocols. In the same year, Zhang et al.!®!
proposed an authenticated QKA protocol based on a quantum
search algorithm. The protocol only restricts Py from collud-
ing with other participants, the agreement key is not eaves-
dropped, where Fy refers to a semi-trusted third party. Un-
fortunately, this restriction is difficult to achieve in practical
applications.

To address the security issues caused by semi-trusted
third parties in current QKA protocols with identity authen-
tication, this paper proposes a QKA protocol with authen-
tication using six-particle entangled states, in which mutual
authentication can be achieved without the participation of a
semi-trusted third party. Moreover, there is no need to prepare
additional private keys in the authentication process, thus sav-
ing resources. Finally, the security analysis also illustrates that
our protocol is able to resist some attacks.

Section 2 presents some basics and the entanglement
swapping of Bell states. Section 3 describes the protocol in
detail and represents these processes in the form of a diagram.
The security of the protocol is discussed in Section 4. Fi-
nally, Section 5 gives a concise summary and a comparison
with other similar protocols.

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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2. Preliminary knowledge

2.1. Bell states’ entanglement swapping, encoding, mea-

surement

The four Bell states can be written as follows: |¢*) =
%(\om +[11)), |y*) = \%(|01> +[10)). When any two of
these Bell states are used as a tensor, the following equa-
tion is obtained: ¢ )12|¢ )34 = J5(100) —[11)) ® J=(|00) -
1)) = 3107 )1310 )24 +[07) 13107 )24 + W )13y )oa +
|[w)13)wT)24). According to the above equation, after the
tensor operation on the initial Bell states, perform Bell mea-

surements on particles 1,3, and assuming that the measurement

result is |y~ )3, then particles 2,4 will collapse into the state
|w~)24. Based on the above Bell states’ entanglement swap-
ping measurement, four Bell states are encoded: |¢pT) = 00,
|p~) =01, |[y") =10, |y~) = 11. The initial Bell states
encoded in the equation do an iso-or operation as follows:
01 & 01 = 00, then the collapsed Bell states encoded in the
equation do an iso-or operation as follows: 11 ® 11 = 00. The
above example shows that the results are the same after any
two Bell states do the entanglement swapping. For a clearer
understanding, the above process can be represented as shown
in Table 1.

Table 1. Entanglement swapping and encoding between Bell states.

Initial Bell states (encoding)

Bell states after entanglement swapping (encoding)

[07) 12197 )34
(01@01)

[07) 1319 )24
(01@01)

[0+ )13197 )24
(0000)

W) i3y )2a
(11@11)

W )isly* )
(10©10)

Bell state measurements always play a very important
As early as 2001, Cal-
samiglia et al.*®) demonstrated that Bell state measurements

role in quantum communication.

could be achieved using a linear Bell state analyzer. Next,
Grice et al.3") improved the efficiency of Bell state measure-
ment by introducing the method of entangled photon pairs
with the same degree of freedom. Furthermore, homodyne
detection*®31 has become more popular due to its low noise
and high sensitivity properties. Therefore, in the simulated
design of this scheme, we will use homodyne detection to im-
plement Bell state measurements.

2.2. The U operation

The four Uj,;, (i1,i2 = 0,1) operators can be expressed as
Ubo = 1 = 10)(0] + 1) (1], Tor = X = [0) (1] + [1)(0], Uy =
Z=10)(0] - [1)(1], Uy = i¥ = [0)(1| - [1)(0]. When Uy,
(i1,ip = 0,1) acts on the second particle of any Bell state, the

initial Bell state is changed, and the changes are shown in Ta-
ble 2.

Table 2. Changes between U operations and Bell states.

Bell state Uoo ® Upo Upo ® Upy Upo @ Uyo Ugo @ U1y
[¢7) [97) lo*) l¢o7) lo™)
¢~ l¢~) lo™) [67) lo™)
lo™) lo™) [¢) lo™) l¢)
lo™) lo™) o) lo*) l¢")

2.3. Representation of a six-particle entangled state and its
physical realization

The six-particle entangled state was proposed by Bor-
ras et al.*"! who found that this state is a highly entangled
state. In addition, Choudhury et al.[4!]
the entanglement of this state decays more slowly than that of

also demonstrated that

the GHZ state, while the entanglement of this state is robust in
depolarized channels. Therefore, this state is considered to be

an important resource and is written as follows:

|¥) 123456 = %(‘¢7>16|¢+>25|¢7>34+ W )16l0 ™ )os|W )34

O ) 161w )as|W ) aa+ W ) 16|W T )as|0F)34).
(€))

According to Eq. (1), we perform Bell measurements on
particle pairs (1, 6), (2, 5), and (3, 4), respectively. The re-
sults will become [¢7)16/0™)2510 )34, W) 16107 )2s|¥ " )3a,
107 )161W)2s|W )34, and [y ) 16|y )25[9 )34 with a proba-
bility of 1/4.

Since the six-particle entangled state was proposed, the

way to achieve its physical realization has been an interesting
topic to many scholars. Fortunately, You et al.!*?! first pro-
posed a method for the preparation of six-particle entangled
states based on the concept of quantum erasure and confirmed
the feasibility in experiments. Secondly, the preparation of
this entangled state is achievable using the cavity QED tech-
nology in Ref. [43]. In addition, it is more interesting to use

the ion trap principle!**

to prepare multi-particle entangled
states. As shown in Fig. 1, we also try to give an alternative
way of preparing six-particle entangled states utilizing a quan-
tum circuit as follows.

(i) Assume that the 6-qubit initial state is in the ground
state |000000>123456-

(ii) After performing the Hadamard operator on every par-
ticle, the result is | + 4 + -+ + +) 123456

(iii) The operation CZ = |00)(00| + |01) (01| +|10)(10| —
[11)(11] is applied on particle pairs (6, i), i=1,2,...,6, where
particle 6 is the control bit. The result evolves to |Uy).

(iv) Applying the Hadamard operator on particle 6, the
|Ux) transforms to |Uy ).

(v) The six-particle entangled state in Eq. (1) is obtained
by performing a unitary transformation Uz on the above re-
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sultant state |Uy), where Uy is equivalent to a 64 x 64 unitary

matrix.
|0}~ L] I
Had d

o), —[H]- Z - adumar
o)1 Z]
[0}, —— Z—

' | ; Unitary
|0>'7 T 7"_?} i } ‘ (]7 matrix
0}, —L#] — - (H]

|U;() |U)) UL)' W)lzmsa

Fig. 1. Quantum circuit diagram of a six-particle entangled state.

3. Description of the authentication process and
key agreement protocol

3.1. Authentication stage

Step 1 Alice prepares n |¥) 123456 states and divides them
into six sequences S; (i =1,...,6). Then, Alice randomly se-
lects some decoy particles from the set {|0),|1),]+),|—)} and
inserts them into the sequences S3, S4 to get the sequences S7,
S, which are sent to Bob. Alice retains the sequences S1, S,
S2, Ss.

Step 2 After Bob receives the sequences S3, S}, they per-
form the first secure eavesdropping detection. Alice tells Bob
the location of the corresponding decoy particles and the mea-
surement basis, and Bob measures them. The measurement
results are told to Alice, who compares the measurements with
the initial decoy states. If the error rate is below the initially
specified threshold, the authentication process is proven to be
secure and there is no malicious external eavesdropper, and the
protocol continues. Otherwise, the protocol is terminated and
restarted.

Step 3 After the security detection, Bob discards the cor-
responding decoy particles in the sequences S3, S; and recov-
ers the sequences S3, Ss4, then performs Bell measurements
on the corresponding particles in the sequences. At the same
time, Alice performs Bell measurements for the correspond-
ing particles in the sequences Sy, Sg, S2, and Ss, respectively.
For the measurement results, Alice and Bob negotiate the cor-
responding encoding rules, which correspond to the follow-
ing: |¢*) — 00, |¢~) — 01, |[y") — 10, |[y~) — 11. Due
to the measurement correlation of the six-particle entangled
state |¥) 123456, Alice and Bob can know each other’s mea-
surement results. Alice knows Bob’s measurement results C;,
where C; = C1||C3||---||C3, and C} denotes Bob’s i-th mea-
surement. Bob also knows Alice’s measurement results C
for the corresponding particles in the sequences S», S5, where
C) = C}||C}|---||Ct, and Ci denotes Alice’s i-th measure-
ment.

Step 4 Alice randomly selects some decoy particles from
the set {|0), |1), |[+), |—)} and inserts them into the sequence
S», then obtains the sequence S; and sends it to Bob. At the

same time, Bob sends the sequence S, with the decoy parti-
cles inserted to Alice. After receiving the sequence from each
other, Alice and Bob perform a second security eavesdropping
detection. The second security detection is exactly equivalent
to the first one, and if the error rate is within a suitable thresh-
old, the protocol continues, otherwise, the protocol is termi-
nated and started again.

Step 5 After the second safety detection, Alice has the
sequences S4, S5 and performs Bell measurements on the
corresponding particles. Bob also performs Bell measure-
ments on the particles corresponding to the sequences S,
S3. At this point, the entanglement swapping of Bell states
is completed. Alice’s measurement results are C;, where

T =Chlichll--lcy

> and Cj; denotes Alice’s i-th mea-

surement. Bob’s measurement results are C;, where C; =
G5, ||C55]| - - |C5,,, and C5; denotes Bob’s i-th measurement.

Step 6 Alice announces C} and Bob announces C;. Al-
ice computes whether C; © C; = C} @ C; holds, and if it does,
Bob is proved to be a legitimate participant, indicating that
authentication is complete. Since the mutual authentication of
Alice and Bob is performed simultaneously, the authentication
process of Bob to Alice is briefly described as follows.

Step I Repeating the above Step 1 to Step 3, Bob’s
measurement results on the corresponding particles in the se-
quences S, Sy are C; = CA[|C3]| -+ - ||C3. Also, due to the mea-
surement correlation of the multi-particle entangled state, Bob
can know Alice’s measurement results C; = C| [|C3|| ---||CT.

Step II Repeating Step 4 and Step 5, after Alice and
Bob swap the particles in the sequences S», S4, Alice’s mea-
surement results of the particles in the sequences Sy, S5 are
Ci = C}1ICY, -+~ |ICT,, and Bob’s measurements of the parti-
cles in the sequences Sy, S3 are C; = C5,||C5, || - -+ [|1C5,,-

Step III Once Alice announces Cj, Bob computes
whether C; © C1 = C; ® C7 holds, and if it does, it means that
Alice is an honest participant.

3.2. Key agreement phase

Suppose Alice’s and Bob’s keys are denoted as follows:
Ka = KAIKR| - |IKR, KB = Kg|IKg |-~ | K, then the final
key they negotiate is denoted as

K = (KAlIKg)II(KXIIKB)II - | (KA IIKB),

where K, K} € {00,01,10,11} and i = 1,2,...,n. Alice and
Bob can perform the following key agreement process only
after they have passed the authentication.

Step 1 Alice performs Uj,;, (i1,i2 = 0,1) operation on the
corresponding particles in the sequence S¢ according to her
key K to obtain the sequence S, where i1i» consistently cor-
responds to the values of Ky (i =1,2,...,n). And the per-
mutation operation IT is applied to sequence S to obtain se-
quence S7. Alice selects enough decoy particles from the set
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{10),[1),|+),]|—)} to insert into the sequences S}, S, then the
sequences S7*, S¢* are obtained and sent to Bob.

Step 2 After Bob receives the sequences S}*, Sg*, Alice
announces the position of the decoy particles and the measure-
ment basis used, and the permutation operation IT is imple-
mented. Then Bob performs a third security eavesdropping
detection. After the detection is completed, Bob discards the
decoy states and reverts to the sequences S7, S¢. Bob performs
the inverse permutation operation on the sequence S} to ob-
tain the original sequence, and performs Bell measurements

Alice

Prepares » | ) states, sends the
sequences S;,S, , and performs

The first security test

on the corresponding particles in the sequences Sy, Sg. Based
on the measurement results and the initial Bell states of the
corresponding particles in the sequences S, S¢, Bob is able to
know Alice’s key Ka. Thus, the final agreement key K can be
calculated.

Step 3 Bob publicly announces the value of Hg = Kg
C;. Alice is able to obtain Kg by computing Kg = Hg ® Cy,
and thus is able to compute the final shared key K. By now

both parties have completed the key agreement process.

Bob

Performs Bell measurements on

Bell measurements on the
particles in sequences S,,S,; S,,S,

The second security test

the corresponding particles in
sequences S;,S, .

Sends the sequence S, and
receives the sequence S:

Performs Bell measurements on

Publishes the value of C;

Sends the sequence Sj and
receives the sequence S;

Performs Bell measurements on

the corresponding particles in

the corresponding particles in

sequencess,, S,

Calculates the value of

Publishes the value of C,

Yes?

sequences S,, S,

Authentication is successful and

Sends the sequences S,, S,

The value of K, =H,®C, is

C®C=Cac, No?

The third security test

calculated, and thus K is obtained. |G-

the agreement continues.
Authentication is failing and the
agreement terminates.

> Performs Bell measurements on
the corresponding particles in
sequences S,,S,

sszzszzssssszzzzssssszzzzzzaaas |nfel’S KAand Ca|CU|ateS K

——— Refers to the authentication process
=====2> Refers to the key agreement process

Fig. 2. The process of authentication and key agreement.
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Fig. 3. Experimental scheme diagram of the QKA process.
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To describe this scheme more clearly, figure 2 is a
flowchart of the authentication and key agreement between Al-
ice and Bob. Figure 3 is a diagram of the measurement imple-
mentation with the current technology. A description of the
devices in Fig. 3 is given below. LASER is the laser light
source, SGH is the nonlinear crystal, OPA is the optical para-
metric amplifier, F is the spectral filter, and LO is the intense
beam generated by the native oscillator, which serves to trans-
late and measure the signal beam. BS is the beam splitter, P
is the photodiode, figure 1 is the preparation process of a six-
particle entangled state quantum circuit, S is the subtractor,
and PZT is the piezoelectric transducer.

4. Security analysis

For a QKA protocol, it is extremely important to discuss
its security. Since we include authentication of participants in
this protocol, we are able to guarantee that both Alice and Bob
are legitimate participants when their key agreement is com-
pleted. Therefore, the security discussion in this section fo-
cuses on some external attacks, such as impersonation attacks,

intercept-resend attacks, man-in-the-middle attacks, etc.

4.1. Impersonation attacks

Suppose Eve impersonates Alice during key agreement
with Bob. Due to the measurement correlation of [¥) 23456
states, Eve does not know Alice’s measurement results Cj. Eve
will prepare a random sequence of Bell states and send the first
particle in the sequence to Bob, while Bob still complies with
the previous operation and sends the particles in the sequence
S4 to Eve. After receiving the sent particles from each other,
Alice and Eve complete the entanglement swapping of Bell
states. At this point, they perform Bell measurements on each
other’s particles in the sequences, and after the measurements
are completed Eve announces her measurements Cg and Bob
announces his measurements C;. Since C; & C, # Cg ® (5, it
is known that Eve is an illegitimate impostor. Similarly, Eve
cannot successfully pass the authentication process when she
impersonates Alice for key agreement.

4.2. Intercept-resend attacks

The intercept-resend attack is when a malicious attacker
Eve first intercepts the sequences S3, Sy, then resends new se-
quences to Bob with the measurement results. Since the se-
quences S3, S; contain decoy particles, Eve does not know
which are the decoy particles and which are the initial par-
ticles. Eve’s measurement will act on some decoy particles.
Suppose she chooses the Z-basis to measure the particles {|+),
|—)}, then she will have 3/4 probability of success. Thus,
the probability of Eve’s attack failure is 1 — (3/4)™, where m

refers to the number of decoy particles inserted into the par-
ticle sequences. The probability of Eve’s attack failure is 1
when m is a relatively large number. When Eve measures the
sequence S5, the attack will also fail with the same probability.

4.3. Man-in-the-middle attacks

A man-in-the-middle attack means that Eve pretends to
be a legitimate user of the communication process and obtains
the content of both sides of the communication by intercepting
the sequence in the channel. Suppose Eve first intercepts the
sequences S3, S sent by Alice to Bob, and subsequently per-
forms the first security detection. Since Eve does not know
the position of the decoy particles in the sequence, the re-
sult after the measurement will be different from the result
announced by Alice, and thus Eve will not successfully pass
the first eavesdropping detection. After Eve intercepts the se-
quence S3, similarly, this malicious operation will be detected
in the second security detection.

4.4. Information leaking

The issue of information leakage in quantum crypto-
graphic protocols was first raised by Gao et al.[*3 In Subsec-
tion 3.2 of this paper, there are two possibilities of information
leakage. The first one is that Eve is able to infer the decoded U
operation by comparing the results of the corresponding par-
ticles in the measurement sequences Si, Sg¢ with the results
of the initial Bell states. The second one is that when Bob
discloses the value of Hp through the classical channel, the
information may also leak to Eve. Obviously, the amount of
information leaked to Eve during the quantum communication
process can be expressed as

16
1 1
I:—E i1 i=—16x —1 — =4 bit. 2
'71171 08, pi X 16 08, 16 1 2

=

Therefore, there is no information leakage in this protocol.

5. Conclusion

In this paper, a QKA protocol with authentication is
proposed based on six-particle entangled states. This QKA
protocol does not require the help of a semi-trusted third
party and some keys for authentication, unlike other QKA
protocols.[323+331 Therefore, this protocol can reduce the
complexity of authentication and save communication costs.
Moreover, the security analysis also proves that our scheme is
secure, reliable and feasible. Although Zhu’sP! protocol also
does not require the participation of semi-trusted third parties,
Bob’s private keys IDp are transmitted directly in the tradi-
tional channel, which makes the IDp at risk of being eaves-
dropped. The following Table 3 compares our protocol with
some other QKA protocols with identity authentication and
shows that our protocol has obvious advantages.
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Table 3. Comparison of our protocols and some existing QKA protocols.

QKA Whether to introduce ~ Whether to prepare ~ Measurement
protocol semi-trusted party  the authentication key basis
ZhusB1 no yes single-particle
Wu’s[32] yes yes GHZ-basis
Zhu’s 34 yes yes single-particle

Zhang’s®! yes yes single-particle

Ours no no Bell state
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