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Novel traveling quantum anonymous voting scheme via GHZ states
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Based on traveling ballot mode, we propose a secure quantum anonymous voting via Greenberger—Horne—Zeilinger
(GHZ) states. In this scheme, each legal voter performs unitary operation on corresponding position of particle sequence
to encode his/her voting content. The voters have multiple ballot items to choose rather than just binary options “yes”
or “no”. After counting votes phase, any participant who is interested in voting results can obtain the voting results. To
improve the efficiency of the traveling quantum anonymous voting scheme, an optimization method based on grouping
strategy is also presented. Compared with the most existing traveling quantum voting schemes, the proposed scheme is
more practical because of its privacy, verifiability and non-repeatability. Furthermore, the security analysis shows that the
proposed traveling quantum anonymous voting scheme can prevent various attacks and ensure high security.

Keywords: quantum anonymous voting, quantum secure communication, GHZ states, verifiability, privacy

PACS: 03.67.—a, 03.67.Dd, 03.67.Hk

1. Introduction

Voting is a significant way of decision-making in politics,
economics and people’s daily life. With the development of
communication science and technology, various voting tech-
nologies have been developed rapidly in terms of voting form,
security, and efficiency. Nowadays electronic voting is very
popular, whose security depends on the computational com-
plexity of solving mathematical problems. However, in recent
years, with the development of quantum chips and quantum
computers,! classical cryptography has to consider the secu-
rity risks brought by “quantum threats”.

Based on the laws of quantum mechanics, during the past
years, many efforts have been devoted to the research of quan-
tum anonymous voting (QAV) in order to design a high se-
cure voting scheme. Furthermore, the fundamental researches
of quantum computation and information, such as quantum

(451 and quan-

teleportation, >3] quantum states preparation,
tum memory for free,®’! have laid a foundation for the im-
plementation of quantum voting schemes. In 2005, Christandl
and Wehner!®! proposed a quantum communication protocol
that could anonymously transmit classical bits using shared
quantum states and classical broadcast channels, which was
the first time that quantum anonymous voting was proposed.
Later, Hillery et al.'®! proposed two kinds of quantum vot-
ing modes: the traveling ballot mode!!%1#! and the distributed
ballot mode.!'3-2!1 In 2011, Bonanome et al.??! presented a
modified QAV protocol on the basis of Hillery’s voting pro-
tocol, which improved privacy protection in voting and exam-

ined the security of protocol under certain types of attacks.
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In the following years, various QAV schemes have been pro-
posed based on the traveling voting mode. Most existing trav-
eling QAV schemes have some security deficiencies that can-
not avoid repetitive voting and voters cannot verify the voting
results.

In 2020, Shi et al.!*3! proposed a traveling QAV proto-
col based on the Chinese remainder theorem. In their scheme,
the voters could verify the correctness of their votes. How-
ever, in the initial and verification phase of his scheme, the
voter’s identity information and the corresponding voting con-
tent were broadcast by classical encryption and classical chan-
nels. If the eavesdropper used quantum computing to eaves-
drop on the voting information, the voters’ identity infor-
mation and voting content would be leaked, and the privacy
would not be guaranteed. As a matter of fact, in most travel-
ing quantum anonymous voting schemes, the voters have only
two options “yes” or “no” to choose. It is important to im-
prove its scalability in various voting scenes. Recently, Li ef
al.?* adopted grouping strategy to improve the efficiency of
distributed quantum voting protocol. Hence, it is worth con-
sidering how to adopt grouping strategy to improve the practi-
cality of our traveling quantum anonymous voting scheme.

In this paper, we present a secure traveling quantum
anonymous voting scheme via Greenberger—Horne—Zeilinger
(GHZ) states. Our traveling QAV scheme satisfies the follow-
ing features: (i) Privacy: The identity information of each
voter and its corresponding voting information are known
only to himself/herself, and other participants cannot obtain

it. (ii) Verifiability: After the voting closes, according to
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the final announcement information, each voter can verify
whether his/her voting content is correctly counted. (iii) Non-
repeatability: Each voter is only allowed to cast one vote and
cannot vote more than once, and so on. These are also the three
most important principles in voting scheme. Furthermore, the
security analysis shows that our voting scheme can resist vari-
ous attacks.

The remainder of this paper is structured below: In Sec-
tion 2, we briefly introduce the primary preliminaries. In Sec-
tion 3, we elaborate the proposed traveling quantum anony-
mous voting scheme. In Section 4, we analyze the security
of the proposed protocol from several aspects. Then the Sec-
tion 5 shows the comparisons between existing schemes and
ours from several aspects. Finally, we give a short conclusion

in Section 6.

2. Preliminaries

In d-dimensional Hilbert space, a single particle has two
kinds of common orthonormal bases: the computational ba-
sis Bc = {|0)c, [1)c,|2)c,-..,|d — 1)c} and the fourier basis
Br = {|0)F,|1)F,|2)F,...,|d — 1)r}. The fourier basis can be
obtained by the quantum fourier transform F on the computa-

tional basis, which can be defined as

del (2”””) Do M

where [k)c € {[0)c,1)c, [2)c, ., [d — 1)c}.
The three-particle d-level Greenberger—Horne—Zeilinger

lk)r = Flk)c

(GHZ) state in Fourier basis can be defined as

1d1

W)o12 = Z|k Flk)F|k)E. )

|W)o.12 has an interesting property (23] that it can be written as

the following form in computational basis:

1
lW)o.12 = 7 Z

(ko+k1 +kp) mod d=0

lko)clki)clk2)c. 3)

Therefore, when each particle of |y)g ;. is measured in
Fourier basis, the measurement outcomes are the same for
each particle. When each particle of |y)o, 12 is measured in
computational basis, the summation of the measurement out-
come modulo d is always equal to zero.

We introduce a d x d unitary operation U",2°! which can

be described as

Ze

d — 1} and & denotes addition module

d—1
(mrk) e r) (K], @)

where r € {0,1,2,

d. For example, when the unitary operation U" is performed

onto the d-level single qubit |k)c and |k)p, these states can be

transformed to

2wirk
U'lk)c _exp( dlr ) k®r)c,

v =ew (D o, )

where k € {0,1,2,

used as the encoding operators in the proposed voting proto-

d —1}. The unitary operations will be

col.

When the unitary operation U¥ (0 <v <d—1) and U’
(0 <t <d-—1) are performed onto the first particle and the
second particle of the GHZ state |y) 1 2 in the computational

basis, the state becomes

1V )o12 = UoUilW)o12

1 <2ni (vko +1k1) )
= - exp| ————=
d (ko+ko+kp) mod d=0 d
X ko ®v)clk1 ®t)clk2)c. (6)

If the single-particle measurement with the computational
basis is performed onto each particle of state |y’ >0 12> We will

0 G andG

obtain the measurement outcomes © respec-
tively. The relationship between the measurement outcomes
and the parameters of unitary operation can be described as

follows:

icjzv—i—t(modd). (7)
j=0
If we obtain the measurement results of each particle of the
state |y')o 1 » and the parameter ¢ of the unitary operation U’,
the parameter v of unitary operation U" can be deduced. This
feature can be used to count and verify the voting results in the

proposed voting scheme.

3. Description of the proposed QAV scheme
3.1. Procedures of the scheme

In this voting scheme, the quantum voting network is
managed by the voting service center (VSC), which wants
the real voting results. The teller T has the responsibilities
for collecting the voting particle sequence and participating in
the counting of votes. Suppose that there are totally m ballot
items in the voting activity, which are encoded as the integers
0,1,2,...,m—1. Each legitimate voter V; (i=0,1,2,...,n—1)
can select a vote object from the set {0,1,2,...,m—1}. The
diagram of the voting process of the traveling anonymous vot-

ing scheme is shown in Fig. 1.
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Fig. 1. The flow diagram of the proposed traveling anonymous voting scheme voting. ED and ED* indicate the eavesdropping detection. U*
indicates the unitary operation. The solid lines and dashed lines indicate the quantum channel and the classical channel, respectively.

3.1.1. Initial phase

Step 1 The citizens send the identity information and the
voting application to the VSC. The VSC checks whether the
citizen is legal and whether the citizen is applying to vote for
the first time. Assume that the number of legal voters who pass
the checking is n.

Step 2 Each legal voter V; obtains a unique private index
d; based on quantum random draw protocol.>”) According to
the index d;, the voter will perform the unitary operation to
encode in corresponding position in follow-up steps.

Step 3 The VSC prepares n copies of m-level GHZ states
|w)o.1,2 and picks up all the qubit labels with Os, 1s, and 2s to
compose the ordered particle sequences[28] Sv, St, and Sc,
respectively. After that, the VSC performs the unitary U’
on each particle of sequence St, in which each #; is a ran-
dom number chosen from the set {0,1,...,m — 1}. At the
same time, the VSC records the parameters of the unitary
operation U’ and their corresponding positions as the array
EAt = {#,t1,...,tn—1 }. Before transmitting the particle se-
quences Sy and St/, the VSC randomly generates enough de-
coy single qubits from the basis B¢ or B, and inserts them into
the sequences Sy and St/, respectively. The VSC will obtain
the new particle sequences Sy, and S7,. Then the VSC keeps
the sequence Sc and sends the sequence Sy, Sy, to the teller T
and the first voter Vp, respectively.

3.1.2. Voting phase

Step 1 After confirming that the voter V has received the
sequence S5;, the VSC declares the initial states and the corre-
sponding insertion positions of decoy particles to Vy by clas-
sical channel. The voter V) measures the decoy particles with
the corresponding measurement basis and calculates the error
ratio by comparing with the initial states. If the error ratio is
greater than the secure threshold, the process will be stopped

and restarted. Otherwise, the process will continue.

Step 2 The voter Vj discards the decoy particles and ob-
tains the sequence Sy. According to his private index dy, Vy
performs the unitary operation U"° onto the dy-th single parti-
cle of the ordered sequence Sy, where v is Vjy’s expected item
number. After that, Vj obtains the new sequence Sy,. To avoid
the risk of eavesdropping, Vj inserts enough decoy particles
to Sy, as the same way of step 1 in initial phase, and gets se-
quence Sy, . Then he sends the sequence Sy, to the next voter
V1 by quantum channel.

Step 3 The voter V| performs eavesdropping detection on
the sequence S{‘,O. Assume that this sequence passes the eaves-
dropping detection, the voter will discard the decoy particles
and get the sequence Sy,. Similar to the Step 2 in this phase, V)
performs the unitary operation U"! onto the d;-th single parti-
cle of the sequence Sy, where d is V| ’s private index and v is
V1’s expected item number. After that, V; obtains the sequence
Sy, and inserts decoy particles to get Sy, . Then V; sends Sy,
the next voter V5.

Step 4 As the same operation as the voter V and Vi, the
other voters V; (i =2,3,...,n— 1) orderly perform the similar
voting process. After the last voter V,,_; finishes his voting
process and gets the sequence Sy, that are inserted decoy
particles, he will send the sequence Sy, | to the teller T.

3.1.3. Counting votes phase

Step 1 After confirming that the teller T has received
the sequence Sy, T sends a flag signal to the VSC. The
VSC orderly measures each particle of the reserved sequence
Sc in computational basis, and gets the outcome array Ac =
{o5.0F,....,05,...,05 }.

Step 2 The teller performs eavesdropping detection on
the sequence Sy, ,. If the sequence S\*/H passes the eaves-

dropping detection, the teller T discards its decoy particles and
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gets the sequence Sy, ,. Then he orderly measures each sin-
gle particle of the sequence Sy, | in the computational basis
Bc, and the measurement outcome can be described as Ay =
{oy,0),....,6Y,....,0/ }, where 6 € {0,1,2,...,m—1}.
In addition, after the teller T performs the eavesdropping
checking on the sequence S7, and recovers the sequence St/, he
orderly performs single-particle measurement on the sequence
St in the computational basis Bc. This measurement outcome
can be described as At = {GOT,GIT,...,GiT,...,Ganl}, where
G,-T €{0,1,2,...,m—1}. Then the teller broadcasts the clas-
sical information Ay and At by classical channel.

Step 3 After the VSC receives the teller T’s information,
the VSC broadcasts the classical information EAt and Ac by
classical channel.

Step 4 With the arrays Ay, At, Ac, and EAr, any par-
ticipant who is interested in the voting results can work out
the votes for each ballot item. He/she calculates the array
&={ro,r1,..-,7iy- ., n—1}, in Which

r= << G,-l> modm+m—t,~> mod m. (8)
I=V,T,C

Then the number of votes for each ballot item j (j =
0,1,...,m—1) can be calculated as

N=Y 1 ©)
ri=j

fori=0,1,2,...,n—1.

3.1.4. Verifying phase

When obtaining the array {, each voter V; can verify
whether 4, = v;. If the answer is yes, the vote content v;
of voter V; is correctly counted. Otherwise, V; anonymously
broadcasts an aborted signal. Once there is an aborted singal,
the voting protocol will be aborted and the voting results will
be abandoned.

3.2. Grouping strategy

For the proposed traveling quantum anonymous voting
scheme, with the number of voters increasing, it will take
more time to complete the voting process. We can adopt voter
grouping strategy and candidate grouping strategy to improve
the practicality and flexibility of voting.

When adopting voter grouping strategy, we divide n vot-
ers into [ groups, which can be named as G1,Ga,...,G;. The
number of voters in group G, is Z,, which meets Zf;:l Zs=n.
For each group G,, the VSC prepares Z, copies of m-level
GHZ states. At the same time, the proposed traveling quan-
tum voting protocol takes place in each group. Each group G,
will get the voting outcomes NjG" of the intra-group vote on
the ballot items, where j = 0,1,...,m — 1 refers to the num-
ber of ballot item. Finally, the number of votes N; for each

ballot item can be calculated as N; = ¥/ _, N]G“ Although the
voter grouping strategy cannot reduce the demand of quantum
resources, it can improve the efficiency of traveling quantum
anonymous voting protocol by means of parallel voting.

When adopting candidate grouping strategy, we first di-
vide m ballot items into / groups, which can be named as
R1,Ry,...,R;. The number of ballot items in group R, is Y,
which meets ZZ=1 Y, = m. For each group Ry, all voters per-
form traveling quantum voting to vote the ballot item with the
highest number. Suppose that the ballot items with the high-
est votes in each group are hg, ,hg,,...,hg,, respectively. The
VSC puts them into a new group G,. Then the VSC renum-
bers the ballot items of group R, as 0,1,2, ..., h and performs a
traveling quantum voting to vote the final winner. The number
of ballot items in candidate group R, (b=1,2,...,h) and R,
directly determine the dimension of quantum states. Hence,
the dimension of quantum states required in each traveling
QAV process will be greatly decreased. With the dimension
of quantum states decreasing, the difficulty of preparing quan-
tum states will be reduced.

4. Security analysis
4.1. Intercept-resending attack

When one voter V; sends the ballot sequence S;‘,j to
the next voter V;, suppose that one eavesdropper intercepts
the transmitted sequence Sy, and sends a fake sequence!?’]
to Vir1.  In our QAV protocol, the sequence is in-
serted with enough decoy particles before being sent. The
decoy particles are chosen from {|0)c,|l)c,...,|m—1)c},
{|0)F,|1)F,...,|m—1)p} and randomly inserted into the trans-
mitted sequence. The eavesdropper does not know the po-
sitions where these decoy particles are inserted and the cor-
The probability that the
intercept-resending attack is deteced by eavesdropping detec-

responding measurement basis.

tion can be described as

u—1
Pra(D) = 1 = [T (P(RIBc)P:(Bc) + Pi(R|Be) Pi(Bp)) . (10)

i=0
Here u is the number of decoy particles for each eavesdrop-
ping detection; i is the i-th decoy single particle; P;(Bc) in-
dicates the probability of choosing the measurement basis
Bc; P(R|Bc) indicates the conditional probabilities of pass-
ing eavesdropping detection; P(Bg) indicates the probability
of choosing the measurement basis Br; P;(R|Br) indicates the
conditional probabilities of passing eavesdropping detection.
The probabilitites that the eavesdropper guesses the measure-
ment basis B¢ and Bg are 1/2 and 1/2, respectively. No matter
which measurement basis is guessed, the conditional proba-
bility of passing the eavesdropping detection is 1/m. For each
decoy particle, the intercept-resending attack cannot be dected
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with the probability of 1/m. Because there are totally u decoy
particles, the intercept-resending attack cannot be dected with
the probability (1/m)". Therefore, the intercept-resending at-
tack will be discovered with probability 1 — (1/m)", which ap-
proaches infinitely 100% with the number of decoy particles
increasing.

4.2. Measure-resending attack

During the sequence transmission, an eavesdropper may
also launch the measure-resending attack. The main dif-
ference between measure-resending attack and intercept—
resending attack is that the eavesdropper selects a measure-
ment basis to measure the tranmitted sequence in measure—
resending attack. According to the measurement results, the
eavesdropper prepares one fake particle sequence. The prob-
ability that the measure-resending attack is deteced by eaves-
dropping detection can be described as

u—1

Pora(D) = 1 =[] (B(S) + P(RIF)P(F)).

i=0

1)

Here u is the number of decoy particles for each eavesdrop-
ping detection; i is the i-th decoy single particle; P,(S) and
P,(F) indicate the probability of guessing the correct mea-
surement basis and guessing incorrect measurement basis, re-
spectively; P;(R|F) indicates the conditional probability of
passing eavesdropping detection. The eavesdropper does not
know any information about decoy particles. For each de-

coy particle, the probabilities of the eavesdropper guessing

Uelk)rle) =

1m,1 2kl m—1
:72 (77:1)26”

where u = {0,1,2,...,m— 1} and Jy satisfies the relationship
Z[ m=11 8|2, If the eavesdropper wishes to introduce no er-
ror on the decoy particles during the eavesdropping, it should
satisfy the following conditions: &y = 0 (if k £ 1), &y =1 (if
k=1), and [gp) = |e11) = [€2) =
without being detected, the eavesdropper cannot obtain any

= |€n—1,m—1). Hence,
useful information with entangle-measure attack.

4.4. Collusive attack

Assume several dishonest voters intend to refuse the hon-
est voter to take part in voting. For instance, the dishonest

voters V; and V1> do not want the honest voter V; to partici-

mzle <2mkl>|l> ]

e

motmo | {—27:1(1(1—;”
eXp|—————
m

correct and incorrect measurement basis are P;(S) = 1/2 and
P,(F) = 1/2, respectively. When the correct measurement ba-
sis is used, it will pass the eavesdropping detection. When the
incorrect measurement basis is used, the conditional proba-
bility of passing eavesdropping detection is P,(R|F) = 1/m.
For this decoy particle, the measure—resending attack can-
not be dected with probability (1/2) + (1/2m).
there are u decoy particles, the probability that measurement—
+ (1/2m)]*. The
intercept-resending attack will be discovered with probabil-
ity 1 = [(2m+1)/(2m)]*. As the number of decoy particles
increases, this probability approaches infinitely 100%.

Because

resending attack cannot be dected is [(1/2)

4.3. Entangle—measure attack

If the eavesdropper wants to perform the entangle—
measure attack, "1 he/she needs to perform the unitary opera-
tion U, onto the intercepted qubit to make it entangle with the
auxiliary photon |e). The unitary operation U, that causes the
transmitted qubit to interact coherently with an ancillary qubit

|e) can be defined as follows:

m—1

Uelk)cle)e = Y., Sull)clen)c. (12)
i=0

Here k = {0,1,2 m—1}. The &, satisfies the relation-
ship ZZ m=118,|> and |g;)c is pure state. With this condition,
when the eavesdropper performs the unitary operation U, onto
the decoy qubit in fourier basis, the following formula can be
obtained:

l Z . exp(zmkl> e ] le)c
me) |”>F] l&it)c

)] Oy |u)E|€r)c,

13)

pant in voting. The voter V; directly sends the real ballot Sv
After the
to the

to V42 and sends a deceptive ballot S v, to Vitt.
voter V1 finishes his voting operation, he sends S‘I?M
next voter V;i». As a legal voter, the voter V;, | can obtain a
private unique index d;, | before starting voting. In the veri-
fying phase, if the voter V., find that the element ry,,, of the
array { is not equal his expected item, he will anonymously

broadcast an aborted signal.

4.5. Privacy

The privacy is the most primary property for QAV proto-

col. In our scheme, each voter has a unique and private index
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and other voters cannot get this index. According to the pri-
vate index, each voter performs the unitary operation on cor-
responding positions in the ballot state sequence. Although all
voting data is open, each voter’s voting content is only known
by himself/herself. Therefore, the anonymity and privacy of
voters can be guaranteed.

4.6. Verifiability

Each voter V; can verify whether ry, is equal to v;. If the
answer is yes, V;’s expected item is correctly expressed. Oth-
erwise, each voter can check that whether his voting content
has been tampered by the attacker. Hence, this ensures that
if a dishonest voter tampers with the content of other honest
voters, the dishonest behavior will be perceived.

4.7. Non-repeatability

Each voter has a unique and private index and other vot-
ers cannot get this index. If one voter wishes to vote twice or
more times, he will perform unitary operation on other parti-
cles of sequence, which influences the content of votes cast by
legal voters. In verifying phase, each voter V; verifies ry, = v;
to make sure that his voting content has not benn tampered.
If the honest voters are awared of the risk, the voting process
will be aborted.

5. Comparison

The comparisons between several traveling QAV
schemes!!%-11:1322.231 and our scheme can be seen in Table 1.
Our traveling QAV scheme can ensure basic voting principles,
including privacy, verifiability and non-repeatability. In ad-
dition, our traveling QAV scheme also supports customizing
the number of ballot items, and is suitable for the voting scene

with a good deal of ballot items.

Table 1. Comparisons of different schemes in several aspects.

Scheme Privacy Verifiability Non-repeatability Voting options
Vaccaroet’s!'?)  yes no no only two
Livs!!! yes no no user-defined
Xu's!13! yes no no only two
Bonanome’s??l  yes no no only two
Shi’s[?3l risk yes yes only two
Ours yes yes yes user-defined

6. Conclusion

In this paper, we proposed a secure traveling quantum
anonymous voting with GHZ states. The proposed traveling
quantum anonymous voting scheme can be applied to the vot-
ing scene with a large amount of ballot items. In order to
improve the efficiency of the traveling quantum anonymous
voting scheme, we proposed an optimization method based on

grouping strategy. Compared with the most existing travel-
ing quantum voting schemes, the proposed scheme has higher
security, which is manifested in its privacy, verifiability, and
non-repeatability. Finally, the security analysis shows that the
proposed traveling quantum anonymous voting scheme can re-
sist various attacks and have good safety.
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