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The huge discrepancies between actual devices and theoretical assumptions severely threaten the security of quantum
key distribution. Recently, a general new framework called the reference technique has attracted wide attention in defending
against the imperfect sources of quantum key distribution. Here, the state preparation flaws, the side channels of mode
dependencies, the Trojan horse attacks, and the pulse classical correlations are studied by using the reference technique on
the phase-matching protocol. Our simulation results highlight the importance of the actual secure parameters choice for
transmitters, which is necessary to achieve secure communication. Increasing the single actual secure parameter will reduce
the secure key rate. However, as long as the parameters are set properly, the secure key rate is still high. Considering the
influences of multiple actual secure parameters will significantly reduce the secure key rate. These actual secure parameters
must be considered when scientists calibrate transmitters. This work is an important step towards the practical and secure
implementation of phase-matching protocol. In the future, it is essential to study the main parameters, find out their
maximum and general values, classify the multiple parameters as the same parameter, and give countermeasures.
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1. Introduction

Quantum key distribution (QKD) can offer two distant
parties of information theoretic security based on the laws
of quantum mechanics. In recent years, QKD has made
tremendous progress, which includes the realization of long-
distance fiber communication systems!!~!!1 and the deploy-
ment of QKD networks.[!>"13] Although the theoretical as-
sumptions of QKD are impeccable, the actual devices have po-
tential security loopholes,!'®* which seriously threaten the
security of QKD.

To further strengthen security between actual devices
and theoretical assumptions, scientists proposed the device-
independent QKD (DI-QKD) protocol, 33361 which measures
the violation of Bell’s inequality to guarantee the uncondi-
tional security of QKD. However, current experimental tech-
niques face challenges in implementing the DI-QKD. As
a compromise, the measurement-device-independent QKD
(MDI-QKD) has been proposed and favored,?’*"! which can

U4 and close the se-

reduce the difficulty of the experiment
curity loopholes on the detector side. Nonetheless, the theo-
retical and actual security problems still exist on the source
side. Recently, a new version of MDI-QKD called the twin-
field QKD (TF-QKD) has been proposed, 44 which uses
single-photon interference and closes the security loopholes
on the detector side. TF-QKD can overcome the Pirandola—

Laurenza—Ottaviani-Banchi (PLOB) linear bound, ! its key
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rate scales with the square root of the channel transmittance.
TF-QKD has excellent application prospects in long-distance
communication, and related experimental works have been ex-
tensively carried out.[>~11]

So far, there are three main practical variants of TF-
QKD protocols.  The phase-matching QKD (PM-QKD)
protocol gives the first rigorous security analysis for the
coherent-state-based QKD protocols.[42’46’47] PM-QKD em-
ploys a phase-post-compensated technology, so there is no
need for pre-phase feedback, and it is easy to implement
experimentally. The sending-or-not-sending TF-QKD (SNS-
TF-QKD) protocol can tolerate large misalignment errors, [4?]
so it has strong anti-noise capability and can achieve long-
distance key distribution. The signal state of the no-phase-
postselection TF-QKD (NPP-TF-QKD) protocol has no phase
randomization,*>**] which provides better key rate perfor-
mance. However, NPP-TF-QKD needs pre-phase feedback in
experiment.

Security loopholes on the source side can be summarized
as three main causes:!'® the first is the state preparation flaws
(SPFs), which are derived from the precision of the modulators
and discrete phase randomization of coherent states. The sec-
ond is the information leakage, which includes the side chan-
nels of mode dependencies (MDs) and the Trojan horse attacks
(THAs). The MDs come from various degrees of freedom, and
the THAs are used to observe the back-reflected light from
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the source side. The third is the classical correlations (CCs)
between pulses, which are mainly introduced by the limited
bandwidth of the modulators.

Therefore, if these security loopholes on the source side
are not addressed, they will pose significant threats to the se-
curity of QKD.[!%17] Recently, scientists have perfromed a lot
of works on addressing security loopholes, e.g., the uncharac-
terized qubit sources have been studied theoretically and ex-
perimentally in Refs. [18-20], and the upper bound of infor-
mation leakage can be correctly estimated even in the absence
of the quantum state characteristics. For the SPFs, with the
original loss-tolerant (LT) protocol,?!! the limitation of the
Gottesman—Lo—Lutkenhaus—Preskill (GLLP) analysis can be
solved, and the secure key rate is almost independent of the
source’s flaws. The SPFs caused by randomization of discrete
are also studied in Refs. [22,23]. For the side channels of MDs,
which exist in various degrees of freedom, the polarization
MDs (PMDs) are common loopholes in phase coding, and the
security may be severely affected by the PMDs. For the THAS,
when Eve injects strong light into Alice and Bob, information
leakage can be detected by observing back-reflected light. For
both the PMDs and THAs, the state may not be a qubit, the
generalized LT (GLT) protocol can solve this problem, >3]
but the GLT protocol is more complex and requires a lot of
calculations. The existing security analysis assumes that the
state is independent and identically distributed. When the CCs
are considered, this assumption is not satisfied. The CCs have
been ignored because they are difficult to quantify and have
little influence on low-speed QKD systems. Recently, with
the development of the high-speed QKD system, the CCs be-
tween pulse and previous settings have become more exten-
sive, which will lead to severe and general security loopholes.
Pereira treated the CCs as side channels and used a general
new framework called the reference technique (RT) to solve
the severe loophole.['®! The key idea of the RT is to consider
some reference states close to the actual states, using these ref-
erence states can simplify the calculation process and ensure
security. Scientists have given in-depth studies about the CCs
from experimental and theoretical perspectives. 433!

In this paper, we investigate the variant scheme of PM-
QKD, the imperfect sources with the SPFs, PMDs, THAs, and
CCs are all considered here. At present, none of these imper-
fections have simultaneously considered on PM-QKD. Mean-
while, the actual secure key rate of PM-QKD is given by using
the scheme of the RT.

The paper is arranged as follows: In Section 2, we char-
acterize the imperfect basis-dependent states of the SPFs, the
side channels of the PMDs, THAs, and CCs. In Section 3, we
use the RT for security analysis. In Section 4, we show the nu-
merical simulation results and discussion. Countermeasures
are shown in Section 5, and then we conclude in Section 6.

2. Imperfect sources

We characterize the imperfect basis-dependent states of
the SPFs, the side channels of the PMDs, THAs, and CCs.
2.1. The ideal states

In the PM-QKD, the signal states adopt weak coherent
states with discrete phase randomization. For Alice, the ideal

state is
idez 1 ideal 1
) = — (|% )=—7= ), ((=)*®)ar):
AE \/Eg:ZO.,l ’ gz>AE \@g;o,l AE
where @), = |ei¢Aa>A‘e>E’ |=@)ag = |- ei¢AO‘>A|e>E’

oa = Zd,, \ewA(x)A and |—ei¢Aa>A are the states sent
to Charlie,
mation about Alice, D is the number of maximum discrete

e)g is the state that contains nothing of infor-

phase, da is the discrete phase randomization number of Alice,

which is randomly chosen from {0, 1,---,D — 1}, the intensity
2 Ly o

o € {5.5,2}.

The ideal joint state of Alice is

idea 1 idea
HE = 75 B (el
= 5 Lol O
g=0,

where the state |gz), is kept in hand by Alice, {|0z),[12)} is
the eigenstate of the Pauli operator 6.
Similarly, the ideal joint state of Bob is |¥)ial —

%h:%l (‘hZ>b |%z>§1§a]) = ﬁh:%lﬂhﬁb‘(_)h@%)- In the

ideal scenario, if the phase shift '¢5 can be perfectly post-
compensated and the SPFs caused by discrete phase random-
ization are not considered, there are no the SPFs in the phase
match pairs, gap = Pa — ¢p — 05 = 0.

2.2. The actual states with the SPFs

The SPFs are derived from the imperfection of modula-
tors and discrete phase randomization. The actual joint states
of Alice and Bob with the SPFs can be expressed as

1 i
¥ouae = 75 X (82)al(-)e o)),
g=0,1

%) Y (lgz)pl(—)2e! @) ), ()

1
bBE — /5
V2 h=0,1
where ¢ar and ¢p¢ are the SPFs introduced by modulators of
Alice and Bob.
Considering the phase shift ¢5, the phase match pairs read

OAB = Oa + Par— OB — PBr — 95 7 0.

2.3. The actual states with the SPFs and PMDs

The side channels of MDs are important actual security
issues, which are derived from encoding in various degrees
of freedom, then Eve can obtain the key in a degree different
from the encoding degree. Here, we mainly consider the side
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channels of the PMDs. Concretely, Eve can attack the polar-
ization dual modes scenario to obtain keys. The expression for
the polarization dual modes of Alice can be written as

i ! i
(=) )y = cospl (=) e )

+ sin B[ (—)* ei(¢A+¢Af)(P>V\AE7 €)

where H and V are horizontal and vertical polarization modes,
respectively; and 6, is the polarization angle. The horizontal
polarization mode H is used to generate the key.

For simplicity, we uniformly consider the worst polariza-
tion angle 6, no matter whether it is Alice’s or Bob’s. Then
we can write the actual joint state of Alice with the SPFs and
the side channels of the PMDs as

!/ 1 i A !
9 we = 75 L (82l g ). @)
§=0,

Similarly, the actual joint state of Bob is |¥) g =
1 h VL i(d+oBf) \/
/2 L ([hz)y|(=)"e ?)'gE)-

h=0,1

2.4. The actual states with the SPFs, PMDs, and THAs

The plug-and-play systems can get good stability for im-
plementation, but they are easily suffered from serious threats
by the THAs. When Eve injects strong light into Alice and
Bob, the back-reflected light can be observed from the source
side to obtain some information, some of which is the directly
encoded phase information from which we can obtain the keys
directly, and some of which is of indirect intensity information
so that we can use the distinguish ability of signal states and
decoy states to obtain keys. Suppose that Eve injects strong
light into Alice, then the actual joint state of Alice with the
SPFs and the side channels of the PMDs and the THAs can be
written as

1 i
¥2)" \aE = 7 Y (lgz)l(—)feintonlg

g=0,1

>lAE’ggZ>E)a Q)

where ’géz> is the back-reflected light Eve sends to Alice,

|Gz )p = © “Ho/2)y, \/mkgz )g» Mo is the intensity

of back—reﬂected hght sent by Eve, |v)g is the vacuum state
with no information, |egz>E is the coherent state that provides
Eve with some information.

the worst situation

For simplicity, we consider

(eo,|le1,)g = 0. Similarly, the actual joint state of Bob is
h i !
) s = J5 L (h2)yl(=)" e ® ) 5rlgi, )p).
h=0,1

2.5. The actual states with the SPFs, PMDs, THAs, and
CCs

The CCs are security loopholes that are often ignored by
us, with multiple dimensions, such as polarization, phase, and
intensity. The reasons why we ignore the CCs are such that
they are difficult to quantify and have little influence on low-
speed QKD systems. Until accurate quantitative simulations

were carried out in Ref. [16] the problems of the CCs did not
attract attention again.

The key idea is that we regard the leaked information en-
coded into the CCs as the side channels, so the actual joint
state of Alice with the SPFs, PMDs, THAs, and CCs can be
characterized as

"
|lPZ>”/aAE =1/ 1- 800r(n)|lPZ>”aAE + v/ Ecor(n) |IPZL> aAE» (©)

where €.(,) represents a parameter related to the informa-
tion leakage, which is introduced by modulations, cor(n)

. " .
represents the correlation range, ]‘PZL> is orthogonal

aAE
to |¥)" g, We can ignore the specific characterization of
‘PL "
| z > aAE’
Correlation range cor(n) is also an important

parameter,!'®) not only we should consider the nearest-
neighbor pulse correlations cor(1), but also our analysis needs
apply to arbitrarily long-range correlations cor(n), where
n > 2, specific derivation of long-range correlations can be
found in Ref. [16], Slmllarly, the actual joint state of Bob is

19 s = /T B | 22) s+ B 195 e

3. Security proof
3.1. Phase error rate of the actual states

The actual joint states of Alice and Bob can be character-
ized as

[gract(22), aBabE = |92)" e 92)" vE- @

In this actual scenario, the density operators of the actual
transmitted states |[P!(#%)) , . sent by Alice and Bob can be

given by

||f/act\(ZZ)>ABE<lI/act\(ZZ) |

= Trab[|gz, he) (82, helyy @ Inpi | PP ED)) (palZ2)| o], (8)

where IogEg is the identity operator acting on ABE.

In this virtual scenario, the unnormalized density opera-
tors of the actual transmitted states sent by Alice and Bob can
be expressed as

_act|vir,(ZZ)

8x:hx

= Trap (| ) (8 Ly © T | P21 (U2 | o] 9)

The normalized form can be written as

act\vir,(ZZ) _acl\wr (zz) act|v1r (zz)
8x:hx 8u X /T [ ]’
act|vir,(ZZ) _ act|vir,(ZZ)
where p, =Tr[G, ). ]

The phase error rate is the bit error rate of the virtual
scheme. In this protocol, the phase error occurs when Al-
ice and Bob measure the states kept in hand by |0,,0y),, or
|1y, 1x),, (see Subsections 3.2 and 3.3 for a specific descrip-
tion) and Charlie announces the successful events.
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Therefore, the phase error rate can be expressed as
Z act|vir,(ZZ) y,act|vir,(ZZ)
act|vir, (ZZ) g,he{0,1}.g=h pg)mhx gxshx

ph Z act|vir,(2Z) Yact\ vir,(ZZ)
g hE{O 1} 8x 8xhx

(10)

We have the denominator term

Z act|vir,(ZZ) Yact|vir,(ZZ)
g,he{O,l} pgx,hx gx:hx

o Z act\vir,(ZZ)Yact|vir,(ZZ)
= Lgnelo1) Pa i, gzl )

which can be directly observed in the actual experiment. It is
equal to the probability that Charles announces the successful
events and both Alice and Bob send the key states. Then we
only need to estimate the numerator term

o act|vir,(ZZ) y,act|vir,(ZZ)
Loe = Zg,he{o,l},g:h pg,nhx 8xshx ’

3.2. Phase error rate of the reference states

The RT is first introduced by Pereira et al.l'® As soon
as it was put forward, it was widely applied because it can
simplify the calculation. Meanwhile, it is generally compati-
ble with various side channels (including the MDs, THAs, and
CCs). The method of the RT is how to select the reference
states, the choice of the reference states has a certain degree
of freedom, so the core is to simplify the relationship of the
phase error rate between actual states and the reference states.
The ideal transmitted states sent by Alice and Bob are chosen
as the reference states, which can be given by

|¢,rcf\ (zz) >ABE _ |q,z>1deal |lPZ>1deal ' (11)
The reference joint states of Alice and Bob can be char-

acterized by

f ideal ideal
|WZ>Z%ABE: Z (lgz). |hZ | >IE |lth>1 ed)

I\JM—‘ l\)\

Z, (lgz)algz)pl(— )g(P>AE|(—)h(P>BE)-
(12)

From the definitions of probabilities of the actual states,
we can define analogous probabilities of reference states. The
normalized form reads

ref|vir,(ZZ)

ref|vir,(ZZ) ~ _ref|vir, ZZ)]
8xhx 8xhx ’

=Tr[Mo, ;.
where M = Y K} (M M, kd> M I%g. K; is the Kraus operator
representing Eve’s action, é corresponds to the measurement
outcome, M,ﬁ"ﬁd is the Kraus operator corresponding to the an-
nouncement of left detector k. and right detector kg, kc = 0
and k. = 1 (kg = 0 and kq = 1) represent the no-click and click
events. Then the phase error rate of the reference states can be
described as (see Subsection 3.3 for a specific description of
the reference states)

ref|vir,(ZZ) y,ref|vir,(Z2Z)
Eref|v1r (ZZ) Zg,he{(),l }.e=h Py, hy YgX7hX (13)
ph Z ref|vir,(ZZ)y,ref|vir,(ZZ) ’
g,he{0,1} pgx-,hx 8x:hx

where the numerator term

o ref|vir,(ZZ) v, ref|vir,(ZZ)
It = Zg,hE{O,l},g=h pgxshx 8xshx

3.3. Virtual protocol of the reference states

In this section, we describe the virtual protocol of the ref-
erence states. The reference joint states of Alice and Bob can
be further characterized as

) o
1 ‘ no
=3 X (Igz)alhz)ol(=)f e 05 |(=)" e ®ar)y). (14)
¢,h=0,1
Rewrite the states in Eq. (14) in the X basis of the systems

aandb as

) = Z1(0x0x) |1 1)) [0 5
+(10x L)y + [1x0x )y )| @ ooy !
+ (|0x0x ) o — |1X1X>ab)|¢§lfilef¥en>f§al
+(11x0x) g — [0x L)) [ @3 G RS- (15)

The unnormal states can be written as

vir,even > ideal
Z,same /AB

1. . ‘ .
= S(le!™a)e'Payy |~ e a), |~ e a)p),

vir,odd\ ideal
Z,same >AB

1. . 4 .
= §(|CI¢AO‘>A|CI¢BO‘>B -|= el¢A0‘>A| - el¢BO‘>B)a

vir,even > ideal
Z diff /AB

1. . . .
= §(|61¢AO‘>A|GI¢B —a)g+|— el¢Aa>A|el¢BO‘>B)a

vir,odd\ ideal
|07 ditr )AB

1 A A A
= §(| el¢AO‘>A|61¢B —o)g—|— el¢Aa>A|el¢BO‘>B)~ 16)

Here, we usually need to consider the influence of dis-
crete phase randomization. When D is larger, we can ignore
the effect of discrete phase randomization. Meanwhile, we can
set 9o = ¢ = 0, then the unnormal states can be simplified to

d 1
\(Péliﬁin AR~ Z jH(X\2|7Lj+>AB’
Jj€even
dd ideal
oy~ Y PiaplA) apo
j€odd
Vlreven ideal —
074t VAR~ Z PjHa\ZMj ) AB’
j€even
V1rodd id IN -
|@rai AR~ Y Piap A7) ppo an
j€odd
where
5 )
p e ey
Mel =50
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is the Poisson distribution of photon number. The j-photon
two-mode Fock state reads

1

V27!
vir, even>1deal

Using the Kraus operator acting on the state |@; i, .

|)LT =

i )aB (A" ~B")[00) 3

1
AN = ———=(AT+B"00 ) ) AP
| J >AB /2] j! ( )100) A, and the Cauchy—Schwarz inequality, we can reach
|
~AB vir,even\ ideal / .vir,even
Tr((]wkL kd) kukd |(pZ same >i\1€3a <(pZ ,same D
_ 1( + _
= L \/ jllap a1V kmkd kc kd ) Piap i) ap = L \/ Pyjap P apanid; (0 kd) ke kd| i) aB
jE€even j1€even J,j1€even
T WAB L+ + T ~AB |4+ _ ideal T
< Z V JHO“ZPJIHO“Z \/AB k kd) ke kd‘l >ABAB <A' ( ke, kd) Mkukd‘lj] >AB - P]HO!\ Yeven ) (18)
J.j1€even Jj€even
\
ideal : 13 vir,even\ ideal /. Vir,even
V\)/Lthere Yie 1s the yield probability of the even photon state +( Mkc, kd) kc 'y |(PZ G )AB <‘Pz )
‘ j >AB < P. Yldeal (20)

Similar to the state |(p;fhef¥en>£§al’

deal
Tr ((Mk kd) kc,kd ol ‘P;(riff\f/en>k§a (

Z \V JHOC\ZAB

jeeven

)

Jj1€even

Oran )

T ~AB

kc kd) ke kg

|2 MJ:>AB

P.
Jtlle

ideal —
2Yeven

< .
< Piljal

Jj€E€even

19)

ideal ~
where Y&

Mj >AB

Then, we can arrive at

is the yield probability of the even photon state

7o MAB
Tr(M ) Mo [0 e VAE" (@) e |
|

0

L b

xX,y) =

g (x.y) {x .
x+(1-

g (x,y) {1

Using the above mathematical description, I can be ob-
tained from I3 and 8% _; by

cor,ref

Iyt < gU (Eef; 6cor,ref) <g (24)

( ref? 5c0r ref )

where rgf is the upper bound of I}, which can be calcu-

lated from the observed statistics of the actual states Y2%;

5CL0r7ref is the lower bound of the fidelity between the reference

states and the actual states, which can be roughly calculated
by |<¢ref|(ZZ)|1I/act\(ZZ)>ABE [52]

The specific form is
<¢,ref\ (zz) ‘IPaCtl(ZZ)>ABE
1 — Ecor(n) e M/ cos 6,

[(1—1i)(alie'®Fa)+ (1 —i)(e'"Balie B a)

Jllof* Teven »
Jj€E€even

where Y19%! s the yield probability of the even photon state.

even

3.4. Deviation evaluation

In this subsection, we transform the relationship between
the reference states and the actual states. That is to say, we
use the RT for the deviation evaluation. For the sake of conve-
nience, we give a concise relation. For the normalized actual
pure state |act) and reference pure state |ref), we can obtain
the following inequality with the measurement operator NV:

6 S \/YaCtYref"’ \/(1 - Yact)(l - Yref)a

where 8 = |(act|ref)|, Yoot = (act|N|act), Yot = (ref|N|ref).
Then we can define function g(x,y) as

21

x<1—y?
(22)
29/ (1 —yD)x(1—x), x>1-—y2
29/ (1=y)x(1—x), x<y?,
( )x(1—x) i 23)
x> y°.
| +(1+i)(a|—ie'®Ba)+ (1+i)(—ie' " Balie' %8 q)].

(25)

4. Simulation and discussion

In our security analysis, the equation of the final secure
key rate can be written as

2
Re= S 0u[l = Ha(Eyy) — fH(E)), (26)

where O, and Eﬁ are the gain and bit error rate of the actual
signal state, Eif is the upper bound of phase error rate come
from the actual signal state, f is the error correction efficiency,
Hy (x) = —xlog, (x) —
function.

(1 —x)log,(1 —x) is the binary entropy
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From the channel model, the total gain can be derived as

2 9AB

Q|a‘2=(1—pd)eima|25in 2 (l—pd) € 77|a‘ +Q‘ ‘2 (27)

The error gain can be given by

correction efficiency f = 1.1. The transmittance 1 = 1¢nq,
where 1q = 0.2 is the detection efficiency of detectors, 7y is
the transmittance of fiber loss coefficient (dB/km).

Based on QdCI Z cht QdCt Z

act
1Y ivY i, > we can
obtain the expression for estimating the actual s1ngle-ph0t0n

vajve

Qfalzz(l —pa)e —noPeos? 4B (1 _pd)ze*n\‘”z. (28)  yield using the standard decoy states method. However, when
we consider the actual security of the PMDs, THAs, and CCs,
The bit error rate of signal states is given by it is realized that the fundamental implicit assumption of de-
; QE“ — 2eopt) + eop Qi coy' stat‘es'anal'ysi[ist?;}t the yield is ind'epefldent of intens'ity
E, = 0 . (29)  setting is invalid.!=>»*"! Therefore, considering the properties
H of trace distance, we have |Y act Ya"‘| <, /1 Fﬁw, where
We set the dark counts rate pg = 1 x 10~%; the misalign- Fjjy, 1s the worst-case fidelity.
ment error probability of the system eq, = 1.5%; the error Then, the observed statistics is
|
s Py QY = Po Qi — (PojuPojy — PojuPapy )Yy — Poju X7 Py /1= Fﬁuv o)
Yi, > .
e = PPy — PPy
\
The expression for estimating the actual even photon  of PM-QKD.

yield is

Yact <1-— Yact

even — Hu-

€2y

To evaluate the performance of the protocol theoretically,
we simulate the secure key rate of the imperfect sources in the
asymptotic case.

4.1. Simulation

Figure 1 mainly considers the influence of the imperfect
single parameter on key rate versus communication distance

100
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Figure 1(a) is the case with the SPFs. When we use the
modulators to modulate discrete phases ¢a and ¢g, the SPFs
dar and ¢pg are introduced. Without considering the finite dis-
crete phase randomization, the simulation results show that the
effect of key rate is small when @ap is small; with the increase
of PaB, the key rate decreases further; when ¢ = 0.65, the
key rate can just exceed the PLOB bound; with further in-
crease of Pap, the key rate dramatic decreases, or even cannot
be obtained.
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10-14
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Fig. 1. Key rate versus the transmission distance of PM-QKD with the imperfect single parameter sources. (a) The imperfect source with the
SPFs. (b) The imperfect source with the PMDs. (c) The imperfect source with the THAs. (d) The imperfect source with the nearest-neighbor

pulse CCs.

050308-6



Chin. Phys. B 32, 050308 (2023)

Figure 1(b) is the side channel with the PMDs. A smaller
value of 6, ~ 1078 has little influence on the key rate, the key
rate decreases significantly when 6, reaches the order of 1077;
with the increase of 6,, when 6, = 1079, the key rate can not
reach the PLOB bound; with further increase of 6,, the key
rate dramatically decreases.

Figure 1(c) considers the influences of the THAs. The
key rate is greatly affected by the information leakage of back-
reflected light intensity. As the intensity of the back-reflected
light increases, more and more information is leaked. When
U, = 10712, the key rate is lower than the PLOB bound, then
the key rate decreases further as y, continues to increase.

Figure 1(d) considers the influence of the nearest-
neighbor CCs. Since we treat the CCs as the side channel, we
introduce a parameter €., to characterize information leakage.
Information leakage increases with the increase of &.,. When
Ecor = 10’12, the key rate is less than the PLOB bound, and
the key rate further decreases with the increase of €.
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Fig. 2. Key rate versus the transmission distance of PM-QKD with im-

perfect long-range CCs sources: (a) &qr(n) = 10714 (b) Ecor(n) = 10712,
Based on the nearest-neighbor CCs, we also study long-
range correlations, because correlation range cor(n) is an im-
portant factor in the study of correlations. As shown in
Fig. 2(a), when the correlation parameter €. (,) = 10714 is
small, the PLOB bound can still be exceeded or reached even
if the long-range correlations are considered. As shown in
Fig. 2(b), when the correlation parameter increases to €.y (,) =
1012, the key rate is less than the PLOB bound, even consid-
ering the long-range correlations. After careful analysis, we
can also find that the near-range correlations have a great in-
fluence on the key rate. With further increase of the correlation

range, the influence will decrease. That is, the influence of the
long-range correlations on the key rate is gradually decreasing.

The influences of multiple parameters on the key rate ver-
sus communication distance are studied by considering only
the nearest-neighbor CCs. As can be seen in Fig. 3, the four
parameters of the SPFs, PMDs, THAs, and CCs are all set
here. Even these parameters are small, there is a significant
decrease in the final key rate. As the value of each parame-
ter increases, although the key rate exceeds the PLOB bound
when each parameter is taken individually, the final key rate
is obviously lower than the PLOB bound. When we further
increase the parameter value, although the key rate can reach
the PLOB bound when each parameter is taken individually,
the final key rate is very low, or even impossible to obtain.

100
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I N
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K107 a5 =0,0,=0,m =0, ccor(y =0
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10712F —gap = 0.45, 0, = 105, py, = 10712, £copry = 10712
—dap = 0.65, 0, = 1075, i, = 10710, gop(1) = 10710

10-14
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Communication distance (km)

Fig. 3. Key rate versus the transmission distance of PM-QKD with im-
perfect multiple parameters sources.

4.2. Discussion

So far, we mainly study the actual security of the SPFs,
the side channels of the PMDs, THAs, and CCs.

Firstly, when we only consider the single parameter, the
influence of the key rate is small. However, when we con-
sider the multiple parameters, they will have a large influ-
ence on the final key rate, or even unable to generate the
key. In addition, we can further consider the influences of in-
tensity fluctuation, asymmetric sources and reference frame
independence, >33 and then we can extend the asymptotic
case to the finite length.>* Of course, these additional factors
will increase the types and numbers of imperfections, thus fur-
ther reducing the key rate.

Secondly, in the study of multiple parameters imperfec-
tions, the PMDs, THAs, and CCs can be uniformly regarded
as a side channel with only the same parameter, which will
reduce the complexity of analysis and calculation. The SPFs
come from phase modulators and the flaw introduced by dis-
crete phase randomization can also be uniformly represented
as the SPFs with only the same parameter. Therefore, how to
classify several imperfect factors into the same parameter is a
worthy research direction.

Finally, in the experiment of the multiple parameters of
imperfections, finding out the main parameter of influencing
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the security, giving the characterization of its maximum value
and general value, while ignoring some secondary parameters
of influencing the security (such as the THAs is generally not
considered if plug and play system is not adopted, the polar-
ization beam splitters can greatly reduce the PMDs), which
may be a more critical work in the future.

5. Countermeasures

The SPFs mainly include phase modulation errors and fi-
nite discrete phase randomization. We can adopt direct phase
injection locking to reduce the security threat of phase mod-
ulation errors, and increase the number of discrete phase ran-
domization to address the influence of key rate.

The side channels include not only the PMDs but also
the frequency MDs (FMDs). Therefore, we can use a beam
splitter with a high degree of polarization to eliminate the side
channels of PMDs and a narrow band filter to eliminate the
side channels of FMDs.

For the THAs, we should avoid using the plug-and-play
systems and add isolators to the other QKD systems to reduce
the external injection light, which are effective methods. Al-
though the existing literature shows that ultra-strong light at-
tack will cause damage to the isolators and effectively reduce
the isolation degree of the isolator. [®*] However, we can equip
reverse intensity monitoring devices to detect whether the iso-
lators have been damaged by strong light injection.

The CCs are commonly seen in intensity, polarization and
phase. Low-speed system naturally has the advantage of the
anti-CCs. In order not to reduce the speed, we can use ex-
ternal modulation instead of internal modulation, increase the
bandwidth of the modulators, use the true random numbers
and other schemes to avoid the influence of the pattern effect.

6. Conclusion

In this paper, using the RT of the new framework, we have
studied the actual security of PM-QKD with the STFs, PMDs,
THAs, and CCs. The analysis method can also accommodate
other TF-QKD. Simulation results show that the key rate is
higher when the single small parameter is considered, while
the key rate is greatly reduced when the influences of multiple
parameters are all considered. Meanwhile, these parameters
are important for scientists to calibrate transmitters. There-
fore, in the future, it is essential to analyze the main param-
eter, find out their maximum and general values, and classify
the multiple parameters as the same parameter.
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