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The one-step quantum secure direct communication (QSDC) (Sci. Bull. 67, 367 (2022)) can effectively simplify
QSDC’s operation and reduce message loss. For enhancing its security under practical experimental condition, we pro-
pose two measurement-device-independent (MDI) one-step QSDC protocols, which can resist all possible attacks from
imperfect measurement devices. In both protocols, the communication parties prepare identical polarization-spatial-mode
two-photon hyperentangled states and construct the hyperentanglement channel by hyperentanglement swapping. The first
MDI one-step QSDC protocol adopts the nonlinear-optical complete hyperentanglement Bell state measurement (HBSM)
to construct the hyperentanglement channel, while the second protocol adopts the linear-optical partial HBSM. Then, the
parties encode the photons in the polarization degree of freedom and send them to the third party for the hyperentanglement-
assisted complete polarization Bell state measurement. Both protocols are unconditionally secure in theory. The simulation
results show the MDI one-step QSDC protocol with complete HBSM attains the maximal communication distance of about
354 km. Our MDI one-step QSDC protocols may have potential applications in the future quantum secure communication
field.

Keywords: measurement-device-independent, one-step quantum secure direct communication, hyperentan-

glement Bell state measurement, hyperentanglement-assisted complete polarization Bell state

measurement
PACS: 03.67.Pp, 03.67.Hk, 03.65.Ud

1. Introduction

In the 21st century, the information security has been
widely concerned. Quantum communication based on the ba-
sic principle of quantum mechanics can provide an absolute
security guarantee of the communication. Quantum commu-
nication began as the research on quantum key distribution
(QKD).I'-31 QKD can distribute secure keys between two dis-
tant parties, which was first proposed in 1984.'1 Combined
with extra one-time pad and the one-way classical commu-
nication, the communication parties can realize the secure
communication. During past decades, QKD has made great

4-14 [15-23] For exam-

progress in both theory*~!# and experiment.
ple, in the theory aspect, the device-independent (DI) QKD
and measurement-device-independent (MDI) QKD can effi-
ciently enhance QKD’s security under practical imperfect ex-
perimental condition.[*! The twin-field (TF) QKD improves
the key rate-transmittance bound from linear to square root.['4]
In the experimental aspect, Yin et al. in 2020 built a time-
phase encoding system to implement the four-intensity decoy-
state BB84 QKD protocol.!'3] In 2021, Chen et al. realized the
space-to-ground quantum communication network over 4600
km.!1® Recently, the chip-based QKD!'® and TF-QKD ex-
periment over an 830-km fibre[?3! were also reported. Be-

sides QKD, there appears to be some important branches
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of quantum communication, such as quantum teleportation
(QT),2*281 quantum secret sharing (QSS),?*33! and quan-
tum secure direct communication.?** QT enables a com-
munication party to send the encoded messages to a remote
party without sending the encoded particle itself. In QSS, a
dealer can distribute the keys to multiple participants. All the
participants can obtain the keys only by cooperation.
Quantum secure direct communication (QSDC) which
will be detailed here is a new quantum secure communica-
tion mode. It can directly transmit secure messages between
two communication parties without keys. Meanwhile, QSDC
can also realize the task of QKD. The first QSDC proto-
col known as the efficient QSDC protocol was proposed by
Long and Liu in 2000.* In 2003 and 2004, the typical two-
step QSDC protocol based on Einstein—Podolsky—Rosen pairs
and the QSDC protocol based on single photons (DL04 pro-
tocol) were successively proposed.?>3¢! In 2005, Wang et
al. proposed the QSDC protocol with high-dimension quan-
tum superdense coding.?”) The DL04 protocol and two-step
QSDC protocol were experimentally demonstrated in 2016
and 2017, respectively.[*®3°! In recent few years, QSDC has
developed rapidly in both theory and experiment. 44! In the-
ory, DI-QSDC and MDI-QSDC were put forward, which can
largely enhance QSDC’s security under practical experimental
condition.[*=*! In 2021, Long and Zhang adopted the mask-
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ing technology in QSDC to increase its capacity, communica-
tion distance, and tolerable error rate greatly.*°! In the exper-
imental aspect, a 15-user QSDC network with any two users
being 40 km apart was realized in 2021.5'1 Later, researchers
achieved the QSDC over a 100-km fiber with time-bin and
phase quantum states. (53]

In 2021, the one-step QSDC?! based on polarization-
spatial-mode-hyperentanglement was proposed, where the
communication parties only require to transmit photons in
the quantum channel once to construct the hyperentanglement
channel. Then, the message sender encodes his messages in
the polarization degree of freedom (DOF) and the parties per-
form the nonlocal complete polarization Bell state measure-
ment (BSM) assisted by the spatial-mode entanglement. >3]
The message receiver can read out the encoded messages ac-
cording to the BSM results. The one-step QSDC can effec-
tively simplify QSDC’s operation and reduce message loss.
However, similar to previous QSDC protocols, the one-step
QSDC requires perfect and trusted experimental devices. For
enhancing its security in practical imperfect experimental con-
dition, in this paper, we propose two MDI one-step QSDC
protocols, which can resist all possible attacks from practi-
cal imperfect measurement devices. In both MDI one-step
QSDC protocols, the communication parties are only respon-
sible for preparing polarization-spatial-mode hyperentangle-
ment and hyper-encoded single photons and for encoding. All
the measurement tasks are handed over to the third party. The
parties first construct the hyperentanglement channel by the
hyperentanglement swapping method. In the first MDI one-
step QSDC protocol, we adopt the complete hyperentangle-

cross-Kerr nonlinearity, while in the second protocol, we adopt
the feasible linear-optical partial HBSM. Then, the message
sender encodes his messages in the polarization DOF of his re-
maining photons and the receiver randomly encodes his pho-
tons. As they cannot measure the photons, they should send
the encoded photons to the measurement party for the com-
plete polarization BSM assisted by the spatial-mode entangle-
ment. Then, the receiver can finally read out the encoded mes-
sages according to the BSM results and his own encodings.
Our two MDI one-step QSDC protocols have potential appli-
cations in the future quantum secure communication field.

The structure of this paper is organized as follows. In
Section 2, we explain our first MDI one-step QSDC proto-
col. In Section 3, we briefly explain the second MDI one-step
QSDC protocol and analyze the influence from the adoption of
linear-optical partial HBSM on its message transmission and
security. In Section 4, we analyze the security of our MDI
one-step QSDC protocols. In Section 5, we simulate the secret
message capacity of the first MDI one-step QSDC protocol. In
Section 6, we make some discussion and conclusion.

2. The MDI one-step QSDC protocol with the
nonlinear complete HBSM

In this section, we explain our MDI one-step QSDC pro-
tocol with the complete HBSM. As shown in Fig. 1, there are
three parties in our protocol. Alice (A) and Bob (B) are the
message sender and receiver, respectively. Charlie (C) is an
untrusted third party, who can even be controlled by the eaves-
dropper (Eve). The whole protocol can be described as fol-

ment Bell state measurement (HBSM) with the help of the  lows.
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Fig. 1. Illustration of the first MDI one-step QSDC protocol. A, B, C stand for Alice, Bob, and Charlie, respectively. The pattern of yellow
and blue balls represents the initial hyperentangled state |l[/;r > |l[/s+ > A prepared by Alice and Bob. The pattern of two blue balls represents the
hyper-encoded single photon. The solid and dashed lines represent the initial and the constructed hyperentanglement, respectively.
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Step 1: Alice and Bob both prepare n (n is large) identi-
cal polarization-spatial-mode hyperentangled photon pairs in
%) = |yy ) @ |yg ). Alice (Bob) takes one photon from each
hyperentangled photon pair to form an ordered photon se-
quence Sa (Sp) and takes the other photons to form the or-
dered photon sequence Cp (Cg). Then, Alice (Bob) prepares m
polarization-spatial-mode hyper-encoded single photons and
inserts them randomly into the sequence Ca (Cg). In this way,
there are n photons in sequence Sa (Sg) and n + m photons
in sequence Cp (Cg). The single photons are randomly pre-
pared in the rectilinear basis Zp (Zg) and diagonal basis Xp
(Xs) in the polarization (spatial-mode) DOF. Zp and Xp can be
described as

Zo = {JH).V)),
Xp = {|+p> = 5+ V), -
1
) (1)

where |[H) and |V) represent the horizontal and vertical polar-
ization, respectively. Zg and Xs in Alice’s and Bob’s locations
can be respectively written as

Zsa = {la1).|d2)},

Xsa — {|+s>A— Tyl 1) 1=
1

- ﬂ<aa>—|aa>>}7
Zsg = {|b}),|b5)},

Xep — {|+s>B - %(Ib’1>+\b’z>),\—s>s

- é<b&>—|b;>>}, @

where |d}), |d}), |b}), and |b}) represent different spatial
modes in Cs and Cp sequences, respectively.

The Bell states in the polarization and spatial-mode DOFs
have the forms of

08) = 5 (HH) £ VV)),
V8 = 5 (HV) £|VH)).
080 = 5 et & o)),
VA = 5 (lanch) £ aaa))
0205 = %(\blb/>i|b2b2>)
v e = ﬁqblb’ﬁ + [baby)). 3)

Here, |a1), |az), |b1), and |by) are different spatial modes in
Sa and Sp sequences, respectively.

Step 2: Alice and Bob send the photons in sequences Ca
and Cg to the third party Charlie. After Charlie receiving the
photons, he performs the complete HBSM with the help of the

cross-Kerr nonlinearity 5]

on each photon pair.

Step 3: Charlie announces the HBSM result for each pho-
ton pair. Alice and Bob announce the positions and quantum
states of the hyper-encoded photons. If one photon for the
HBSM is the hyper-encoded single photon and the other one
is from the hyperentangled photon pair, Alice and Bob will
discard the HBSM result and the corresponding photon in Sa
or Sp sequence. If both photons for the HBSM are from the
hyperentangled photon pairs, after the HBSM, the correspond-
ing remained photons in Sp and Sp sequences can construct
the hyperentanglement channel with the hyperentanglement
swapping. In detail, the whole photon state can be written

as

W ) WS )a® e ) [vd )y
1 _ _

=3 (|w1j_>SASB \zs >CACB ~ v >SASB B >cAcB
+ ‘¢P+>SASB |¢P+>CACB o ’¢I;>SASB |¢I;>CACB)

1 _ _
®§(|W;>SASB |W§—>CACB — s >SASB |vs >CACB
+ ‘¢s+>sAsB |¢s+>cAcB o ’¢§>SASB ’¢§>CACB ) “)

For example, if the HBSM result is |y ) ® |Wg )cucy, the
hyperentangled state between Alice and Bob is |yg )s, s @
|Wg )sas5- The constructed hyperentangled states in sequences
Sa and Sg are known to all.

If both photons for the HBSM are hyper-encoded pho-
tons, the HBSM results can be used for security checking. As
shown in Ref. [7], there are two possible cases. First, if the
two single photons are generated with different bases in both
DOFs, the HBSM results and the encodings in both DOFs can-
not be used for security checking. For example, for the pho-
ton pair in |H)|a}) ® |+p)|+s)s, the whole photon state will
evolve to

H)|d}) ®|+p)|+s)p
([HH)+|HV)) @ (|d\ b))+ |d|b5))
(‘ CaCs T |95 >cAcB + v >cAcB +|ve >CACB)

(“PS caCe T |95 >CACB +yg >CACB +ys >CACB)
(5)

® N =N =

It can be found that the HBSM result may obtain all the six-
teen hyperentangled Bell states with the same probability and
the parties cannot detect whether an error occurs in each DOF.
As a result, the parties have to discard the HBSM results and
the encodings in both DOFs.
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Table 1. Possible BSM results and corresponding probability in the
polarization DOF.

Bit encoding BSM results and probabilities

Alice Bob ) ¢ ) lvg) lvp )
|H) |H) 3 3 0 0
|H) v) 0 0 3 3
v) |H) 0 0 3 3
v) v) 3 3 0 0
[+») +p) 3 0 3 0
l+p)  |-p) 0 : 0 3
[—p) [+p) 0 3 0 3
[—p) |—p) 3 0 3 0

Table 2. Possible BSM results and the corresponding probability in the
spatial-mode DOF.

Bit encoding BSM results and probabilities

Alice Bob 95" o5 ) lvs) lys )
la}) 16} 3 3 0 0
la}) |b3) 0 0 3 3
|d5) 1b4) 0 0 3 3
|a3) |b5) 3 i 0 0

[+s)a |+s)B % 0 % 0

[+s)a [=s)B 0 3 0 3

[=s)a [+s)B 0 3 0 3

[—s)a |—s)B 3 0 3 0

Second, if the two single photons are generated with the
same basis in a DOF, the BSM results and the encodings in this
DOF can be used for security checking. The possible BSM
results and the corresponding success probability in the po-
larization DOF and spatial-mode DOF are listed in Table 1
and Table 2, respectively. For example, for the quantum state
|H)|d|) ®|+p)|bh) or |H)|d}) @ |H)|b}), the photon state can
be written as

|H) |a}) ® |H) b)) = |HH) © |d}b})

1
= \ﬁ (|¢;>CACB + |¢’P_>CACB)
1
®\ﬁ <‘¢S+>CACB + |¢s_>cACB) ) )

It can be found that when the two photons have the same basis
in a DOF, the BSM result in this DOF only has two possi-
ble Bell states. If Charlie obtains the other result, the parties
can ensure that an error occurs in this DOF. As a result, when
the photons have the same basis in a DOF, the BSM result in
this DOF can be used for security checking. After the security
checking, the parties estimate the bit error rate in both DOFs.
If the bit error rate in any DOF exceeds a certain threshold,
the photon transmission is unsafe and the parties have to dis-
card the communication. Otherwise, they will ensure that the
photon transmission is secure and go to the next step.

Step 4: Alice performs one of the four unitary operations
on the photons in S5 sequence to encode her messages in the
polarization DOF. The four unitary operations have the form
of

Uo = I = H)(H|+|V){V],
Ur = & = [H){H| = |V){V],
Uy = &= [H)(V|+|V)(H],
Us = 18, = [H)(V| - [V)(H]|, ®)

where Uy, U1, U,, and Us represent four classical messages 00,
01, 10, and 11, respectively. Meanwhile, she randomly selects
some photon pairs as the second round of security checking
photon pairs and performs random operations on them. In or-
der to prevent message leakage, Bob also randomly performs
one of the above four unitary operations on all the photons in
Sp sequence. We call the encoded photon sequences as Mx
and Mg, respectively.

1
H) |d}) @ [+p) |bh) = 75 (HH) +|HV)) @ 2y
1 _ _
=5 (|¢P+>CACB +|dp >cAcB + ’WP+>CACB + v >CACB)
1 _
®ﬁ (|WS+>CACB +|vs >CACB) ’ (©)
D2
D1 QWP1
. ad a3
PBS3 al
PBS4 /
PBS1 a2
I ab a4
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D4

DS
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Fig. 2. The basic principle of the complete polarization BSM assisted by spatial-mode entanglement. Here, PBS represents the polarization
beam splitter, which can totally transmit the photon in |H) and totally reflect the photon in |[V). QWP means the quarter wave plate, which
makes |H) — %(\H} +1|V)) and |V) — %(\H} —|v)).Di(i=1,2,...,8) represents the single photon detector.
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Table 3. The polarization Bell states corresponding to the detector responses with different spatial-mode entangled states.

Spatial-mode Bell state

Detector response

Polarization Bell state

D1 Ds/D3D7/DyDs/DsDs CARTYNTS
10 bt OF |V bt DyDs/D4D7/D1Dg/D3Dg |®p ) Mpts
D3Ds /Dy D7/DaDs/D2Dg \ARIYNIN
D4Ds/D3Dg/DyD7 /D1 Dg [Wp ) MpMg
DyDs/DyD7/D1Dg/D3Dg |08 ) b
105 Yt OF |V bt D1Ds/D3D7/D2Dg/D4Dsg |95 ) Mams
DyDs/D3Dg/DyD7/D Dy [ ) Mo Mg
D3Ds /D D7/D4Dg/D2Dg [Wp ) MpMg

Step 5: Alice and Bob send the photons in sequences Ma
and Mg to Charlie. After receiving the photons, Charlie per-
forms the complete polarization BSM assisted by the spatial
entanglement on each photon pair.!?) The basic principle of
such BSM is shown in Fig. 2. The polarization Bell states
corresponding to the detector responses with different spatial-
mode entangled states are shown in Table 3. In this way, ac-
cording to the detector responses, Charlie can completely dis-
tinguish four polarization Bell states in Eq. (3).

Step 6: Charlie announces his BSM results and Alice an-
nounces the positions and operations on the security checking
photon pairs. For the message transmission photon pairs, Bob
can deduce Alice’s coding operation combining the BSM re-
sult with his own random operation, thus can finally read out
the encoded message. For the security checking photon pairs,
Bob can estimate the error rate. If the bit error rate exceeds
a certain threshold, the photon transmission is unsafe and the
parties have to discard the communication and the transmit-
ted messages. Otherwise, if the bit error rate is lower than the
threshold, they ensure that the photon transmission is secure
and keep the transmitted messages.

To facilitate understanding, we explain our protocol in
a specific example. Here, we neglect the security check-
ing for simplicity. First, Alice and Bob prepare polarization-
spatial-mode hyperentanglement in |y@ ) |wg )a, |¥3 )| WS )B,
respectively. They send the photons in Ca and Cg sequences
to Charlie for the HBSM. According to Eq. (4), we sup-
pose that the HBSM result is |@p )c,c|We )cacy- In this
case, Alice and Bob can infer that they share the hyper-
susy = 5 (HH) +[VV)) @
% (la1ba) + |azby)). If Alice wants to transmit the message

entangled state as |(])l§r ) 1S ’V/; )

10 to Bob, she will perform U, on her photon in the sequence
Sa. We suppose that the random operation performed by Bob
is U;. After these operations, the state shared by Alice and
Bob becomes WP_>MAMB |IV;—>MAMB = % (|HV)—|VH)) ®
% (la1b2) + |azb1)). Then, they send the encoded photons to
Charlie for the complete polarization BSM. According to the
detector responses, Charlie can deduce the polarization Bell
state and then announces it to Alice and Bob. Combined with
his own operation, Bob can obtain that the polarization Bell
state encoded by Alice is |y ), so that the encoded messages
is 10. In our protocol, with the complete HBSM and com-

plete polarization BSM, Alice can transmit 2 bits of classical
messages to Bob in each communication round. However, the
complete HBSM protocol based on cross-Kerr nonlinearity !

is still of challenge under current experimental condition.

3. The second MDI one-step QSDC protocol
with the linear-optical partial HBSM

For enhancing the practicability of the MDI one-step
QSDC protocol, we propose the second MDI one-step QSDC
protocol, which adopts the linear-optical partial HBSM proto-
colin Ref. [57] in step 2. The linear-optical partial HBSM pro-
tocol can distinguish 12 of the 16 hyperentangled Bell states
assisted by the time-bin DOF. The distinguishable 12 hyper-
entangled states are |¢5) @ [95), |¥5) ® |y ), and |yp) ®
|¢$). For the other 4 hyperentangled Bell states |¢) @ |wg),
this HBSM protocol can only distinguish |y;) but cannot dis-
tinguish |¢5°).1! This partial HBSM protocol only requires
linear-optical elements, and is feasible with current experi-
mental technology.

Then, we analyze the influence from adopting the linear-
optical partial HBSM protocol on the security and communi-
cation efficiency of our MDI one-step QSDC. If the HBSM
obtains one of the four hyperentangled states |¢5) ® |l//si>,
the situation that the partial HBSM cannot distinguish |¢Pi>
would influence the security checking and the construction of
hyperentanglement channel. As shown in Table 1, during the
security checking process of step 3, if both parties use the rec-
tilinear basis, |¢;") both correspond to the even parity |H)|H)
and |V)|V). In this case, the situation that Charlie cannot dis-
tinguish |¢Pi> will not cause error in the polarization DOF, so
that the encoded bits and the BSM result in the polarization
DOF can still be used in the security checking. On the other
hand, if both parties use the diagonal basis, \(])P+ ) corresponds
to the even parity |+p)|+p) and |[—p)—p), while |¢p ) corre-
sponds to the odd parity |+p)|—p) and |—p)|+p). As a result,
if Charlie randomly announces |@p ) or |¢p ), it may cause er-
ror in the polarization DOF. As a result, for avoiding the error
caused by the partial HBSM, the parties have to discard the en-
coded bits and the BSM result in the polarization DOF when
Charlie obtains |¢;") @ |5 ), but only use the BSM result and
the encoding bits in the spatial-mode DOF to check the se-
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curity. On the other hand, in the hyperentanglement swap-
ping process, if Charlie obtains |¢5") ® |1//§E>, the communi-
cation parties cannot determine the constructed quantum state
in the polarization DOF, which may make Bob obtain wrong
messages by comparing the constructed quantum state and en-
coded quantum state in the polarization DOF. For avoiding the
message error, the parties have to discard the corresponding
hyperentangled photons in Sp and Sg sequences. As Charlie
may obtain |@;") @ |yg") with the probability of 1/4, Alice can
transmit 1.5 bits of classical messages to Bob in each commu-
nication round in statistics.

4. Security analysis

Now, we analyze the security of our MDI one-step QSDC
protocols in theory. In the protocols, all the measurement tasks
are handed over to the third measurement party Charlie, who
can be even controlled by Eve and the measurement results are
public to all. We show the relationship among the first HBSM

result in the polarization DOF, the complete polarization BSM
result and Alice’s and Bob’s joint operations in Table 4. We
set the HBSM result in the polarization DOF as |y™) for sim-
plicity. If the HBSM obtains the other result, we can obtain
the similar results. From Table 4, the BSM result is indepen-
dent of Alice’s bit value. One can read out Alice’s encoded
message only by combining the BSM result with Bob’s oper-
ation. As Bob’s random operation is private, only Bob can ob-
tain the encoded messages. Meanwhile, if Charlie deliberately
announces wrong HBSM or BSM result, Bob may read out
wrong messages according to the measurement results. How-
ever, as Charlie does not know the positions of the security
checking photons before announcing the measurement results,
his dishonest behavior may increase the error rate. In this way,
his dishonest behavior can be detected by the communication
parties. Based on the above analysis, our protocol can resist all
the possible attacks from the imperfect measurement devices
and the measurement party.

Table 4. The relationship among the HBSM result in the polarization DOF, the complete polarization BSM result and Alice’s and
Bob’s joint operation. Here, we set the HBSM result in the polarization DOF as |y+) for simplicity.

First HBSM Second BSM Bob’s operation Alice’s operation Encoded message
Uy Up 00
T U, U, 01
vy >MAMB U U, 10
Us Us 11
Uo Ui 01
_ U, Uy 00
lvp >MAMB U Us 1
+ Us U, 10
I >CACB U U, 10
| ¢+> U, Us 11
P /MAMg U, Uy 00
Us U, 01
Uy Us 11
| o5 ) U, U, 10
P MAMy U U 01
Us Uy 00

Then, we consider a common attack mode, say, the
intercept-resend attack. For achieving the goal of MDI, the
parties require to transmit photons in quantum channels twice.
During the first photon transmission process, Eve can intercept
some photons from Alice. For avoiding detection, he prepares
some single photons and sends them to Charlie to make the
HBSM. In this way, Alice actually constructs the hyperentan-
gled channel with Eve. During the second photon transmission
process, Eve also intercepts the corresponding photons of the
intercepted photons in the first photon transmission, so that
he can finally obtain Alice’s encoded messages by performing
the polarization BSM. In the protocol, the communication se-
curity is guaranteed by two rounds of security checking. Dur-
ing the first photon transmission process, as the randomly en-
coded security checking photons are randomly inserted into
the Ca and Cg sequences, Eve may steal some security check-

ing photons inevitably. As Eve does not know the generation
basis of the single photons, he can only randomly choose Z
or X basis to measure the photons in both DOFs and gener-
ate a new photon according to his measurement result. When
Eve chooses wrong basis, his new generated photon may cause
wrong HBSM result and increase the error rate, so that the par-
ties can detect Eve’s attack. As long as the security of the first
photon transmission process can be guaranteed, Eve cannot
steal meaningful messages even if she could steal some pho-
tons during the second photon transmission process. Mean-
while, Charlie (Eve) cannot obtain the encoded messages from
the HBSM and polarization BSM results, because he does not
know Bob’s random encoding in the polarization DOF. How-
ever, the intercept-resend attack in the second photon trans-
mission process would make Charlie obtain wrong BSM re-
sults and disturb the communication. We set the second se-
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curity checking to guarantee the security of the second pho-
ton transmission process. As a result, with the help of two
rounds of security checking, the security and correctness of
the messages can be guaranteed. Our protocols can resist the
intercept-resend attack in theory.

Third, we consider another common attack, the Trojan
horse attack, in which the attacker inserts his own photons into
the photon sequences to steal the encoded messages. In our
protocol, with the help of the entanglement swapping, the pho-
tons to be encoded are always in Alice’s and Bob’s locations
before the encoding. In this way, the eavesdropper cannot in-
sert photons into these photon sequences to steal the encoded
messages, so that our protocols can also resist the Trojan horse
attack.

5. Simulation of the MDI one-step QSDC proto-
col’s secrete message capacity

In this section, we simulate the secrete message capac-
ity (Cs) of our first MDI one-step QSDC protocol with the
complete HBSM in Ref. [56]. C; is defined as the amount
of transmitted correct and secure qubits divided by the total
amount of the encoded photon pair. As one encoded photon
pair can transmit 2 bits of secrete messages, in the ideal sce-
nario, it is obvious that Cy = ZQEI,"I, where QII,’1 represents the
gain in the polarization DOF when the photon sources in both
parties’ locations generate one target hyperentangled photon
pair. On the other hand, in practical condition, we must con-
sider all the practical imperfect factors, such as the imperfect
photon source, imperfect photon detector and homodyne mea-
surement, and basis misalignment. In this way, C; in a realistic
setup will be given by 341

Co=2{0p'[1 —H(ep")] — QpH (Ew)}. )

Here, etllsl is the total error rate in the polarization DOF when
the photon source in each party’s location generates one tar-
Owp and Ep are the total
gain and total error rate in the polarization DOF, where Qp =
YomQp" and Ep =Y, ,,0p" ey /Owp. Here, we suppose
that each party adopts the practical spontaneous parametric

get hyperentangled photon pair.

down-conversion (SPDC) source to generate the hyperentan-
gled photon pair |¥) with a probability of p’ (p’ ~ 10°).158]
As p' < 1, we only consider the vacuum state, one-pair and
two-pair emission, and neglect the higher order term. The gen-

erated hyperentangled photon states can be written as
p ~ (1—p' = p®)|vac)(vac| + p|¥) (¥|
+p2 PP, (10)
Here, we suppose that Alice and Bob can employ a op-

tical switch and the quantum nondemolition detection (QND)
gate constructed with the cross-Kerr nonlinearities on the two

emitted pulses. Only when each SPDC source emits exactly
one hyperentangled photon pair, the optical switch will let the
photon go to the HBSM. With the QND gate, the two-pair
emission case can not enter the HBSM, and we can obtain
Op = Qlla"l and Ep = etlﬁ1~
to

In this way, we can simplify Cj

Co=20p"[1 —2H(eg)]. (11)

Then, we calculate Qll;1 and etll;l. We suppose that Char-
lie locates in the middle of Alice and Bob, and the distance
between Charlie and Alice (Bob) is d. As a result, the chan-
nel transmission efficiency is #, = t, = 10-%4/10 where o =
0.2 dB/km for a standard optical fiber. Based on the previ-
ous experimental data given in Ref. [59], after the first photon
transmission, we set the polarization and spatial-mode mis-
alignment error rates as epmp = eps = 1.5%. Meanwhile, the
parties can distinguish all the polarization-spatial-mode hyper-
entangled states based on the homodyne measurement, which
is proved to be highly efficient (quite close to 100%).[00-621
However, in practical cases it will inevitably introduce the in-
herent loss and error. According to Ref. [61], the error rate
(eq) of the homodyne measurement can be reduced to 1% with
the weak cross-Kerr nonlinearities in an NV-diamond system,
so that we set ¢ = 1%. In addition, we define the inherent
efficiency 7m;; as the product of the coupling efficiency (1)
between the photon and the fiber, and the efficiency (1) of
the homodyne measurement, say, 1;; = 7N.1N,. Here, we set
M1 = 98%. In this way, we can obtain the error rate ell,’ll (eé’ll)
in polarization (spatial-mode) DOF and the yield Yll"1 after the
complete HBSM as

Y11,1 — Lty = 107204/102
11 tatyNF (1 —eq)? (1 — emp)?
epy = 1— 1,1 )
Yl’
2 2 2
R (S
Yl’

After the construction of hyperentanglement channel, Al-
ice and Bob distill the remaining photons from quantum mem-
ory devices and encode on them. Then, they send the encoded
photons to Charlie for the complete polarization BSM. This
BSM only requires the linear optical elements and the sin-
gle photon detectors. We set the inherent efficiency 7, as the
product of the coupling efficiency (1)) and the efficiency (1)
of the quantum memory, say, ;2 = NcNm. Here, we also set
N2 = 98%. In addition, from recent reports, [©64! the super-
conducting nanowire single-photon detectors (SNSPD) can be
90% efficiency at 1550 nm (n; = 90%) with the background
count rate of Yy = 6.02 x 107°. In this way, we can obtain the
error rate e]l;zl in polarization DOF and the yield Yzl’1 after the
complete polarization BSM as

1,1
Y, = (1-Y) [tatynpang
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+2Yo (ta M2 Ma + M2 Na — tatvNpN)
+4Y¢ (1 —tanana) (1 = tapMiaNa)l,
 tatynANI (1 —emp)*(1 —ems)?

11

ep, = 1 11 (13)

4

In this way, we can obtain Qlla’1 and e:];l as follows:

Q}]),] _ p’Yll"le]’],

1
11 11 1,1 11
ep = S[I=(1—epp)(I—es)(l—epy)l. (14

Taking Eq. (14) into Eq. (11), we can finally calculate the value
of Cs.

In Fig. 3, we provide the value of log Cs per pulse altered
with the photon transmission distance d from Charlie to Al-
ice (Bob). It can be found that with the complete HBSM and
linear optical complete polarization BSM, the maximal pho-
ton transmission distance can reach about 177 km, so that the
maximal communication distance is about 354 km.

logCs (per pulse)

—22

0 20 40 60 80 100 120 140 160 180
Photon transmission distance d (km)

Fig. 3. The secrete message capacity (logCs) per pulse altered with
the photon transmission distance d from Charlie to Alice (Bob). Here,
we suppose that Alice and Bob use the SPDC sources to generate hy-
perentangled states with p’ = 1073, During each photon transmission
process, we set the misalignment error rates in both DOFs as epp =
ems = 1.5%. We also set the inherent efficiencies as 1;; = 1, = 98%,
the error rate of the homodyne measurement as e; = 1%, the single pho-
ton detector in the complete polarization BSM process is 90% efficient
with the dark-ground count rate as Y = 6.02 x 107°.

6. Discussion and conclusion

In this paper, we propose two MDI one-step QSDC pro-
tocols based on the polarization-spatial-mode hyperentangle-
ment. In our protocols, both Alice and Bob require photon
state generation and the encoding. All the measurement tasks
are handed over to the third party Charlie. In this way, our
protocols can resist all possible attacks from practical imper-
fect measurement devices. In both protocols, with the help of
the HBSM, Alice and Bob can construct the deterministic hy-
perentanglement channel by the hyperentanglement swapping.
Then, after Alice’s and Bob’s encoding, they send the encoded
photons to Charlie for the complete polarization BSM assisted
by the spatial-mode entanglement. Bob can finally read out
Alice’s encoding messages based on Charlie’s measurement
results and his own encoding. In the first protocol, with the

help of the complete HBSM, Alice can transmit two bits of
messages to Bob by consuming two pairs of hyperentangled
states. In the second MDI one-step QSDC protocol, with the
practical partial HBSM, Alice can transmit 1.5 bits of mes-
sages to Bob by consuming two pairs of hyperentangled states
in statistics.

Here, the HBSM is the key element of our protocols.
With the complete HBSM, our first MDI one-step protocol can
achieve the higher capacity. Besides the HBSM in Ref. [56],
there are other complete HBSM protocols with nonlinear op-
tical elements, such as the cross-Kerr nonlinearity and artifi-
cial atoms.9>-%8] The nonlinear optical elements have gained
great progress in recent years.®~73] In 2016, Beck et al. ob-
tained a large conditional cross-phase shift of 7/6 between
signal fields stored in an atomic quantum memory.'’®! Soon
later, Tiarks et al. reported the strong interactions in Ryd-
berg electromagnetically induced transparency (EIT) exper-
iments, which can create a large controlled phase shift of
3.3+0.2 rad, with the control pulses containing an average
of 0.6 photons.”?! In 2020, Sinclair et al. reported the cross-
Kerr nonlinearity in a free-space medium based on the Ryd-
berg atoms and EIT technology. They obtained the nonlinear
phases as 8 mrad/nW of signal power, corresponding to a x> of
1078 m?/V2.173] In this way, with the experimental develop-
ment of the nonlinear optical elements, it is possible to realize
the complete BSM in the near future.

In conclusion, for enhancing one-step QSDC’s security
under practical experimental condition, we propose two MDI
one-step QSDC protocols, which can resist all possible attacks
In the MDI one-
step QSDC protocols, Alice and Bob prepare a large number

from the imperfect measurement device.

of identical polarization-spatial-mode two-photon hyperentan-
gled states. Then, they send one photon of each hyperentan-
gled photon pair to the third party Charlie to make the HBSM.
In this way, Alice and Bob can construct the hyperentangle-
ment channel with the hyperentanglement swapping. The first
MDI one-step QSDC protocol uses the nonlinear complete
HBSM to construct the hyperentanglement channel, while the
second protocol uses the linear-optical partial HBSM. Then,
Alice encodes her messages on her remaining photons in the
polarization DOF by performing unitary operations and Bob
also randomly operates his remaining photons to prevent mes-
sage leakage. After encodings, Alice and Bob send their pho-
tons to Charlie. Charlie performs the linear-optical complete
polarization BSM assisted by the spatial-mode entanglement
on each photon pair and announces his measurement results.
Combining Charlie’s measurement results with his own ran-
dom operations, Bob can finally deduce Alice’s messages.
Both the MDI one-step QSDC protocols are unconditionally
secure in theory. In the first MDI one-step QSDC protocol,
Alice can transmit 2 bits of message to Bob by using two hy-

120303-8
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perentangled photon pairs. In the second protocol, with the

feasible linear-optical partial HBSM, Alice can transmit 1.5

bits of message to Bob by using two hyperentangled photon

pairs in statistics. Our one-step MDI-QSDC protocols, espe-

cially the second protocol, may have potential applications in

the near future.
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