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Multi-link networks are universal in the real world such as relationship networks, transportation networks, and com-
munication networks. It is significant to investigate the synchronization of the network with multi-link. In this paper,
considering the complex network with uncertain parameters, new adaptive controller and update laws are proposed to en-
sure that complex-valued multilink network realizes finite-time complex projective synchronization (FTCPS). In addition,
based on fractional-order Lyapunov functional method and finite-time stability theory, the criteria of FTCPS are derived
and synchronization time is given which is associated with fractional order and control parameters. Meanwhile, numerical
example is given to verify the validity of proposed finite-time complex projection strategy and analyze the relationship be-
tween synchronization time and fractional order and control parameters. Finally, the network is applied to image encryption,
and the security analysis is carried out to verify the correctness of this method.

Keywords: multi-links network, fractional order, complex-valued network, finite-time complex projective

synchronization, image encryption
PACS: 05.45.Gg, 05.45.Xt

1. Introduction

Complex networks (CNs) are effective system modeling
tools in the real world, every network can be described in
terms of nodes and edges, where each edge represents a con-
nection between nodes. Multi-link networks!!~! are the net-
works that have more than one connection between two nodes.
There are numerous multilink networks in life, such as re-
lationship networks, transportation networks, and communi-
cation networks.!*>! For example, in the transportation net-
works, the speeds of transmission among highway network,
railway network, and airline network are different from each
other, which can be seen as that the connections of transporta-
tion network have different delays. In Refs. [6,7], the complex
multi-link network is split into sub-networks with delay so as
to describe the delay characteristics of multi-links network.
As a special case of multi-link network, single-link network
has been investigated by many researchers. Nevertheless, lit-
tle attention has been paid to multi-link networks. Therefore,
complex dynamic networks with multiple links have certain
research value. 3]

Synchronization is an important research topic in CNs.
Researchers have studied many synchronization methods,

(10]

such as projective synchronization, pinning synchroni-

12,31 Projective

zation,!'' and exponential synchronization.!
synchronization (PS) reflects the proportional relationship be-

tween synchronization states by introducing a scaling factor.

fCorresponding author. E-mail: dwding@ahu.edu.cn
© 2022 Chinese Physical Society and IOP Publishing Ltd

DOI: 10.1088/1674-1056/ac7869

In Ref. [14], Sha et al. used the control method based on un-
certainty and disturbance estimation and linear feedback to ac-
complish PS in complex chaotic systems. As an extension of
PS, complex projective synchronization (CPS) leads to syn-
chronization complexity and diversity because its scale factor
is a complex number. In Ref. [15], using the stability theorem
of the fractional-order systems with multiple delays, Ding et
al. achieved CPS in memristive neural network. The CPS oc-
curs asymptotically and it has unbounded convergence time.
In fact, the synchronization is often required to accomplish in
a finite time. The finite-time control technology is made real-
ize finite-time synchronization in CNs.!'%!7! By using a func-
tional scaling factor, Wang et al. investigated finite-time func-
tion projective synchronization for multi-link networks with
time-varying delay.l'8! In Ref. [19], Zhao et al. realized the
fixed-time synchronization and finite-time synchronization in
CNss with multilink by using Lyapunov function and linear ma-
trix inequality. In Ref. [20], Zheng et al. studied the decay
synchronization of complex multi-link time-varying dynamic
network.

In the existing literature concerning multi-link networks,
most of researches are based on integer-order multi-link net-
works. As a mathematical element that deals with integrals
and derivatives in the form of non-integer order, fractional cal-
culus not only has more degrees of freedom than integer cal-
culus, but also possesses unique properties including heredity
and infinite memory. At present, fractional calculus has been

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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widely used in CNs which is called fractional order CNs. For
example, in Ref. [21], Li et al. used hybrid impulsive control
to investigate the global synchronization for two fractional or-
der CNs with non-delayed and delayed coupling. Bao et al.
achieved the synchronization of fractional order neural net-
works with output coupling on the basis of fractional-order
Lyapunov function and linear matrix inequalities.!??! Never-
theless, as far as we know, the research results of fractional
order multi-link networks are few until now. Therefore, it is
significant to incorporate fractional calculus into multi-links
networks.

Comparing with real-valued networks, the applications
of complex-valued networks are more extensive. For ex-
ample, there are more variables and transmitted informa-
tion in complex-valued networks, and the security of trans-
mitted information is also greatly enhanced. Furthermore,
complex-valued networks show complex dynamic behaviors
and can describe some physical phenomena such as elec-
tromagnetic field amplitude, and rotating fluid.!*>**! Yang
et al. studied the quasi-projective synchronization of frac-
tional order complex-valued neural networks via linear control

(251 In Ref. [26], Xu et al. used complex function the-

strategy.
ory and combined Lyapunov method with graph theory to ad-
dress finite-time synchronization for fractional order complex-
valued multi-weighted dynamical networks.

Because the fluctuation of system parameters and the dis-
turbance of external environment are always inevitable, they
lead to the uncertainty of system parameters. When analyz-
ing system dynamic characteristics, parameter uncertainties
should be considered because they may have influence on the
synchronization performance and system stability. Therefore,
uncertain complex networks are valuable. 2739 1n Ref. [31],
making use of the properties of fractional calculus, Li ef al.
accomplished finite-time synchronization for fractional order
complex dynamical networks (FOCDNs) with unknown pa-
rameters and the parameters were identified. Du et al. inves-
tigated synchronization of all nodes in FOCDNs with uncer-
tain parameters by adaptive control strategy.[*?! Yang er al.
designed two different controllers to study finite-time lag syn-
chronization of uncertain complex networks with impulsive
disturbance.[?3

In addition, synchronization can improve the security of
image transmission and has great applications in secure com-
munication. Considering the highly nonlinear nature of com-
plex networks and non-locality of fractional order chaotic
systems, fractional order complex networks are worth apply-
ing to image encryption.**! Wang and Yang proposed a new
encryption system algorithm for encrypting/decrypting color
images.[>>] The DNA encoding algorithm has advantages of
high parallelism, high storage capacity and low power con-

36,37

sumption in the field of image encryption.?%37l Moreover, im-

age encryption based on complex network and DNA approach
has a good encryption effect.

From the above analysis, this paper is to address FTCPS
of fractional order complex-valued multi-links network and
applies it to the image encryption. The main difficulty is how
to deal with the delay problem in fractional order multi-link
networks. The synchronization is realized via adaptive con-
troller. The criteria of FTCPS are obtained by using fractional-
order Lyapunov functional method and finite-time stability
theory. Two examples are used to verify the validity of the-
oretical results. The main contributions are listed below. First,
most of researches are based on integer-order multi-links net-
works, but we extend the integer-order multi-link networks to
the fractional-order networks to make the results more gen-
eral. Secondly, most of previous multi-link networks are real-
valued, but this paper focuses on complex-valued field. Then,
considering the uncertainty of network parameters, new up-
date laws are designed and the control strategy of FTCPS is
proposed. Compared with the infinite-time synchronization,
this finite-time synchronization can improve convergence per-
formance. Finally, the criteria of FTCPS are derived and the
relationship between synchronization time and fractional or-
der and control parameters is analyzed. Besides, the network
is applied to image encryption and the security analysis is car-
ried out.

The rest of this paper is structured as follows. In Section 2
some preliminaries and network description are introduced. In
Section 3, the main results are demonstrated. Numerical ex-
ample and image encryption application are provided in Sec-
tion 4 to verify the validity of the proposed results. In Sec-
tion 5 some conclusions are drawn from the researches of this
paper.

Notations: In this paper, for any xeC", x", X, and xH
represent the real parts, imaginary parts, and conjugate trans-
pose of x, respectively. |x|| = v/xHx represents the norm of x.
For Hermite matrix Q, if 0> 0, then Q is positive-definite; on
the contrary, Q is negative definite. Apax(-) and Ay, (+) mani-
fest the maximum eigenvalue and the minimum eigenvalue of
corresponding matrix. ® denotes Kronecker product.

2. Preliminaries and network description

‘We introduce some definitions and lemmas in this section,
which are helpful for our later research.

Definition 1181 Caputo derivative of order o for a func-
tion f(7) € C"([tg,+o0) R) (the set of all n-order continuous
differentiable functions on [ty, +o°)) is defined as

¢ (n)
o) =t [ D

F(n— OC) 0 (t,T)“'H_”

where 1>1), n is a positive integer, n — 1 < o < n. I'() is the
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Gamma function. Particularly, when 0 < o < 1,

1 tof(7)
r(1—a)/,o TErILad

In this paper, we consider the fractional order complex-valued

CDAf (1) =

multi-links network with uncertain parameters, which is de-
scribed by

where o denotes the fractional order and satisfies 0 < ¢ < 1,
xi (1) = (xi1 (1), %02 (¢) ..., xi (1)) T €C" refers to the complex
variable state vector of the i-th node, f (x;(¢)) is ann x 1 com-
plex vector function, g (x; (¢)) is an n X n complex matrix func-
tion, B; = (Bi, B2, - - - ,ﬁm)T is the unknown parameter vector,
I’ =diag(11,7,.--,%) > 0 is the inner coupling matrix, 7
(I=0,1,...,m—1) is the coupling delay of sub-network and
7o = 0, and (a?j)NxN and (aﬁj)NxN (
the zero sub-network’s and the /-th sub-network’s topological

I[=1,...,m—1) represent

structure on basis of delays. If there is a connection between

Il T
ijfaji>0, or else aijfaﬁf& And

nodes i and j, then a
N
define afi =— Y afj.
J=Lj#
Considering s(¢) as a reference node which satisfies the

following dynamic equation:

WD (1) = f(s(1) +g (s (1)) 0, 2)

where © = (%, ,..., 19,,)T is the unknown system vector.

Definition 2% The fractional order complex-valued un-
certain networks (1) and (2) are said to realize CPS if they
satisfy

lxi (1) =vs ()| =0, i=12,...N,

where projection factor v = a + bj is an arbitrary complex
number, a and b represent its real part and imaginary part, re-
spectively, and j = /—1 denotes imaginary unit.

Remark 1 When v = 1, the complete synchronization is
achieved. When v = —1, the anti-synchronization is realized.
When v = a the projection synchronization is realized.

Lemma 11497 Let x(¢) € C" be a complex-valued vector
which is differentiable. M is a constant positive-definite Her-
mitian matrix. Then, for all £>#y and 0 < a < 1, the following
inequality holds:

D7 (" (1) Mx (1))
< M ()M (S DFx (1)) + (CDPM (1)) Mx (1)

Lemma 2/*!! For any X,Y € C" and constant u > 0, if P
is a positive-definite Hermitian matrix, then

1
xHpy +yHpx < uxtpx + HYHPY.

Lemma 3*2! For §,>0 with r=1,2,... .k, 0<o<1,

then

k k °
Y 6°> ( 6,) :
r=1 r=1

Lemma 4431 Assume that a continuous, positive-define
function V (¢) satisfies the following fractional-order differen-
tial inequality:

CDRV (1) < —cV (1),

where ¢ > 0, 0 < 1 < o and they are all constants. Then V (¢)
satisfies the following inequality:

el (I+a—n)(—1n)"
r+a)l(1-n)

V(1) <V (1) h<t<n

and V (1) = 0 for all # > 1y, here ¢, is given by

(T T (1-)V (1)
tl_t0+< Il (1+a—n) ) ’

Remark 2 Compared with the finite-time synchroniza-
tion issue of integer-order systems, Lemma 4 has a wide range
of applications, and the Lemma 4 can be used to study the
finite-time stability or synchronization issue for fractional-
order systems or FOCDNSs.

3. Main results

In this section, we put forward an adaptive controller for
accomplishing FTCPS in the fractional-order complex-valued
uncertain multi-links network.

Network (1) can be rewritten as follows:

CDExi (1) = f(xi(1) +g(xi (¢)) B

m—1 N
Y Y T — ) +0).
=0 j=1
i=1,2,...,N. 3)

Defining the synchronization errors as
ei(t) =xi(t)—vs(t), i=12,...,N, @

we derive the following error system:

m—1 N
WDfei(t) = f(xi(0) +g(xi () Bi+ Y, Y ai;Tej(t—m)
=0 j=1
—v(f(s(0)+8(s(1) D) +ui(r). )

The controller ; (¢) is designed as

heut "m_le» _
e (0)ei(n))” + 2; it—1), 6)

110501-3
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where r; and r; are designed later, p € (1 —a, 1), A is a tun-
able positive constant, f3;(r) and ¥ (¢) are the estimation of the
unknown parameter vector 3; and 1, respectively. The param-
eter update laws are designed below:

WD (1) = —g" (s (1)) v'e; (1)

_ A (D (f) 0) . o
(D (1)~ )" (D (1) — )
R Bi (1) — B
DB (1) = 8" (xi (1)) ei (1) — — ( T ) 5-(®)
[(Bi (t) = Bi) (Bi (1) — Bi)]

Theorem 1 If P, = PH and constants r; and r, exist and

satisfy the following inequalities:

m—1
ra(m=1)+1+ Y Anax (P'P) —2r1 <0,
=1

®)
r+1<0. (10)

Then, under the controller (6), networks (2) and (3) achieve
CPS in a finite time

I(14a)T (p)vete-! l/a
tl:tﬁ( (+O;)/1F<€)o)c+p) (m)) U

(B (1) — 6)" (B (10) — 6)

=

—_

N
Zeg{ (to)ei (to) +

N

+Y (ﬁi(fo) - ﬁi)

i=1

Il
=

1

T |l

(3:‘00) _Bi> .

Proof Construct Lyapunov function as follows:

N N H o
= ;ei (1) ()+§(19(t)f (0()— 1)
5 ; A
+ Y (Bi(t) = Bi) (Bi(r) — By), (12)
i=1

and calculate the derivative of V (¢) based on Lemma 1, then
the following inequality will be obtained:

|
[\o]
>
M=
/«?
~m
=
2
T
©
+
-
>
=
|
=
S
%
|
E';
M=

H(t)Pe(t—5)+e (1) Poe(t — 1)

N A A A A
+Z[ DEBI () (Bi(r) — Bi) + (Bilt) _ﬁi)Hngﬁi(t)]

= Bit) = va(s (1) (0 = D))
1:1
),ei(t)
m—1 N
+n Ze, r—7)+ Z Za,jl"ej t—1)|He; (1)
1=0 j=1
N
+;ei (1) [g (xi (1)) (Bi — Bi(1)) — vg(s (t) (9 — D(1))
e B lei(t)
O e
m—1 N
tr Zel =)+ Y ZaUFej -7 ]
1=0 j=1
N

[—g‘* () e (1)

)
i=1

Let

e(t)=ler(t),ex(t),...
M=y 1=01 o1

P =AQ,

then it will follow that

et —1)Pe(t)+ e (t— 1) Pye(r)

ZZrle

Py (B ()= BB — ) ”

i

(13)
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According to Lemma 2, we obtain

m—1 m—1 m—1

Y Mt—m)e +Ze e(t—1) <Ze (t—m)e(t—m)+ Y, e ()e(r)
i=1 i=1

m—1 m—1 m—1
Ze (t—1)Pel(t +Ze t)Pe t—’L’l)<Z (t—’c, t—’c;—|—Ze PHPle
=1 =1
and
Mt —)Pye(t)+ e (1) Poe(r — 1) < et (t)e(r) + e (1) P Pye (1), (14)
where/=1,....m—1.

Substituting inequality (14) into inequality (13), the following inequality is obtained:

m—1 m—1 m—1
DV <Y ft-net—1)+n Y @e@)+ Y M t—n)e(t—1)
=1 =1 =1
+m71eH ()PP (1) + e (1) e(t) + e (1) P Pye (¢ ZZrle
=1
al H —p & s A 1-p N H, A 1-p
—2%[2{ (e; ()ei(r)) =+ 1((15‘(t) —9)"(B(1) ~ 9)) +) ((Bie)=B) (Bi(t) = B)) ]
i= i= i=1
m—1 m—1
< EH (t) [rz (M71)+1+ Z Afmax (PZHP]) —2r e(t)+(r2+ 1) Z eH (l*Tl)e(l‘f’L'l)
=1 =1

|
[\]
Rt
—
M=
~
~
=
Q
;\
-~
~—
~—
<5
+
M=
>
<
N—
\
<>
N~—
jani
—~
(@25
~—
~
~—
|
<>
~—
~—
<5
+
M=
=
=
|
=
~—
jan}
—
=
—~
-~
N~—
\
=
©
| I— |
~~
p—
wn
p—a

Il
R
Il
-
Il
-

Using Lemma 3, it followslihat ) - +l§; (ﬁz (1) — ﬁl)H (B, - ﬁlﬂ I—P. 16)
F0a0) 2| Lenan)]

M=

Considering Eq. (12) and substituting inequality (16) into in-

i((é(t) _ 19)H(1§(t) _ 19))1_,3 equality (15) at the same time, the following inequality is ob-
i=1 tained:
N Ho 1-p 1
> v(t)—9%) (0@)-9 , "
- LZ{( ©) ) (%0) )} %D,“V(t) <etl (1) [r(m=1)+1+ Z Amax (PZHPI) —21’1] e(t)
N =
3 . H 1-p m—1
(4 r)— 4 4 t)— 1
[;((ﬁ() pi) (Bi(t) = Bi)) +(ra+1) Y Mt —n)elt— 1) —2V'P (1),
N 1-p =1
H
> —_B: _
- LZ; (Bit) = Bo) (Bit) = B ’)] Then, it follows from inequalities (9) and (10) that
Therefore,
N Low . . CDIV (1) < =2V 7P (1),
(e (Nei()) "+ Y (D) =) (1) - ) . o
i=1 i=1 where A is a positive constant, 1—o < p < 1.
N H 1-p From Lemma 4, we obtain that networks (2) and (3)
+; ((Bi(r) = Bi) (Bilr) = i) achieve synchronization, and the setting time #; is listed be-
N " 1-p N Ho 1-p low.
> [ LEwam] +| Lo0-0"00 - 1
i=1 i=1 C(14+a) (p)VEP=I(t) fa
N H =P f=rh+ 2AT (a+p)
+| X B0 - B0 - )]
i=1
N N _ 0. 41 — (DOt (e (),
q Ao avH A when 1o =0, t; = ( NCET) ) . Now, the proof
> Lzlel (t)e; (t)+i;(z9(t) ¥)" (9 (1) —9) ends here.

110501-5
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4. Numerical simulation and application to image encryption

4.1. Numerical examples

In this section, the Lorenz system and application to image encryption are used to verify the validity of the proposed theorem.

Example 1 Consider complex Lorenz system as the node dynamic system of network with five nodes as follows:

a(xiz_x“) 0 Xi2 — X1 0 0 a
CD%; (1) = bxiy —xip — xi1xi3 —X XX | 0 x1 0 |-|n],

Xi1Xi2 + Xi1Xi2 Xi1Xi2 + Xi1Xp2 0 0 —x;
e\ 5 3/, 8¢

; e

F0) bile)
\
where & = 0.95, @ = (a,b,¢c)T = (10,28,8/3)T, x;1, xp € C*, The fractional-order complex-valued uncertain multi-

x3 €ER, i=1,2,..
complex Lorenz system is exhibited in Fig. 1.

.5. Chaotic behavior of fractional order

60

—40 —40

Fig. 1. Chaotic behavior of fractional order complex Lorenz system.

Consider the multi-link network with two different sub-
networks, each with five nodes. The weight configuration ma-
trixes Ap and A are respectively chosen as

2 1 0 0 1
1 2 1 0 0
A=l 0 1 —2 1 o0 |,
0 0 1 -2 1
10 0 1 2]
T4 1 1 1 1]
1 -1 0 0 0
A=l 1 0 -1 0 o |,
1 0 0 -1 0
1 0 0 0 -1 |

where Ag has no time-delay. Figure 2 shows the topological
structures of two weighted subgraphs Ag and A respectively.

OfRO

(a) (b)
Fig. 2. Topological structures of two weighted subgraphs, showing (a) topo-

logical structures of weighted subgraph Ap and (b) topological structure of
weighted subgraph A;.

links network containing five nodes is expressed as

6D xi (1) = f (xi (1)) +8 (xi (¢ B1+Za11FxJ
—|—ia}j1"'xj(t—ﬁ)+u,-(t), i=1,2,...,5.(17)
j=1
And the synchronous node is
GDf's(1) = £ (s(1)) +8(s(1)) . (18)
The controller is designed as
i(t) = —f (5 (6)) = 8 (0) Bt
+v (f(s())+8(s(1) D))
77‘161‘([) M+r2€i(l‘ffl), (19)
lef! (1)ei(r)]
where D(t) = (D1(:),28,8/3)", Bi(t) = (1O,ﬁ,-2(t),8/3>T,

B4 (1), Bio(t) are determined by parameter update laws as fol-
lows:

§DIDy (1) = — (s2.(1) —s1(£))" Ve (1)
_ A (}i) - %) (20)

CIOERCIOE

A i (I
SDE (1) = (en() - ——-L2Bo)
[(Bi (1) = Bi) (B () — Bi)]
Select the inner coupling matrix as
1 00
r=|o1 o0},

0 0 1
ri=15rn=-51=03,1=5,p=0.2,v=2+3j. The ini-
tial values are given as follows: s (0) = (140.2j,2+0.3j,3)",
x;(0) = (240.2i+0.5j,3+0.2i+0.6j,4+0.2/)T, 3, (0) = 12,

and B (0) =25, where i = 1,2,...,5.
According to Theorem 1, Apax (PIHPI) =25 m =2,

ry(m—1)+1+ 2 Amax (PPP) — 21y
—4 < 0 satisfy 1nequal1t1es (9) and (10), then network (17) can

=-9<0,and n+1=

110501-6
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5]

achieve CPS with Eq. (18) within the limited time, and we
. <F(1+a)F(p)V“+P‘1
0

obtain the estimation #;
1
()"
2AT (a+p)

os (L (1+0.95) " (0.2) x711.5000%-95+0-2~1
2x5xI(0.954+0.2)

> 1/0.95

Figure 3 shows the trajectories of synchronization error
ei(t) (i=1,2,...,5) We can see that ¢; (1) =0 (i =1,2,...,5)
when ¢ > 1.3087, which denotes that the networks (17) and
(18) can accomplish CPS in a finite time. Figure 4 displays
the trajectories of uncertain parameters. Moreover, we ob-
serve from Fig. 4 that ©; — 10 and B — 28 within a finite
time interval, which indicates that the uncertain parameters are

= 1.3087. successfully identified.
0.6 2
o —eh(n @] 0P ©] = ©)
T04 —ebi(t) . 0 S0
o —ebu(t) L o
—~ 0.2 eﬁl(t) 2-\ —0.5 R — 2 .
I —eki(t) | —els(t) I —ela(t)
& 0 ro— - —1.0 —ebs(t) & —Eiz(t)
f’:\ 1 —€§3(t) :: —4 —eéz(t)
= -0.2 < 15 eis(t) = ein(t)
© w —eb3(t) v _6 —eka(t)
045 1 2 3 204 1 2 3 0 1 2 3
Time Time Time
1 1 4 ;
2 (b) a 1 (d) & ()
SF 0 ) 0 ) o 0
I —ela(t) T —ela(t) 2 —eis(t)
= —eh(t) e —eb(t) = 4 —ebs(t)
< -1 —eba(t) ~ 9 —eba(t) =~ _¢ —els(t)
= elo(t) = ein(t) = els(t)
© ela(t) T _3 —esa(t) v -8 —els(t)
25 1 2 3 0 1 2 3 105 1 2 3
Time Time Time

Fig. 3. Synchronization errors ¢; (t) (i =1,2,...,5) of networks (17) and (18), showing [(a), (c), and (e)] real part of synchronization error, and [(b), (d), and

(f)] imaginary part of synchronization error.

(a)
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28
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26

25 : : :
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Time

0 0.5 1.0 3.0

Fig. 4. Uncertain parameters of the networks (17) and (18): (a) estimation of ¥ (b) estimation of 3.

In the following Figs. 5-10, we display the relations be-
tween the estimated #; and the fractional-order parameter o
and the control parameters p and A. From Fig. 5, we can ob-
serve that the estimated #; increases with the growth of the the
fractional-order «. From Fig. 6, we can observe that the esti-
mated ¢ firstly decreases as the control parameter p increases,
then it increases as the p increases. From Fig. 7, we can see
that the estimated #; decreases with the control parameter A

increasing.

2.0

1.6f
1.2¢
y

0.8}

0.4¢

0 02 04 06 08

o

1.0

Fig. 5. Relations between estimated #; and c.
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0

Fig. 6. Relations between estimated #; and p.

7
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5
4
3
2
1
T2 3 4 5 6 7 8 9 10
A
Fig. 7. Relation between estimated 7; and 7.

Fig. 8. Relations between estimated 7; and ¢, A.

Fig. 9. Relations between estimated #; and p, a.

—
—

=
=
=
=
=
=—

p 00 2 A

Fig. 10. Relations between estimated #; and p, A.

Example 2 Based on synchronization results derived in
Example 1, we apply them to image encryption. We take the
network (17) as the encryption chaotic sequences to realize
the image encryption and the synchronous node (18) as the
decryption chaotic sequences to realize image decryption.

Here, we use the image encryption scheme on DNA cod-
ing. The DNA sequence consists of A (adenine), G (guanine),
C (cytosine), and T (thymine), where A and T, G and C are
two complementary base pairs. Owing to 0 and 1 being com-
plementary in binary, we can encode four nucleic acids A, C,
G and T with 00, 01, 10, and 11. Table 1 gives 8 kinds of
encoding combinations which satisfy the Watson-Crick com-
plement rule. Table 2 show the addition, subtraction and XOR
operations of DNA sequences.

Table 1. Rules of DNA coding.

1 2 3 4 5 6 7 8
00 A A G G C C T T
01 C G A T A T G C
10 G C T A T A C G
11 T T C C G G A A
Table 2. Operations of DNA sequences.
+ - o
A C G T A C G T A C G T
A A C G T G C C G cC G A T
cC C G T A A T A A G C T A
G G T A C T A T T A T C G
T T A C G C G G C T A G C

4.2. Processes of image encryption and decryption

We use the fractional order complex-valued uncertain
multi-links network to generate chaotic sequences to disturb
the pixels of original image. The encryption flowchart is
shown in Fig. 11, which includes the generation of chaotic se-
quence and encryption of image by DNA coding and chaotic

sequence.
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Scrambling matrix—» DNA matrix

A
DNA
ADD

DNA matrix

Network (17) P Chaotic sequence

DNA matrix DNA matrix

Bit sequence

\ 4

Bit sequence

[ DNA

"\ XOR

Fig. 11. Flowchart of encryption.

4.2.1. Generate chaotic sequence

Step 1 The fractional order complex-valued uncertain multi-links network is iterated Ny + mn times, and the last mn

iterations are regarded as valid data, then the four state values x;(1), x;(2), x;(3), and x; (1) +x; (2), i=1,2,3,...,mn are obtained.

Step 2 Four state values are used to generate sequences s (i, j) € [0,255], s (i, j) € [0,255], j = 1,2,3,4. The calculation

formulas are as follows:

s (i, ) = mod{floor((Jx: (j)| — floor(Jx; (j)])) x 107),256}, j=1,2,3,4,

S (i, f) = mod{ﬂoor (mod <((|x,- ()] — floor (Jx; (j)])) x 1015) , 108)) ,256}, j=1,2,3,4,

(22)

where mod( ) denotes the modulo operation and floor( ) refers to the flooring operation.

s(i) = [s(i, 1),s(i,2),s(i,3),s(i,4),5 (i,1),s' (i,2),5 (i,3),s (i,4)] .

Step 3 A chaotic sequence k is generated as follows:

k=[s(1),s(2),...,s(mn)]. (24)

4.2.2. Image encryption process

Step 1 Select m x n x 3 color image I as the encrypted
image which is composed of R, G, and B channels.

Scrambling the pixel values of R, G, and B channels in
the color image [ into IR, IS, I® through chaotic sequence k
and using DNA encryption rules for IR, IG, B, we obtain the
DNA sequences DR, {DF}, {DB},i=1,2,... . 4mn.

Step 2 Choose addition operation of DNA sequences,
then we will encode sequences D?, {D?}, {Df3 }, i =
1,2,...,4mn to obtain new sequences lei, {Df’i}, {D}El-},
i=1,2,...,4mn as follows:

{D{.‘ =do+Dy, (25)
Dy, =D, +Dj,
with i =2.3,... 4mn, j € {R,G,B}, where dy € {A,C,G,T}
is the initial nucleic acid.

Step 3 Using other DNA encryption rules for sequence

k, we obtain the sequence k. Then, we perform DNA addi-

(23)

\
tion operation for k; and DY, {D§}, {D8},i=1,2,...,4mn

1i>
to obtain DX, {D$}, {D5.}.i=1,2,... 4mn.
Step 4 According to the binary k, sequence, we take the
complement of DY, {DS:}, {D%},i=1,2,...,4mn to obtain
DX, {D§}, (D5}, i=1,2,...,4mn.
Step 5 Using any of the DNA encryption rules to decode
DNA sequences DI;-, {Dg}, {Dgi}, i=1,2,..

quences IF, IIG, 1}3 can be obtained.

.,4mn, then se-

Step 6 Performing bit XOR operation for sequences k
and IR, 10, IB to gain IR, I$, I3, then let IR, IS, I¥ convert into
the cipher image OR, Q€ and QF.

The decryption process can be gained by inverting the en-

cryption process.

4.3. Simulation results and security analyses

We select the color image with the size of 256 x 256 x 3
as the original image, which is depicted in Fig. 12(a). Us-
ing the encryption algorithm, we obtain the encrypted image
in Fig. 12(b). The
decrypted-image is shown in Fig. 12(c).

It has no trace of the original image.
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(a)

(b) (c)

Fig. 12. Image encryption and decryption results, showing (a) original image, (b) encrypted image, and (c) decrypted image.

As for encrypted image, it must be secure and can resist different security attacks. For this, we analyze the security from the

histogram distributions and correlation coefficients.

4.3.1. Histograms test

The distribution of image pixel intensity values can be evaluated by histogram. We can see that the histograms of the
encrypted image are equally distributed which can protect the original image information and resist the statistical attack. Fig-
ures 13(a)—13(f) display the histograms of the original image and encrypted image in the R, G, and B channels, respectively.

(b) (c)
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600 600
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£ 200 200
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0 0
0 100 200 0
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(e)

400

200

100
G B

200

0

100 200

Fig. 13. Histograms of [(a)—(c)] original images and [(d)—(f)] encrypted images.

4.3.2. Correlation coefficient analysis

The correlation of adjacent pixels reflects the correlation
degree of pixel values at the adjacent positions of images.

Generally, we calculate the correlations of adjacent pixels
in horizontal, vertical, and diagonal directions from the fol-
lowing formula:

cov(x,y)

I'xy = , (26)

where x and y are the pixel values of two adjacent pixels, N

denotesN pairs of adjacent pixels selected, and

i=1

From Fig. 14 and Table 3, we can observe that correla-
tions of adjacent pixels in the original image are high, but in
the encrypted image, the correlations are efficiently reduced,
which indicates that the encrypted image can effectively hide
the information about original image.
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Fig. 14. Correlation of adjacent pixels in horizontal directions, showing [(a)—(c)] original images and [(d)—(f)] encrypted images.

Table 3. Correlation coefficients of adjacent pixels in original images and encrypted images.

Original image Encrypted image
R G B R G B
Horizontal 0.9514 0.9473 0.9530 3.4429x 1074 0.0033 -0.0022
Vertical 0.9695 0.9679 0.9714 7.5907 x 104 0.0017 0.0044
Diagonal 0.9415 0.9367 0.9436 -0.0011 8.5756x10~4 -0.0027

5. Conclusions

This paper addresses FTCPS problem of fractional order
complex-valued uncertain multi-link networks. Considering
the uncertain parameters, the adaptive controller and param-
eter update laws are designed. On the basis of fractional-
order Lyapunov functional method and finite-time stability
theory, the criteria of FTCPS in fractional-order complex-
valued multi-link network are derived. In addition, the re-
lationship between synchronization time and fractional order
and control parameters are analyzed. Finally, simulation ex-
ample and image encryption application are provided to ver-
ify the correctness of the obtained results. In the future, we
will study the finite-time function projective synchronization
in fractional order complex multi-links networks with time-
varying delay.
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