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Quantum secret sharing (QSS) is a typical multi-party quantum communication mode, in which the key sender splits
a key into several parts and the participants can obtain the key by cooperation. Measurement-device-independent quantum
secret sharing (MDI-QSS) is immune to all possible attacks from measurement devices and can greatly enhance QSS’s
security in practical applications. However, previous MDI-QSS’s key generation rate is relatively low. Here, we adopt
the polarization-spatial-mode hyper-encoding technology in the MDI-QSS, which can increase single photon’s channel
capacity. Meanwhile, we use the cross-Kerr nonlinearity to realize the complete hyper-entangled Greenberger—Horne—
Zeilinger state analysis. Both above factors can increase MDI-QSS’s key generation rate by about 103. The proposed
hyper-encoded MDI-QSS protocol may be useful for future multiparity quantum communication applications.

Keywords: measurement-device-independent quantum secret sharing, hyper-encoding technology, cross-Kerr
nonlinearity, hyper-entangled Greenberger—Horne—Zeilinger state analysis

PACS: 03.67.Pp, 03.67.Hk, 03.65.Ud

1. Introduction

Quantum communication is an important branch of quan-
tum information. Quantum communication has unconditional
security, which is based on the basic principles of quantum
mechanics. Quantum communication begins with the research
on quantum key distribution (QKD), which was first proposed
by Bennett and Brassard in 1984."1 QKD can distribute secure
keys between two remote participants.”>"!7! Besides QKD,
there are some important branches in the field of quantum

communication, such as quantum secret sharing (QSS),[18-331

and quantum secure direct communication (QSDC).34-41
QSS was first proposed by Hillery et al. in 199981 based
on quantum technology and traditional cryptographic sharing
technology. In QSS protocols, the key sender (dealer) splits
a key into several parts and distributes each part to a par-
ticipant. The participants can read out the key only when
they cooperate with each other. Conversely, all the partic-
ipants can also cooperate to distribute a secure key to the
dealer.'?"! In 2004, Xiao et al.'??! proposed a multi-party QSS
protocol using the Greenberger—Horne—Zeilinger (GHZ) state.
By choosing an asymmetric measurement basis, their proto-
col can be 100% efficient. In 2005, based on a QSDC pro-
tocol, Zhang et al.!>3! proposed a (n,n)-threshold multiparty
QSS scheme using single photons. In 2014, Bell ez al.>) re-

ported an experimental demonstration of the graph state-based

fCorresponding author. E-mail: zhoul @njupt.edu.cn
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QSS. They showed that one can reliably encode, distribute and
share quantum information among four parties with the graph
state. In practical applications, there are some attack modes
focusing on imperfect measurement devices, such as the fake-
state attack,[®" time-shift attack,[>!32] and detection blind-
ing attack. >3] Researchers proposed the measurement-device-
independent (MDI) technology, which can resist all possi-
ble attacks from the imperfect measurement devices.>*-%31 In
2015, Fu et al. proposed the first MDI-QSS protocol encoded
in the polarization degree of freedom (DOF). 3%l However, the
key generation rate of the original MDI-QSS is relatively low.
Hyper-encoding, which means encoding in two or more DOFs
of a single photon, is an effective way to increase the channel
capacity of single photons. Recently, the hyper-encoding tech-
nology has been widely adopted in the MDI-QKD and MDI-
QSDC protocols to increase the key generation rate and secure
message capacity, respectively.[63-66]

In this paper, we propose a hyper-encoding MDI-QSS
protocol. In this protocol, the dealer and the other two partic-
ipants generate polarization-spatial-mode hyper-encoded pho-
ton qudits and send the photons to the forth party. The forth
party makes the hyper-entangled GHZ state analysis (HGSA)
constructed with the cross-Kerr nonlinearities, which can com-
pletely distinguish all the 64 hyper-entangled GHZ states.
With the hyper-encoding and HGSA, our hyper-encoding
MDI-QSS protocol can achieve higher key generation rate

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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and extend the communication distance. This hyper-encoding
MDI-QSS has potential applications in the field of quantum
communication in the future.

This paper is organized as follows. In Section 2, we ex-
plain our hyper-encoding MDI-QSS protocol in detail. In Sec-
tion 3, we analyze the security of the hyper-encoding MDI-
QSS protocol and simulate its key generation rate. In Sec-

tion 4, we give some discussions and draw a conclusion.

2. The hyper-encoding MDI-QSS protocol

Before presenting the hyper-encoding MDI-QSS proto-
col, we first give an introduction of the hyper-encoding rule.
In the protocol, the three parties, i.e., Alice, Bob, and Char-
lie, encode their keys in the polarization (P) and spatial-mode

(S) DOFs of single photons. The polarization DOF con-

AN

by ‘1

tains the rectilinear (Z) basis {|H),|V)} and diagonal (X) ba-
sis {1+)p = S5 (H) + V), -p = 5(#) ~ V). Here,
|H) and |V) represent the horizontal and vertical polarization
states, respectively. The spatial-mode DOF also contains Z
basis and X basis. The Z basis in Alice’s (Bob’s and Char-
lie’s) location contains {|a1),|a2)}, ({|b1),|b2)}, {|c1),]c2)}),
where a; and a (b and by, c¢; and ¢;) are different spatial
modes. The X basis can be written as {|+)§ = %(|a1> +laz)),
=8 = F5(lar) = la))}, ({I4)§ = 5 (1b1) + [b2)), |-)8 =
(1) = b2} {105 = L (en) + e 10§ = L5 (ler) -
|c2))}). In the polarization DOF, |H) and |+)p represent key
0, while |V) and |—)p represent key 1. In the spatial-mode
DOF, |i1) and |+)% (i = a,b,c) represent key 0, while |i,) and
|—)& (i=a,b,c) represent key 1.

Fig. 1. Illustration of the hyper-encoding MDI-QSS protocol. Alice, Bob and Charlie separately prepares phase-randomized weak coherent pulses
(WCPs) in BB84 polarization states. The polarization modulator (Pol-M) controls the encoding in the polarization DOF, while the 50:50 beam
splitter (BS) controls the encoding in the spatial-mode DOF. Our protocol adopts the hyper-entangled GHZ state analysis (HGSA) technique
proposed in Ref. [64] to completely distinguish the 64 hyper-entangled GHZ states. Here, i; and i, (i = a,b,¢) mean different spatial modes.

Figure 1 illustrates the basic principle of our hyper-
encoding MDI-QSS protocol, which proceeds as follows.

Step 1 The dealer Alice, and the other two parties Bob
and Charlie randomly select Z basis or X basis in polariza-
tion and spatial-mode DOFs to generate a series of single pho-
ton qudits. In detail, the three parties first prepare single pho-
tons in BB84 polarization states with the help of polarization
modulator (Pol-M). In the spatial-mode DOF, if one wants to
generate a photon in the Z basis, he can directly generate the
photon in the corresponding spatial mode. If he wants to gen-
erate a photon in X basis, he uses the 50:50 beam splitter (BS),
which can make |ai) — [+)& (|b1) — [+)2, |e1) — [+)§) and
a2) — [=)¢ (|b2) — |—)E, |e2) — |—)§). Then, they send the
photons to a forth party David locating in the middle node of
the quantum channels. Here, it should be noted that David can
be untrustworthy, or even completely controlled by the eaves-
dropper.

Step 2 When David receives the photon qudits, he per-

forms the HGSA on the photons. Here, we adopt the HGSA
protocol in Ref. [67], which can completely distinguish all
the possible hyper-entangled GHZ states with the help of the
cross-Kerr nonlinearity. The GHZ states in the polarization

and spatial-mode DOFs can be written as

Vo )e = S(HHH) £VVY)).
¥i5)e = S (VHH) £ 1HVY))
Ve )e = (HVH) £IVHY))
¥ )e = S (HAV) £[VVE),
¥)s = —=(abien) £ laabacs)).
¥1)s = =(aabicn) £ lanbaca)).
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1
lya*)s = \ﬁﬂalbzcﬁ +lazbic2)),

1
7(|a1b162> + |a2b2c1>).

V2
As a result, there are totally 64 hyper-entangled GHZ states
with the form of [y;")p @ |y})s (i =0,1,2,3, j =0,1,2,3).
After the measurement, David announces the hyper-entangled
GHZ state he has received by a public channel.

3™ )s = (1)

Step 3 Alice, Bob, and Charlie announce the generation
basis of each photon qudit in both DOFs. If the three pho-
tons for the HGSA are generated in different bases in a DOF,
the HGSA result and their encoding in this DOF should be
discarded. On the other hand, if the three photons are gener-
ated in the same basis in a DOF, the HGSA result and their
encoding information in this DOF will be retained. When all

the parties choose X basis in a DOF, the encoding information
in this DOF would be used to generate the original key. Ta-
bles 1 and 2 provide all the possible GSA results and Alice’s
key in the polarization and spatial-mode DOFs when the three
parties use the same basis, respectively. When all the parties
choose X basis in a DOF, Bob will publish his own encoding
information in this DOF. We take the polarization DOF as an
example. If the measurement result is [y;")p (v = 0,1,2,3),
the encoding relationship is X4 = Xp @ Xc. On the other hand,
if the measurement result is [y;")p (y = 0,1,2,3), the encod-
ing relationship is X4 @ 1 = Xp @ Xc. As a result, Charlie can
infer Alice’s encoding information in the polarization DOF as
the original key. The rule in the spatial-mode DOF is the same
as that in the polarization DOF.

Table 1. Possible GSA results and Alice’s key in the polarization DOF when all parties use the same basis.

Bit encoding

Measurement results and probabilities

Alice Bob Chatic — Twgle ¥o)e I¥i0e WWide vide vide Ve e

|H) |H) |H) 1/2 1/2 0 0 0 0 0 0 -

|H |H) V) 0 0 0 0 0 0 12 12 -

|H; 1) \‘H> 0 0 0 0 1/2 1/2 (/) 0 -

|H) V) V) 0 0 1/2 1/2 0 0 0 0 -

V) |H) |H) 0 0 1/2 1/2 0 0 0 0

1% H Vv 0 0 0 0 1/2 1/2 0 0

v " 0 o o o o o o o -

V) V) \%} 1/2 1/2 0 0 0 0 0 0 -
HUH) V) S (H)+ V) G5 (H)+[V)) 1/4 0 1/4 0 1/4 0 1/4 0 0
HUD+V))  S5(H)+IV)  5(H)=V) 0 1/4 0 1/4 0 1/4 0 1/4 0
HUH V) S(H) = V) S5 (H)+[V)) 0 1/4 0 1/4 0 1/4 0 1/4 0
HUH V) S (H) = V) S5 (H) = [V)) 1/4 0 1/4 0 1/4 0 1/4 0 0
HUH=V))  S5(H)+IV) () +V) 0 1/4 0 1/4 0 1/4 0 1/4 1
HUH) =IV)  S(H)+ V) J5(H) = [V)) 1/4 0 1/4 0 1/4 0 1/4 0 1
HUH) =IV) S (H) = V) S5 (H)+[V)) 1/4 0 1/4 0 1/4 0 1/4 0 1
HUH =) S5(H) =IV)  5(H) = V) 0 1/4 0 1/4 0 1/4 0 1/4 1

Table 2. Possible GSA results and Alice’s key in the spatial-mode DOF when all parties use the same basis.
Bit encoding Measurement results and probabilities Alice’s key

Alice Bob Charlie wo)s lwo)s lwids wids wa)s lwa)s lws)s  [ws)s

lar) |b1) le1) 1/2 1/2 0 0 0 0 0 0 -

lar) |b1) c2) 0 0 0 0 0 0 1/2 1/2 -

lar) |b2) le1) 0 0 0 0 1/2 1/2 0 0 -

lar) |b2) le2) 0 0 1/2 1/2 0 0 0 0 -

|az) |b1) ler) 0 0 1/2 1/2 0 0 0 0

|az) |b1) le2) 0 0 0 0 1/2 1/2 0 0

|az) |b2) le1) 0 0 0 0 0 0 1/2 1/2 -

|az) |b2) lea) 1/2 1/2 0 0 0 0 0 0 -
Sla)+la)) L)+l Slen+le)) 14 0 14 0 140 140 0
Flan)+laz)) (b)) +[b2) 5 (ler) = le2)) o 14 0 14 0 140 1/4 0
Fllan) +la2))  J5(b1) = 1b2)) 5 (len) +le2) 0 1/4 0 1/4 0 1/4 0 1/4 0
Llay+la))  Lb)~lp)  Slen-le)) 14 0 14 0 140 140 0
Fllan) —laz))  J5(b)+[b2) 5 (le1) +e2)) o 4 0 14 0 14 0 14 1
Fllar) —la2))  J5(br) +162)) 5 (ler) =le2) 1/4 0 1/4 0 1/4 0 1/4 0 1
Llay—la)) L) ~lp)  Slen+le)) 14 0 14 0 140 140 1
Fllan) —laz))  J5(b1) = [b2)) 5 (le1) —le2)) o 4 0 14 0 14 0 14 1
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Step 4 The three parties repeat steps 1-3 until Charlie
obtains sufficient number of original keys.

Step 5 When Alice, Bob and Charlie all choose Z ba-
sis in a DOF, they will publish their encoding information in
this DOF to make the security checking. A bit error happens
if the measurement result is not the possible results shown in
Tables 1 and 2. As a result, they can calculate the quantum bit
error rate (QBER) in both DOFs. If the QBER of any DOF
exceeds the tolerant threshold, they ensure that the key gener-
ation is not secure and discard all the generated original keys.
In contrast, if the QBERs in both DOFs are lower than the
tolerant thresholds, they will ensure the security of the key
generation and retain the original keys.

Step 6 Alice, Bob and Charlie perform error correction
and private amplification to form the final secure keys.

3. The security analysis and key generation rate
of the hyper-encoding MDI-QSS protocol

In this section, we provide the security analysis and sim-
ulate the key generation rate of our hyper-encoding MDI-QSS
protocol. In our protocol, as all the measurement tasks are per-
formed by the forth party, the protocol can resist all possible
attacks from the measurement devices. Its security proof is
similar to that of the original MDI-QSS protocol %! and MDI-
QKD protocol.¥ Here, we have to consider the attack from
the forth party David, who can be untrustworthy and totally
controlled by Eve. In the first case, if David announces the
wrong HGSA results, his dishonesty may make Charlie ob-
tain wrong keys. However, his dishonest behavior would in-
crease the QBER in both DOFs, and thus can be checked out
by the security checking. It is worth noting that at the step
3 of the protocol, when all three parties choose X basis, only
Bob publishes his encoding information. As Charlie does not
announce his encoding information, Eve (David) cannot infer
Alice’s key even though he can obtain HGSA results. As a
result, the forth party cannot cause the key leakage.

Then, we analyze the key generation of the hyper-
encoding MDI-QSS protocol. According to the basic selection
principle in each DOF, there are totally three different cases.

In the first case, Alice, Bob and Charlie choose the
same basis in both DOFs. When they choose X basis in
both DOFs, the encoded information in both DOFs can be
used to generate the keys. Suppose that Bob’s quantum state
is %(|H) +|V)) ® %(|b1> +]b2)), Charlie’s quantum state
is %(|H> +|V)® %(\cﬁ —|c2)). According to Tables 1
and 2, Charlie can infer Alice’s key to be 01 if the HGSA
result is |y, )p @ [y T)s (v = 0,1,2,3). If the HGSA is
W, )p @]y )s (v =0,1,2,3), Charlie can obtain Alice’s key
as 00. Similarly, Alice’s key is 11 corresponding to the HGSA
result of [y )p @ |yf)s (v = 0,1,2,3). If the HGSA is

[y )p@ |y, )s (y=0,1,2,3), Charlie can obtain Alice’s key
as 10.

In the second case, Alice, Bob and Charlie choose the
same basis in only one DOF. We take the case that they choose
the same basis in the polarization DOF as an example. Sup-
pose that Bob’s quantum state is \%2(|H> +1|V)) ® |b1), and
c2)).

In this case, only the GSA result and encoding information

Charlie’s quantum state is %(|H> +V)® \%(|c1> -

in the polarization DOF can be retained to generate the key.
If the measurement result in the polarization DOF is |y;f)p
(y = 0,1,2,3), Charlie can infer Alice’s key in the polar-
ization DOF to be 0. If the measurement result is [y )p
(y =0,1,2,3), he can obtain Alice’s key in the polarization
DOF to be 1.

In the third case, Alice, Bob and Charlie choose different
bases in both DOFs, i.e., Bob’s quantum state is |H) ® |by),
and Charlie’s quantum state is \%(|H) +|V)® %(|c1> -
|c2)). At this point, Alice, Bob, and Charlie will discard the
measurement results and encoded information in both DOFs.

Next, we make a numerical simulation of this hyper-
encoding MDI-QSS protocol’s key generation rate under prac-
tical experimental condition. Based on previous experimental
parameters given in Refs. [68,69], we assume that Alice (Bob,
Charlie) uses the common WCP sources, in which the photon
number follows the Poisson distribution with an average of L,
(Up, Ue). The forth party locates in the middle of three par-
ties with the distance between the forth party and any party
being d. In this way, the channel transmission efficiency is
ta=ty =t = 10’0“1/10, where oo = 0.2 dB/Km for a standard
optical fiber. Based on Ref. [55], we set u, = up = . =0.3
and consider the total polarization and spatial-mode misalign-
ment error rates as eyp = ems = 1.5%.

According to the original MDI-QSS protocol encoding in
polarization DOF, %! the key generation rate of the MDI-QSS
protocol encoding in the polarization DOF can be written as

Rp = QX5+ OFR[1 —H(e) — HEX®) FO*P. (2)

Here, Qéfv means the gain in the polarization DOF corre-
sponding to Alice sending out vacuum state in the X basis and
the forth party obtaining a successful GSA result. Q)1(1P1 and
%P, mean the gain in the X basis and the bit error rate in the Z
basis when each of the three parties emits one photon. QX? and
EXP represent the total gain and total quantum bit error rate in
the X basis, respectively; f is the error correction efficiency
(f = 1.16). In the original MDI-QSS,!>®! the GSA protocol
with linear optical elements can only distinguish two polar-
ization GHZ states |1;/3E>p and cannot distinguish the photon

number in each of the three input modes. As a result, the exis-

XP
ouv

For reducing the total error rate, the authors of Ref. [56] also

tence of QXF can increase EX? to a high level (about 37.5%).

adopted the phase postselection technique.!””! They showed
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that with the infinite decoy states model, the maximal distance
from the forth party to Alice (Bob, Charlie) can reach about
150 km, and Rp under d = 100 km is below 10~ !2 correspond-
ing to the single photon detector with the detection efficiency
of 93%.

Our hyper-encoding MDI-QSS protocol adopts the com-
plete HGSA constructed with the cross-Kerr nonlinearity in
Ref. [67]. The cross-Kerr nonlinearity has been widely used
to construct the controlled-not gate!’’7?l and the quantum
nondemolition detection (QND) gate.”3] With the complete
HGSA protocol, David can distinguish the photon number in
each incoming mode according to the homodyne measurement
results on the coherent states, and the HGSA cannot be suc-
cessful when Alice sends out vacuum state. In this way, Q%(‘fv
can be reduced to 0. Moreover, Alice, Bob and Charlie can
employ an optical switch and the QND gate constructed with
the cross-Kerr nonlinearities on the three emitted pulses. Only
when each photon source emits exactly one photon, the opti-
cal switch will let the photon go to the HGSA. As a result, the
multi-photon emission case can not enter the HGSA, and we
can obtain QXP = Q1F, and EXF = ¢F|. During the HGSA pro-
cess, David firstly distinguishes the eight spatial-mode GHZ
states and then distinguishes the eight polarization GHZ states.
The GSA in both DOFs can be divided into two steps. In the
first step, David divides the eight spatial-mode (polarization)
i>s(1>) i>s(1>) i>s(1>)’and
according to the homodyne measurement results on

GHZ states into four groups,
W5 )se)
two coherent states. In the second step, he can distinguish
[, sy and |y )gpy (v = 0,1,2,3) based on the homodyne
measurement result of the third coherent state.

Although the homodyne measurement is proved to be
highly efficient (quite close to 100%), in practical cases it
will inevitably introduce the inherent loss and error. We de-
fine the inherent efficiency 7; as the product of the coupling
efficiency, between the photon and the fiber, and the detec-
tion efficiency of the homodyne measurement. Meanwhile,
the error rate of the homodyne measurement can be calculated
as eq = 1/2erfc( ﬁ) (71-73]
of the coherent state |&) and 6 means the phase shift of |ct).
When the homodyne measurement provides wrong result, the

where o is the average number

forth party will obtain wrong HGSA result. According to
Ref. [72], eq can be reduced to 0.01 with the weak cross-Kerr
nonlinearities in an NV-diamond system. In particular, the au-
thors of Ref. [71] also showed that ¢4 can be further reduced
to below 10~ when a2 > 9.

Here, we consider the imperfect homodyne measurement
with 7, = 0.98 and eq = 0.01, and €4}, = ¢Jf|. Based on the

imperfect QND, we can obtain e%ﬁ()p

and Q%ﬁ()p as
1 lalblcnls(l — ed)3(l —emp)3

el = - X(Z)P ;
2 Y

zxp 1

—_ Vv X(Z)P
Ql11 — Q%Fl :'ua‘uhuce (Ha+ﬁb+#L)Yll<l ) ,

T = taptenf = 10730, 3)

In this way, the key generation rate in the polarization DOF of
our MDI-QSS protocol can be written as

Rp = QY [1 —H(eTT))] — H(e() fOTT
= Ol = (1+ f)H ()] 4

Similarly, we consider €%, = ¥ and can obtain the key
generation rate in the spatial-mode DOF as

Rs = O\ [1 —H(eP)] —H (e F O
= O =1+ NH (D)) &)
For simplicity, we consider 05 = OXF, and e%l(i()s = e%ﬁ()P,
so that we can obtain R = Rp.
As a result, the total key generation rate is
R: = Rs+Rp =2Rp
= 2011 [1 = (1+ HH(e))- (©6)

Figure 2 provides the key generation rate R, of our hyper-
encoding MDI-QSS protocol versus the photon transmission
distance d from any party to the forth party. Based on the
hyper-encoding technology, the parties can generate keys in-
dependently in both DOFs. Meanwhile, with the help of the
QND gate constructed with the cross-Kerr nonlinearity, we
can completely eliminate the influence from the multi-photon
emission and the vacuum state emission, and reduce the total
gain and total error rate in both DOFs. As a result, our MDI-
QSS protocol does not require the decoy state method. The
above features can efficiently increase the key generation rate
and extend the photon transmission distance. Under the pho-
ton transmission distance d = 100 km, R; can achieve about
5.4 x 1077, which is about three orders of magnitude higher
than that of the original MDI-QSS protocol. [*¢]

0 T T T T

_180 50 100 150 200 250

Photon transmission distance (km)

Fig. 2. Total secure key generation rate of our hyper-encoding MDI-
QSS protocol altered with the photon transmission distance d from any
party to the forth party. Here, we suppose that the average photon num-
bers of the WCP sources satisfy p, = i = te = 0.3. The misalignment
error rates in both DOFs meet e,p = ens = 1.5%. The inherent effi-
ciency and error rate of the homodyne measurement are 17; = 0.98 and
eq = 0.01, respectively. We also set the inefficiency function for the
error correction process in both DOFs to be f = 1.16.

100302-5



Chin. Phys. B 31, 100302 (2022)

4. Discussion and conclusion

In our hyper-encoding MDI-QSS, the high-dimension
system comprises two independent subsystems. The two sub-
systems can be manipulated and measured independently to
generate the key, which can effectively increase the key gen-
eration rate of our MDI-QSS protocol. Moreover, if the GSA
in a DOF fails but the GSA in the other DOF is successful, the
parties only need to discard the key encoded in one DOF but
still retain the coding information in the other DOF to generate
the key. Meanwhile, an error in a DOF does not influence the
coding information in the other DOF, which can still be used
to generate the key. As a result, the hyper-encoding MDI-QSS
protocol is quite flexible.

It is natural that our MDI-QSS protocol can be extended
to arbitrary N-party MDI-QSS. In theory, N parties require to
randomly prepare a large number of polarization-spatial-mode
hyper-encoded photon qudits. Then, they send the photons to
the measurement party for performing the N-photon HGSA,
which can completely distinguish all the possible N-photon
GHZ states in both DOFs. After the HGSA, the measurement
party announces the results, and N parties announce the gen-
eration basis of each photon. They only preserve the GSA
result when they generate the photon qudits in the same ba-
sis in a DOF. When all the N parties choose the X basis in a
DOF, their encoding bits would be used to generate the orig-
inal keys. When they all choose the Z basis in a DOF, they
will announce their encoding in this DOF to make the security
checking. When the security is guaranteed, the parties will
perform the error correction and private amplification to form
the final secure keys.

Finally, we will briefly discuss the experimental realiza-
tion of this MDI-QSS protocol. The complete HGSA is the
key element of our MDI-QSS protocol. So far, the cross-
Kerr is still a challenge in the experiment. The reason is
that the natural cross-Kerr nonlinearity is quite weak, so that
it is hard to discriminate the weak phase shift by the homo-
dyne measurement. Fortunately, during the recent few years,
the cross-Kerr nonlinearity has achieved great progress.[74-76]
In 2016, Beck’s group experimentally obtained a cross-phase
shift of 7/6 between signal fields stored in an atomic quan-
tum memory.!’#! Later, Diirr et al. reached the strong interac-
tions in the Rydberg electromagnetically induced transparency
(EIT) experiments, which created a controlled phase shift of
3.3£0.2 rad by using the incoming pulses with an average of
0.6 photons. 3 In 2019, Sinclair et al. realized the cross-Kerr
nonlinearity in a free-space medium based on the Rydberg
atoms and EIT technology, where the phase shift is § mrad/nW
of signal power.[”®! Based on the above attractive progress, it
is possible to realize the complete HGSA in the near future.

In summary, we have proposed a polarization-spatial-
mode hyper-encoding MDI-QSS protocol, in which all the

three parties, Alice, Bob and Charlie, prepare photon qudits
hyper-encoded in spatial-mode and polarization DOFs. They
send their photons to the forth party to make the complete
HGSA. After the complete HGSA, all the three participants
announce the generation basis of their photons in both DOFs,
and Bob also announces his codes in both DOFs. If all the
three parties choose the X basis in a DOF, Charlie can specu-
late Alice’s raw key in this DOF according to the HGSA result
and Bob’s code. In the protocol, the parties can encode the
keys in both DOFs independently. The measurement errors
and imperfect operations in one DOF do not affect the key gen-
eration in the other DOF. Meanwhile, the HGSA in the proto-
col can completely distinguish all the 64 hyper-entangled GHZ
states and the incoming number in each input mode, so that the
influence from vacuum state emission and multi-photon emis-
sion can be eliminated. The above factors can efficiently in-
crease the key generation rate of our MDI-QSS protocol. This
hyper-encoding MDI-QSS protocol may have potential appli-
cations in the near future.
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