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We propose a new scheme to enhance the performance of the Gussian-modulated coherent-state continuous-variable
measurement-device-independent quantum key distribution (CV-MDI-QKD) system via quantum scissors (QS) operation
at Bob’s side. As an non-deterministic amplifying setup, we firstly introduce the QS-enhanced CV-MDI-QKD protocol and
then investigate the success probability of the QS operation in accordance with the equivalent one-way scheme. Afterwards,
we investigate the effect of the QS operation on the proposed scheme and analyze the performance of the QS-enhanced CV-
MDI-QKD system under the extreme asymmetric circumstance. Simulation results show that the QS operation can indeed
improve the performance of the CV-MDI-QKD system considerably. QS-enhanced CV-MDI-QKD protocol outperforms
the original CV-MDI-QKD protocol in both the maximum transmission distance and the secret key rate. Moreover, the
better the performance of QS operation, the more significant the improvement of performance of the system.

Keywords: measurement-device-independent, quantum key distribution, quantum scissors, performance

PACS: 03.67.Hk, 03.67.Dd, 03.67.—a

1. Introduction

Quantum key distribution (QKD) enables two distant le-
gitimate parties, Alice and Bob, to share secret keys in the
presence of eavesdropper (Eve). Based on the laws of Heisen-
berg’s uncertainty principle and no-cloning theory, QKD can
achieve unconditional secure communication through the un-
trusted channel in theory. Currently, the mainstream QKD pro-
tocols can be divided into discrete variable quantum key distri-
bution (DVQKD) protocols!!'=3! and continuous variable quan-
tum key distribution (CVQKD) protocols.[4‘9] The Gaussian-
modulated coherent state (GMCS) CVQKD protocol,[lo‘m
which encodes information on the quadratures of coherent
state and measures the quadratures via homodyne detector or
heterodyne detector, has become the most favorable protocol.
This protocol has been certified to be secure in both asymptotic
case!!3] and finite-size effect,!'*! and its composable security
has been established under collective attack. Furthermore, the
GMCS CVQKD protocol has been successfully demonstrated
in both labs and field tests.

However, theoretical security analyses of CVQKD proto-
col usually depend on some ideal theoretical hypothesis and
models. Actually, practical CVQKD systems are usually devi-
ated from ideal theoretical models. Devices applied in prac-
tical CVQKD systems may be imperfect,!'>! such as laser
source, beam splitters and detectors. Deviation between non-
ideal devices and idealized models will open loopholes for
Eve to eavesdrop encrypted information without being discov-
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ered. To defend side channel attacks,[!®! some researchers
put forward measurement-device-independent (MDI) QKD
protocol."7-211 Similarly, MDI-QKD protocols can be mainly
divided into discrete variable (DV) MDI-QKD protocols!??!
and continuous variable (CV) MDI-QKD protocols.m‘25J
Compared to a DV-MDI-QKD system, the maximum trans-
mission distance of the CV-MDI-QKD system is not satisfac-
tory. Therefore, improvement of performance of the CV-MDI-
QKD system has been a hot spot in recent years.

In order to improve performance of CV-MDI-QKD sys-
tems, some researchers have proposed various schemes,
which can be mainly summarized as optical amplifier,?¢-2°]
photon subtraction operation**=* and quantum catalysis

352371 Among the mentioned methods, photon sub-

operation.|
traction and quantum catalysis can improve the system perfor-
mance by enhancing the success probability of non-Gaussion
operations, while optical amplifier improves the system per-
formance by amplifying the amplitude of the coherent state.
Among various amplifiers, the heralded noiseless linear ampli-
fier (NLA) 33411 outperforms the other linear amplifiers, since
it will maintain the initial noise level while amplifying the am-
plitude of the coherent state. However, the implementation of
NLA should be under strict assumption that the amplifier is
ideally noiseless, and it is of challenge to apply it to a practi-
cal CV-MDI-QKD system.

Fortunately, quantum scissors (QS),[#>8]

an non-
deterministic amplifying setup which combines the input sig-
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nal with a single photon, can be regarded as an ideal NLA
under weak amplitude of input signal. In this paper, we pro-
pose a new scheme to improve the performance of a GMCS
CV-MDI-QKD system by introducing QS operation at Bob’s
side. By amplifying the amplitude of the input state, the sys-
tem performance can be improved considerably.®! Simula-
tion results show that the QS-enhanced CV-MDI-QKD proto-
col indeed outperforms the original CV-MDI-QKD protocol
in both the secret key rate and the maximum transmission dis-
tance. Moreover, the better the performance of QS operation,
the more significant the improvement of the performance of
the system.

The rest of this paper is structured as follows. In Sec-
tion 2, we investigate the proposed scheme of the GMCS CV-
MDI-QKD protocol with QS operation in detail. Afterwards,
the performance analysis of the new scheme is demonstrated
in Section 3. Eventually, conclusions are drawn in Section 4.

2. The new scheme of CV-MDI QKD with quan-
tum scissors

In this section, we firstly introduce the GMCS CV-MDI-
QKD protocol with QS operation in detail. Afterwards, we
investigate the QS operation in accordance with the equivalent
one-way scheme, especially the success probability of the QS
operation. Eventually, we perform simulation to demonstrate

that success probability will be affected by some parameters.

2.1. The QS-enhanced GMCS CV-MDI-QKD protocol

Generally speaking, the prepare-and-measure (PM)
scheme is usually applied for practical implementation, while
the equivalent entanglement-based (EB) scheme is of great
convenience for analysis. The EB scheme of the CV-MDI-

QKD protocol with QS operation is drawn in Fig. 1, which is

comprised of the following steps.

Fig. 1. The EB scheme of the GMCS CV-MDI-QKD protocol with QS operation. EPR: Einstein—Podolsky—Rosen state; BS: beam splitter;
Hom: homodyne detector; Het: heterodyne detector; QM:quantum memory; D(6): displacement operation; QS: quantum scissors operation.

Step 1 Alice prepares an EPR state with modulation vari-
ance V4 and retains mode A to perform heterodyne detection,
while the other mode A, is transmitted to the untrusted third
party Chaile via the lossy channel A with transmittance Tp
and excess noise €x. Similarly, Bob prepares another EPR
state with modulation variance Vg and retains mode B, while
the other mode B; is transmitted to the untrusted third party
Chaile via the lossy channel B with transmittance 7 and ex-
cess noise €g. Thus the corresponding transmittance of the
channels A and B can be expressed as

—alL —alL
Ta=10"10", Tzg=10" 10", (1)

where a = 0.2 dB/km represents the loss coefficient of the
fiber channel, Lac and Lpc depict the length of the channels A
and B, respectively. As a result, the total transmission distance
between Alice and Bob is Lag = Lac + Lgc.

Step 2 After being transmitted through the lossy channel,
modes A’ and B are obtained. Then Charlie interferes them
at the 50:50 beam splitter (BS) with output modes C and D.

Afterwards, Charlie performs homodyne detection to measure
the quadrature x of the mode C and the quadrature p of the
mode D. As consequence, measurement results Xc and Pp are
obtained and announced publicly by Charlie.

Step 3 The mode B is stored in the quantum memory
until Charlie announces the measurement result {Xc, P} and
returns 6 = g(Xc + iPp) to the displacement operation D(0),
where g depicts the gain of the displacement operation. When
the mode B is released from quantum memory, Bob performs
D(0) on the mode By, further obtains the mode B}. The mode
B/ is probabilistically amplified by the QS operation and the
amplified mode B/ is obtained. Afterwards, Alice and Bob
perform heterodyne detection on the modes A; and B, re-
spectively. Eventually, Alice and Bob obtain the final mea-
surement results {Xa,Pa} and {Xg,Pg}. It is noteworthy that
the measurement results will be useful if and only if the QS
setup works successfully.

Step 4 Alice and Bob accomplish the steps of parame-
ter estimation, reverse reconciliation and privacy amplification
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through a classical channel. Ultimately, Alice and Bob share
the encrypted key.

2.2. The equivalent one-way model of the CV-MDI-QKD
protocol with QS operation

In the proposed scheme, since the QS operation is an non-
deterministic amplifying setup, the final secret key rate should
be multiplied by the success probability Pycec. Therefore, it
is of great significance to investigate the success probability

Pyycc. For simplicity, under the assumption that all operations
at Bob’s side are untrusted except the heterodyne detection,
the EB scheme of the GMCS CV-MDI-QKD protocol can
be converted into a specific one-way scheme using entangle-
ment swapping, in which both Alice and Bob perform hetero-
dyne detection on modes A; and B/, respectively, as drawn
in Fig. 2. In what follows, we firstly give a brief introduction
of QS operation and further investigate the success probability
Pyycc in detail.

e N
Alice
e
XA:I P Al . Ag EEquivalent channel:
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Het
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r-o - - - ="="=-=-==-= \

Bob

|

e Py

: BS1 !

' =D D2,

! 50:50 L

[ BS2 By

1 [ Vac : L ;D Xg

o

! I

'\ S I Pg Het
\__~———=—-=-=-=-=-=-=-- ul J

Fig. 2. Equivalent one-way scheme of GMCS CV-MDI-QKD with QS operation. Vac: vaccum states; SPS: single photon source; BS1:
balanced beam splitter; BS2: unbalanced beam splitter with transmittance t; D1 and D2: single photon detectors.

The schematic view of the QS operation is drawn in the
dotted box in Fig. 2, which is composed of two single pho-
ton detectors and two beam splitters. The upper beam splitter
is balanced with transmittance 50:50 whilst the lower beam
splitter is unbalanced with transmittance y. The two single
photon detectors and the balanced beam splitter form a partial
Bell-state measurement (BSM) module. In addition, the vac-
uum states and the single-photon source (SPS) are introduced
here. For simplicity, it is usually supposed that the SPS is on-
demand and ideal. Meanwhile, the detection efficiencies of
the two single photon detectors are also supposed to be unity.
When the single photon generated by SPS and the vacuum
states passing the unbalanced beam splitter, an asymmetric en-
tangled state is obtained and further drives the BSM module.
Then the balanced BS1 couples the input signal from Alice
with the asymmetric entangled state. Finally, the coupled state
is transmitted to the single photon detectors D1 and D2. For
an input state in the space spanned by the vacuum states and
the single photon, the QS can offer an asymmetric teleporta-
tion functionality, whenever the BSM operation is successful,
i.e., if and only if one of D1 and D2 detector clicks. It is worth
noting that the QS operation is considered to be a failure under
the case that both detectors click or neither clicks. The ampli-
fication gain of the QS operation is given by k = \/W ,

then the success probability of the QS operation is expressed
[44]
as

1 [4QF+1Dk*4+3F K2
Psucc: ( i )k +3 _ki 3 (2)
kK +1 (2F+1)? F
with
1 1 (1-T)e
F=—-+-T|[2(8*-1)+—2=
2+4 {(5 )+ T ] 3)

where € and T represent the equivalent excess noise and the
equivalent transmittance, respectively, in the one-way scheme,

and 6 = 1/‘% +1 is the parameter relevant to EPR state.

The equivalent excess noise and transmittance in the one-way

scheme can be given by!33!

£ = 1+7_1,A|:TB(XB—1)+TAXA
2
+<V 2(‘/;_1) TB(VB+1)> ]

2TA
T =84 -, 4)

lfTA _ lfTB
Tx + €5 and Y = T
imize the equivalent excess noise €, g is usually set to satisfy

2 _  [2(Ve—1)
& =\ T(vs+1)-
can be simplified to

where ya = + &g. In order to min-

Consequently, the equivalent excess noise

£=8A+i[TB(SB—2)+2]. 5)
N

From Egs. (1)-(5), we can conclude that the success prob-
ability of the QS operation behaves as functions of the trans-
mission distances Lac and Lpc, the equivalent excess noise &€,
the equivalent transmittance T, the transmittance p of the BS2
and the modulation variance V5. Among these parameters, 7'
and € are relevant to parameters Lac, Lpc, €a and €g. As a
result, the success probability can be expressed as a function
Pouee
vestigate the success probability under the extreme asymmet-

= Paucc(Lac,LBc, €, €8, 14, Va). For simplicity, we in-

ric circumstance that Lyc # Lgc and Lgc = 0. Therefore, the
function can be simplified to Psycc = Peucc(LAC; €A, EB, 1, VA).

To demonstrate the effect of the transmittance u, trans-
mission distance Lac and the excess noise €5 (€g) and on the
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success probability of the QS operation, we perform simula-
tions as shown in Fig. 3. The success probability Py, as a
function of modulation variance V under different transmit-
tance u is plotted in Fig. 3(a). From top to bottom, the three
curves depict the relationship between the success probability
Pyucc and modulation variance V with transmittance (t = 0.8,
u =0.7 and u = 0.6, respectively. Obviously, the success
probability Py, increases with the increasing transmittance
U when other parameters are the same. Meanwhile, the suc-
cess probability Py increases with the increasing modulation
variance V within a certain range, while the success proba-
bility Py, will decrease gradually when V) exceeds a certain
value. The certain value can be labeled as the optimal variance
and the optimal variance decreases slightly with the increasing
transmittance (L.

Afterwards, we investigate the relationship between the
success probability Py and the modulation variance Vs with
different transmission distance Lac, as drawn in Fig. 3(b). The

lation variance V within a certain range and decreases gradu-
ally when V, exceeds the optimal variance. The optimal vari-
ance increases with the increasing transmission distance Lac.
Meanwhile, we find that the success probability Py, increases
with the increasing transmission distance Lac when the opti-
mal variance is exceeded. Finally, the success probability Pycc
as a function of modulation variance V, for different excess
noise € (&p) is plotted in Fig. 3(c). The success probabil-
ity Pyycc increases with the increasing modulation variance Va
within a certain range and decreases gradually when Vj ex-
ceeds the optimal variance. The optimal variance decreases as
the excess noise increases. Meanwhile, the success probability
Pyycc changes slightly when the excess noise €4 (€g) fluctuates
greatly, which implies that the effect of the excess noise on the
success probability Py, is much smaller than the transmit-
tance U and transmission distance Lac. In brief, the analysis
of success probability Py of the QS operation is beneficial to
select the appropriate parameters to obtain the optimal system

success probability Py increases with the increasing modu-  performance.
. 0.85 ~0.80 T . 0.80
Z 0.80 () | 28l
¥ A’ 0.75 1 &Y
>

E 0.75 :T 0.70 :: 0.70
7 0.70 2 = 2 0.65
< ® —Lac=20km | 2o
£ 065 Z o065 Tpesimy 2 060
a, 0.60 2, 0.60} —Lac=30 km | 3 0.55F
£ 0.55 2 2 0501

L Q
g o0.50} g 055 € 045}
@ 0.45 - : : - 2 0.50 : - - % 0.40 - -

0 20 40 60 80 100 0 20 60 80 100 0 20 40 60 80 100
Va Va Va

Fig. 3. (a) Success probability as a function of Va with different transmittance u. The excess noise €5 (€g) is fixed at 0.02 and the transmission distance
Lac =30 km. (b) Success probability as a function of V4 with different transmission distance Lac. The excess noise € (€g) is fixed at 0.02 and the
transmittance u = 0.6. (c) Success probability as a function of Va with different excess noise €4 (€g). The transmission distance Lac = 30 km and the

transmittance g = 0.6.

3. Performance analysis of the new scheme

As aforementioned, the EB scheme of the QS-enhanced
CV-MDI-QKD protocol can be converted into a specific one-
way scheme under the assumption that all operations at Bob’s
side are untrusted except the heterodyne detection. In other
words, the EB scheme is a specific case of the equivalent one-
way scheme with more constraints on Eve. Therefore, the se-
cret key rate of the equivalent one-way scheme should be a
lower bound of the EB scheme. Assuming that the secret key
rate of the equivalent one-way scheme and the EB scheme are

protocol under collective attack, that is,

Kqs > Poce (BIaB — XBE), (6)

where f is the efficiency of reverse reconciliation, Ixp rep-
resents the amount of mutual information between Alice and
Bob, and xgg is the amount of information constrained by
Holevo bound that can be obtained by Eve from Bob.

When Bob performs QS operation successfully, the co-
variance matrix of Y, g,~ can be written as

K* and Kqs, respectively, we can further obtain Kog > K*.133 YaB," = {fg ZCIFIZ } , @)
For the sake of simplicity, we use the lower bound of Kqs to :
depict the secret key rate of the QS-enhanced CV-MDI-QKD  where II = diag(1, 1) and o, = diag(1, —1) with

. 8[(8° )T+ (2F +1—(8 - DT)(K(2F + 1) +2F)] K*(2F — (8>~ 1)T) 52 71

B (2F+1)3 F? Pacc (R +1) 7
4 4[KPQF+1)+F] K 86v82—1
. : [K*(2F + )2+ J_BY_| . ‘ _kVT. ®)
Poucc (K2 +1) (2F+1) F Pocc (K2 +1)(2F +1)
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Thus, the mutual information /ap can be calculated by

a+1
Ing =log,———, ©
a—+ 1-— 1
and for the gaussian-modulated coherent states, ygg can be

simplified to
XBE :G(A1)+G(A2)7G(A3), (10)

where G(x) = (x+ 1)log, (x+ 1) — xlog,x and the symplectic
eigenvalues can be given by
(A+ VA2 —4B?)

B e— an

Alp = 2

2

Cb+1
withA = a®> 4+ b*> —2¢2 and B = ab — ¢,

As=a 12)

10! T T T T T T T T
- ——-Original protocol with practical parameters
ffffff QS-enhanced protocol with practical parameters
Original protocol with ideal parameters
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Fig. 4. (a) Performance comparison between the original CV-MDI-
QKD protocol and the QS-enhanced CV-MDI-QKD protocol with
transmittance (= 0.6 under practical parameters and ideal parameters,
respectively. The practical parameters focus on the detection efficiency
of homodyne detector 1 = 0.97, electronic noise of homodyne detec-
tor ve; = 0.01 and the ideal parameters focus on the detection efficiency
of homodyne detector 1 = 1, electronic noise of homodyne detector
vel = 0. (b) The secret key rate as a function of transmission distance
for different transmittance (. Remaining parameters are similarly fixed:
The excess noise €5 = &g = 0.01, the modulation variance V5 = 20, and
reconciliation efficiency f = 0.98.

In what follows, we analyze the performance of the
GMCS CV-MDI-QKD system equipped with QS operation
under the extreme asymmetric circumstance in detail. Firstly,
to investigate the effect of the QS operation on the perfor-
mance of the GMCS CV-MDI-QKD system, we perform the
simulation of the original CV-MDI-QKD protocol!>*4 and
the QS-enhanced CV-MDI-QKD protocol, respectively, as il-
lustrated in Fig. 4(a). The blue curve represents the secret key
rate of the original CV-MDI-QKD system versus the transmis-
sion distance with practical parameters. The red curve repre-
sents the secret key rate of the QS-enhanced CV-MDI-QKD
system versus the transmission distance with practical param-
eters. The black curve depicts the relationship between the
secret key rate of the original system and the transmission dis-
tance with ideal parameters. The purple curve depicts the rela-
tionship between the secret key rate of the system equipped
with QS operation and the transmission distance with ideal
parameters. The green curve is the PLOB bound,*”! which
constrains the maximum secret key rate of the system with
lossy channel. The results show that the QS-enhanced CV-
MDI-QKD protocol outperforms the original CV-MDI-QKD
protocol in both the secret key rate and the maximum transmis-
sion distance. In other words, QS operation at Bob’s side can
indeed improve the performance of the CV-MDI-QKD sys-
tem significantly. In addition, compared to the system with an
ideal homodyne detector at Charlie’s side, the performance of
the system with a practical homodyne detector which has fi-
nite detection efficiency and eletronic noise can be improved
more considerably via the QS operation. In fact, the improve-
ment of the performance can be attributed to the QS operation
which truncates the input state to first order and simultane-
ously amplifies it by increasing the amplitude of the single
photon component relative to the vacuum component.

Then from the schematic view of the QS operation, we
can conclude that different transmittance [ corresponds to
different QS operation, further leads to different degree of
improvement of the performance. As aforementioned, the
success probability Py increases as the transmittance U in-
creases. In other words, the performance of the QS operation
will increase with the increasing transmittance y. Therefore,
we further perform the simulation to demonstrate the effect of
the performance of QS operation on the improvement of the
system, as plotted in Fig. 4(b). From left to right, curves repre-
sent the secret key rate as a function of transmission distance
for transmittance u = 0.6, 0.7, 0.8, respectively. Simulation
results indicate that the performance of the QS-enhanced sys-
tem will improve more significantly with the increasing trans-
mittance U in both the secret key rate and the maximum trans-
mission distance. In conclusion, the better the performance
of QS operation, the more significant the improvement of the
performance of the system.
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4. Conclusion

In summary, we have proposed a new scheme to enhance
the performance of the GMCS CV-MDI-QKD system by ap-

plying QS operation at Bob’s side. In order to investigate

the success probability of the QS operation and demonstrate
the effect of the QS operation on the performance of the CV-
MDI-QKD system, we perform simulations. The simulation
results show that the transmittance of the unbalanced BS, the
transmission distance, the excess noise and the modulation
variance will all affect the success probability of the QS op-
eration. Therefore, selecting suitable parameters is of great
significance for obtaining the optimal performance. Subse-
quently, the performance analysis indicates that QS operation
can indeed improve the performance significantly, in which the
QS-enhanced CV-MDI-QKD protocol outperforms the orig-
inal CV-MDI-QKD protocol in both the secret key rate and
the maximum transmission distance. Meanwhile, the better
the performance of QS operation, the more significant the im-
provement of performance of the system.
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