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Atmospheric effects have significant influence on the performance of a free-space optical continuous variable quantum
key distribution (CVQKD) system. In this paper, we investigate how the transmittance, excess noise and interruption
probability caused by atmospheric effects affect the secret-key rate (SKR) of the CVQKD. Three signal wavelengths, two
weather conditions, two detection schemes, and two types of attacks are considered in our investigation. An expression
aims at calculating the interruption probability is proposed based on the Kolmogorov spectrum model. The results show
that a signal using long working wavelength can propagate much further than that of using short wavelength. Moreover, as
the wavelength increases, the influence of interruption probability on the SKR becomes more significant, especially within
a certain transmission distance. Therefore, interruption probability must be considered for CVQKD by using long-signal
wavelengths. Furthermore, different detection schemes used by the receiver will result in different transmission distances
when subjected to individual attacks and collective attacks, respectively.

Keywords: atmospheric effect, continuous variable key distribution, free space quantum communication,

secret-key rate
PACS: 03.67.Hk, 42.68.Bz

1. Introduction

Quantum communication in free-space optical (FSO)
channels has recently attracted much attention due to the low-
transmission loss and flexible installation.!!! It has become
an important way to realize a global quantum communica-
tion network.?! However, when the optical beam propagates
over the atmosphere, it is inevitably affected by atmospheric
effects such as absorption, scattering, and turbulence. Turbu-
lence caused by atmospheric motion and heating is the main
factor affecting the performance of the FSO quantum com-
munication system. It can lead to random fluctuation of the
atmospheric refractive index, which can cause light intensity
flickering, beam drift, angle-of-arrival fluctuations, phase fluc-
tuations, and beam expansion. All of these natural but trouble-
some atmospheric occurrences affect optical signals as they
propagate through the atmosphere. Communication may even
be interrupted due to the transmittance change,*# in particu-
lar in strong turbulence regime.

The theory of classical light transmission through the at-
mosphere is well developed.!>~”] Some progress in the theory
of free space transmission of quantum light is also obtained.
Vasylyev et al.!®! derived the consistent probability distribu-
tion of transmittance for three channel models of the beam
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wandering model, elliptical beam model, and the model with
the law of total probability by step-by-step inclusion of vari-
ous atmospheric effects such as beam wandering, beam broad-
ening and deformation of the beam into elliptic form, beam
deformations into arbitrary forms. Chai e al.l! investigated
the atmospheric effects on the excess noise in FSO continu-
ous variable quantum key distribution (CVQKD) and analyzed
the excess noise tolerance of systems with diverse modula-
tions, which provided a certain theoretical basis for studying
the effect of excess noise on the performance of secret-key
rate (SKR). Zhao et al.!"%! investigated intensity scintillation
effects, atmospheric transmittance, and phase noise caused
by atmospheric turbulence on communication performance in
the satellite-to-ground CVQKD system-based orthogonal fre-
quency division multiplexing system. These studies'®~'% care-
fully investigated the influence of atmospheric turbulence on
communication performance, but they did not cover the im-
pact of interruption probability on the quantum communica-
tion performance, which is also caused by atmospheric turbu-
lence. Wang et al.!''l considered the interruption probability
in their study of the effects of atmospheric scattering and tur-
bulence on CVQKD SKR. However, even though they deter-

mined the interruption probability to have an impact on the
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SKR, the corresponding analysis was not carried out. Besides,
the studies so far considered only a single wavelength for
transmission. It is well known that, for the classical laser FSO
communication system, signals with different wavelengths get
differently affected by the atmospheric effects.!'?! Thus, it is
necessary to investigate the atmospheric effects on the FSO
CVQKD system identify the most suitable wavelength show-
ing better tolerance to various atmospheric effects. Also, for
the classical laser FSO communication system, several spec-
trum models, including the Kolmogorov spectrum model, the
von Karmén spectrum model, and the modified von Karman
spectrum model, can be used to theoretically investigate the
effect of turbulence on optical signals.!'3) Compared to the
von Kérmén spectrum model and modified von Kdrmén spec-
trum model, the Kolmogorov spectrum model is simple thus
it is more widely used. However, research is difficult to find
on the effect of atmospheric turbulence on the performance
of FSO quantum communication system by using the Kol-
mogorov spectrum model.[!1-14]

From the reported studies!!>-17! one can see that, the
wavelengths around 810 nm are widely used in the satellite-
to-ground quantum communication systems, the 1550 nm can
be utilized to overcome the background noise due to sun-
light in daylight, and the 3800 nm wavelength has the ad-
vantage of being affected less by atmospheric effects com-
pared to the 810 nm and 1550 nm wavelengths. Therefore,
in this paper, the three wavelengths (810 nm, 1550 nm, and
3800 nm) are used in the investigation of atmospheric effects
on the FSO CVQKD system with the goal to identify the wave-
length region more tolerant to various atmospheric effects.
Two weather conditions, homodyne and heterodyne detection
cases, and individual and collective attacks are considered in
our study. A CVQKD model for transmission over free-space
optical channel is established firstly and then it is used to an-
alyze the simultaneous effects of transmittance, excess noise
and interruption probability on the SKR of the CVQKD. A

Homodyne detection

YN
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formula to calculate the interruption probability is achieved
based on the Kolmogorov spectrum model and used in the sim-
ulation. In clear weather, the results show that, the SKR de-
creases with the increase of transmission distance for all three
wavelengths, but the transmission distance at 3800 nm is much
larger than that of 810 nm and 1550 nm at the same SKR. With
the increase of wavelength, the effect of interruption probabil-
ity on the SKR becomes more significant especially within a
certain range of transmission distance, such as at the range
of 10 km—100 km for 3800 nm wavelength. Thus, this effect
must be considered for CVQKD by using long-signal wave-
length. Moreover, to achieve longer transmission distance, the
receiver should use homodyne detection in case of collective
attacks, whereas heterodyne detection is recommended if the
CVQKD system is under individual attacks. Similar results are
obtained in fog except that the transmission distance is much
shorter than that found in clear weather.

2. Free-space optical CVQKD transmission
model

The FSO CVQKD system is a flexible system that can
be easy installed and repositioned compared to the fiber-based
solution, but affected by atmospheric effects, so it is essen-
tial to investigate the effects of atmosphere on the SKR. An
entanglement-based CVQKD model with Gaussian modula-
tion is observed and illustrated in Fig. 1. The sender (Alice)
and receiver (Bob) share a pair of two-mode squeezed entan-
gled states generated by the Einstein—Podolsky—Rosen (EPR)
entangled source with variance V. One mode of the entan-
gled state A is measured by Alice using homodyne detection,
where xa and pa are the quadratures of the entangled state A,
respectively. Meanwhile, another entangled state By, which
is transmitted to Bob through an atmospheric channel with a
transmittance 7 and excess noise €, becomes mode B; after
transmission. The channel extra noise observed from the chan-

nel input point of view is given by Xjine = 1/7 — 1+ €.

\

Bob

\ J

Fig. 1. Entanglement-based CVQKD model. BS, beam splitter.
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Bob’s detector efficiency is modeled by a beam splitter
with transmission 7, while its electronic noise vg is mod-
eled by an EPR state of variance v. As shown in Fig. 1,
the Fyp mode is coupled into the second input port of the
Vv is given by Vhom = 7 Xhom/(1—1) and
Vhet = (NXnet — 1)/(1 —1n) for homodyne and heterodyne de-
tection, respectively, where Yhom = ((1—7)+ve)/n and
Xhet = (14 (1 —1)+2ve)/n are the total noise of the actual
homodyne and heterodyne detection, respectively. When the

beam splitter.

communication is completed, Alice and Bob perform classi-
cal data processing to obtain the final, secure quantum key
through processes such as information reconciliation and pri-
vacy amplification.

Assuming that Alice and Bob adopt the reverse recon-
ciliation approach, the SKR of the free-space CVQKD system
with Gaussian modulation in the case of individual attacks and
collective attacks is calculated as follows.

(1) The secret key rate for the case of collective attacks is
given by!!!]

Kam = (171)) (ﬁIAB*XBE)a (D

where P is the probability of communication interruption, 3
is the reconciliation efficiency, Iap is the Shannon mutual in-
formation of Alice and Bob, and ygg indicates the upper limit
of the amount of information Eve can obtain from Bob,!!8:1°]
which can be expressed as

xm—ZG< ) ZG( ) 2

where G (x) = (x+1)log, (x+1) — xlog, (x) with A; being
the i-th symplectic eigenvalue of the covariance matrix of the

quantum system. The symplectic eigenvalues A; > can be cal-

culated for both homodyne and heterodyne detection by ?"!

A2, = % (Ai A2 —4B) 3)

with A = V2(1-2T) + 2T + T2(V + Xiine)?
T2 (VXIine + 1)2
same form as

and B =
. The symplectic eigenvalues A3 4 can take the

A@:%(Ci c*—4D) )

for both the homodyne and heterodyne cases, while A5 is found
to be 1. The C and D in Eq. (4) are defined as

AXhom + V\/E‘f‘ T (V + Xline)
Chom = hom ) (5)
T (V + Xtot )
V+ f%hom
Dhom = VB—r 2000 (6)
T(V+ 2™

for homodyne detection and

1
{Axp +B+1

Cht = ——————
T[T (v )

+ 2 X het [V\/E+T(V+xﬁme)} +2T (v2 -1} ™

V + VB et

Di. — | vV —Ahet
het T (V+xt}zﬁt)

®)

for the heterodyne detection.
We can get the mutual information on Alice and Bob for
homodyne detection?1-23]

\% hom
Ihom _ 710g2 ( +%;ot > , 9)
L+ ot
where x[19™ is the total noise defined as '™ = Xiine + Xhom/T -

For heterodyne detection, the mutual information of Alice and
Bob has a similar expression as that of the homodyne case,
which is given by

het + th:)ett )
=log ( (10)
AB 2 )
1+ et

where the total noise X' = Xiine + Xhet/T -
(2) The secret key rate for the case of individual attacks
is expressed as

Katm:(l_P) (ﬁIAB_IBE)a (11)

where Iap has the same expressions as Egs. (9) and (10) for
homodyne and heterodyne detections, respectively.

The Igg is the maximum information on Bob’s key avail-
able to Eve and is limited by the Shannon bound, which can

be calculated by!?!]
vom L. TH(VA4xhm) (1/V + Kiine)
I = ~log, (12)
2 1+Txhom(l/v+x1ine)
for homodyne detection and
1 = log 4 (V‘F%ttclﬁt) (V +xg) (13)
B Vg + 1+ Zhet (V +2E)
for heterodyne detection, where
T(2—¢)
( ) +1. (14)

T (V22T Te+ e)

It can be seen from Egs. (1) and (9) that the SKR of the free-
space CVQKD system is related to the interruption probabil-
ity P, the reconciliation efficiency 3, the Shannon mutual in-
formation between Alice and Bob Isp, and the upper limit of
the amount of information Eve obtained from Bob, which is
denoted as ygg and Igg for collective and individual attacks,
respectively. P is dominated by the fluctuation of the beam ar-
rival angle due to the atmospheric turbulence, which can be re-
duced by the employment of the beam tracking system. In ad-
dition, /pg varies with the transmittance 7" which is determined
by the absorption and scattering of the molecules and aerosol
in the atmosphere, and with the excess noise € caused by the
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pulse arrival time fluctuation because of the atmospheric tur-
bulence. Since the atmospheric effects have a significant influ-
ence on the SKR, the next section will present a detailed analy-
sis to help clarify the causes of the effects. In addition because
the atmospheric effects are wavelength-dependent and affect
the transmission distance, the signal wavelength and transmis-
sion distance are set as two main variables in the analysis.

3. Atmospheric effects on free-space optical
CVQKD system

3.1. Transmittance

Transmittance fluctuations can cause beam wandering,
broadening, deformation, and scintillation, which will have a
certain impact on the SKR. For horizontal path, the transmit-

tance is given by (%

Toe (L) = e "¢ ML, (15)

where o (1) = 027 (A) + a2 (A) + ! (1) + o0 () is the

abs abs

total extinction coefficient. o (1), o (1), o (1), and

amo! (1) are aerosol scattering, aerosol absorption, molecular

abs
scattering, and molecular absorption, respectively.

In this paper, three different wavelengths of 810 nm,
1550 nm and 3800 nm are chosen to study the atmospheric
effects on SKR to select the wavelength region more tolerant
to turbulence effects. Because all the wavelengths are within
the atmospheric transmission windows, the contribution of ab-
sorption to & (1) is extremely small. For that reason, Mie scat-

tering dominates the total extinction coefficient which can be
[25]

().

where Vy is the atmospheric visibility, and g is the size distri-

calculated by

bution of the scattering particles given by

1.6 (Vy > 50 km),
1.3 (6km < Vy < 50 km),
g=1<{ 0.16Vy +0.34 (1km < Vy < 6km), (17)
Vw—0.5 (0.5 km < Wy < 1 km),
0 (W < 0.5km).

To simplify calculation, & (1) is converted into the atten-
uation coefficient in dB/km expressed as

Ospec = 101g(e) (7). (18)

It can be seen from Eq. (15) that the atmospheric trans-
mittance is related to the atmospheric attenuation coefficient.
The relationship between the attenuation coefficient and visi-
bility for different signal wavelengths is shown in Fig. 2.

Figure 2 shows that the attenuation coefficient of the
long-wavelength signal is smaller than that of the shorter-
wavelengths for the same visibility. Take visibility of 23 km

and 4 km for example, which denote the clear weather and
fog respectively, the corresponding attenuation coefficients are
0.06 dB/km and 0.64 dB/km for 3800 nm wavelength, whereas
those for 810 nm wavelength are 0.45 dB/km and 2.92 dB/km.
Therefore, it is better to use longer wavelengths from attenua-
tion point of view.

10! -t\ — — 810 nm
\',\ - - - 1550 nm

/E\ -\, \ —-—3800 nm
< 100' \ > ~
m S S~
= \ -
~. T
g 101 R

102

0 10 20 30 40 50
Vv (km)

Fig. 2. The atmospheric attenuation as a function of the visibility for
different wavelengths.

3.2. Excess noise

The optical pulse is affected by the atmosphere in the time
domain, causing the pulse arrival time fluctuation, which fur-
ther leads to the phase fluctuation. This effect may bring ex-
cess noise to the CVQKD system. As noted in the preceding
section’s analysis, the excess noise will affect the SKR. When
the phase fluctuation is small enough, excess noise can be ex-

pressed as 20!

£ =Vx03, (19)

where Vj is the modulation variance of Alice, and Gg is the
variance of phase fluctuation given by

o5 =20* (1—pw) 62, (20)

where @ = 27/A is the angular frequency of the light, and
Pra 18 the correlation coefficient.!'"] Under weak turbulence,
o2 = T /4 is the on-axis variance of arrival time. The quan-
tity Ty =
the broadened half-width at the receiver where Ty is the input
pulse half-width and a; = 0.39C2LL)>c=2. CZ s the refractive
index structure parameter, which is constant for the horizontal

,/TO2 + 8a; can be considered as the estimation of

paths. L is distance. Ly is outer scale of atmosphere, and c is
the speed of light.

It can be found from Eq. (19) that, the excess noise is
a function of height, distance and signal wavelength. Under
weak turbulence conditions, we consider py, = 1 —2 x 10714,
Vo =10 and Ty = 5 x 10~% s. The variation of excess noise
varies with the height and distance at different wavelengths
is summarized in Fig. 3. One can see from Fig. 3 that, un-
der the same condition, excess noise at 810 nm, 1550 nm and
3800 nm wavelengths are about 0.15, 0.04 and 6.83 x 1073

110303-4
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(expressed in shot noise unit, SNU), respectively. The excess
noise of 3800 nm is two orders of magnitude lower than that of
810 nm. That is, much higher SKR can be achieved by using
the 3800 nm wavelength compared to the 810 nm wavelength.

0.04108 g 6.83490

100 0.15042

0.15042 [ 0.04108 [ 6.83490

80 0.15042 [§40.04108 |5 6.83490

0.15042 | 10.04108 | 16.83490

’g 60 0.15042 | 10.04108 | {6.83490
)

< 40 0.15042 | 10.04108 | {6.83490

0.15042 | 10.04108 | {6.83490

20 0.15042 |1 0.04108 [ 6.83490

0.15042 [ 0.04108 [ 6.83490

0 0.15042 B8 0.0410% 8 6.83490

1?<?n) ’ P00 55 50 5% 400 »

Fig. 3. Excess noise caused by phase fluctuation for different wave-
lengths.

3.3. Interruption probability

Atmospheric turbulence can lead to the fluctuation of a
beam arrival angle, which can give rise to random jitter of the
spot formed on the focal plane. When the angle of arrival fluc-
tuation is too large, the spot on the focal plane cannot be in
the receiving aperture, which will lead to communication in-
terruption (see Fig. 4).

le——

Receiving lens

Fig. 4. Communication interruption due to the angle of arriving fluctuations.

The root mean square displacement of the lens can be cal-
culated by

Lais = f1/(B2), 2y

where f is the focal length of the lens.
From an optical point of view, the variance of the angle
of arrival fluctuations is defined as®!

(B2) =

D(2b,L)

22
(2kb)* 22

where D (2b,L) is the phase structure function, b is the radius
of the receiving lens, k = 27 /A is the optical wave number,
and A is light wavelength.

Here (B?2) and Lg; are both assumed to obey normal dis-
tribution, and thus, the probability of communication interrup-
tion can be expressed as

deor/2 1 —?

p=1 /ﬂzm,/z 21 f2(B2) =P (2f2 <B§>) a2
where d. is the diameter of the fiber aperture.

It can be seen from Egs. (22) and (23) that the interruption
probability P is related to the transmission distance, the signal
wavelength, and the phase structure function of atmospheric
turbulence. For the Kolmogorov spectrum model, which is
widely used in the simulation of turbulence, the phase struc-
ture function used to calculate P is derived as following.

The Kolmogorov spectrum is expressed as
@, (k) = 0.033C2x 173 (24)

The phase structure function D(2b,L) based on the Kol-
mogorov spectrum model is

1 peo B 282
D(2b,L) = 87%°L / / KD, (k) exp (ALng)
0 JO

—Jo[2(1-0¢) kb] } dxd€,
(25)

x {Ip (2AbE k)

where ® = —L/F and A = 2L/kW? are the non-dimensional
output plane beam parameters. F = L (14 zWg/AL) is the
front curvature radius. W, is the beam radius of the emitter.
The receiving end beam radius W can be calculated by

W =Wo\/ 1+ (AL/aW2)*. (26)
We simplify D(2b,L) and divide it into two parts
D(2b,L) =d (2b,L) + 40?2 (b,L), 27)
where
d(2b,L) = 87:21<2L/01 /Om K, (K)exp (W)
x{1-Jp[2(1-O&) kb } dxdé& (28)
with
62 (b,L) = 2m%K°L / / KD, (k) exp ( ALkKZCs )
x [Ip (2AbEK) — 1] dKkdE. (29)

Thus, Eq. (28) can be expressed in terms of confluent hy-
pergeometric function | F; by

1
d(2b,L) = 8.71C,21k7/6L11/6A5/6/ £5/3
0

5. —(1-62)°%
X{IFI [_6’1’_4/\52:| _1}d€7(30)
where R? = 4kb? /L.

Equation (29) can also be expressed in terms of confluent
hypergeometric function |F; by

6?2 (b,L) = 0.816C2k"/OL'/0A5/0
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2
X {llFl <2’1’§Vbzﬂ 31D
Based on the Kolmogorov spectrum model, the interruption
probability P is simulated as a function of distance in Fig. 5
for different wavelengths. Figure 5 shows that P for 810 nm,
1550 nm and 3800 nm wavelengths is a monotonically increas-
ing function of the distance. Although P for short-wavelength
at 810 nm is smaller than that of long-wavelength at 3800 nm,
the difference between them is rather small. Especially in the
range of transmission distance is less than 60 km, P of these
two wavelengths are almost the same. Nevertheless, when the
transmission distance exceeds 60 km, the difference of P be-
tween the two wavelengths will increase gradually as distance
increases. In that case, if we only consider the influence of
interruption probability on SKR, the shorter wavelengths are
preferable. However, if the transmittance and excess noise are
also considered, the short wavelength may not be the optimal
choice. Therefore, it is necessary to comprehensively analyze
the effect of different wavelengths on the performance of the

FSO quantum communication system.

0.8 — T T T LI — T
— 810 nm
- - -1550 nm . =
— - 3800 nm =
| =
0.6 -
-
-
A, 04} T -
P
/’,
/.'. :
0.2 ]
60 65 70 75
L (km)
0 " 1 " 1 " 1 " 1 " 1 " 1 "
0 30 60 90 120 150 180

L (km)

Fig. 5. The communication interruption probability varies depending
on the distance capability of the different wavelengths.

4. Ilustrative SKR results and discussion

In this section, the effects of the interruption probability
P, transmittance 7, and excess noise € on the CVQKD sys-
tem are analyzed. Different weather conditions, such as clear
weather and fog, are considered in our investigation. Based
on the above CVQKD model, in case of individual attacks and
collective attacks, the SKRs for different signal wavelengths
are calculated when Bob uses homodyne detection and het-
erodyne detection, respectively. The parameters used in the
simulation are summarized in Table 1.

For homodyne detection, as shown from Fig. 6 the setup
and operational mode must follow certain guidelines. The fol-
lowing is a summary of our analyzes.

Table 1. The parameters setting of SKR analysis with different wavelengths.

Character ~ Parameters Values
A laser wavelength 810 nm, 1550 nm, and 3800 nm
deor fiber core diameter 9 um
Wo transmitting lens radius 80 mm
b receiving lens radius 110 mm
Vel electronic noise 0.01 SUN
Va modulation variance 10 SUN
B reconciliation efficiency 90%
n detection efficiency 60%
W1 visibility in clear weather 23 km
W visibility in fog 4 km
10t ——810 nm-without considering P
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Fig. 6. Relationship between SKR and distance in case of (a) individ-
ual attacks and (b) collective attacks for homodyne detection in clear
weather.

(1) In the case of individual attacks and collective attacks,
all the SKRs for different signal wavelengths are monotoni-
cally decreasing functions of the transmission distance, as ex-
pected. However, compared to 810 nm wavelength region,
which is widely used in the satellite-to-ground quantum com-
munication systems,[27’28] and 1550 nm which is utilized to
overcome the background noise due to sunlight in daylight, ']
the 3800 nm-based CVQKD has the longest propagation dis-
tance at the same SKR. For example, in case of individual at-
tacks, when the SKR is 103 bit/channel use, the propagation
distance of the 3800 nm wavelength signal is 115 km, which
is 100 km and 80 km longer than that of 810 nm and 1550 nm,
respectively. While under collective attacks, the propagation
distance of 3800 nm reaches 190 km, which is 184 km and
150 km longer than that of 810 nm and 1550 nm, respectively.
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Based on the results shown in Section 3, the signal with a
long wavelength has a smaller excess noise €, and much larger
transmittance 7' in comparison with those of the shorter wave-
lengths signals. Though the interruption probability P of the
former is higher than that of the latter, the difference between
them is rather small. For this reason, a 3800 nm wavelength
signal propagates at much longer distances compared to the
810 nm and 1550 nm wavelengths.

(2) The effect of interruption probability P on the SKR
for different wavelengths is different. For example, with and
without considering P, the SKRs of 810 nm are almost same.
Thus, it is reasonable to neglect the influence of P in the sim-
ulation when we use a short wavelength signal. This is done
to maintain a simplicity that is both efficient and easy to work
with. However, when wavelengths increase, the P effect needs
to be considered. Consider a 3800 nm wavelength as an ex-
ample. Figure 6 clearly shows that not considering P does not
provide the realistic estimate of the achievable transmission
distance for a given SKR. To overcome this problem the beam

tracking is necessary.
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Fig. 7. Relationship between SKR and distance in case of (a) individ-
ual attacks and (b) collective attacks for heterodyne detection in clear
weather.

In the case of heterodyne detection, someone may notice
that the trends are the as that of homodyne detection. As il-
lustrated in Fig. 7, the SKRs for different wavelengths also
monotonically decreasing functions of transmission distance.

Similarly, much longer transmission distance can be achieved
at 3800 nm compared to the short wavelengths at the same
SKR. The effects of interruption probability P, transmittance
T, and excess noise €on the SKR for heterodyne detection are

also similar to those of homodyne detection.
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Fig. 8. Relationship between SKR and distance in case of (a) individual
attacks and (b) collective attacks for homodyne detection in fog.

Comparing Figs. 7 and 6 shows that, in the case of col-
lective attacks, CVQKD signals employ homodyne detection
can transmit farther than that of heterodyne detection under
conditions that uses the same wavelength. But in the case of
individual attacks, the propagation distance of heterodyne de-
tection is farther than that of the homodyne detection under the
same conditions. Therefore, in the practical application, Bob
should select an appropriate detection mean based on the type
of attack the Eve is conducting.

The demonstration of the above theoretical model and
corresponding analysis is also suitable for other types of
weather conditions, and the SKR is calculated under the same
conditions as those used above, except for assuming the sig-
nals are transmitted in the fog. The results summarized in
Figs. 8 and 9 show that the interruption probability P has lit-
tle effect on the performance of the quantum communication
system in the presence of fog. As expected, the achievable
transmission distance is much smaller in fog compared to that
in clear weather condition.
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Fig. 9. Relationship between SKR and distance in case of (a) individual
attacks and (b) collective attacks for heterodyne detection in fog.

5. Concluding remarks

This paper presents a study on how SKR in CVQKD
get affected by the attenuation, excess noise, and interrup-
tion probability caused by the atmospheric effects at 810 nm,
1550 nm, and 3800 nm wavelengths, by using either homo-
dyne or heterodyne detection schemes, under individual at-
tacks and collective attacks, in clear weather and fog. An
FSO CVQKD transmission model has been established firstly.
Then, the transmittance, excess noise and interruption proba-
bility have been calculated for 810 nm, 1550 nm, and 3800 nm
signal wavelengths. An equation has been given and utilized
in the calculation of the interruption probability based on the
Kolmogorov spectrum model. We carried out a detailed anal-
ysis of the transmittance effects, excess noise, and interrup-
tion probability on the SKR. The SKR results indicate that
the longest wavelength under study (3800 nm) we can ob-
tain a higher SKR than that of shorter wavelengths for the
same propagation distance. Observed differently, for a given
SKR much longer transmission distance can be achieved at
3800 nm. On the other, the interruption probability effect ap-
pears to be slightly higher at longer wavelengths. Because the
interruption probability reduces the SKR at any wavelength,
the beam tracking system should be used to solve for this prob-
lem. Moreover, when Eve applies the collective attacks and
for the same wavelength, a system employing homodyne de-
tection can achieve longer distance than corresponding system
using the heterodyne detection. However, this behavior has

been reversed when Eve applies the individual attacks. Sim-
ilar conclusions have been found for clear weather and fog.
To conclude, in a practical application, longer wavelengths
should be used, such as 3800 nm, given that longer transmis-
sion distances can be achieved for the same SKR. However,
Bob should select an appropriate detection scheme based on
the type of the attack conducted by Eve.
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