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An image encryption algorithm based on spatiotemporal chaos and
middle order traversal of a binary tree

Yining Su(##145%)7, Xingyuan Wang()i, and Shujuan Lin(#R#UE)

School of Information Science and Technology, Dalian Maritime University, Dalian 116026, China
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This paper proposes an image encryption algorithm based on spatiotemporal chaos and middle order traversal of a
binary tree. Firstly, other programming software is used to perform the middle order traversal, and the plaintext image is
sorted according to the middle order traversal sequence on the permutation. Secondly, the chaotic sequence is generated
using the coupled map lattice to set the chaotic interference value. Finally, the XOR operation between the adjacent pixel
values of the replacement image is completed to generate the ciphertext matrix. The simulation and experimental results
show that the proposed algorithm can resist typical attacks and has good robustness.

Keywords: spatiotemporal chaos, image encryption, middle order traversal, coupled map lattice
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1. Introduction

With the rapid development of network and communica-
tion technology, information based on audio, video and image
storage is distributed on various public platforms. Therefore,
information security has become an important topic.!'™* The
key to researching information security is to preserve informa-
tion security during the process of information transmission.

Chaos has cryptographic characteristics such as pa-
rameter sensitivity.?~71 Recently, many image encryption
schemes have been proposed, based on DNA,® neural

10-121 chaos, 13161 gubstitution boxes,[!729 etc.

networks,
These encryption schemes are based on the sensitivity of chaos
to the initial conditions. In the past 10 years they have attracted
widespread attention and achieved positive results in the field
of image encryption. Wang et al. proposed the anti-dynamic
degradation theorem, which proved that a chaotic stream ci-
pher system is theoretically secure.l?!l Therefore, chaotic
cryptography has entered a new stage. The recently proposed
spatiotemporal chaotic system caused fluctuations in chaotic

21-25] How-

cryptography with its excellent chaotic dynamics.
ever, for the image encryption algorithm proposed in this pa-
per, space—time chaos alone is not sufficient and it does not
meet the standards of information security. Therefore, differ-
ent mechanisms are needed to jointly resist the destruction of
and tampering with information in the transmission process.
Middle order traversal of a binary tree is a method for
traversing a binary tree in a data structure. Its traversal method
is to traverse the left subtree first, then access the root node
and finally traverse the right subtree. The sequence gener-
ated by this method is not sequential nor is it periodic, like cat
mapping, and is easy to implement. In this paper, sequential

TCorresponding author. E-mail: 2081604413 @qg.com
#Xingyuan Wang has passed away.
© 2022 Chinese Physical Society and IOP Publishing Ltd
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traversal of a binary tree is applied to replace image encryp-
tion, which effectively disturbs the original position of plain-
text pixels.

The encryption algorithm proposed in this paper is based
on a combination of spatiotemporal chaos and sequential
traversal of a binary tree. The key is generated by the plaintext
image through the SHA-512 hash function, which increases
the sensitivity of the plaintext. The chaotic dynamics of spa-
tiotemporal chaos and the permutation method of order traver-
sal in binary trees effectively increase the image confusion.

The rest of the paper is summarized as follows. Section 2
introduces the preparation work before the algorithm is im-
plemented. Section 3 introduces the implementation of the
encryption algorithm in detail. Section 4 shows the simula-
tion results of the encryption algorithm. Section 5 is a security
analysis of the algorithm. Section 6 gives a performance anal-

ysis of the algorithm. Section 7 contains our conclusions.

2. Related work
2.1. Coupled map lattices

A coupled map lattice (CML) is a dynamic system with
discrete time, discrete space and a continuous state. CMLs
are widely used to generate spatiotemporal chaos. A CML
consists of a non-linear map located on a grid point called a
local map. Each local map is coupled to other local maps ac-
cording to a certain coupling rule. In fact, in computer im-
plementations, any chaotic system must have periodicity with
limited precision, but the actual period of a CML may be large
enough to protect information security. CMLs were proposed

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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by Kaneko!?! and can be described as

e (1) = (1 =€) (6a(0)) 5 (£l = 1) + F i+ 1)),
ey

where n is the time index, i (1,2,...,L) is the grid index and
€ € (0,1) is the coupling constant. x, (i) indicates the shape of
the site with time n (1,2,...) state variable.

The local mapping function f(x) is chosen to be the lo-
gistic map:

X1 (1) = uxy, (1 —xy), )

when u € (3.5699456,4) and x, € (0,1) the system is in a
chaotic state.

2.2. Middle order traversal of a binary tree

Middle order traversal is a kind of binary tree traversal,
also called middle root traversal and middle order travel. In
a binary tree, the in-order traversal first traverses the left sub-
tree, then accesses the root node and finally traverses the right
subtree. The order traversal process in the binary tree is shown

in Fig. 1.
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Fig. 1. Middle order traversal of a binary tree.

2.3. Replacement method based on middle order traversal
of a binary tree

In this paper, middle order traversal of a binary tree is
applied to the permutation of the image, and the chaos of the
ordered traversal sequence in the binary tree is adopted. Due
to the large number of pixel values of the image, construct-
ing a binary tree and performing a middle order traversal op-
eration on the pixel values of the image may be difficult to
implement and increase the running speed and time of the al-
gorithm. Therefore, this paper adopts the middle order traver-
sal 1-65536 through VC++ 6.0 to generate the sequence.txt
document, which stores the middle order traversal sequence of
1-65536 and then traverses the image pixel values according
to the order. Sorting is done to complete the image replace-
ment operation. The pseudo code that generates the middle
order traversal sequence is as follows:

void f (int )

{ if (i > 256 x 256) return;

else

{ fix2);
alk++] =1
flix2+1);}

}

int main( )

{ FILE*fp = NULL;
fp = open(“sequence.txt”,“w”);
charstr[20];
itoa(a[(i — 1) x 256 + j],str, 10);
fprint f(fp,str);
fprint f(fp,*”);

110503-2
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3. Encryption algorithm
3.1. Key structure

The key system structure of this paper is shown in Fig. 2
and consists of four parts. Here € and u are the control param-
eters of the CML and a; and a, are the initial values of the
two coupled maps. In this paper, the key k is generated by the
plaintext image through the SHA-512 hash function, which is
divided into 8-bit blocks and converted into 64 decimal num-
bers kl,kz, e 7](64.

€ = mod((sum(ky,ka,...,kig)/256),1) + ao,
u = mod((sum(k;7,kis,.-.,k32)/256), 1) + ao,
mod((mean(ks3, k34, ..., ksg)/256),1) + bo,
= mod((mean(kq9, k50, - - - ,kea)/256),1) + by, (3)

where ag and by are control parameters added to increase the
sensitivity of the key. The function uses parameters within the
range of u € (3.89,4]. u is obtained by the following transfor-
mation u:

u=3.89+0.11 x u. @

SHA-512 (512bit)

€ u a, a,

Fig. 2. Key structure.

3.2. Encryption process

The encryption process based on spatiotemporal chaos
and middle order traversal of a binary tree is as follows:

Step 1: A 512-bit key k is generated by the plaintext im-
age through the SHA-512 hash function.

Step 2: The sequence.txt file generated in Subsection 2.3
is converted into matrix / according to

I = importdata(sequence.txt). ®)

Step 3: Since the matrix / is a middle order traver-
sal sequence, the plaintext image P is converted into a one-
dimensional sequence, P;, a sequence traversal sequence is
used for sorting Py according to Eq. (6) and a permutation ma-
trix B is generated,

B(i,j) = P(I(i, j)). (6)

Step 4: Equation (1) is iterated M x N 4500 times accord-
ing to the key in Subsection 3.1, cancelling the first 500 values
and avoiding transient reaction. Finally, chaotic sequences S,
S, are generated.

Step 5: According to Eq. (7), S1, S are integerized to
generate S, which is used for the chaotic interference value of
the diffusion,

S(i) = mod(floor(double(S; (i) + S2(i)) x 256),256). (7)

Step 6: A ciphertext matrix C is generated by perform-
ing a XOR operation between the pixel value and the adjacent
pixel value according to

Ci=B18S1, Cit1=Bi119CDS;. (8)

3.3. Decryption process

The ciphertext image C is transmitted to the receiver
through the common channel, and the keys are transmitted to
The de-
cryption process is the reverse of the encryption process. Spe-

the receiver through the key exchange protocol.!?’]

cific steps are as follows:

Step 1: The chaotic sequences S, S, are obtained by sub-
stituting the key iterative chaotic system. Sequence § is ob-
tained according to Step 5 in Subsection 3.2.

Step 2: The inverse XOR operation is performed accord-
ing to Eq. (9) to obtain B,

Bi=Ci®S1, Bir1=Cir1®CDS,. 9
Step 3: The sequence / generated in Subsection 2.3 is
used to inverse scramble B to get P;. Finally, P is recombined

into plaintext image P.

4. Simulation results

In this paper, Matlab 2017 is used as a simulation tool to
test the binary images ‘Lena’, ‘Cameraman’, and ‘House’ and
a colored ‘Lena’ image with the encryption method described
in this article. The simulation results are shown in Fig. 3. Fig-
ures 3(a)-3(e) show different plaintext images, figures 3(f)—
3(j) are the corresponding ciphertext images, figures 3(k)—3(o)
are the corresponding decrypted images, and figures 3(p)-3(r)
illustrate the encryption and decryption process for the colored
image ‘Lena’. We can see that the ciphertext image has com-
pletely covered the plaintext information, and the decrypted
image is no different from the plaintext image.

S. Security analysis
5.1. Key space analysis

A good encryption algorithm is extremely sensitive to the
key, and the key space is large enough to resist typical attacks.
In the algorithm described in this paper, the keys used are
SHA-512 generated hash value and given keys ag, bg. When
the accuracy of the key reaches 1074, the key space reaches
2512 5 107 ~ 2512 x 293 = 2605 which is much larger than
2200 Table 1 compares the key space between this algorithm
and other algorithms, and it can be seen from the table that the
key space of this algorithm is larger than that of most algo-
rithms. So the key space is large enough to resist a variety of
typical attacks.
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Table 1. Comparison of the key spaces of different algorithms.

Algorithm This work Ref. [28] Ref. [29] Ref.[30] Ref. [31] Ref.[32]

Key space 2605 2161 2175 2156 1056 0.3 x 2158

5.2. Key sensitivity analysis

Four sets of experiments were performed to test the sen-
sitivity of the keys, and the color and grayscale ‘Lena’ images

were tested separately. Figure 4 shows the test results. Fig-
ures 4(a) and 4(e) show the use of the correct key to decrypt
the encrypted image; figures 4(b)—4(d) and figures 4(f)—4(h)
show the respective use of the wrong key to decrypt the en-
crypted image. The wrong key is just a minor change to the
correct key. When the plaintext image is not decrypted using
the wrong key, the algorithm is sensitive to the key.

Fig. 3. Encrypted image and decrypted image of plaintext image: (a) plaintext ‘Lena’; (b) plaintext ‘Cameraman’; (c) plaintext ‘House’; (d) plaintext white;
(e) plaintext black; (f) ciphertext of ‘Lena’; (g) ciphertext of ‘Cameraman’; (h) ciphertext of ‘House’; (i) ciphertext of white; (j) ciphertext of black; (k)
decryption of ‘Lena’; (1) decryption of ‘Cameraman’; (m) decryption of ‘House’; (n) decryption of white; (0) decryption of black; (p) plaintext color ‘Lena’;

(q) ciphertext of color ‘Lena’; (r) decryption of color ‘Lena’.

Fig. 4. Key sensitivity analysis: (a) decrypted image with the correct key; (b) decrypted image with € = £ + 107'9; (c) decrypted image with u = u+ 10~19;
(d) decrypted image with a; = a; + 10716; (e) decrypted image with the correct key; (f) decrypted image with ay = a, + 10716, (g) decrypted image with

€= e+ 1071%; (h) decrypted image with u = u+ 10714,

110503-4
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6. Performance analysis
6.1. Histogram analysis

A histogram is a graph that shows the frequency at which
gray values of a digital image appear. In order to hide the infor-
mation of the plaintext image, the histogram of the encrypted
image tends to be straight. Figure 5 shows the histogram of
the plain image and the ciphertext image of the grayscale im-
ages ‘Lena’, ‘Cameraman’, and ‘House’ and figure 6 shows
the plaintext images of the R, G, and B channels of the color

image ‘Lena’ and the histogram of the ciphertext image. It
can be seen from Figs. 5 and 6 that the histograms of the en-
crypted images are very similar. In order to better express the
encrypted image histograms, we use the chi-square test. The
critical values for the 5% and 1% probability of 255 degrees
of freedom are 293.2478 and 310.457, respectively. It can be
seen from Table 2 that significance levels of 5% and 1% were
accepted. Obviously, the histograms of all ciphertext images
tend to be flat, so it is difficult to obtain pure image informa-
tion through statistical analysis.
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Fig. 5. Histogram analysis: (a) plaintext ‘Lena’; (b) histogram of ‘Lena’; (c) ciphertext of ‘Lena’; (d) histogram of ciphered ‘Lena’; (e) plaintext ‘Camera-
man’; (f) histogram of ‘Cameraman’; (g) ciphertext of ‘Cameraman’; (h) histogram of ciphered ‘Cameraman’; (i) plaintext ‘House’; (j) histogram of ‘House’;

(k) ciphertext of ‘House’; (1) histogram of ciphered ‘House’.
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Fig. 6. Histogram analysis: (a) plaintext color ‘Lena’; (b) histogram for plain R component; (c) histogram for plain G component; (d) histogram for plain
B component; (e) ciphertext of color ‘Cameraman’; (f) histogram for encrypted R component; (g) histogram for encrypted G component; (h) histogram for
encrypted B component.
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6.2. Correlation analysis statistical analysis. Experiments show that the algorithm is
Adjacent pixels have a high correlation between plaintext ~ €asible.
pixels. In order to hide the information between the plaintext Table 2. The 2 evaluation results of ciphertext images.
images, the correlation between the pixels is greatly reduced. “Lena’
The formula for calculating the correlation between pixels is ~ Images ‘Lena’ ‘Cameraman’ ‘House’ R G 5
as follows:
x> 286.1406 254.0781 276.4141 232.0078 267.4688 240.8828
Moy = D(x) D(y) ’ (10) Table 3. Correlations of the plain-image (PI) and the corresponding cipher
image (CCI) between adjacent pixels.
where Correlation Direction of adjacent pixels
Image
1 X coefficient ~ Horizontal ~ Vertical ~ Diagonal
cov(x — i —E
) N l; J0i—EQ)), Lena PI 09384 09682 09129
N N ccI 0.0018  —0.0020 —0.0016
1
Z ’ E(x) _ = X;. ‘Cameraman’ PI 0.9335 0.9591 0.9083
1:1 N = CCI 0.0025 0.0008 —0.0010
‘House’ PI 0.9778 0.9650 0.9479
Here x and y are the gray values of two adjacent pixels. In this CCI —0.0016 ~ —0.0021  0.0009
paper, 2000 pairs of pixels were selected to test the ‘Lena’, ‘Lena’ in Ref. [12] ccl —0.0005  —0.0006  0.0002
‘Cameraman’ and ‘House’ gray images and the ‘Lena’ color Lena n Ref. [16] ccl 0-0049 0.0037  0.0089
) ) ] ) ] ‘Lena’ in Ref. [28] cal ~0.0036  —0.0028 —0.0021
image in clear images with Eq. (10). Figures 7-12 show the ‘Lena’ in Ref, [29] cCI 0.0041 0.0030 0.0011
correlation between ciphertext images in the horizontal, verti- ‘Lena’ in Ref. [32] CCI 0.0022 0.0013 0.0008
Cal and diagonal directions_ ‘Lena’ in Ref. [34] CCI —0.0059 —0.0064 —0.0003

Table 3 shows the correlation coefficients of the three ) o ]
. . , , Table 4. Correlations of the color plain-image (CPI) and the corresponding
plaintext images ‘Lena’, ‘Cameraman’, and ‘House’ and the cipher image (CCI) between adjacent pixels.

three directions of the ciphertext image. When the correlation . - . .
Correlation Direction of adjacent pixels

coefficient is close to zero, the proposed algorithm can resist Image  Channel ) - - -
coefficient ~ Horizontal ~ Vertical — Diagonal

statistical analysis. Experiments show that the algorithm is

feasible. Red CPI 0.9440 0.9701 0.9208
CCIL —0.0032 0.0028 0.00004

Table 4 shows the plaintext image of the three channels Lena CPI 09192 09549  0.8978

of the ‘Lena’ color image and the correlation coefficients in Green CCl 0.0023  —0.0015  0.0005
three directions of the ciphertext image. When the correlation Blue CPL 08725 09119 0.8525
CCI —0.0001  —0.0020 —0.0008

coefficient is close to zero, the proposed algorithm can resist
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Fig. 7. Correlation analysis: (a) plaintext ‘Lena’; (b) horizontal correlation of plain image; (c) vertical correlation of plain image; (d) diagonal correlation of
plain image; (e) ciphertext of ‘Lena’; (f) horizontal correlation of ciphered image; (g) horizontal correlation of ciphered image; (h) diagonal correlation of
ciphered image.
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Fig. 11. Correlation analysis: (a) plaintext of G component; (b) horizontal distribution for G component; (c) vertical distribution for G component; (d) diagonal
distribution for G component; (e) ciphertext of G component; (f) horizontal distribution for ciphered G component; (g) vertical distribution for ciphered G
component; (h) diagonal distribution for ciphered G component.
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Fig. 12. Correlation analysis: (a) plaintext of B component; (b) horizontal distribution for B component; (c) vertical distribution for B component; (d) diagonal
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6.3. Information entropy analysis where p(s;) represents the probability of occurrence of s;. For

an image, the ideal value for information entropy is 8. Ta-

Information entropy is used to reflect the degree of con- ble 5 shows the plaintext images of the three grayscale images

fusion in an image. It is calculated as follows: ‘Lena’, ‘Cameraman’ and ‘House’ and the color image ‘Lena’
and the information entropy of the ciphertext images. Experi-

ments show that the information entropy of all ciphertext im-

2L_1 1
H(s)= Y p(si)log, ——, (11)
i=0

p(s;) ages is close to 8, which means that the cipher image of the
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algorithm has good randomness.

6.4. Differential attack analysis

The number of pixels change rate (NPCR) and unified av-
erage changing intensity (UACI) randomness tests are com-
monly used to evaluate the ability of an encrypted image to
resist differential attacks. NPCR and UACI are calculated as
follows:

D
NPCR = M x 100, (12)
WxH

xH |45 255
here W and H represent, respectively, the width and height of
the image and c; and ¢ are the two ciphertext images after
the original plaintext image changes by one pixel value. If
c1(i,j) # ca(i, j), then D(i, j) = 1, otherwise D(i, j) = 0. Ta-
ble 6 shows the NPCR and UACI values for the three grayscale
images ‘Lena’, ‘Cameraman’ and ‘House’ and the color image
‘Lena’. The ideal value of NPCR is 99.6094% and for UACI
it is 33.4635%. It can be seen from Table 7 that the NPCR and
UACT values of this algorithm are closer to ideal values than
those of most algorithms.

6.5. Robust analysis

Images are vulnerable to hijacking, tampering or de-
struction during transmission, so we usually use noise-adding
methods to evaluate whether the encryption algorithm is

t.1341 Figure 13 shows the decryption effect after adding

robus
noise to the encrypted image. Experiments show that the im-
age information can still be obtained after adding noise, which

shows that the proposed algorithm has good robustness.

Table 5. Information entropy of the plain-image (PI) and the
cipher-image (CI).

Image Information entropy
. R PI 7.4445
Lena
CI 7.9974
. R PI 6.9718
Cameraman
CI 7.9973
. R PI 6.4970
House
CI 7.9972
PI 2
‘Lena’ (red) 7:2530
CI 7.9972
PI 7.5923
‘Lena’ (green) o
CI 7.9973
‘Lena’ (blue) PI 6.9673
CI 7.9973
‘Lena’ in Ref. [12] CI 7.9980
‘Lena’ in Ref. [16] CI 7.9967
‘Lena’ in Ref. [28] CI 7.9974
‘Lena’ in Ref. [29] CI 7.9968
‘Lena’ in Ref. [30] CI 7.9970
‘Lena’ in Ref. [33] CI 7.9971

Table 6. The average NPCR and UACI values with various images.

‘Lena’” ‘Lena’ ‘Lena’

R) (&) (B)

5

Image ‘Lena’ ‘Cameraman’ ‘House

NPCR (%) 99.6109
UACI (%) 33.4332

99.9606
33.5634

99.6154 99.9607 99.9586 99.9581
33.3476 33.3419 33.3478 33.3486

Table 7. Comparison of NPCR and UACI for different algorithms for the
image ‘Lena’.

Algorithms Ref. [12] Ref. [16] Ref.[28] Ref.[29] Ref.[32] Ref.[33]

NPCR (%) 99.6154 99.5827 99.6142 99.5700 99.6093 99.6197
UACI (%) 33.4647 334791 33.4016 33.4100 33.4596 33.0443

Fig. 13. Robust analysis. (a) The encrypted image with 0.01 salt and pepper noise. (b) The encrypted image with 0.05 salt and pepper noise. (c) The
encrypted image with 0.01 Gaussian noise. (d) The encrypted image with 0.05 Gaussian noise. (e) The encrypted image with 0.01 speckled noise. (f) The
decrypted image with 0.01 salt and pepper noise. (g) The decrypted image with 0.05 salt and pepper noise. (h) The decrypted image with 0.01 Gaussian
noise. (i) The decrypted image with 0.05 Gaussian noise. (j) The decrypted image with 0.01 speckled noise.
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6.6. Time analysis

Encryption time is also a necessary condition for evalu-
ating encryption algorithms. The experimental environment is
MATLAB R2016a with AMD Ryzen 5 3500H CPU and 8 GB
RAM. We encrypt the ‘Lena’ image 50 times, take the aver-
age value and compare it with other algorithms to get Table 8.
It can be seen from the table that the encryption time of this
algorithm is shorter than that of most of the other algorithms,
which shows that encryption of this image is faster.

Not only experimental time analysis but also theoretical
time complexity analysis should be carried out. Assuming
the size of the image is M x N, Step 1 generates the hash
value whose time complexity is O(512). The required binary

to scramble the image, whose time complexity is O(M X N).
Step 4 is to iterate the chaotic system and generate two chaotic
sequences, whose time complexity is 20(M x N). In Step 5,
the required XOR sequence is generated, whose time com-
plexity is O(M x N). In Step 6 the ciphertext image is ob-
tained from the XOR scrambled image, and its time complex-
ity is O(M x N). Therefore, the time complexity of the al-
gorithm is 20(M x N). Table 9 compares the time complex-
ity between the present algorithm and other algorithms, and
shows the present algorithm is superior to most of the other
algorithms.

Table 8. Time comparisons for different algorithms.

. . . g ] Algorithms  This work  Ref. [33] Ref. [35] Ref. [36] Ref. [37]
tree sequence is obtained in Step 2, with the time complex-
. . . Time (s) 0.4409 0.3381 0.5994 1.3005 1.3107
ity of O(M x N). In Step 3, the binary tree sequence is used
Table 9. Comparison of time complexity for different algorithms.
Algorithms This work Ref. [35] Ref. [36] Ref. [37]
Time (s) 20(M x N) 40(M x NlogMN) 50(M x N) 20(M x NlogMN)

7. Conclusion

The encryption algorithm proposed in this paper is based
on a combination of spatiotemporal chaos and sequential
traversal of a binary tree. The key is generated by the plaintext
image through the SHA-512 hash function, which increases
the sensitivity of the plaintext. The chaotic dynamics of spa-
tiotemporal chaos and the permutation method of order traver-
sal in binary trees effectively increase the image confusion.
Diffusion uses an adjacent or exclusive XOR based on chaotic
interference values, which makes ciphertext images resistant
to differential attacks.
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