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Chaotic systems have been intensively studied for their roles in many applications, such as cryptography, secure
communications, nonlinear controls, etc. However, the limited complexity of existing chaotic systems weakens chaos-based
practical applications. Designing chaotic maps with high complexity is attractive. This paper proposes the exponential sine
chaotification model (ESCM), a method of using the exponential sine function as a nonlinear transform model, to enhance
the complexity of chaotic maps. To verify the performance of the ESCM, we firstly demonstrated it through theoretical
analysis. Then, to exhibit the high efficiency and usability of ESCM, we applied ESCM to one-dimensional (1D) and multi-
dimensional (MD) chaotic systems. The effects were examined by the Lyapunov exponent and it was found that enhanced
chaotic maps have much more complicated dynamic behaviors compared to their originals. To validate the simplicity of
ESCM in hardware implementation, we simulated three enhanced chaotic maps using a digital signal processor (DSP). To
explore the ESCM in practical application, we applied ESCM to image encryption. The results verified that the ESCM can
make previous chaos maps competitive for usage in image encryption.

Keywords: chaotic system, nonlinear system, image encryption, hardware implementation

PACS: 05.45.–a, 05.45.Jn, 05.45.Pq DOI: 10.1088/1674-1056/ac6335

1. Introduction
In 1963, Lorenz introduced the deterministic aperiodic

flow model and the butterfly effect.[1] From then on, people
have come to be aware of the field of chaos. Chaos theory,
subsequently developed as a subfield of nonlinear science,[2]

studies the behaviors of dynamical systems that have definite
but unpredictable motions. The behavior of chaotic systems is
determined by their initial states, yet it is impossible to predict
long-term actions as they are sensitive to the slightest change
in the initial states.[3] Those characteristics, such as initial state
sensitivity, unpredictability, fractal dimension, and ergodicity,
push chaotic systems to be widely studied and applied in many
scenarios, such as personal information security,[4] communi-
cation systems,[5] and power systems.[6]

Presently, many chaotic systems have been developed
for various applications, such as chaotic synchronization,[7,8]

chaotic secure communication,[9] chaotic cryptography,[10,11]

and chaotic neural networks.[12,13] Among them, chaotic se-
cure communication and chaotic encryption[14,15] are among
the hottest topics in the research of international electronic
communications. For example, chaotic encryption utilizes the
sequence generated by a chaotic system as keys for the en-
cryption algorithm to run on. As chaotic systems are almost
impossible to be predicted unless the exact system with the
initial states is known, such an encryption method is very se-
cure. However, existing chaotic systems are far from perfect.
Firstly, with the help of computer technology, identifying the

chaos becomes easier. Therefore, the current chaotic systems
with their low complexity are easy to be cracked by discerning
their initial states[16] or estimating their chaotic orbits.[17] Sec-
ondly, chaos degradation may occur when chaotic behaviors
are simulated in finite precision. Some extremely approached
states may overlap and appear to be precision truncated,[18]

which causes the chaotic behaviors that originally had infinite
states to degrade to inevitable periodic behaviors. Thirdly, ex-
isting chaotic maps show chaotic behaviors only in limited re-
gions. Some perturbation on the input could lead to an unex-
pected chaotic result being replaced by a regular output. This
perturbation could destroy the chaos and mean it is unable to
play the role of encryption. These potential hazards harm the
application of chaos, especially in the encryption area. There-
fore, acquiring robust chaos with better chaotic performance
can facilitate deeper research in the field of chaos and speed
up the practical application of chaos.[19]

Much effort has been made to resolve the above problems
and increase the complexity of existing chaotic systems.[20–25]

For example, in Ref. [20], Liu et al. proposed a new cou-
pled electro-optic chaotic system to conceal the time delay and
enhance the complexity of chaos. They mixed the electrical
signals by using nonlinear coupling functions. Luo et al.[21]

introduced a novel image encryption algorithm based on dou-
ble chaotic systems, which solved the limitation and vulner-
ability of a single chaotic map. In Ref. [22], Huang et al.
took advantage of electrical mutual injection to improve the
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complexity and the security of chaotic communication sys-
tems. They used nonlinear transmission functions to conceal
the time delay effect. Hua et al. in Ref. [23] proposed a
chaotic model to enhance chaos and obtained robust results.
They found a new model, a sine chaotification model, which
can enhance the complexity of the current chaotic maps. They
also used two maps to reach the required complexity for en-
cryption safety.[24] In Ref. [25], Liu and Zhang improved plain
text-related image encryption by constructing a special image,
which can resist the existing chosen plaintext attack.

This paper introduces an exponential sine chaotificaton
model (ESCM) to boost the complexity of the existing chaotic
systems. Applying double nonlinear transformations to exist-
ing chaotic systems not only enhances their complexity but
also achieves a larger chaotic range than before. The main
achievements and novelties of this paper are as follows: (1) We
introduced ESCM as a universal framework to enhance the
chaos complexity. (2) The complexity of the ESCM was the-
oretically analyzed using the Lyapunov exponent (LE). (3) To
exhibit the usability of ESCM, we applied ESCM to multi-
dimensional (MD) chaotic maps, including the 1D logistic
map, 2D Hénon map, and 3D Lorenz map. (4) We tested
the chaos performance of the enhanced chaotic maps using
the LE and the bifurcation diagram. We also compared the
enhanced chaos performance with their seed maps. (5) To
demonstrate the practicability and simplicity of ESCM in a
hardware environment, we constructed and tested the circuits
of the enhanced chaotic maps in a digital signal processor
(DSP). (7) We applied ESCM to image encryption and inves-
tigated its effectiveness.

The remainder of this paper is organized as follows. Sec-
tion 2 presents the proposed ESCM and analyzes its chaos
complexity theoretically. Section 3 applies ESCM to a logis-
tic map, Hénon map, and Lorenz map. We also discussed the
chaotic dynamics of these chaotic maps. Section 4 validates
its hardware availability using the DSP. In Section 5, we ap-
plied the enhanced Lorenz chaotic map to implement image
encryption and analyzed the encryption effect. Finally, Sec-
tion 6 concludes this paper.

2. Exp-sine chaotification model

This section proposes ESCM and analyses its chaos com-
plexity.

2.1. Concept of ESCM

The proposed ESCM is designed to enhance the complex-
ity of existing chaos. Using double nonlinear transformations
and applying them to the chaotic maps, ESCM can signifi-
cantly enhance the chaos complexity. The structure’s plot is
shown in Fig. 1.

F ↼a↪ xi↽
xi Sine

chaotification

Exponential

chaotification

Fig. 1. Structure of the ESCM.

Here F(a,xi) is an existing chaotic map called a seed
map, where a is a control parameter, and xi is the input. The
output esin(πF(a,xi)) is used as the input for the next iteration.

We can use a mathematical equation to describe ESCM
as

xi+1 = I(xi) = esin(πF(a,xi)), (1)

where a is a control parameter.
The exponent function, as well as the sine function, have

complex nonlinear properties. Double nonlinear transforma-
tions enhance the complexity of existing chaos. The effect of
ESCM in improving chaotic performance can be theoretically
validated by using the LE as a standard. In this paper, we
used ESCM as a chaotification model to improve the perfor-
mance of chaos. The properties of ESCM are as follows. (1) It
is an effective model that can enhance chaotic performance.
(2) Compared with the seed map, the enhanced map owns
chaotic behaviors in quite a large parameter range. (3) The en-
hanced map overcomes the drawbacks of seed maps entering
periodic motion occasionally. (4) This model is applicable to
both discrete and continuous chaotic systems. (5) Users have
freewill to choose any dimension map to work as the seed map.

These properties will be verified in the following parts.

2.2. Chaos complexity analysis

Due to the singularity and complexity of the chaos sys-
tem, there is no unified definition of chaos. To quantitatively
characterize the sensitivity of the chaotic system to the initial
value, the LE can work as a standard. The LE is one of the
most widely used criteria accepted by researchers. The LE [26]

refers to the average rate of exponential separation or conver-
gence of two trajectories close to each other in phase space
over time. If LE > 0, we can consider that it enters chaos
states.

In the following section, we denote λE(x) as the LE of
the exponent function, denote λS(x) as the LE of the sine func-
tion, and denote λF(a,x) as the LE of F(a,x), our seed map.
We compute the Lyapunov exponents based on the definition
of LE.[26] Referring to the calculation method mentioned in
Refs. [23,24], the LE of function f (x) can be calculated as

λ f (x) = lim
n→∞

{
1
n

ln
∣∣∣∣ f n(x0 + ε)− f n(x0)

ε

∣∣∣∣} . (2)

To calculate the LE of ESCM, we suppose x0 is the initial
value of the chaotic system F(a,xi) in Eq. (1), and we have
y0 = x0 + ε which differs with x0 by an infinitesimal positive
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ε . After one iteration by Eq. (1), the difference between x1 and

y1 can be calculated as

|x1− y1| = |I(x0)− I(y0)|

=

∣∣∣∣E(S(F(a,x0)))−E(S(F(a,y0)))

S(F(a,x0))−S(F(a,y0))

∣∣∣∣
×
∣∣∣∣S(F(a,x0))−S(F(a,y0))

F(a,x0)−F(a,y0)

∣∣∣∣
×
∣∣∣∣F(a,x0)−F(a,y0)

x0− y0

∣∣∣∣ |x0− y0| .

Because y0 → x0F(a,y0)→ F(a,x0), then∣∣∣∣E(S(F(a,x0)))−E(S(F(a,y0)))

S(F(a,x0))−S(F(a,y0))

∣∣∣∣≈ dE
dx
|S(F(a,x0)) ,∣∣∣∣S(F(a,x0))−S(F(a,y0))

F(a,x0)−F(a,y0)

∣∣∣∣≈ dS
dx
|F(a,x0) ,∣∣∣∣F(a,x0)−F(a,y0)

x0− y0

∣∣∣∣≈ dF
dx
|x0 ,

|x1− y1| ≈
∣∣∣∣ dE

dx
|S(F(k,x0))

∣∣∣∣ ∣∣∣∣ dS
dx
|F(k,x0)

∣∣∣∣
×
∣∣∣∣ dF

dx
|x0

∣∣∣∣ |x0− y0| . (3)

Similarly, after another iteration, the x2 and y2 can be calcu-

lated as

|x2− y2| = |I(x1)− I(y1)|

=

∣∣∣∣E(S(F(a,x1)))−E(S(F(a,y1)))

S(F(a,x1))−S(F(a,y1))

∣∣∣∣
×
∣∣∣∣S(F(a,x1))−S(F(a,y1))

F(a,x1)−F(a,y1)

∣∣∣∣
×
∣∣∣∣F(a,x1)−F(a,y1)

x1− y1

∣∣∣∣ |x1− y1|

≈
∣∣∣∣ dE

dx
|S(F(a,x1))

∣∣∣∣ ∣∣∣∣ dS
dx
|F(a,x1)

∣∣∣∣
×
∣∣∣∣ dF

dx
|x1

∣∣∣∣ ∣∣∣∣ dE
dx
|S(F(a,x0))

∣∣∣∣
×
∣∣∣∣ dS

dx
|F(a,x0)

∣∣∣∣ ∣∣∣∣ dF
dx
|x0

∣∣∣∣ |x0− y0| . (4)

When n→ ∞, the difference between xn and yn can be pre-

sented as

|xn− yn| = |I(xn−1)− I(yn−1)|

≈
n−1

∏
i=0

∣∣∣∣ dE
dx
|S(F(a,xi))

∣∣∣∣ ∣∣∣∣ dS
dx
|F(a,xi)

∣∣∣∣
×
∣∣∣∣ dF

dx
|xi

∣∣∣∣ |x0− y0| . (5)

Then, the average divergence in the n iterations, denoted as

∆I(x), can be presented as

∆I(x) =

∣∣∣∣xn− yn

x0− y0

∣∣∣∣ 1
n

=

{
n−1

∏
i=0

∣∣∣∣dE
dx
|S(F(a,xi))

∣∣∣∣ ∣∣∣∣dS
dx
|F(a,xi)

∣∣∣∣ ∣∣∣∣dF
dx
|xi

∣∣∣∣
} 1

n

. (6)

The LE of I(x), denoted as λI(x), is defined as taking the nat-
ural logarithm of the ∆I(x) , the mathematical equation defined
as

λI(x) = ln(∆I(x))

= ln

{
n−1

∏
i=0

∣∣∣∣ dE
dx
|S(F(a,xi))

∣∣∣∣ ∣∣∣∣ dS
dx
|F(a,xi)

∣∣∣∣ ∣∣∣∣ dF
dx
|xi

∣∣∣∣
} 1

n

= lim
n→∞

1
n

n−1

∑
i=0

ln
∣∣∣∣ dE

dx
|S(F(a,xi))

∣∣∣∣
+ lim

n→∞

1
n

n−1

∑
i=0

ln
∣∣∣∣ dS

dx
|F(a,xi)

∣∣∣∣
+ lim

n→∞

1
n

n−1

∑
i=0

ln
∣∣∣∣ dF

dx
|xi

∣∣∣∣ . (7)

Similarly, the LE of E(x), denoted as λE(x), the LE of S(x),
denoted as λS(x), the LE of F(a,xi), denoted as λF(a,xi), can be
calculated as

λE(x) = lim
n→∞

1
n

n−1

∑
i=0

ln
∣∣∣∣ dE

dx
|xi

∣∣∣∣ ,
λS(x) = lim

n→∞

1
n

n−1

∑
i=0

ln
∣∣∣∣ dS

dx
|xi

∣∣∣∣ ,
λF(a,xi) = lim

n→∞

1
n

n−1

∑
i=0

ln
∣∣∣∣ dF

dx
|xi

∣∣∣∣ . (8)

Thus, the LE of I(x) in Eq. (7) is the combination of the LE of
E(x), S(x), and F (a,xi), and

λI(x) = λE(x)+λS(x)+λF(a,xi). (9)

The chaotic behavior of ESCM is analyzed as follows.

1. When the seed map F(a,xi) is chaotic. S(x) is the
sine map with the control parameter a = 1. Refer-
ence [23] validates that the sine map is chaotic at

that time, λE(x) = lim
n→∞

1
n

n−1
∑

i=0
ln
∣∣∣ dE

dx |xi

∣∣∣ = lim
n→∞

1
n nx = x

if λE(x) + λS(x) is positive at the same time. Thus,
λI(x) = λE(x) + λS(x) + λF(a,xi)>0. In that case, ESCM
could obtain a larger LE than before and obtain compli-
cated dynamic behaviors.

2. When the seed map F(a,xi) is chaotic. If λE(x)+λS(x) <

0, in that case, ESCM could weaken its previous dy-
namic behaviors.

3. When F(a,xi) does not have chaotic behavior. If λE(x)+

λS(x) >−λF(a,x), in that case, ESCM improves its chaos
complexity and achieves larger LE than before.

4. When F(a,xi) does not have chaotic behavior and
λE(x)+λS(x) < −λF(a,x), the ESCM also could not ob-
tain position value anymore.
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From the above, the existing chaotic map through ESCM
could have larger LE than before, which means they have bet-
ter chaotic performance in more extensive parameter ranges.
Even with seed maps that do not have chaotic behaviors, the
enhanced map may also show chaotic traits through the trans-
formation of the ESCM. This proves that the proposed ESCM
can enhance the chaos performance in a more extensive range.

3. Typical examples of an enhanced chaotic map
To verify the performance of ESCM, we shall apply it to

three example maps with different dimensions. They are a 1D
logistic map, a 2D Hénon map, and 3D Lorenz map. We will
also analyze the chaotic dynamics of the enhanced map.

The logistic map[27] is derived from a demographic dy-
namics system designed to stimulate people’s growth, and it
is one of the most widely used nonlinear dynamical discrete
chaotic mapping systems. It seems too simple and determinis-
tic but has complicated dynamical behaviors. Its mathematical
mapping equation can be defined as

xi+1 = µxi(1− xi), (10)

where the range of control parameter µ is within [0,4] and xi is
in the range [0,1]. The sequences created by the logistic map
are controlled by µ and x0 (which is the initial value). The dy-
namical system could be different if any one of the two values
changes. When µ ∈ [3.6,4], the system is chaotic and shows
complexity dynamic behavior.

The Hénon map is also an extensively studied example
of discrete-time systems. The Hénon map is a 2D discrete
chaotic system proposed by Hénon in 1976.[28] It was a sim-
plified model of the Poincare section for the Lorenz model. It
is described by the following 2D map with quadratic nonlin-
earity:

xi+1 = 1−α x2
i + yi,

yi+1 = βxi, (11)

where x, y are state variables, α , β are the control parame-
ters, i is the iteration time. For the classical Hénon map, when
α ∈ [1.07,1.4] and β = 0.3, the system shows chaotic behav-
ior. For the values of α and β different from the range above,
the map may be chaotic, intermittent, or periodic.

Based on the study of atmospheric convection, Lorenz ex-
tracted a 3D continuous chaotic model in 1963.[1] It is one of
the most typical nonlinear dynamical systems.

Its differential equation is

x′ = σ(y− x),

y′ = ωx− y− xz,

z′ = xy−ψz, (12)

where x, y and z is the system state, σ , ω and ψ are system
control parameters. The mathematical study shows that the
Lorenz system is in a chaotic state when σ = 10, ω = 28,
ψ = 8/3.

3.1. Enhanced logistic map

Definition When applying ESCM to a logistic map, it
means the F(a,xi) in Eq. (1) is replaced by a logistic map in
Eq. (10). Its new mathematical mapping equation can be de-
fined as

xi+1 = I(x) = esin(πµ̃xi(1−xi)), (13)

where µ̃ is the control parameter and µ̃ ∈ [0,+∞].
Bifurcation diagram The bifurcation phenomenon is

a significant characteristic of nonlinear systems. Bifurcation
refers to the phenomenon that a slight change in the vicinity
of a parameter causes a sudden change in the phase space or-
bital topological structure. A bifurcation diagram is a direct
description of the chaotic state of the system.[29]

Figure 2 describes the bifurcation diagram of previous
maps and their enhanced maps. Figure 2(a) plots the bifur-
cation diagram of the logistic map when its control parame-
ter µ ∈ [0,4]. Here, 410 iterations were performed. In or-
der to make the iteration sufficient, the initial 400 times were
discarded. As shown in Fig. 2(a), it is apparent that the lo-
gistic map is in the period-doubling bifurcation state when
µ ∈ [0,3.6] and enters chaotic states when µ ∈ [3.6,4]. Even
within the range of [3.6,4], there are still some periodic areas.
With a slight disturbance, it will enter the periodic motions.
Its outputs are limited in [0,1], while figure 2(d) represents the
bifurcation diagram of the logistic map through ESCM when
its control parameter µ̃ ∈ [0,1000]. It is clear that the logis-
tic map through ESCM has outputs within the range [0.4,2.8],
and these outputs distribute in the whole data range. In other
words, the enhanced logistic map obtains superior complex
dynamic behavior in a much larger range compared to its seed
map, which has weak chaos in small parameter ranges.

Lyapunov exponent LE refers to the average exponen-
tial separation or convergence of two orbitals close to each
other in phase space over time.[26] It can represent the initial
sensitivity when the dynamic system evolves. For nonlinear
systems, if the LE is negative, the dynamical system is stable
and shrinks in phase space, while positive LE represents the
phase volume of the system that expands and folds continu-
ously in one direction, in other words, the system is chaotic.

Figure 3 depicts the LE of improved chaos and their seed
maps. For comparison convenience, we have normalized the
process. As shown in Fig. 3(a), the enhanced logistic map en-
ters a chaos state earlier than before. The previous map enters
chaos when its control parameter is over 3.6, yet the enhanced
chaos enters chaos from the start. The LE of the enhanced lo-
gistic map increases as the control parameter increases. That
also means the complexity of the enhanced seed map also in-
creases. As depicted in Fig. 3(a), although the control param-
eter is over 3.6, its LE of the logistic map may also be less
than 0 occasionally. In contrast, the LE of the enhanced logis-
tic map is always positive, which indicates that it has complex
dynamical behavior. It is clear that through ESCM, the logistic
map obtains dynamic behavior in wider ranges.
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Fig. 2. The first row depicts the bifurcation diagrams for the (a) logistic, (b) Hénon and (c) Lorenz maps, and the second row plots the bifurcation
diagrams for their enhanced maps.
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Fig. 3. The LEs of the (a) logistic and enhanced logistic map, (b) Hénon and enhanced Hénon map, and (c) Lorenz map and improved Lorenz map.

3.2. Enhanced Hénon map

Definition When applying ESCM to the Hénon map, it
means the F(a,xi) in Eq. (1) is replaced by the Hénon map
in Eq. (11). Its new mathematical mapping equation can be
defined as

xi+1 = I(xi) = esin(π(1−α̃x2
i +yi)),

yi+1 = I(yi) = esin(πβ̃xi), (14)

where α̃ , β̃ are the control parameters.
Bifurcation diagram Figure 2(b) shows the bifurcation

diagrams of the Hénon map. Since the 2D Hénon map has
two control parameters, to obtain a straightforward compari-
son effect, we only plot the bifurcation diagrams of the Hénon
chaotic maps when the control parameter β is fixed at 0.4 and
select α as the main control parameter within [0,1.25]. Here,
200 iterations were performed. To make the iteration suffi-
cient, the initial 50 times were discarded. When α ∈ [1,1.25],
the dynamical systems show complicated behavior. The out-
puts of the Hénon map are confined in the range of [0,2]. Fig-
ure 2(e) shows its enhanced bifurcation diagrams. Their initial
state values are all set as (0,0). Also, 200 iterations were per-

formed, and the initial 190 times were discarded at the same
time to ensure the result was satisfying. One can see that the
trajectory of the enhanced Hénon map is distributed in all data
ranges. At the same time, its outputs occasionally spread all
over in the range of [0.4,2.7].

Lyapunov exponent For the sake of presentation, here
we set the control parameter β = 0.3. As shown in Fig. 3(b),
the Hénon map enters chaos when α > 1.07. It is clear that
the Hénon chaotic maps enter the chaotic state only in a small
range, which could impair the effect of encryption. Therefore,
the original seed map is not robust. Through ESCM, it enters
chaos from the start and has more significant complexity than
its seed map. Along with the increase of the control parame-
ter, the LE of the enhanced Hénon map becomes larger. That
means the complexity of the enhanced Hénon map becomes
larger as the control parameter increases.

3.3. Enhanced Lorenz map

Definition When applying ESCM to the Lorenz map, the
F(a,xi) in Eq. (1) is replaced by the Lorenz map in Eq. (12).
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The new mathematical differential equation can be defined as

x′i+1 = esin(πσ̃(yi−xi)),

y′i+1 = esin(π(ω̃xi−yi−xizi)),

z′i+1 = esin(π(xiyi−ψ̃zi)), (15)

where σ̃ , ω̃ and ψ̃ are the control parameters.
Bifurcation diagram The Lorenz map is a 3D chaotic

map with three control parameters. Both initial values are set
as (1,1,1). Figure 2(c) shows the bifurcation diagrams of the
Lorenz map. We fixed two control parameters, ω and ψ , to
directly compare and observe their motion trials. As depicted
in Fig. 2(c), it is obvious that the chaotic performance of the
Lorenz map is frail with the control parameter σ increasing.
It only presents complex dynamic behaviours in small param-
eter ranges. The outputs of the Lorenz map are restricted at
[0,20]. Figure 2(f) shows the enhanced Lorenz map’s bifurca-
tion diagrams. Exhibited in the image, it is almost all in chaos.
When the parameter is within [0,1000], its outputs spread in
[3,63] irregularly. Thus, the proposed ESCM can significantly
enhance the chaos of the Lorenz map. The enhanced Lorenz
map shows robust and complex dynamical behavior.

Lyapunov exponent As depicted in Fig. 3(c), only small
parts of this system are in chaos. When the control parame-
ter is within [5,18], the LE of the Lorenz map is positive, and
the system is in chaos. In other regions, the LE jumps and
changes randomly, which harms the practical application of
chaos. When we compared the enhanced Lorenz map with its
seed map, it is obvious that the performance improved signif-
icantly, and at the same time, it is all in chaos states. From
Fig. 3(c), no matter how the control parameters change, the
LE of the enhanced Lorenz map is always positive and obtains
high values. That means ESCM improves the complexity of
the seed map efficiently.

4. Hardware implementation
4.1. Hardware structure setting

We selected the enhanced logistic, Hénon, and Lorenz
maps to verify hardware operability.

Design of DSP In some particular application scenarios,
the chaotic system must be implemented in digital platforms.
The DSP is a new hardware environment to simulate a chaotic
system. For example, figure 4 plots the structure diagram
of the hardware implementation of the improved Hénon map.

There are three main components: the chaotic function gener-
ator, the counter, and feedback. The chaotic equation through
the ESCM would receive the control signals and initial current
value x0, y0. Iterations are calculated by the counter and are
implemented with feedback. Here, the function is the original
chaotic equation through ESCM. Then, we put the result to the
PWM output port of the DSP and then change the duty cycle
of the PWM. Through the filter, which works as a digital-to-
analog converter, we can get an analog output and input the
value to the display device.

Gain1

Z-1

Delay1

 ~= 0

a

x

y

x

 exp(sin(pi*(1-a*x*x y)))

WA

WB

F2837x/07x/004x

ePWM

Counter1

Gain2
Z-1

Delay2

 ~= 0

b

x
y

exp(sin(pi*b*x))Counter2

Fig. 4. Structure diagram of a hardware implementation of the improved
Hénon map.

Implementation results Here, we present the imple-
mented results of the enhanced logistic, Hénon, and Lorenz
map. Figure 5 shows the DSP implementation environ-
ment. Figure 6 depicts the DSP implementation result shown
in the oscilloscope. The logistic map initial state was set
as (x0, µ̃) = (0.1,10). The initial state of the Hénon map
was set in (x0,y0, α̃, β̃ ) = (0.5,0.5,1.07,0.3). Here we set
the initial state of the Lorenz map at (x0,y0,z0, σ̃ , ω̃, ψ̃) =

(0.5,0.5,0.5,10,28,8/3). With observation by the oscillo-
scope, the three enhanced chaotic maps can generate complex
random sequences. So, we can conclude that this enhanced
model is suitable for practical application.

Fig. 5. Hardware prototype developed in DSP implementation.

(a) (b) (c)

Fig. 6. DSP simulation results for the three enhanced chaotic maps in the oscilloscope. (a) The enhanced logistic, (b) the enhanced Hénon, (c) the
enhanced Lorenz maps.

080508-6



Chin. Phys. B 31, 080508 (2022)

5. Application of ESCM in image encryption
Currently, chaotic sequence encryption has been listed

as an important research frontier of modern cryptography.
Chaotic encryption is also referred to as digital sequence en-
cryption. The chaos system can provide randomness, corre-
lation, and a complex pseudorandom sequence. The signal is
produced through a chaos map, and thus is nearly impossible
for hackers to decode without knowing the initial key value. To
satisfy the need for privacy protection, the chaotic image en-
cryption technique has been studied intensively.[30,31] Since
chaotic systems have been demonstrated to have a profound
impact on encryption technology, we applied ESCM to image
encryption. To highlight the effect of ESCM, we compared the
effect of the enhanced map with its seed map.

5.1. Proposed image encryption

Here, we applied ESCM to the Lorenz map. We made
use of the sequence generated by an enhanced chaotic system
to implement image encryption. Unlike traditional encryption,
chaotic encryption is dynamic encryption, and it has proper-
ties such as concealment, unpredictability, and resistance to
exhaustion.

5.2. Encryption process

This paper uses the enhanced Lorenz system,
permutation-based on Arnold transformation, and twice fi-
nite field diffusion to realize the image encryption scheme.
The encryption process is described as follows.

Step 1: Generating chaotic sequence
To generate a chaotic sequence to use for encryption, we

need to first read the graph and determine its size. Then, we
can use Euler’s method to solve the Lorenz differential equa-
tion to acquire the chaotic sequence of the desired length. To
ensure the quality of Euler’s method, we will take no less than
800 iterations. After such, a 1D chaotic sequence X would be
secured and further used to create the permutation sequence A
and B, chaotic sequence S would be used to generate forward
diffusion sequence S1, and reverse diffusion sequence S2. The
Arnold matrix scrambling algorithm is used to generate A and
B. Equation (16) implements position swap. Equation (17) is
the Arnold matrix. [

p
q

]
= T

[
1
i

]
, (16)

T =

(
1 A
B AB+1

)
, (17)

p = 1+Ai
q = B+(AB+1)i (18)

Step 2: Encryption of the graph
With the generated permutation sequence A and B, we

will now swap the pixels in the graph according to the posi-
tion given by A and B. We exchange the pixel’s position (1,
i) of the original picture to its new position (p, q) by perform-
ing Arnold transformation. When considering q merely, the

exchange between pixel points (1, i) and (1, q) can be con-
structed. At the same time, AB is regarded as a new random
number and is still marked as A, then q becomes q = B+Ai.
The performance of the permutation is simulated as in Fig. 7.

Next, using S1 and S2, we can forward diffuse and reverse
diffuse every pixel using the XOR operation. Notice that for
a colour graph, every channel (RGB) needs to go through en-
cryption. The process of diffusion is shown in Fig. 8.

The original graph is now safe as encrypted into a “ran-
dom” graph.

Step 3: Decrypt the graph
To decipher the encrypted graph, we need to run the steps

backward i.e., re-run the XOR operation using S2 and S1, and
then swap the pixels using B and A. Thus, we achieve the plain
text graph as desired.

1 2
3 4

5
6 7

8
9

10
11 12

13
14 15 16

16
6 14 11

8
12 10 3

5
4 15

7
1

13
2

10

Random sequence A,B

(a) (b)

Fig. 7. The first step in encryption – confusion. (a) The raw information of
plain images. (b) The information through the confusion process.

Random sequence S1

(c)(b)(a)

16
6 14 11

8
12 10 3

5
4 15

7
1

13
2

10

Random sequence S2

Fig. 8. The diffusion process. (a) The information through the confusing
process. (b) The information diffused through random sequence S1. It is a
forward diffusion. (c) The information diffused through random sequence
S2. It is a counter diffusion.

5.3. Simulation results

The image histogram reflects the statistical characteris-
tics of image pixel distribution. We used drawing software
to display the picture’s histogram. A practical and con-
venient image encryption algorithm should be capable of
encrypting different types of pictures in order to fit differ-
ent security requirements. As shown in Fig. 9, three different
types of images are encrypted. Figure 9(a) represents two
color images, two grayscale images, and two binary images.

080508-7



Chin. Phys. B 31, 080508 (2022)

(a) (b) (c) (d) (e)

Fig. 9. Panel (a) presents color diagrams, gray diagrams, and binary diagrams. Panel (b) depicts the histogram of the original images. Panel (c)
depicts the encrypted pictures through the enhanced map. Panel (d) describes the histogram of the encrypted images. Panel (e) describes the
decrypted images.

Figure 9(b) simulates their corresponding image histograms.
By observing their histograms, an important amount of infor-
mation can be deduced about the pictures. Through ESCM,
the original images in Fig. 9(a) become the encrypted images
in Fig. 9(c). We found that images through chaotic encryp-
tion have a higher complexity. Figure 9(d) describes the his-
tograms of the encrypted images. This encryption hides the
original image’s statistical properties splendidly and can de-
fend a statistical attack based on image pixel values. The ob-
vious statistical features of the original image have been hid-
den, replaced by the average distribution of the encrypted his-
togram. It is hard to find any regularity from this histogram.

Through the correct key, it is easy to retrieve the information
just as in Fig. 9(e). To compare the effect of encryption af-
ter the ESCM, here we encrypted the gray images through the
Lorenz map as shown in Fig. 10. It is obvious that the en-
cryption could not hide the statistical features of the original
images perfectly. From Fig. 10(c), it is not hard to vaguely see
the general shape of the original picture. At the same time, the
histograms of the encrypted images are not flat compared with
Fig. 9(d), which means this encryption effect is worse than
before. Figure 11 presents 3D visualization of the plain and
cipher image. The first row depicts all pixels in the red, green,
and blue color planes in the plain image. Each different color
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component has its distribution regularities. By contrast, the
encrypted images hide the distribution rule of the pixels, so all
pixels in the red, green, and blue color planes are distributed
uniformly in the encrypted images. In other words, the ESCM
can encrypt original images as cipher images with high perfor-

mance. Compared to traditional encryption, chaotic encryp-
tion has higher complexity and hides the features of the orig-
inal image perfectly. This encryption scheme contributes to
chaotic secure communication and chaotic encryption, which
is currently being widely researched.

(a) (b) (c) (d) (e)

Fig. 10. Panel (a) presents the gray diagrams. Panel (b) depicts the histogram of the original images. Panel (c) depicts the encrypted pictures
through the Lorenz map. Panel (d) describes the histogram of the encrypted images. Panel (e) describes the decrypted images.

(a) (b) (c) (d)

Fig. 11. Panel (a) presents original and encrypted images. Panel (b) depicts the red color plane of the images. Panel (c) depicts the green color
plane of the images. Panel (d) depicts the blue color plane of the images.

6. Conclusion
This paper proposed an ESCM to enhance the complexity

of existing chaotic maps. The ESCM uses a double nonlinear
chaotic transform, including an exponential and a sine func-
tion, to enhance chaos complexity. The dynamical behavior of
ESCM is verified using the principle of the LE. The resulting
enhanced map of the ESCM has better chaos complexity and
a much larger chaotic range than an original chaotic map. We
applied it to three different dimensional chaotic maps, namely
the logistic map, Hénon map, and Lorenz map, and discussed
their dynamic behavior. The results confirmed that the en-

hanced chaos has better performance than their seed map. We
used DSP to implement chaos circuits, demonstrating the sim-
plicity of the ESCM in hardware devices. Lastly, to exhibit
the practical application of an enhanced chaos map, we ap-
plied it to image encryption. The results show that chaotic
image encryption hides the information of the original image
effectively.
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[30] Hernández Dı́az E A, Pérez Meana H M and Silva Garcı́a V M 2020

IEEE Lat. Am. T. 18 1407
[31] Hu X C, Wei L S, Chen W, Chen Q Q and Guo Y 2020 IEEE Access 8

12452

080508-10

http://doi.org/10.1175/1520-0469(1963)020%3C0130:DNF%3E2.0.CO;2
http://doi.org/10.1140/epjst/e2019-900142-2
http://doi.org/10.1109/ACCESS.2020.3046470
http://doi.org/10.1109/ACCESS.2019.2912548
http://doi.org/10.1109/ACCESS.2020.2979324
http://doi.org/10.1088/1674-1056/27/7/070503
http://doi.org/10.1088/1674-1056/27/7/070503
http://doi.org/10.1088/1674-1056/27/8/080502
http://doi.org/10.1109/ACCESS.2019.2958917
http://doi.org/10.1109/ACCESS.2019.2958917
http://dx.doi.org/10.1109/JLT.2020.2994155
http://dx.doi.org/10.1109/JLT.2020.2994155
http://doi.org/10.1007/s00034-021-01665-1
http://doi.org/10.1088/1674-1056/ab695c
http://doi.org/10.1007/s40998-021-00407-y
http://doi.org/10.1007/s40998-021-00407-y
http://dx.doi.org/10.1109/LPT.2019.2919804
https://doi.org/10.1016/j.jisa.2019.102421
http://doi.org/10.1109/ACCESS.2020.2998395
http://doi.org/10.1109/ACCESS.2020.2998395
http://doi.org/10.1016/j.physleta.2016.01.040
http://doi.org/10.1016/j.physleta.2016.01.040
http://doi.org/10.1109/TNNLS.2012.2188414
http://doi.org/10.1109/TNNLS.2012.2188414
http://doi.org/10.1088/1674-1056/aba60f
http://doi.org/10.1109/JQE.2019.2897117
http://doi.org/10.1109/JQE.2019.2897117
http://doi.org/10.1049/iet-opt.2018.5009
http://doi.org/10.1007/s11042-019-7453-3
http://doi.org/10.1007/s11042-019-7453-3
https://doi.org/10.1109/JPHOT.2017.2782841
http://doi.org/10.1109/TIE.2018.2833049
http://doi.org/10.1109/TIE.2018.2833049
http://doi.org/10.1109/TIE.2017.2736515
http://doi.org/10.1109/TIE.2017.2736515
http://doi.org/10.1109/ACCESS.2019.2938181
http://doi.org/10.1093/mnras/staa1227
http://doi.org/10.1093/mnras/staa1227
http://doi.org/10.1038/261459a0
http://doi.org/10.1007/BF01608556
http://doi.org/10.1088/0256-307X/29/6/060501
http://doi.org/10.1109/TLA.2020.9111676
http://doi.org/10.1109/TLA.2020.9111676
http://doi.org/10.1109/ACCESS.2020.2965740
http://doi.org/10.1109/ACCESS.2020.2965740

	1. Introduction
	2. Exp-sine chaotification model
	2.1. Concept of ESCM 
	2.2. Chaos complexity analysis 

	3. Typical examples of an enhanced chaotic map 
	3.1. Enhanced logistic map
	3.2. Enhanced Hénon map
	3.3. Enhanced Lorenz map

	4. Hardware implementation
	4.1. Hardware structure setting

	5. Application of ESCM in image encryption
	5.1. Proposed image encryption
	5.2. Encryption process
	5.3. Simulation results

	6. Conclusion
	References

