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The two types of nonlinear optical cryptosystems (NOCs) that are respectively based on amplitude-phase retrieval
algorithm (APRA) and phase retrieval algorithm (PRA) have attracted a lot of attention due to their unique mechanism
of encryption process and remarkable ability to resist common attacks. In this paper, the securities of the two types of
NOCs are evaluated by using a deep-learning (DL) method, where an end-to-end densely connected convolutional network
(DenseNet) model for cryptanalysis is developed. The proposed DL-based method is able to retrieve unknown plaintexts
from the given ciphertexts by using the trained DenseNet model without prior knowledge of any public or private key. The
results of numerical experiments with the DenseNet model clearly demonstrate the validity and good performance of the
proposed the DL-based attack on NOCs.
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PACS: 42.30.–d, 42.30.Kq, 42.30.Rx, 42.30.Va DOI: 10.1088/1674-1056/ac6331

1. Introduction

With the increasing demands for secured transmission
and storage, information security has attracted wide attention
and many optical encryption techniques have been proposed to
secure information.[1,2] In 1995, Refregier and Javidi first pro-
posed double random phase encoding (DRPE),[3] in which an
image is encrypted into white noise by using two statistically
independent random phase masks (RPMs) that are respectively
located at the input image plane and Fourier transform domain.
Inspired by the DRPE method, researchers have continuously
investigated the DRPE method in different transform domains,
such as Fresnel transform domain,[4] fractional Fourier trans-
form domain,[5] and Gyrator transform domain.[6] Since the
DRPE-based optical encryption has high flexibility and expan-
sion capability, consequently, many other optical encryption
methods have also been developed, which proves to be feasi-
ble and effective.[7–25]

In recent years, the vulnerability analysis of optical en-
cryption systems has attracted wide interest from researchers.
The DRPE-based optical encryption schemes have been ver-
ified to be vulnerable to different kinds of attacks[26–29] due
to its inherent properties of linearity and symmetry. It was
also found that they are vulnerable to new attack methods
using deep learning (DL) techniques.[30–32] In order to re-
move the inherent symmetry and linearity of DRPE-based
cryptosystems, NOC based on phase-truncated Fourier trans-
form (PTFT) was proposed in 2010.[33] However, the PTFT-
based nonlinear cryptosystem was still demonstrated to be
vulnerable to some specific attacks using iterative amplitude-

phase retrieval algorithm (APRA) and has the silhouette
problem.[34,35] Meanwhile, several asymmetric encryption
schemes based on equal modulus decomposition (EMD) have
been proposed in these years,[36,37] which can resist the spe-
cific attack and eliminate the silhouette problem. However, it
was reported that one can obtain precise results from EMD-
based encryption system by performing an attack based on
phase retrieval algorithm (PRA).[38] Recently, it has been
proved that the learning-based method can also break the op-
tical asymmetric cryptosystems based on PTFT and EMD.[39]

To improve the security level and remove the silhou-
ette problem, amplitude-phase retrieval algorithm (APRA) and
phase retrieval algorithm (PRA) have been introduced into
nonlinear optical cryptosystems (NOCs).[40,41] The results of
analysis show that the APRA-based and PRA-based NOCs
can provide a high robustness against various conventional at-
tacks. However, the vulnerabilities of these two types of NOCs
against DL-based attacks, to the best of our knowledge, have
not been studied before. In this work, a DenseNet model for
cryptanalysis is proposed to analyze the securities of the two
types of NOCs in the Fourier and Fresnel domains for the first
time. In this end-to-end DL-based method, the neural net-
work model is trained by using a set of ciphertexts and the
corresponding plaintexts, and the Tensorflow, a popular open-
source artificial intelligence library developed by Google, is
used for setting up the neural network and conducting the net-
work training. The optimal parameters of this network are
determined through a series of forward and backward passes,
which minimize a loss function. Numerical experiments show
that the trained DenseNet model can be used to retrieve un-

†Corresponding author. E-mail: wxg1201@163.com
© 2022 Chinese Physical Society and IOP Publishing Ltd http://iopscience.iop.org/cpb　　　http://cpb.iphy.ac.cn

094202-1

http://dx.doi.org/10.1088/1674-1056/ac6331
wxg1201@163.com
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn


Chin. Phys. B 31, 094202 (2022)

known plaintexts from the given ciphertexts without using op-
tical keys, which implies that the PRA-based NOCs cannot
resist the proposed DL-based method attack.

The rest of this paper is organized as follows. In Sec-
tion 2, we first describe the basic principles of two types of
NOCs. And then the DL-based model for cryptanalysis is pro-
posed in Section 3. In Section 4, we show the results of test
simulations and performance of our proposed DL-based attack
method. Finally, some conclusions are drawn in Section 5.

2. Principle and method
2.1. Review of Fourier domain APRA-based NOC

In this subsection, we give a brief introduction to the
principle of the Fourier domain APRA-based NOC.[40] In the
encryption scheme an amplitude and phase mixture retrieval
of the Yang–Gu algorithm is used, hereafter referred to as
amplitude-phase retrieval algorithm. The flowchart for en-
cryption is shown in Fig. 1(a), where the encryption process
is conducted in two procedures. In the first procedure, based
on a mixture-type amplitude-phase retrieval, the secret image
f (x,y) is encrypted into the amplitude g′ (u,v) with a public
key P1 (u,v) and a binary phase modulation exp [iπγ1 (u,v)].
In the second procedure, the amplitude g′ (u,v) is the input
image and encrypted into ciphertext C (x′,y′) in the same way
as another public key P2 (x′,y′) and binary phase modulation
exp [iπγ2 (x′,y′)]. Figure 1(b) is a flowchart illustrating the kth
iteration in the first procedure of encryption process, which
can be given as follows.

(i) In the kth iteration, the plaintext f (x,y) is multiplied
by phase function exp [iαk (x,y)], and is then Fourier trans-
formed to the output plane, the complex amplitude function in

the output plane can be expressed as

Fk (u,v) = FT{ f (x,y)exp [iαk (x,y)]} , (1)

where FT represents the Fourier transform, (x,y) and (u,v)
denote the coordinates in the space domain and frequency do-
main respectively. The function exp [iαk (x,y)] is a computer-
generated RPM at the beginning.

(ii) Spectrum Fk (u,v) is multiplied by the complex con-
jugate P*

1 (u,v) of the public key P1 (u,v) to obtain the real part

gk (u,v) = Re [Fk (u,v) ·P*
1 (u,v)] , (2)

where the function P*
1 (u,v) denotes the complex conjugate of

the public key P1 (u,v), and P1 (u,v) represents the public ran-
dom phase keys, which are fixed in the encryption process.

(iii) Function gk (u,v) is multiplied by the public key
P1 (u,v) and is then inverse Fourier transformed to the input
plane, the complex function in the input plane can be ex-
pressed as

Ik+1 (x,y)exp [iαk+1 (x,y)] = IFT{gk (u,v)P1 (u,v)} , (3)

where IFT denotes the inverse Fourier transform. The function
Ik+1 (x,y)exp [iαk+1 (x,y)] is the result of the Fourier trans-
form of the function gk (u,v)P1 (u,v), where Ik+1 (x,y) and
exp [iαk+1 (x,y)] represent amplitude and phase function re-
spectively. Note that phase part exp [iαk+1 (x,y)] is reserved
and used to replace exp [iαk (x,y)]exp [iαk(x,y)] in the next it-
eration while the amplitude part Ik+1 (x,y) is discarded.

(iv) The convergence of the iteration process is de-
termined by the correlation coefficient (CC) value between
f (x,y) and Ik+1 (x,y).

Amplitude-

phase retrieval 

algorithm

Amplitude-

phase retrieval 

algorithm

( ),f x y ( ),g u v¢

( ) ( )1, ,kg u v P u vi

( ),kF u v

( )1
,u vg ( )2

,x yg ¢ ¢

( ),C x y¢ ¢ ¢

( ) ( ), exp kf x y iai

( )1 ,P u v ( )2 ,P x y¢ ¢
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FT

( ) ( )1 1, expk kI x y ia+ +i
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Fig. 1. Flowcharts of (a) encryption process and (b) the k-th iteration in the first procedure of encryption process, with PR denoting operation
of phase reservation.

094202-2



Chin. Phys. B 31, 094202 (2022)

The final retrieved amplitude g(u,v) contains both pos-
itive and negative elements, therefore a binary modulation
exp [iπγ1 (u,v)] is introduced, and the private modulation
γ1 (u,v) is given by the following equation:

γ1 (u,v)=
{

1, (u,v)< 0,
0, (u,v)> 0.

(4)

The true amplitude is given by

g′ (u,v) = g(u,v)exp [iπγ1 (u,v)] . (5)

As shown in Fig. 1(a), the amplitude g′ (u,v) is then em-
ployed as an input signal of the second procedure of encryp-
tion process in another FT system with second random phase
key (public key) P2 (x′,y′), and the same iteration algorithm
is used to obtain the final encryption result C′ (x′,y′). For the
sake of brevity, the second procedure of encryption process is
summarized as follows:

G′ (x′,y′
)
= FT

{
g′ (u,v)exp [iβ (u,v)]

}
, (6)

C
(
x′,y′

)
= Re

[
G′ (x′,y′

)
·P*

2
(
x′,y′

)]
, (7)

γ2
(
x′,y′

)
=

{
1, C (x′,y′)< 0,
0, C (x′,y′)> 0,

(8)

C′ (x′,y′
)
=C

(
x′,y′

)
exp

[
iπγ2

(
x′,y′

)]
, (9)

where (x′,y′) is the coordinate in the spatial domain,
G′ (x′,y′) is the result of the Fourier transform of function
g′ (u,v)exp [iβ (u,v)]. C (x′,y′) represents the amplitude func-
tion that contains both positive and negative elements, The bi-

nary modulation γ2 (x′,y′) is generated simultaneously to ob-
tain the ciphertext C′ (x′,y′). For simplicity, we omit the sub-
scripts denoting the iteration number in each procedure for the
unknown quantities. As a result, the decryption keys can be
given as follows:[40]

D1 (u,v) = P1 (u,v)exp [iπγ1 (u,v)] , (10)

D2
(
x′,y′

)
= P2

(
x′,y′

)
exp

[
iπγ2

(
x′,y′

)]
. (11)

The decryption process can be expressed as

f (x,y) =
∣∣IFT

{∣∣IFT
[
C′ (x′,y′

)
D2

(
x′,y′

)]∣∣D1 (u,v)
}∣∣ . (12)

In this previously proposed asymmetric cryptosystem
based on APRA, two RPMs P1, P2 serve as the public encryp-
tion keys while the decryption keys D1 and D2 are generated
by using the public encryption keys. It is alleged that one can-
not retrieve the secret image only by using the public keys and
the cryptosystem cannot be cracked by using the traditional
attack methods.[40]

2.2. Review of Fresnel domain PRA-based NOC

Based on a Gerchberg–Saxton (GS) PRA and DPRE,
Rajput and Nishchal proposed a Fresnel domain PRA-based
NOC, which could provide a high level of robustness against
known-plaintext, chosen-plaintext, and special attacks.[41]

Figure 2 displays a flowchart showing the steps of the encryp-
tion process. The ciphertext can be obtained by employing the
GS PRA twice.

f
1

FrTz

1

-1FrTz

2
FrTz

2

-1FrTz
nf ¢ mG¢

C( )expn nE ij´

( )1 exp nA ij´ ( )2 exp mA iy´

( )expm mG iy´

( )1exp ia ( )1exp ib

PR PR PR PR

PT

Fig. 2. Flowchart of PRA-based encryption scheme, with PT denoting operation of phase truncation.

(i) In the first level of encryption, the original amplitude
image f (x,y) multiplied by an RPM, exp[iαn(x,y)], is used as
the input of nth iteration, where the output of the first level is
given by

En (u,v) = FrTz1 { f (x,y)× exp [iαn(x,y)]}
= |En (u,v)|× exp [iϕn (u,v)] , (13)

where FrTz1 { } denotes the free-space Fresnel diffraction for
distance z1.

(ii) During the next iteration, the phase distribution in the
input plane is updated by

exp [iαn+1 (x,y)]

= PR
{

FrT−1
z1

{A1 (u,v)× exp [iϕn (u,v)]}
}
, (14)

where FrT−1 denotes an inverse Fresnel transform and
A1 (u,v) represents a random amplitude.

(iii) Repeat steps (i) and (ii) until the correlation coeffi-
cient (CC) value reaches the preset threshold value.

The intermediate amplitude value obtained from the first
step and another RPM, exp [iβm (u,v)], are used as the input of
the second level. Suppose that the first level of the algorithm
terminates at the N-th iteration, then we will have

Gm (ξ ,η) = FrTz2 {|EN (u,v)|× exp [iβm (u,v)]}
= |Gm (ξ ,η)|× exp [iψm (ξ ,η)] , (15)
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G′
m (u,v) = FrT−1

z2
{A2 (ξ ,η)× exp [iψm (ξ ,η)]}

=
∣∣G′

m (u,v)
∣∣× exp [iβm+1 (u,v)] , (16)

where z2 is diffraction distance, A2 (ξ ,η) is another random
amplitude mask, and m is the iteration number of the second
level of the algorithm. In the next iteration, the phase func-
tion exp [iβm+1 (u,v)] is reserved, and the amplitude function
G′

m (u,v) is replaced by EN (u,v).
Suppose that the second level of the algorithm terminates

at the M-th iteration, then the ciphertext will be able to be ex-
pressed as

C (ξ ,η) = |GM (ξ ,η)| . (17)

The private decryption keys are given by

D1(u,v) = exp [iϕN (u,v)]× exp [−iβM (u,v)] , (18)

D2 (ξ ,η) = exp [iψM (ξ ,η)] . (19)

The decrypted image can be obtained from

f (x,y) = |FrT−z1 {FrT−z2 [C (ξ ,η)×D2 (ξ ,η)]×D1(u,v)}| .
(20)

3. DenseNet architecture designed for crypt-
analysis
The main objective of the NOCs is to break the linear-

ity of conventional systems, where the encryption method and
keys are necessary for the recipient to perform the decryption.
In those NOCs, the encryption keys are randomly generated
by the computer, and the encryption keys, i.e. P1, P2, A1, and
A2, are fixed once generated in the iterations. When those en-
cryption keys are used for encrypting different plaintexts, do
the NOCs remain unbreakable? In this case, we noticed that
the correspondence between cyphertext and plaintext is one-
to-one and the encryption keys are the same. Now, a question
arises. Can we construct an iteration procedure to asymmet-
rically map the plaintexts into ciphertexts? Or is it possible
to detect the relationships between cyphertext and plaintext by
using a series of available “plaintext-ciphertext” pairs? The
answer is yes. Since the encryption keys used for encrypting
different plaintexts are the same, what we can infer is that the
relationship between different ciphertexts is existent. For sim-
plicity, the relationship between the plaintext and the cypher-
text in NOCs is described as

I (x,y) = F [O(x0,y0)] , (21)

where F [·] denotes the encryption algorithm that transforms
the plaintext in the input plane into the cyphertext in the out-
put plane. For convenience, we use the same notation, i.e. F [·],
for the two different NOCs. The reconstruction process can be
given by

O0 (x0,y0) =ℛ [I (x,y)] , (22)

where ℛ [·] represents the mapping of the ciphertexts I into the
plaintexts O.

As is well known, the machine learning algorithms prove
to be able to yield high-quality solutions in several computer
imaging problems during the past few years. Owing to their
nonlinear characteristics, it is reasonable to use deep neural
networks to estimate the relationship described by Eqs. (21)
and (22). In our proposed method, the proposed DenseNet
is designed to achieve the approximate equivalent models of
NOCs by using a number of “plaintext-ciphertext” pairs.

Figure 3(a) show the proposed DenseNet architecture for
cryptanalysis. It adopts encoder-decoder framework[42] and
can be described as follows.

The inputs fed to the designed DenseNet model are ci-
phertexts with a size of 64×64 pixels. Each ciphertext firstly
passes through a standard convolutional layer with 24 filter
kernels with a size of 3 × 3, and is then successively deci-
mated by six “Denseblock+AveragePooling” blocks, which
serve as an encoder to extract the feature maps from the in-
put ciphertexts. Each denseblock consists of four compos-
ite convolution layers, and each layer connects to every other
layers within the same block in a feed-forward fashion.[43]

Each composite convolutional layer is comprised of three con-
secutive operations: batch normalization (BN), rectified lin-
ear unit (ReLU) and convolution with small filters (size of
3×3); “AveragePooling” denotes 2×2 average pooling layer
with stride 2, which is used for downsampling. After trans-
mitting through another dense block, the data pass through
six “Upsampling+Denseblock” blocks. Upsampling repre-
sents up-convolutional layer, which serves as a decoder to
perform pixel-wise regression. Finally, the feature maps pass
onto a standard convolutional layer, of which the filter size is
1× 1, and the estimate of the plaintext is then produced. In
this method, the skip connections are used to pass the high-
frequency information learned in the initial layers down the
network toward the output reconstruction.[44]

In this method, L2 regularization with weight decay of
0.001 is applied to all convolutional filters. The same regular-
ization is also used in batch normalization. A small dropout
rate of 0.05 is set to prevent overfitting. Owing to the GPU
memory constraints, our DenseNet model is trained by using
the Adam optimizer with a mini-batch size of 2. The training
process starts with an initial learning rate of 0.001 and drops
it by a factor of 2 after every 50 epochs. The neural network
is trained for 300 epochs with the training samples being shuf-
fled at each epoch. In this approach, mean square error (MSE)
is used to monitor the network performance and can be defined
as

MSE =
1
n

n

∑
i=1

(
Yi − Ŷi

)2
, (23)

where n represents the pixel number of the input ciphertext, Yi

denotes the ground truth data, i.e. the plaintext, and Ŷi is the
output prediction, respectively.
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64*64*24
32*32*24

16*16*24
8*8*24

4*4*24
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1*1*24 1*1*24
2*2*24
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64*64*164*64*1

Convolution layer (CL) Denseblock+Averagepooling  (DBA)

Denseblock  (DB) Upsampling+Denseblock (UDB)

Batch Normalization+Relu+Convolution  (BRC)

DenseNet

(b) Testing

DBACL DBA DBA DBA DBA DBA DB UDB UDB UDB UDB UDB UDB BRC

(a) Training

Fig. 3. Designed DenseNet architecture, indicating (a) training process and (b) testing process of the DenseNet model.

4. Numerical experiments and discussion

Numerical experiments have been performed to verify
the feasibility of the proposed DL-based attack method. In
the Fresnel domain nonlinear cryptosystem, the wavelength of
laser light is λ = 632.8 nm and the two diffraction distances
are set to be z1 = 0.1 m, and z2 = 0.2 m. In the iteration pro-
cesses of the two different types of NOCs based on the APRA
and PRA, the correlation coefficient (CC) is employed to eval-
uate the difference between the original input image and its es-
timates. The CC thresholds for the iteration processes are both
set to be 0.98. The experiments are carried out on a database of
10000 grayscale images with a size of 64× 64 pixels, which
are selected from the Fashion-MNIST datasets randomly.[45]

The chosen 9000 images are used as the training data and the
rest 1000 images as the testing data.

The proposed DL-based algorithm is implemented on a
GeForce GTX1650 GPU by Tensorflow 1.2, a deep learning
framework. A learning rate constant of η = 0.001 is used
for the learning of neural network and the number of train-
ing epochs is set to be 300. The execution time for the train-
ing of DenseNet model for each NOC is about 24.0 h. The
MSE curves versus the epoch of the two DenseNets respec-
tively corresponding to the two types of NOCs are shown in
Fig. 4, where the MSEs of two networks drop to 0.01 after
300 epochs.
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0.030
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0 100 200 300
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Loss

Fourier domain

Fresnel domain

L
o
ss

L
o
ss

0
0

100 200 300
Epoch

(a)

(b)

Fig. 4. MSE curves in training processes for (a) APRA-based NOC and (b)
PRA-based NOC.

To verify the effectiveness of the designed DenseNet
model, test sets are fed into each of the pre-trained DenseNets
for ARPA-based and PRA-based NOCs. The reconstruc-
tion results using the proposed DenseNets are illustrated in
Figs. 5(I) and 5(II) separately, where the input testing data,
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ground truth and the results derived from pre-trained DenseNet
are respectively shown in Figs. 5(a)–5(c). As can be seen from
Fig. 5(c), all the retrieved images can be recognized by visual
inspection. The average CC values of the retrieved images in

Figs. 5(I) and 5(II) are 0.9702 and 0.9675, respectively. The
successful decryption of the encrypted images without know-
ing the correct keys proves the good performance of our pro-
posed DL-based method.

(a)

(b)

(c)

(I) (II)

Fig. 5. Images retrieved from test data. (I) APRA-based NOC. (II) PRA-based NOC. (a) Testing ciphertext, (b) ground truth, and (c) retrieved
images by trained DenseNet.

To further verify the effectiveness of the proposed method
for different databases, 500 images are then randomly selected
for predicting from MNIST database. Figure 6 shows the un-
known plaintext images retrieved by utilizing the proposed
DenseNet model, which has been pre-trained on the MNIST

database. The ciphertext images, ground truth, retrieved im-
ages are shown in Figs. 6(a)–6(c), respectively. Likewise, the
encrypted images can be retrieved with high quality. The av-
erage CC values of the retrieved images in Figs. 6(I) and 6(II)
are 0.9819 and 0.9535, respectively.

(a)

(b)

(c)

(I) (II)

Fig. 6. Predicted results of MNIST database. (I) APRA-based NOC. (II) PRA-based NOC. (a) Ciphertext images, (b) plaintext images, and (c)
retrieved images by using pre-trained DenseNet.

To demonstrate the robustness of the attack method based
on the DenseNet, we investigate the influence of occlusion on
the performance of the system. The simulation results are
shown in Fig. 7, where panels (I) and (II) represent the test
results corresponding to the APRA-based NOC and the PRA-
based NOC, respectively. Figure 7(a) shows the ciphertext
with 5% occlusion, and the plaintexts retrieved by pre-trained
DenseNet model are shown in Fig. 7(b). The average CC val-
ues of retrieved images are 0.9342 and 0.8942 with respect to
APRA-based NOC and PRA-based NOC, respectively. Fig-
ure 7(c) is the ciphertext with 10% occlusion, and the plain-
texts attacked by DenseNet are shown in Fig. 7(b), the average
CC values of the retrieved images corresponding to the two
types of NOCs are 0.8423 and 0.8179, respectively. It can be
found that the secret images can still be recovered and recog-
nized when there are few data lost in the ciphertext.

Furthermore, we investigate the effect of noise pollution
on the decryption. The zero-mean Gaussian noise is added

into the ciphertexts and observe their retrieved images. The
simulation results are shown in Fig. 8, where panels (I) and
(II) represent the results from the attack on APRA-based NOC
and PRA-based NOC, respectively. Figure 8(a) shows cipher-
texts polluted by Gaussian noise with standard deviation of
0.01, and the derived images are shown in Fig. 8(b), where the
corresponding average CC values of the two sets are 0.9423
and 0.9156. The ciphertexts polluted by Gaussian noise with
a standard deviation of 0.02 are shown in Fig. 8(c), and the
two sets of retrieved images are shown in Fig. 8(d), with
the average CC values being 0.8953 and 0.8625, respectively,
which demonstrates the good performance against the Gaus-
sian noise.

Compared with conventional Unet and convolution neural
network (CNN), the proposed DenseNet has more direct con-
nections between layers, strengthening feature propagation,
encouraging feature reuse and substantially reducing the num-
ber of parameters. The previously proposed neural networks
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(CNN and Resnet)[20–22] have been further used to attack the
two types of NOCs. However, the results obtained under the
same training conditions, i.e., the same quantity of data, train-

ing time and epoch, are not satisfactory. The results are given
in Fig. 9, which shows the better performance of our proposed
neural network.

(a)

(b)

(c)

(I) (II)

(d)

Fig. 7. Robustness test for occlusion attack. (I) APRA-based NOC. (II) PRA-based NOC. (a) Ciphertexts with 5% occlusion, (b) retrieved
images from panel (a), (c) ciphertexts with 10% occlusion, and (d) retrieved images from panel (c).

(a)

(b)

(c)

(I) (II)

(d)

Fig. 8. Robustness test of DenseNet on Gaussian noise with respect to (I) APRA-based NOC and (II) PRA-based NOC, showing (a) ciphertexts
with 0.01 variance Gaussian, (b) retrieved images from panel (a), (c) ciphertexts with 0.02 variance Gaussian, and (d) retrieved images from
panel (c).

(a)

(b)

(c)

(I) (II)

Fig. 9. Attack results of NOCs using different neural networks. (I) APRA-based NOC and (II) PRA-based NOC, showing (a) decrypted images
using DenseNet, (b) retrieved image by using CNN, and (c) retrieved images using Resnet.

The simulation results show that it is possible for us to

estimate the relationship between the outputs and inputs by

learning models designed for cryptoanalysis. The proposed

DenseNet can be considered as a black box, which can achieve

the approximate equivalent models of NOCs by using a series

of “plaintext-ciphertext” pairs without additional conditions.

The unknown plaintexts can be retrieved by using the trained

DenseNet model without decryption keys and complex phase
retrieval algorithms.

5. Conclusions
In this paper, we proposed a novel DL-based method for

cryptanalysis of two types of NOCs based on DL for the first
time. The designed DenseNet model is built up according
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to the densely connected convolutional neural network archi-
tecture and trained by a series of “ciphertext-plaintext” pairs.
With pre-trained DenseNet, secret images can be successfully
derived from ciphertexts without using encryption key or de-
cryption key. The robustness of the DenseNet model against
occlusion and noise pollutionis also investigated. The results
of numerical experiments show that the two types of NOCs are
vulnerable to our well-designed DL-based attack. It can also
be seen that the performance obtained in this work is better
than that obtained by the previously proposed methods.
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