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High-dimensional quantum resources provide the ability to encode several bits of information on a single photon,
which can particularly increase the secret key rate rate of quantum key distribution (QKD) systems. Recently, a practical
four-dimensional QKD scheme based on time-bin quantum photonic state, only with two single-photon avalanche detectors
as measurement setup, has been proven to have a superior performance than the qubit-based one. In this paper, we extend the
results to our proposed eight-dimensional scheme. Then, we consider two main practical factors to improve its secret key
bound. Concretely, we take the afterpulse effect into account and apply a finite-key analysis with the intensity fluctuations.
Our secret bounds give consideration to both the intensity fluctuations and the afterpulse effect for the high-dimensional
QKD systems. Numerical simulations show the bound of eight-dimensional QKD scheme is more robust to the intensity
fluctuations but more sensitive to the afterpulse effect than the four-dimensional one.

Keywords: high-dimensional, time-bin, finite-key analysis, intensity fluctuations, afterpulse effect

PACS: 03.67.Dd, 03.67.Hk, 03.67.—a

1. Introduction

The unpredictable development of quantum computa-
tion undoubtedly threatens the security of classical crypto-
graphic systems. Alternative cryptosystems must be found
to safely transmit sensitive data and confidential informa-
tion under serious threat of quantum computer. Quantum
key distribution (QKD) is an efficient and reliable tech-
nique to resist high-performance computing attacks. It en-
ables two legitimate parties, Alice and Bob, to share com-
mon secret key under the interference of noise and eaves-
dropper (Eve).!!l Basic principles of quantum mechanics in-
cluding measurement-collapse theory, the Heisenberg uncer-
tainty principle and quantum no-cloning theorem guarantee
the unconditional security of QKD.?! In recent years, the
experiment of QKD has developed rapidly and made a lot
of progress. The world’s first quantum satellite “Mozi” was
launched in 20165 and a 2000-km quantum link from Bei-
jing to Shanghai was built in 2017,!4! which initially formed a
prototype of the space-ground integration quantum network.
The measurement-device-independent network scheme was
also proposed to connect untrusted node networks.>! In ad-
dition, the latest experimental quantum key distribution sys-
tem can reach a safe distance of 833.8 kilometers,[®! which
is a breakthrough in building quantum network. However,
the secret key rate of engineering prototype of QKD systems
is still low. How to promote the key rate and broaden the
application fields of QKD public issues requiring urgent so-
lutions. Hardware constraints of QKD systems such as op-
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tical state generation speed, photon-counting rates and de-
tecting dead time limit the key rate. Besides, a large frac-
tion of photons is lost in the quantum channel due to op-
tical absorption and scattering. Such physical and practical
limitations drive researchers to seek new QKD protocols that
can outperform two-dimensional protocols in both secure key
rate and distance. Recent years, several high-dimensional
QKD (HD-QKD) schemes has been proposed.”-'% Photonic
degrees of freedom such as position-momentum,!'!! time—

(121 and orbital angular momentum!!3-14]

energy, are proven to
have a high-dimensional information loading capability, which
can immensely improve the secret key rate of QKD. Gener-
ally, QKD systems using high-dimensional qudits have several
superiorities than the ones using classical two-dimensional
qubits. Firstly, they can effectively increase the secret key
rate. n = log,(d) bits of information can be safely encoded
on each single photon in HD-QKD systems.!!3 Secondly,
HD-QKD systems have higher resistance to quantum chan-
nel noise, which means they can tolerate a higher quantum

161 An attractive implementation has been pro-

bit error rate.
posed and its security analysis was given based on entropic
uncertainty relations by Islam ez al.['”! They use temporal and
phase states to realize the d-dimensional protocol, in which
temporal states are used to generate the key and phase states
are used to guarantee the security of QKD system. The first
challenge is how to prepare and measure the phase states under
certain experimental resources. An equivalent protocol based

on entanglement was proposed which simplifies the detector
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requirements for measurement. '8! Lately, another alternative
scheme for four-dimensional QKD with time-bin and phase
encoding was presented!!”! with a simplified and compact de-
tecting system, which presents an efficient performance than
previous HD-QKD schemes and appears a broad prospects in
future application.

However, the condition of its theoretical security can not
be well satisfied in practical engineering conditions. Several
quantum hacking attacks have been proposed by exploiting the
imperfections of photoelectric devices.!*>->°! Since the ideal
single photon source is difficult to realize, the weak coherent-
state (WCS) source is usually used in practical systems. The
WCS source contains multiphoton part, which may be used
by Eve through the photon-number-splitting (PNS) attack. [>!]
The decoy-state method?*3?1 is one of means to tackle the
multi-photon in WCS source. This method can estimate the
counting rate and bit error of the single photon part of the
WCS source, so as to estimate the secure key rate. Besides,
the equipment defects of practical systems will lead to the
leakage of information. The existing set-ups use the imper-

[33.34] caused

fect WCS source, and the intensity fluctuations
by intensity modulation is a nonnegligible imperfection. The
avalanche photodiode single photon detectors (APD) have the
nonnegligible afterpulse effect, which is created by former ig-
nition avalanche and related to the avalanche duration time,
hold-off time, lifetime of detrapping carriers. Several schemes
that analyze the impact of afterpulse on QKD have also been
proposed. 33371

Since the secret key rate in the practical protocol is lim-
ited, it is necessary to reconsider the security bound of the
asymptotic region, and several methods based on finite-length
key have been given.3¥41 These imperfections will lead to
the correlation of detection results. Therefore, in the case of
finite key and related random samples,*!) how to comprehen-
sively take both the afterpulse and the intensity fluctuations
into account in the security proof of high-dimensional schemes
remains to be solved. Here, we limit the intensity fluctuations
of the sources to a certain range by setting the intensity fluctu-
ations parameters. We also introduce the afterpulse probabil-
ities into the formula of secret key rate with different dimen-
sions. Considering finite-length effects, we apply Azuma’s in-
equality to tackle the statistical fluctuations of relevant random
samples in the security bound.[4?!

In this paper, we give the implementation process of the
four-dimensional time-bin protocol and extend it to the eight-
dimensional protocol in Section 2. Then we analyze the im-
pact of the afterpulse effect and the intensity fluctuations on
the secret key rate in practical protocols in Section 3. In ad-
dition, the simulations of key rates for the different afterpulse
effect and intensity fluctuations in two schemes are provided
in Section 4.

2. Protocol description

Firstly, we introduce the four-dimensional scheme based
on time-phase states. The eight states of four-dimensional
(4D) scheme and the experimental setup have been given in
Ref. [19]. Time-bin qudits can be easily created by weak co-
herent pulses. Pulses in different time slots form the different
bases and the superposition among these pulses is devised by
controlling the relative phase of the pulses. The analysis of
one-decoy protocol has been given and it has been proved that
the one-decoy protocol has better performance in the practical
protocol.[?] Let the choesn probabilities of Z and X bases are
pz and py respectively. The secret key is extracted only when
two parties both select Z basis, while the information leakage
is estimated from the events when two parties both select X
basis. The specific protocol process is shown below.

oppe— R R
Channl R1 RQ*-D R3

SPAD * BS2
!

PBS2
SPAD
Bob

Fig. 1. Experimental setup for measurement.!'”) PC: polarization controller;
BS: beam splitter; PBS: polarizing beam splitter. After the qudit is polarized,
it interfered at BS2. The delay (7 or 27) of the interference depends on the
polarization. The specific interference results are shown in Fig. 2.

(i) Preparation

Alice selects Z(X) basis with probability p5'ice (pglice).
She modulates the intensity k € {u;,u,} through intensity
modulator with probabilities py,, py, respectively, where L
is the signal setting and u, is the decoy setting. The eigen-
states of Z basis are denoted by |t,) (n = 0,1,2,3) and |f;,)
(n=0,1,2,3) for X basis. Each eigenstate is represented by
two photonic wave packets within a frame of four contiguous
time bins. We employ intensity modulators and phase modu-
lator to control the relative interval and phase of the two pho-
tonic wave packets respectively. Then, Alice sends her phase-
randomized weak laser pulses to Bob.

(i) Measurement

Bob uses polarization controller (PC) and polarizing
beam splitter (PBS) to realize the selection of basis Z(X) with
probabilitiy pg"b ( pg‘)b). He firstly applies polarizations to
states by PC, then the polarized states will be divide by PBS
to realize the basis selection (see Fig. 1). Bob applies 7 and
27 delays to the states under Z basis and X basis, respectively.
States interfere at the second beam splitter (BS) and both out-
puts of the interferometer are monitored by two single-photon
avalanche detectors (SPADs). The interference of states can
be observed in the second and fourth time bins for the Z-basis
measurements (see Fig. 2), and in the third and fourth time
bins for the X-basis measurements.
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Fig. 2. 7 is the time-bin duration. Alice and Bob both select Z basis and here is the interference of the four states respectively. We can distinguish the
four states by the response of detectors and the arrival time. For example, the SPAD 1 responds in the second time slot, we believe that the state received

by Bob at this time is |¢;).

(iii) Basis reconciliation
Alice and Bob announce their bases and intensity choices

over an authenticated public channel. Then they record the

number of the detected pulses under k intensity when they

choose the same basis, where nz; and ny ; correspond to the

Z basis and the X basis, respectively.

[41]

(iv) Parameter estimation
Alice and Bob calculate the bit errors my ; for intensity

k when they both choose the X basis. Then they calculate

the lower bound of single-photon events sz 1, sx,1, the lower

bound of vacuum photon events sz and the upper bound of

the errors ¢z | for the single-photon events in the Z basis. If the
phase error rate ¢ =cz 1/ sz.1 is lower than the predetermined
phase error rate ¢, Alice and Bob accept the the raw key and
perform post-processing, or they abandon the protocol.

(v) Postprocessing
Alice and Bob carry out the error correction, which con-

sumes at most Leakgc bits. Then they carry out the error verifi-

cation and privacy amplification to obtain the secret key length

L.

The protocol can be extended to higher level. We re-

alize the protocol expansion from four-dimension to eight-

dimension without adding detectors and other devices and here

are the eight qudits of Z basis (see Fig. 3). In the preparation,

bins. When there are 6 or 7 time bins per qudit, it is possible
for the eight states belonging to any basis orthogonal to each
other. However, it cannot satisfy the condition that the two
bases are mutually unbiased. Therefore, we coding the qudits
in eight contiguous time bins.

0 0 0 0
e e ™\ )
‘t())l.__..__ |t>__‘l__l.
T T T T T T T T 4 T T T T T T T T
o, T 0, N
™ ™
BB __ A8 _ _ |t>__ll__‘l
T T T T T T T T 5 T T T T T T T T
- . A
™ £
Ity BB _ _ BB _ _ lt) —— BB __ A A
T T T T T T T T T T T T T T T T
s ™ v s
™ ) e e
It BB _ _ BB _ _ th —— BM@A __ AA
T T T T T T T T T T T T T T T T

Fig. 3. The eight states of Z basis belonging to the eight-dimensional (8§D)
protocol, 0 and 7 specify the relative phase between the different time bins
occupied by the photon. When two SPADs response twice in total, we can
distinguish the current state according to the response of the two detectors
and the arrival time of clicks. The specific process is similar to the four-
dimensional protocol.

Table 1. The method of distinguishing eight signal states in measure-
ment.

we expand two photonic wave packets within a frame of four States Detectors Clicks
contiguous time bins to four photonic wave packets within a o) SPADI 2nd time bin and 6th time bin
frame of eight contiguous time bins, and two sets of random SPAD2 none
numbers are required to edit the phases of adjacent photonic I SPADI 2nd time bin
wave packets. In order to ensure that the eight qudits are per- ) :iig ? Ztﬁ tme im
. . . 15) th time bin
fectly orthogonal, we assume that the ratio of time-bin dura- SPAD2 ond time bin
tion to pulse width is greater than 7.71431 and we neglect the I13) SPADI none
problem of time jitter in this situation. Also, the time-bin du- SPAD2 2nd time bin and 6th time bin
ration should be adjusted to ensure that the dead time of the lt4) SPADI 4th time bin and 8th time bin
SPADs is shorter than the time slot between two peaks. 4] SPAD2 none -
. L . . |ts) SPADI1 4th time bin
realizes the minimum dead time of avalanche photodiode of SPAD2 8th time bin
12.4 ns, so we can set the minimum dead time as the dura- lt6) SPAD1 8th time bin
tion between two peaks ideally. Therefore, the minimum du- SPAD2 4th time bin
ration of each qudit can reach approximately 24.8 ns. Here, l#7) SPAD1 none
SPAD2 4th time bin and 8th time bin

we have analyzed the scheme that the qudit have 6 or 7 time
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In the measurement, we distinguish the eight states by the
response of the two detectors and arrival time of the clicks (see
Table 1).

3. Security analyses

The security analysis is based on the composable security
definition, we say our protocol is €-secure means e + Ecor <
€, where &, is the correctness parameter and &g is the se-
crecy parameter.!*! The length of secret key per privacy am-
plification block in the Z basis can be given by!!”!

lip < 2S]ZO —l—s%’l [c—H((])g)] — Leakgc
—6log, (19/€ec) — 2108, (2/€cor) s (1

where s%yo, SIZ,l are the lower bound of the vacuum events and
the single-phbton events, ¢g is the upper bound of the phase
error rate, Leakgc is the number of bits consumed in error cor-
rection. H(x) = —xlog,(x/3) — (1 —x)log, (1 —x) is the Shan-
non entropy in a 4D Hilbert space. Since the two bases are
ideally mutually unbiased, ¢ = 2.

In 8D scheme, the secret key per privacy amplification
block in the Z basis can be inferred by

lgp < 351270 + S;l [C — H(Q%J)] — Leakgc
- 610g2(19/£sec) - 210g2(2/ecor)7 (2)

where H(x) = —xlog,(x/7) — (1 —x)log, (1 — x) is the Shan-

non entropy in an 8D Hilbert space and ¢ = 3 in the ideal case.

Each afterpulse in the 8D scheme will bring 87.5% error bit.
Let sz, is the number of detections observed by Bob

when Alice sent n-photon states in the Z basis and )’ sz ,=nz.
n=
In the asymptotic limit, for the intensity k, we have

ny =Y PiinSzn-k € {1, 2}, 3)
0

where n7 , is the expected value of nz . The Pkjn 18 the condi-
tional probability of choosing the intensity k when Alice sent
an n-photon states,

Pk efkkn

oen = po = BE
k|n T nlk 7, n!

; “4)

where 7, =Y pre ¥k" /n!is the probability that Alice prepares
an n-photon state.

We also take the afterpulse effect of SPADs into consid-
eration. When the afterpulse effect is not considered, the loss
of quantum channel is determined by loss coefficient a and
fiber length [. Let 1. = 10~4/10 js channel transmission effi-
ciency. The detection efficiency of n photons can be expressed
as M, = 1 — (1 —1n¢)". The rate of n-photon detection can be
expressed as Y, = Yy + 1, where Yy is the background count-
ing rate. The count rate Q, can be expressed as

_ - ‘ul —H _ _ a—HMc
Qu_r;)Ynn!e =Yg+ 1— e Hie, 3)

The error rate of the n-photon states and the overall quantum
bit error rate (QBER) is given by!*0]

eoYo+e
, = el ©)
n
1 — e HMNe Y,
g, = Sl e Dral, ™
Qu

where eq is the baseline system error rate, eq is the error rate
of the background. We assume the ey of four-dimensional
scheme to be random and ey = 3/4.

Then we consider the afterpulse effect. Considering the
dead time of SPADs, not all afterpulse can be detected. Based
on the previous work,**! we propose another method to calcu-
late the afterpulse probability. Let p; represent the probability
that the next i-th gate triggers an avalanche after an avalanche
trigger. Here, we no longer consider the high-order afterpulse,
but directly counting the probability of generating clicks in a
period of time after a trigger. Then, we can obtain the overall
probability of the afterpulse

‘)_:1 pi
pap = l_iooQu” (8)
1—=% pi

where 3 p; is the overall probability that the SPADs generate

afterplflgles in a period of time after a trigger.

Next, combined with the obtained the overall probability
of the afterpulse, we can characterize the count rate Qy, and the
overall QBER E,;. Here, we assume that the triggers caused
by the background count also cause the afterpulse, and it can
be expressed as follows:

Q,u:(l_eiunc‘kyo))(l‘kpap)a )
£, = eo¥o + (eg +eopap) (1 — e”’““)) (10)
Ou

where ¢} is the baseline system error rate which does not in-
clude the afterpulse phenomenon.*”! In the numerical simula-
tion, we can derive ng  and ng x (o0 € {Z,X}) by

Nk = NpepapB® 04 i, (11)
Mok = NpepapBPEg 1 Qo (12)

where py, pa, Qo k. Eqk are the ratio of the states of intensity
k, the selecting probability in the ¢ basis, the gain of the in-
tensity k state in the ¢ basis, and the QBER of the intensity k&
state in the @ basis, respectively.

In practical time-bin HD-QKD system, the imperfec-
tions of practical devices should be considered. The laser
sources and the intensity modulators will bring the intensity
fluctuations.*7*8) In this work, we take the intensity fluctua-
tions k € {1, Uy, U3} into account. Assuming that the inten-
sity fluctuations of source is within a certain range and we can
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introduce the parameter & to characterize the intensity fluc-
tuations with p; € [y, /.Li*]. The lower and upper bounds of
W can be expressed as p;” = (1 —8)y; and p;" = (1+8) ;.
Due to the intensity fluctuations, a certain detection event may
be mutually related by prior detection events. According to
the finite-key effect,[*!! we establish a relationship between
the asymptotic values and the observed statistics by Azuma’s
inequality.!*?! For dependent random samples, applying the
Azuma’s inequality we have

In7 x —nzx| < Oa(nz,€1) (13)

with probability at least 1—2g, where OJa(x,y) =
+/2xIn(1/y). The same relationship can also be made for
the expected number of errors. Let vz, is the number of er-

rors associated with sz , and ), vz, = mz. In the asymptotic
n=0
limit, for the intensity k, we have

my = Zpk\anAn, ke {u,u}, (14)
0

where m7 . is the expected value of mz ;. Using the Azuma’s
inequality we have

lm7 ;. —mz x| < Oa(mz,&) (15)

with probability at least 1—2g, where Ja(x,y) =
+/2x1In(1/y). From the analysis above, we can estimate the
upper bound and lower bound of nz  and my \, as same as the
nx k and mz .

For one-decoy protocol, we can refer to Ref. [20]. Ac-
cording to the one-decoy protocol we can derive

1 ek
Spo = eo<70pkm%,k+5A(nz,81))7 (16)
U 1 et L
Sx0 = oo TOEmX,k‘FSA(”X’gl) ) (17)
T0 _
S]Z,o = W(Hl ”%,pz *H;”[zj,ul)v (18)
1 2
_ 2
= e (o, - By
R e (T o B N (The
2 —\2
() = (1)) 570 (19)
(wp? W)
_ 2
o = et (g, - Wy
(T T AN (Th S
2 —\2
()’ = (1)) SXo 0)
w)? 0/
T1
VR = m(mg,ul — % ) (21
UU 'l)U
oY = Sf‘"+v(esec,si“,s}(,hs%,1>, (22)
X1 X1

where

Y(a,b,c,d) = \/(C+d)(l _b)blo

c+d 217
E\a(i—np )
By adding the Eq. (16)—(22) to Eq. (1) we can obtain the lower
bound of secret key length /4p of the two-decoy state protocol.

cdIn?2

This method can also be applied to the 8D protocol.

4. Simulation

In this section, the QKD schemes are tested over different
channel lengths of standard single-mode fiber. In simulation,
we traverse the Z basis selection probabilities, the emission
proportions of signal light and the intensities of signal (decoy)
light to obtain a optimal secret key rate. The values of param-
eters are listed in Table 2.

Table 2. The parameters values of simulation. N is the total number of
pulses, fe is the error-correction efficiency, €. and & are the security pa-
rameters, Yy is the background counting rate, eq is the misalignment-error
probability.

N f a Esec Ecor ¥ 0 nB ed

10°15 10-8 0.1 1072

10° 1.16 10~°

For the case with the intensity fluctuations, we simulated
the effect of the different intensity fluctuation parameters &
on the secure key rate of one-decoy protocol. The genera-
tion of key rate decreases evidently with the intensification of
source intensity fluctuations. The secure key rate decreases
sharply when the parameter exceeds 20%, and almost no key
is generated when the parameter § exceeds 25%. In practical
QKD system, the afterpulse of detectors also affects the se-
cure key rate. The afterpulse effect will lead to bit error, and
each detected afterpulse in the 4D protocol will bring 75% er-
ror bit. The increase of afterpulse probability and transmission
distance will directly lead to the increase of overall QBER in
Eq. (10). And the longer the transmission distance, the more
sensitive the QBER is to the afterpulse probability. Therefore,
the afterpulse indirectly raise the upper bound of the phase er-
ror rate ¢ in Eq. (1). Figure 4 shows the curve of secure key
rate with the different afterpulse probability. As shown in the
figure that the maximum transmission distance decreases with
the increase of the afterpulse probability. When the afterpulse
probability reaches 3%, the key rate decreases rapidly, and the
intense afterpulse of detectors will lead to a sharp reduction in
key rate.

According to Fig. 5, the line represents the 4D scheme
and the dotted line represents the 8D scheme, we provide the
key rate curves of the two schemes under different parameters.
The eight-dimensional scheme generates more secure keys un-
der normal attenuation, the key rate of 8D scheme is at least
1.5 times higher than that of 4D scheme. However, in the case
of extreme attenuation, the performance of 8D scheme is grad-
ually inferior to that of 4D scheme. When we consider the two
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parameters on the key rate, it will aggravate the decline of the
key rate. As shown in Fig. 4, when only the afterpulse effect is
considered in the 4D scheme, there will be a significant atten-
uation of the transmission distance when p,, = 3%. However,
when the intensity fluctuations is considered at the same time,
the tolerance for the afterpulse effect is greatly weakened and
the sharp reduction occurs when pyp = 2%.

100 : :
— 0%
1%
-2
10 —1.5% ]
—2%
10-4 —2.5% ]
—3%

10-6§

10-8§

Secure key rate (per pulse)

0 5 10 15 20 25 30 35

Global attenuation (dB)
Fig. 4. Optimal secure key rate (per pulse) of one-decoy approach for dif-
ferent values of the afterpulse probability with no intensity fluctuations. The

key rate and the longest transmission distance decrease sharply after the af-
terpulse probability exceeds 2.5%.

100 . . .
0=0%, pap=0%

o 101 F 6=15%, papzo% E
o g 0=15%, pap=1.3%
£ 107 — 8 =15%, pap=2%

. 0=0%, pap=0%
g 10 3 R - =5=15%, pup=0%
S o s §=15%, pap=1.3% |
[} X - =0=15%, pap =2%
5 10-5 :
& 10 N 4
® 1077} NN 1
=3 N
8 10-8F \ 1
n \

0 5 10 15 20 25 30 35
Global attenuation (dB)

Fig. 5. The solid line represents the 4D scheme and the dotted line repre-
sents the eight-dimensional scheme, we provide the changes of the key rate
curves of the two schemes under the strength fluctuations parameter 6 = 0%,
15% and the afterpulse probability p., = 0%, 1.3%, 2%.

In addition, we compare the effects of the intensity fluc-
tuations and the afterpulse effect to schemes in different di-
mensions. We propose the ratios 6iy and 6, to characterize
them, where 6, is the ratio before and after considering the
strength fluctuations and 6y, is the ratio before and after con-
sidering the afterpulse effect (see Fig. 6). As can be seen from
the figure, the key rate reduction of the 8D scheme before and
after considering the strength fluctuations is obviously better
than that of the 4D scheme, while 4D scheme performs better
only considering the afterpulse effect. This is because the 8D
scheme’s error rate of the background e is greater than the 4D
ones. From Eq. (10), we know that the 8D scheme has greater
overall QBER considering the afterpulse. The stronger the af-
terpulse effect, the greater the overall QBER, which increases

the estimation of phase error rate ¢g . Therefore, the tolerance
of 8D scheme to afterpulse effect is not as good as that of 4D
scheme. In conclusion, the 8D protocol has stronger tolerance
to the intensity fluctuations, but is more sensitive to the after-
pulse.

” 100 w
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®
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g 8D-50 dB
© — 4D-10 dB
£ 107!} —4D-50 dB
@
w—
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2
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102 ‘ ‘ ‘ ‘ ‘ ‘
0 0.04 0.08 0.12 0.16 0.20
Intensity fluctuation parameter §
100—==
n
0
2
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> 8D-50 dB Te.l
~4 —4D-10 dB RN
& 4D-50 dB N
g
2
o
o
2 1071t
-
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Afterpulse effect pp (%)

Fig. 6. The two ratios to characterize the effects of the intensity fluctuations
and afterpulse. (a) Efficiency of the intensity fluctuations By, and & is the
fluctuations parameter. (b) Efficiency of the afterpulse 8,,,, and py is the
overall probability of the afterpulse.

ap >

5. Conclusion

For the practical HD-QKD, the flaws of source and de-
tector restrict the key rate of practical high-dimensional pro-
tocols. In this paper, we extended the 4D time-bin protocol,
and the effect of the intensity fluctuations and afterpulse have
been mainly considered. We utilized parameters to limit the
intensity and applied Azuma’s inequality to establish the re-
lationship between the expected and practical value. Besides,
the afterpulse probability is introduced to quantify its effect
to the generation of secure key rate. In numerical simulation,
we simulated the effect of two flaws to schemes with differ-
ent dimensions. It is found that both two flaws will reduce
the key rate, but the 8D scheme is more sensitive to the af-
terpulse and has better robustness than the 4D scheme. Form
the simulation, our results emphasized the significance of the
stable source and high-performance detector in practical HD-
QKD. In conclusion, we derived an analytical model to the
variant practical time-bin QKD protocol considering the inten-
sity fluctuations and the afterpulse effect. It provides a theoret-
ical reference for secure analysis of practical high-dimensional
protocols.
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