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We propose an efficient quantum private comparison protocol firstly based on one direction quantum walks. With the
help of one direction quantum walk, we develop a novel method that allows the semi-honest third party to set a flag to judge
the comparing result, which improves the qubit efficiency and the maximum quantity of the participants’ secret messages.
Besides, our protocol can judge the size of the secret messages, not only equality. Furthermore, the quantum walks particle
is disentangled in the initial state. It only requires a quantum walks operator to move, making our proposed protocol easy
to implement and reducing the quantum resources. Through security analysis, we prove that our protocol can withstand
well-known attacks and brute-force attacks. Analyses also reveal that our protocol is correct and practical.
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1. Introduction
In 1982, Yao introduced the millionaire problem.[1] The

millionaire problem describes a circumstance in which two
millionaires desire to know who is wealthier without divulging
their property. Since then, secure multi-party computation
(SMPC), as a new branch of cryptography, has been estab-
lished. Nowadays, SMPC is a cryptographic primitive that can
be used for many tasks, such as electronic election[2–4] and se-
cret sharing.[5–7]

However, with the rapid development of quantum tech-
nology, classical cryptography has been substantially chal-
lenged because of the quantum parallelism.[8] Therefore,
the security of SMPC is worth discussing. With more
and more researchers turning to the quantum cryptography
protocols’ study, plenty of efforts have been made, such
as quantum key distribution (QKD),[9–13] quantum secret
sharing (QSS),[14–18] quantum secure direct communication
(QSDC).[19–22] In 2009, Yang and Wen proposed the first
quantum private comparison (QPC) protocol,[23] which is the
extension area of the SMPC. The QPC seeks to compare the
size of the two participants’ private input without revealing
the true values. Most QPC protocols require a semi-honest
third party (TP) to assist the mutually distrustful participants
in completing the protocols, while some of the QPC protocol
only needs an untrusted third party. So far, several protocols
for QPC have been presented. There are protocols based on
Bell states,[24–29] GHZ entangled states,[30–34] entanglement
swapping,[35–38] superdense coding,[39] etc. To take more
participants into comparison, the multi-party quantum private

comparison (MQPC) has been firstly proposed by Chang et al.
in 2013.[40]

The participants constantly try to obtain others’ secret
information, on which is the most severe hazard we concen-
trate. The QPC protocols can be divided into two categories
according to the type of the particles. They are protocols based
on the single-particle[41–46] and protocols based on the multi-
particle.[26–31] Most of the multi-particle-based protocols are
using entangled states. In 2012, Wen et al. proposed the QPC
protocol based on Bell states.[24] In 2013, Guo et al.[35] pro-
posed a protocol based on GHZ state, which solves the feasi-
bility to expand in network service. In 2021, Zhou et al.[29]

put forward a new semi-quantum QPC protocol based on d-
dimensional Bell states. As for the protocols based on the
single-particle, in 2012, Yang et al. proposed the first QPC
protocol without entanglement.[41] In 2018, Lang proposed a
QPC protocol using single photons,[45] delivering a new direc-
tion of single-particle protocols. In 2019, Lin et al.[46] came
up with a practical and efficient semi-quantum QPC protocol
using single photons.

The protocol based on single-particle has several advan-
tages. Firstly, it has fewer potential security risks than the
multi-particle-based protocols. There are multiple attacks
on entangled states. For example, Gao et al. proposed
the correlation-elicitation attack for entanglement states.[47]

Besides, the entanglement states pervasively require pre-
distribution before the execution of the protocol. That is an-
other potential security risk. Secondly, the single-particle can
be easily prepared under the circumstance of nowadays quan-
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tum technology. Therefore, the utilization of single-particle
has the potential to minimize costs and equipment require-
ments.

Recently, Chen et al. firstly proposed a novel QPC
protocol based on discrete quantum walks (QWs) on circle
(DQWC),[48] which also has the advantages of the protocols
based on single-particle. The QWs are the extension of clas-
sical random walk. It has a coin state within 2-dimension
and a d-dimensional walker state. The QWs state is made
up of the tensor product of those two states. It is simple to
prepare because it is a product state, does not have entangle-
ment in its initial state. The QWs states move by applying
the unitary evolution operator. Recent studies suggest that the
QWs has been divided into two main categories, which are
one-dimensional QWs[49,50] and high-dimensional QWs.[51]

The one-dimensional QWs is performed on an infinite line,
and high-dimensional QWs can be performed on the graph or
cube, etc. The QWs is widely used in quantum communi-
cation and computation. It can be applied in speeding up the
quantum algorithm,[52] enhancing the efficiency, and also sim-
ulating the quantum systems.[53] In Chen et al.’s protocol,[48]

the QWs particles are encrypted by the evolution operator and
the secret messages are encoded into the QWs particles by
the shift operator. The participants’ secret messages are in{

0,1, . . . ,
⌊ d−1

2

⌋}
.

Inspired by Chen et al.’s protocol,[48] we propose a QPC
protocol based on one-direction quantum walks on the circle
(ODQWC). Our protocol can compare the size between the
two participants, not only the equality. With the ODQWC,
TP can set the walker state |0〉p as a flag to judge the com-
parison result. In our proposed protocol, the participants’
secret messages are in {0,1, . . . ,d−1} which improves the
qubit efficiency. Besides, we analyze various attacks such
as the intercept-resend attack, entangle-measure attack and
brute-force attack.[54] Moreover, Alice and Bob’s operations
are symmetric in our protocol, which means they are equiva-
lent. That reduces the security risk from the participants. Our
protocol also has the advantages of the protocols based on the
single-particle, because QWs particle is easy to prepare.

In Section 2, we introduce the basic knowledge of quan-
tum walks and the property of the ODQWC. In Section 3, we
give a detailed illustration of our proposed protocol. In Sec-
tion 4, the correctness and security of our protocol are proved.
Subsequently, we demonstrate the advantages of our protocol
in Section 5. In the last part of our paper, we make a conclu-
sion.

2. Preliminaries
We introduce some fundamental quantum walks knowl-

edge and properties in this section, which will be used in our

proposed protocol. We mention the discrete quantum walks on
a line (DQWL) because the ODQWC is evolved from it.

2.1. Discrete quantum walks on a line

Quantum walks are a variation of the traditional random
walk. It consists of two quantum systems: the walker system,
which describes the particle’s position, and the coin system,
which determines the particle’s direction. The Hilbert space H
where QWs is located is composed of the tensor product of the
coin’s Hilbert space and the walker’s Hilbert space. Hence, H
could be presented as H = Hc⊗Hp. We denote the quantum
state of the walker as |position〉p and the coin as |c〉c, where
position ∈ (−d,+d) and c ∈ {0,1}. Therefore, we can write a
QWs state as |ψ〉= |c〉c⊗|position〉p.

2.2. Evolution operator

Subsequently, we will go over a crucial operator called
the evolution operator, which plays an important role in our
protocol. The evolution operator, also known as the step oper-
ator, is used to regulate the movement of particles. The quan-
tum walks, like the classical random walk, start by flipping a
coin to select the particle’s walking direction. The shift op-
erator is then used to move one step. We specify that the |0〉
state of the coin represents the particle going right, while the
|1〉 goes left. Generally, we use the Hadamard gate for the coin
toss, which is also called the Hadamard walk.[55] That is

C = H =
1√
2
(|0〉〈0|+ |0〉〈1|+ |1〉〈0|− |1〉〈1|) . (1)

The Hadamard gate acts on |0〉 and |1〉 as follows:

H |0〉= 1√
2
(|0〉+ |1〉) , (2)

H |1〉= 1√
2
(|0〉− |1〉) . (3)

The shift operator should be used after the coin tossing. It is
denoted as

S = |0〉c 〈0|⊗∑
i
|i+1〉p 〈i|+ |1〉c 〈1|⊗∑

i
|i−1〉p 〈i|. (4)

The shift operator converts |0〉c |x〉p to |0〉c |x+1〉p and
|1〉c |x〉p to |1〉c |x−1〉p. The evolution operator, also a unitary
operator, is defined as follows by combining the two states of
the quantum walks:

U = S ·
(
C⊗ Ip

)
. (5)

Reference [48] provides proofs that U and S have inverse op-
erators. We show their inverse operators below:

U−1 =
(
C−1⊗ Ip

)
·S−1, (6)

S−1 = |0〉c 〈0|⊗∑
i
|i−1〉p 〈i|+ |1〉c 〈1|⊗∑

i
|i+1〉p 〈i|. (7)

If the QWs particles desire to move k steps, then k evo-
lution operators should be applied. We denote the k evolution
operators as Uk and its inverse operator as U−k.

050308-2
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2.3. Measurement and properties of QWs

In the protocols based on QWs, one of the foremost tasks
is measurement. The distinction between classical random
walks and quantum walks resides in the quantum state’s su-
perposition. Of course, it is no different from a traditional
random walk if we measure the particles after each step and
let the particles collapse into a specific state.

We measure the coin state by utilizing the operator

Mc = α0 |0〉c 〈0|+α1 |1〉c 〈1| , (|α0|2+ |α1|2=1).

Mp =
d−1

∑
i=0

αi |i〉p 〈i|,
(
∑

i
|αi|2 = 1

)
is used to measure the position state. Note that all the mea-
surement bases are orthogonal. Generally, we let αi = 1/

√
d.

Table 1 suggests that the QWs particle with an initial state
|1〉c |0〉p is more likely to move along the left side. However,
we can still obtain the measurement result on the other side,
demonstrating that the QWs particles can move on both sides
simultaneously. Here T represents the moving steps, P is the
position of the QWs particles and the initial state is |1〉c |0〉p.

Table 1. Probability distribution of |1〉c |0〉p in first 3 step.

HH
HHT

P
–4 –3 –2 –1 0 1 2 3 4

0 1
1 1/2 1/2
2 1/4 1/2 1/4
3 1/8 5/8 1/8 1/8
4 1/16 5/8 1/8 1/8 1/16

2.4. One direction discrete quantum walks on circle

If the endpoints of the DQWL are linked, it is called dis-
crete quantum walks on circle.

Fig. 1. Schematic diagram of DQWC.

The following shift operator should be used if we want
the particle to go in one direction:

So = |0〉c 〈0|⊗∑
i
|(i+1) modd〉p 〈i|

+ |1〉c 〈1|⊗∑
i
|imodd〉p 〈i|. (8)

This slight change makes the QWs particle move in one direc-
tion. We denote the one direction evolution operator as

Uo = So
(
C⊗ Ip

)
, (9)

and the inverse operators of the shift and evolution operators
are

S−1
o = |0〉c 〈0|⊗∑

i
|(i−1) modd〉p 〈i|

+ |1〉c 〈1|⊗∑
i
|imodd〉p 〈i|, (10)

U−1
o = (C−1⊗ Ip) ·S−1

o . (11)

We list the particle’s probability distribution of the first 3
steps ODQWC in Table 2 (T is steps, P is position, and the
initial state is |0〉c |0〉p).

Table 2. Probability distribution of |0〉c |0〉p in ODQWC in first 3 step.

PPPPPPT
P

0 1 2 3 4

0 1
1 1/2 1/2
2 1/4 1/2 1/4
3 1/8 1/8 5/8 1/8

We can find that the furthest position of the particle is
equal to the moving steps.

3. The proposed QPC protocol based on one di-
rection discrete quantum walks on circle
The following work illustrates our proposed protocol

based on the one-direction discrete quantum walks on circle.
We assume that the proposed protocol runs in ideal conditions,
in which there are no technical errors and the transmission
channels are lossless and noiseless. The proposed protocol re-
quires a semi-honest third party and can judge the size of two
parties’ secret messages.

Step 1 The protocol begins with semi-honest TP, who
prepares k copies of QWs particles |0〉c |0〉p. The parameter k
is a safety threshold value that is sufficient for measurements.
TP owns two secret keys Pk1 and Pk2. Alice and Bob share a
private key Pk3 through some secure QKD protocols, such as
BB84.[9] TP applies UPk1

o on the k |0〉c |0〉p to form the initial
sequence S0. We denote the initial particles as

|ξ 〉=UPk1
o |0〉c |0〉p . (12)

Step 2 To prevent the divulge of the secret mes-
sages, the eavesdropping must be detected. Therefore,
TP randomly chooses 2λ decoy particles from the assem-
ble {|0〉 , |1〉 , . . . , |d−1〉 ,F |0〉 ,F |1〉 , . . . ,F |d−1〉} and in-
serts them into S0 at random to generate S′0. F is the Fourier
transform of d-dimensional quantum particles,

F | j〉= 1√
d

d−1

∑
k=0

e
2π i jk

d |k〉. (13)
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The measurement bases of |i〉 and F |i〉 are {|0〉 , |1〉, . . .,
|d−1〉} and {F |0〉 ,F |1〉, . . . , F |d−1〉}. Then TP sends S′0
to Alice.

Step 3 Alice will report to TP after receiving the parti-
cles. Then TP will announce the position of the decoy particles
and the measurement basis to Alice. After that, Alice performs
the measurements on the decoy particle using the correspond-
ing measurement bases, and reports the measurement results
to TP. By comparing the measurement results from Alice and
the initial states of the particles, TP can check the error rate
of the measurement results to determine whether there is an
eavesdropper. If the error rate is higher than the safety thresh-
old, they will abandon the particles and restart the protocol.
Otherwise, Alice will remove the decoy particles and continue
the protocol.

Step 4 After Alice removes the decoy particles, she ap-
plies the evolution operator UPk3

o on S0. Then she encodes his
secret message m1 (m1 ≤ d−1) into S0 by applying operator
Um1

o . Then she sends his new generated sequence SA to TP
through the quantum channel, using the method in Step 2 and
Step 3.

Step 5 After the security verification process passes be-
tween Alice and TP, TP will apply the evolution operator UPk2

o

on SA. We denote the new sequence as ST. Then TP inserts
some new decoy particles into ST and sends them to Bob.

Step 6 Bob removes the decoy particles in ST and
checks whether there is an eavesdropper. If the transmis-
sion is safe, Bob will apply the evolution operator U−Pk3

o and
U−m2

o (m2 ≤ d−1) on ST to generate SB. Then he adopts the
methods in Step 2 and Step 3 to send the sequence SB to TP.

Step 7 TP checks and removes the decoy particles in SB.
Then he inverses the keys Pk1, Pk2 by applying the operator
U−Pk1

o , U−Pk2
o . In the end, he gets the sequence SF . He mea-

sures all the particles using the operator Mc⊗Mp. As a result,
he can get the probability of the location where the particle
might appear. According to the measurement result, we can
divide it into three situations.

(1) If all the walker states are |0〉p, then m1 = m2.
(2) If there exists at least one walker state but not all of

them in |0〉p, then m1 > m2.
(3) If there is no walker state in |0〉p, then m1 < m2.

TP

Alice Bob

S0

SA ST

SB

Pk

Fig. 2. Flow graph of our proposed protocol.

4. Analyses
We will analyze our proposed protocol from two perspec-

tives in this section: correctness and security.

4.1. Correctness

In this subsection, we will prove the correctness of our
proposed protocol.

Lemma 1 In ODQWC the operator Uo satisfies that the
walker’s measurement result of Uk

o |0〉c |0〉p might appear |0〉p,
for ∀k, k ∈ [0,1, . . . ,d−1].

Proof When k = 1, the QWs state is

U |0〉c |0〉p = S ·
(
C⊗ Ip

)
|0〉c |0〉p

=
1√
2

S
(
|0〉c |0〉p + |1〉c |0〉p

)
=

1√
2

(
|0〉c |1〉p + |1〉c |0〉p

)
. (14)

We suppose the QWs state after k = j (0 < j ≤ d−2) steps is

U j
o |0〉c |0〉p =

j

∑
i=0

(
αi |0〉c |i〉p +βi |1〉c |i〉p

)
,(

|αi|2 + |βi|2 6= 0
)
, (15)

where |αi|2 + |βi|2 6= 0, for ∀i. Then the QWs state after
k = j+1 steps is

Uo⊗U j
o |0〉c |0〉p

= So (C⊗ I)

[
j

∑
i=0

(
αi |0〉c |i〉p +βi |1〉c |i〉p

)]

=
j

∑
i=0

[
αi√

2

(
|0〉c |i+1〉p + |1〉c |i〉p

)
+

βi√
2

(
|0〉c |i+1〉p−|1〉c |i〉p

)]
=

j+1

∑
i=0

(
α
′
i |0〉c |i〉p +β

′
i |1〉c |i〉p

)
. (16)

Therefore, the measurement result of the walker after k steps
is |ξ 〉p, where ξ ∈ [0,k]∩Z. Because the |αi|2 + |βi|2 6= 0,

we have |α ′i |
2 + |β ′i |

2 6= 0. Therefore, the probability of
the walker’s measurement results |i〉p will not be 0, for i ∈
[0,1,2, . . . ,k]. As a result when k ∈ [0,1, . . . ,d−1], TP still
has a chance of obtaining the measurement result |0〉p, and not
all the measurement results are |0〉p. Thus, Lemma 1 follows.

Lemma 2 When −(d−1) ≤ k < 0 the walker’s mea-
surement results of Uk

o |0〉c |0〉p will not appear |0〉p.
Proof Equation (11) shows the inverse operator of the

evolution operator in ODQWC. When k = −1, the evolution
operator U−1

o acting on |0〉c |0〉p is

U−1
o |0〉c |0〉p =

(
C−1⊗ Ip

)
·S−1

o |0〉c |0〉p

=
(
H⊗ Ip

)
·
(
|0〉c 〈0|⊗∑

i
|(i−1) modd〉p 〈i|

050308-4
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+ |1〉c 〈1|⊗∑
i
|imodd〉p 〈i|

)
|0〉c |0〉p

=
(
H⊗ Ip

)
· |0〉c |−1modd〉p

=
1√
2

(
|0〉c |d−1〉p + |1〉c |d−1〉p

)
. (17)

When k = −2, the evolution operator U−2
o acting on |0〉c |0〉p

is

U−2
o |0〉c |0〉p

=
1√
2

U−1
o

(
|0〉c |−1modd〉p + |1〉c |−1modd〉p

)
=

1
2

(
|0〉c |−2modd〉p + |1〉c |−2modd〉

+ |0〉c |−1modd〉p−|1〉c |−1modd〉p
)

=
−1

∑
i=−2

(
αi |0〉c |imodd〉p +βi |1〉c |imodd〉p

)
, (18)

where |αi|2 + |βi|2 6= 0. Therefore, we can assume that when
k =− j (1 < j ≤ d−2) the QWs state after k steps is

Uk
o |0〉c |0〉p =

−1

∑
i=− j

(
αi |0〉c |imodd〉p +βi |1〉c |imodd〉p

)
. (19)

The QWs state after k =−( j+1) steps is

U−1
o ⊗U− j

o |0〉c |0〉p

=
(
H⊗ Ip

)
·S

[
−1

∑
i=− j

(
αi |0〉c |imodd〉p +βi |1〉c |imodd〉p

)]

=
(
H⊗ Ip

) −1

∑
i=− j

(
αi |0〉c |(i−1) modd〉p +βi |1〉c |imodd〉p

)
=

−1

∑
i=− j

[
αi√

2

(
|0〉c |(i−1) modd〉p + |1〉c |(i−1) modd〉p

)
+

βi√
2

(
|0〉c |imodd〉p−|1〉c |imodd〉p

)]
=

−1

∑
i=−( j+1)

(
α
′
i |0〉c |imodd〉p +β

′
i |1〉c |imodd〉p

)
. (20)

Because 2 < j+1 ≤ d−1, the measurement result of walker
will not appear |0〉p. The Lemma 2 holds.

Proposition 1 The result of our proposed protocol is cor-
rect.

Proof The final QWs particles’ states are
Um1−m2

o |0〉c |0〉p. Because 0 ≤ m1, m2 ≤ d − 1, so that
−(d−1) ≤ m1 −m2 ≤ d − 1. When m1 = m2 the Um1−m2

o

equals to Ic⊗ Ip. According to Lemma 1 and Lemma 2, the
following result can be proved:
if m1 > m2, the measurement results may appear |0〉p, but not
all of them are;
if m1 = m2, the measurement result can only be |0〉p;
if m1 < m2, the measurement results won’t appear |0〉p.

Therefore, the proposition holds.

4.2. Outside attack

During the execution of our protocol, there might exist
an outside attacker Eve. We assume that she tries a variety
of approaches to obtain the secret messages such as intercept-
resend attack, entangle-measure attack.

4.2.1. Intercept-resend attack

The intercept-resend attack means the eavesdropper will
measure the particles and send fake quantum particles to the
receiver according to the measurement results.[27] Our proto-
col performs well in detecting this kind of attack.

We utilize the decoy particle in our proposed protocol,
which has been widely used in other protocols,[26,29–31] to de-
tect the intercept-resend attack. It is familiar with the method
adopted in the BB84 protocol,[9] and the security of BB84 has
been proven already.

In our proposed protocol, we insert 2λ decoy particles,
which belong to the set {|0〉 , |1〉, . . . , |d−1〉 ,F |0〉 ,F |1〉, . . . ,
F |d−1〉}, into the QWs particles. Under the circumstance
of the decoy particles’ randomizing, Eve would not know the
measurement basis and the position of the decoy particles. As
a result, each particle has a probability of d−1

2d in introducing
mistakes. If λ is large enough, the probability of detecting the
existence of the eavesdropper will close to 1.

Furthermore, even if the attack is undetected, the eaves-
dropper cannot obtain any useful message because we encrypt
the QWs particles using Pk1/Pk2/Pk3 before each transmission.

4.2.2. Entangle-measure attack

The entangle-measure attack means the attacker Eve in-
tercepts the particles from the quantum channel. Then she ap-
plies a unitary operator on the particles to entangle them with
his auxiliary quantum state. So that she may achieve the secret
messages with the help of the auxiliary quantum state. We will
demonstrate that our proposed protocol can withstand such an
attack.

We adopt the d-dimensional quantum state as the decoy
particle. Eve’s unitary transformation can be expressed as

E(| j〉 |e〉) =
d−1

∑
k=0

λ jk
∣∣m jk

〉∣∣e jk
〉
, (21)

where
d−1
∑

k=0

∣∣λ jk
∣∣2 = 1, and

∣∣m jk
〉
,
∣∣e jk
〉

are two sets of the or-

thogonal basis of the systems to which | j〉 and |e〉 belong. The
particle |e〉 is the auxiliary particle that belongs to Eve.

Eve tries not to introduce error during the attack and aims
to get useful messages from the intercepted particles. The
equations can be expressed as{

E | j〉 |e〉= | j〉
∣∣e j
〉
,

E · (F | j〉 |e〉) = F | j〉
∣∣eF j

〉
.

(22)
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The auxiliary particles should satisfy the following rules〈
e j|ek

〉
= 0, ( j 6= k). Now we rewrite the left part of the sec-

ond equation in Eq. (22) as

|ϕ〉 = E · (F | j〉 |e〉) = E

(
1√
d

d−1

∑
k=0

e
2π i jk

d |k〉 |e〉
)

=
1√
d

d−1

∑
k=0

d−1

∑
y=0

λky e
2π i jk

d
∣∣mky

〉∣∣eky
〉
. (23)

We can compute the density matrixes of the whole system as

|ϕ〉〈ϕ| = 1
d

(
d−1

∑
k=0

d−1

∑
y=0

λky e
2π i jk

d
∣∣mky

〉∣∣eky
〉)

×

(
d−1

∑
k=0

d−1

∑
y=0

λky e
−2π i jk

d
〈
mky
∣∣〈eky

∣∣) . (24)

Therefore, the reduced density matrixes of the participants’
system are

1
d

d−1

∑
k=0

d−1

∑
y=0

(
λky
)2 ∣∣mky

〉〈
mky
∣∣. (25)

The reduced density matrices clearly have little to do with the
variable j Therefore, after the eavesdropper entangles the aux-
iliary particles with the participants’ particles, all the subsys-
tems of decoy particles are the same to the eavesdropper That
means Eve cannot obtain any useful messages.

Above all, our protocol can detect the usual outside at-
tack.

4.3. Internal attack

In this subsection we will discuss the probability of the
attack from Alice, Bob and TP. In our proposed protocol, if
Alice (Bob) wants to obtain the secret messages by intercept-
ing the particles sent through the quantum channel, they are
the same as the outside attackers. Thus, the proof in Subsec-
tion 4.2 can ensure the detection of their attacks.

The brute-force attack[54] means the attacker measures
the particles to obtain the secret messages, even though he is at
the risk of being detected. In our proposed protocol, there is no
chance for the participants to launch attacks. (1) In Step 4, Al-
ice may try to send fake particles |0〉c |0〉p to TP and adopts the
brute-force attack in Step 6 to obtain Bob’s secret messages.
However, TP makes another encryption Pk2 in Step 5, which
makes Alice would not obtain any useful messages through
this kind of method. (2) Bob may launch a brute-force attack
in Step 4. Since Bob does not know the original encryption
Pk1 of TP, he will not be aware of Alice’s secret messages even
if he adopts the brute-force attack.[54] (3) TP may launch an
attack at Step 4 and Step 6. However, Alice makes an encryp-
tion Pk3 to prevent TP from obtaining the secrets in Step 4. The
QWs state in Step 6 is Um1−m2 |0〉c |0〉p, therefore, TP would
not obtain the secret messages of each participant in Step 6.

In conclusion, the participants have little probability of
gaining the secret messages.

5. Comparison
We analyze the advantages of our protocol from three per-

spectives: efficiency, security and implementation. Because
the QPC protocol based on quantum walks is novel, we mainly
focus on the comparison of our protocol with Chen et al.’s
protocol.[48]

5.1. Qubit efficiency

Qubit efficiency is a widely used method to measure the
efficiency of protocol execution. It is defined as η = c/q,
where c represents the maximum compared bits of the secret
messages, and q denotes the consumed qubit during the proto-
col execution. Because the qubits in our protocol are in d di-
mensions, we redefine the qubit efficiency as η ′ = c/q′, where
q′ = q× log2 d.

In our proposed protocol, there are k pair of walker states
and coin states. The walker states are in d dimensions, and
the coin states are the two-dimensional qubits. The secret
messages of the participants are in range [0,d−1]∩Z, which
means the maximum compared bits of the secret messages
are log2 d. Therefore, the qubit efficiency of our protocol
is η =

log2 d
k·(log2 d+1) . In Chen et al.’s protocol[48] however,

the secret messages of the participants belong to the range[
0,
⌊ d−1

2

⌋]
∩Z, which means the qubit efficiency of Chen et

al.’s protocol[48] is η =
log2 d−1

k·(log2 d+1) .
Although our definition of qubit efficiency differs from

the standard one, it can still accurately describe the protocol’s
efficiency. The comparison result above suggests that the max-
imum compared classical bits in our protocol have one more
than the bits in Chen et al.’s protocol.[48] As a result, Alice
and Bob’s maximum secret messages in our protocol are dou-
ble those in Chen et al.’s protocol.[48]

5.2. Security

The QWs particle has its uniqueness in security.
Compared with the protocols that adopt the entanglement
state,[27–31] there is no pre-distribution with the QWs particle.
Thus, plenty of attacks on the entangled states can be avoided.

Furthermore, there is no security check in Chen et al.’s
protocol[48] to ensure that the transmitted particles are the
original particles prepared by TP. Therefore, Alice has a va-
riety of attack options such as the brute-force attack. We fix
this slight defect by changing the structure of the protocols,
ensuring all the participants are unable to launch attacks.

5.3. Implementation

The initial QWs state is |0〉c |0〉p, which is a product state.
Compared with the entangled state, it has some clear advan-
tages. The measurement and the preparation of the QWs state
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are much easier than that of the entangled state.[44] Further-
more, we only use the evolution operator Uo during the ex-
ecution of our protocol, which makes our proposed protocol
can be easily realized by the quantum gate and circuits. This
reduced the costs and equipment requirements Above all, our
protocol is easy to be implemented.

6. Conclusion
In summary, the previous QWs-based QPC protocol is not

efficient enough. We proposed a protocol based on ODQWC
with a semi-honest third party. The QWs particles do not exist
entanglement in the initial state, and it moves by applying the
evolution operator. This makes our protocol has the advan-
tages of the single-particle protocol, which is easy to be im-
plemented. In terms of efficiency, we enlarged twice the range
of the participants’ messages than the previous protocols by
setting a flag to judge the comparison results. The correctness
of our protocol has been proven. Moreover, we analyzed the
security of our protocol from the participants’ attacks and the
outside attacks. Our protocol can protect against well-known
attacks and brute-force attacks from the participants.

Although our proposed protocol has several advantages,
however, it still needs more discussions and investigations.
Such as the extension of QWs-based QPC protocols to multi-
party comparison. Besides, the number of QWs particles con-
sumed in our proposed protocol still needs diminution.
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