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The trans-media transmission of quantum pulse is one of means of free-space transmission which can be applied in
continuous-variable quantum key distribution (CVQKD) system. In traditional implementations for atmospheric channels,
the 1500-to-1600-nm pulse is regarded as an ideal quantum pulse carrier. However, the underwater transmission of this
pulses tends to suffer from severe attenuation, which inevitably deteriorates the security of the whole CVQKD system. In
this paper, we propose an alternative scheme for implementations of CVQKD over satellite-to-submarine channels. We
estimate the parameters of the trans-media channels, involving atmosphere, sea surface and seawater and find that the short-
wave infrared performs well in the above channels. The 450-nm pulse is used for generations of quantum signal carriers to
accomplish quantum communications through atmosphere, sea surface and seawater channels. Numerical simulations show
that the proposed scheme can achieve the transmission distance of 600 km. In addition, we demonstrate that non-Gaussian
operations can further lengthen its maximal transmission distance, which contributes to the establishment of practical global
quantum networks.

Keywords: continuous-variable quantum key distribution (CVQKD), short-wave infrared, satellite-to-

submarine
PACS: 03.67.Dd, 03.67.Hk, 03.67.—a

1. Introduction

Continuous-variable quantum key distribution (CVQKD)
system is one of means of quantum information processing
which allows remote participants to share a secret key through
an untrusted channel.!'™* In the traditional CVQKD system,
the transmitter Alice encodes the information in the quadrature
of the optical field, whereas the receiver Bob decodes the re-
ceived quantum pulse by using coherence detection. Recently,
it has become a hot spot of optical communication technology
due to its low cost and high reliability.

With the increasing enhancement of the free-space opti-
cal communications, we begin to pay an attention to the se-
curity of marine-enabled information for the CVQKD sys-
tem. Unlike the fiber optic network, the light diffusion ef-
fect of quantum pulse transmission in free-space channel is
Cur-
rently, the CVQKD system has been proven to achieve the

more obvious, and the more interference it receives.

good performance in free-space channels, such as 500 km
in pure atmospheric channel®™ and 50 m in pure seawater
channels.[®) However, there is a lack of systematic research
in more complex trans-media application scenarios, such as
satellite-to-submarine communication. In our previous study,
we split the satellite to submarine channel in two through
a third party, allowing quantum pulses to be transmitted in
two separate channels.l’~°! It is worth noting that the addi-
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tion of a third party will undoubtedly increase the complexity
of the system, which will pose a threat to the stability of the
satellite-to-submarine CVQKD scheme. In addition, from the
perspective of confidentiality, the existence of a third party is
likely to reveal the physical location of the submarine. There-
fore, it is necessary for us to study point-to-point satellite-to-
submarine quantum communication. There are many difficul-
ties in point-to-point optical communication in free space. For
example, due to the light diffusion effect, 10l we must increase
the receiving area at destination to obtain the more quantum
pulse signals, while ensuring that the receiving area should
be made small enough to minimize the transmission of sky-
noise photons. The choice of receiving area size is closely
tied to the choice of quantum pulse wavelength, making the
wavelength the most important and critical part of the practi-
cal system.[!1-13]

In previous experimental implementations, the 1500-to-
1600-nm light is usually regarded as an ideal quantum pulse
carrier in the atmospheric channel due to compatibility with
current telecom technology, the wavelength-dependent nature

14171 However, the

of scattering, and lower solar radiance.
underwater transmission of 1500-to-1600-nm light tends to
suffer from severe attenuation, which inevitably deteriorates
the security of the satellite-to-submarine system. Therefore,
we need to study the parameters of the atmosphere, sea sur-

face, and sea water channel, and establish a complete satellite-
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submarine quantum channel model.

To demonstrate the wavelength dependence of satellite-
to-submarine quantum communication, we estimate the pa-
rameters of the trans-media channels, involving the daytime
atmosphere, sea surface and seawater, and find that the short-
wave infrared performs well in the above-mentioned chan-
nels, which corresponds to the wavelength range of 400—
500 nm."®1°1 For more challenging free-space channels, we
employ the aggressive spectral filtering techniques (high-order
adaptive optics, AO) that allow the use of very tight spatial
filtering and relax other filtering requirements. > In order
to evaluate the feasibility of satellite-to-submarine CVKQD,
we consider the secret key rate as the performance metric.
Through numerical simulation analysis, we find that the satel-
lite can share a string of security keys with submarine with a
depth of less than 45 m at an altitude of 60 km. The results will
contribute to the development of satellite-to-submarine quan-
tum communication and global quantum networks.

This paper is organized as follows. In Section 2 we sug-
gest the structure of the satellite-to-submarine CVQKD sys-
tem, which involves the atmospheric, seawater and sea surface
channels separately. We demonstrate that shorter wavelengths

can be used for satellite-to-submarine quantum communica-
tions over trans-media channels. In Section 3 we show the

security analysis. Finally, a conclusion is drawn in Section 4.

2. Wavelength optimized CYQKD

The implementation challenges of satellite-to-submarine
quantum communications are channel complexity, high opti-
cal noise interference and the uncertainty of the environment.
The scheme of the satellite-to-submarine-involved CVQKD is
shown in Fig. 1, where Alice (satellite) modulates a quantum
pulse over a Gaussian state via electro-optical modulators and
sends it to Bob (submarine). The quantum pulse has to pass
through a turbulent atmosphere, roughness of the sea surface
and high-loss seawater before arriving at Bob. Here the at-
mospheric channel is further divided into a medium Earth or-
bit (MEO) layer, a low Earth orbit (LEO) layer and a gen-
eral airspace layer. After receiving the quantum pulse, Bob
needs to use adaptive optics to correct the received quantum
signals. In what follows, quantum pulses are detected using
a local laser generated by a local oscillator (LO) for coherent

measurements. [22-24]
(b) Alice
’ Laser -H AM -ﬂ AM =
BS 1:9

PIN JT tt.

[ "hngo !
Cm' m
Non-Gaussian J
operations PIN
o

Bob
(¢)Bo Bss:s| PN
LLaser H AM -m -
PIN U
Signal an LO Signal LO

Fig. 1. Short-wave infrared CVQKD over satellite-to-submarine link. (a) Overview of the satellite-to-submarine CVQKD. The link is charac-
terized by actual atmospheric, sea surface and seawater channel. (b) The scheme of short-wave infrared CVQKD over satellite-to-submarine
link. The quantum pulses prepared by Alice transmitted through the atmosphere, sea surface and seawater. (c) Bob uses local oscillation for ho-
modyne detection. AM: amplitude modulator; PM: phase modulator; PIN: p—i—n photodiode; 7ygp: transmittance of non-Gaussian operations

beam splitter; Att.: attenuator; LO: local oscillator; BS: beam splitter.

For the practical implementations, it is necessary to con-
sider the stability and penetration of the quantum pulse itself,
as well as the correction of the quantum pulse that can be made
using AO technology. We note that the choice of optical wave-
length is an indispensable part of laser generation of quantum
pulses. In addition, the transmission performance of different

light wavelengths is also worth studying.

2.1. Atmospheric turbulence effect

In Fig. 2(a), it illustrates effect of atmospheric turbulence
on quantum pulse. The aberrated wavefront results in a nar-
rower diffraction-limited spot (DL spot) than the turbulence-
limited spot (TL spot). We note that Bob receives not only
quantum pulses, but also sky-noise photons. Therefore, the
receiving area of Bob cannot be too small to lose part of
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the quantum pulse, nor too large to introduce too many sky-
noise photons. In particular, we make use of an AO tech-
nique that not only corrects atmospheric turbulence, but also
works within the diffraction limit of optical receivers. The AO
technique is necessary for performance improvement of the
CVQKD system in which narrows spectral filtering will block
distorted quantum pulses, and hence enhances the mixing ef-
ficiency of homodyne detection. We suggest an LEO satel-
lite downlink structure with the parameters given by Dt = 10
cm transmitter, Dr = 100 cm receiver, spectral filter efficiency
Nspec = 0.9 and reception efficiency 7. = 0.5. The detection
efficiency is 7Mger = 0.8 for all wavelengths, the initial excess
noise is & = 0.01, and reconciliation efficiency is § = 0.85.

Entrance TL spot
~ A
~
W~ 270 A\ g
~ N _ 7 _ ) ﬁ
~N s — 1
—— o€z --—-- =
_ -z NS W= 3
-~ ~ \f
W/ AN \ [
w_ o % h
DL spot
60 —— Spectral radiance (b)
—— Atmospheric transmission d10
~ 50
|
< 404 | £z
G E
7307 405 &
Z 20
= 10 =

400 600 800 1000 1200 1400 1600

A (nm)
Fig. 2. (a) The filtering process of sky-noise photons in the atmospheric
environment and the focusing characteristics in the presence of turbu-
lence are described, where red, orange, blue, green and violet colors
correspond to wavelengths of light, respectively. Dg is the receiver
aperture diameter and f is the receiver focal length. (b) Atmospheric
transmission and spectral radiance of receiver pointed to the zenith at
1:00 PM on the winter solstice at 50 km, where the red line represents
the spectral radiance Hy and the blue line represents the atmospheric
transmittance Nans.

In a practical atmospheric environment, we can have
ground receiver looking to different points in the sky at differ-
ent solar positions to obtain different site-dependent downlink
scenes for spectral radiance profiles and wavelength dependent
transmission. As shown in Fig. 2(b), the atmospheric transmit-
tance and spectral radiance of the zenith receiver at 1:00 PM

on the winter solstice with 50 km visibility can be achieved. >3]

Considering that wavelength optimization is a key in perfor-
mance improvement of the satellite-to-submarine communica-
tions, the whole spectral structure, in the system design anal-
ysis, should include the seawater wavelength range. Although
the experimental data demonstrate relatively constant spectral
radiance near the wavelength 1550 nm, we choose the wave-
length of nearly 400-700 nm for the performance analysis.

The performance of CVQKD is determined by the num-
ber of effective quantum pulses received. For a receiver oper-
ated at the DL without central obscuration, the field stop can
be set to transmit the central peak of the DL Airy pattern to
achieve transmitting of 84% of the quantum pulse. The spatial
filter diameter is given by

At
D&FJAﬁg. 1))
Then we have the DL solid-angle field of view (FOV)
12212
Qv =1 . 2)
R

In the presence of turbulence, we can see a broadened
spot size (see the dashed line in Fig. 1), which is caused by
the lack of spatial coherence across the entrance pupil result-
ing in the suppression of the optical receiver’s ability to focus
received light. Therefore, the TL spot size can be given by!?%]

DPDL

Spot
g~ 2 ®

where S is the ratio of the aberrated to the DL-spot peak inten-
sities expressed as

—6/5
B Dgr 5/3
S= |1+ EEN) . )

The parameter 7(4) is the Fried coherence length given by

PCE
i =n(55) - ©

where ry is the value measured at 500 nm and A is the wave-
length length in nanometers.!?’! It can be considered as a mea-
sure of turbulence intensity independent of wavelength, so we
choose a spatial filter corresponding to the broadened spot size
to obtain the TL solid angle and FOV

s\ 3577
Q%w:nLD;{1+£;/ . (6)
The loss of spatial filtering can be defined according to
the spatial-filtering strategies. The first TL strategy is to al-
ways pass 84% of the quantum pulse by increasing the size of
the field stop. The second DL strategy does not take the broad-
ened spot size into account and keeps the size of the field stop
at the diffraction limit. We take the ratio of the spot-size region
to obtain the model

nisH =0.84,
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et =0.84 xS. ()

Subsequently, we have the total atmospheric channel effi-
ciency

7]‘53 (rO; A«) = ngeo(l)ntran(l)n]&is) (rO; )«)nspecnrecndetv ®

where Ny is the predicted atmospheric transport efficiency,
as shown in Fig. 2(b), while i stands in for DL or TL strat-
egy, and Tgeo is the Gaussian beam equation for geometric
aperture-aperture coupling, which can be given by

Ngeo = 1 —ex 0.5 i ©)]
=1l-e —0.5— R ).

geo p Wz( 2 ,Z)

Here, the notation wz(l,z) is the waist function given by

w (A,2) =wi(1+ ), (10)

where wy is the waist of the signal beam and Zg is the Rayleigh
range

2

D
ZR:n%, wo = 0.7 =L (11)

2

~15
(a)
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Fig. 3. (a) Total atmospheric channel efficiency corresponding to optical
wavelengths. (b) Relationship between light wavelength and absorption
coefficient in pure water. 1]

In Fig. 3(a), we show the atmospheric channel efficiency
in the optical wavelength range of 400—1600 nm based on the
data in Fig. 2(b). The black curve indicates the TL strategy
and the red curve indicates the DL strategy. We find that the

optical wavelength illustrates a high channel efficiency in the
range of 400-700 nm and exhibits a stable upward trend. This
result overturns our previous perception that 1550 nm is the
best wavelength for atmospheric transmission. It makes possi-
ble to establish the practical CVQKD system between satellite
and submarine.

2.2. Seawater effect

Similar to the atmospheric channel, the underwater chan-
nel is subject to scattering and absorption, as well as attenua-
tion due to beam degradation and drift caused by turbulence.
Figure 3(b) shows the effect of the minimum absorption coef-
ficient ay of pure water on the light beam.!"” We find that the
absorption coefficient of light from the underwater channel is
related to the light wavelength and the minimum absorption
coefficient is obtained in the light wavelength range of 400—
500 nm.

The seawater can be seen as pure water with impurities,
which includes chlorophyll-a concentration, xanthic/humic
acid and particles that can affect quantum pulse transmission
and bring about signal loss.[?8! It can be modeled by depth
d, chlorophyll-a concentration to obtain the concentration of

particles!?’!

e d —(d/)Z. — 2
Cld) =l = 32+ oo~ e ),
Zen 5C

(12)

where Z, is depth of the euphotic layer, Chlaey, (mg- m73)is
the column-integrated content of total chlorophyll-a within the
euphotic layer, Gy, is the background chlorophyll-a concentra-
tion at the surface, 6 is the width of the Gaussian peak, Cyax
is the maximum concentration, and the dimensionless depth of
the maximum concentration is {yvax = Zmax /Zeu- The concen-
trations of humic acid Gy, large particles Cj, small particles C
and fulvic acid C can be given by

Ca(d) = 0.19334C.(d)exp(0.12343C¢(d)),
Ci(d) = 0.76284C.(d)exp(0.03092C. (d)),
C(d) = 0.01739C,(d)exp(0.11631C.(d)),
Ci(d) = 1.74098C.(d)exp(0.12327Cc(d)).  (13)

In addition, scattering spectrum can be calculated versus
the wavelength of light, including the scattering spectrum for
large particles b, small particles bg, and pure water by, as fol-

lows:
b(A,Ce(d)) = by (L) +bs(A)Cs(d) +b(A)Ci(d), (14)
where
by =0.3411(400 1),
by =0.11513 (400 1),
by = 0.005826 (400 A)*3222 (15)
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Here we have the specific absorption coefficients af =
35.959 m*/mg, humic acid kf = 0.0189 nm~!, exponential
coefficient for the fulvic acid a, = 18828 m?*/mg, concen-
tration factor of particles a. = 0.056, and chlorophyll &, =
0.01105 nm~".3% The absorption spectrum can be similarly
given by

a(A,d) = aw(A)+ aiCe(d)exp(—keA)
+anCh(d)exp(—knd) +acCe(d)*%%2. (16)

Then, the total channel attenuation is given by

o(A,d) =a(A,d)+b(A,d), a7
and the light transmittance of seawater is calculated as

Nwat = exp[—a(A,d) x d]. (18)

In this paper, we consider the beam propagation in the
Southern Atlantic Ocean at depth of less than 200 m and tem-
perature of 35 °C with the data S4 and S5. Data S4 con-
tains the parameters Chlage, = 0.25, AC = 0.814, G, = 0.57,
Cinax = 0.766, s = 0.173, and Z, = 80.2.12>3" Data S5 con-
tains the parameters Chlagze, = 0.388, AC =0.663,C, =0.611,
Cinax = 0.676, s = 0.241, and Z, = 70.3.1%)

Wavelength (nm) Wavelength (nm)

400 500 600 700 400 500 600 700
0 0
40
E g0 =
g B
o )
o 120
g a)
160
200 83

0 0.22 0.44 0.66 0.88 1.1 1.32 154 1.76

Fig. 4. The resulting attenuation relationships for optical wavelengths
and depths.

The attenuation relationships of wavelengths and depths
are shown in Fig. 4, where the left figure is the simulation of
data S4 and the right figure is the simulation of data S5. Tak-
ing the depth into account, we have four layers, i.e., surface
layer 0—-100 m depth, upper waters ranging 100—120 m depth,
intermediate layer 120-160 m, and deep water layer below
160 m, because the surface layer is well mixed with waves,
currents and tides. However, as the depth increases, the water
temperature decreases, the density increases, and the salinity
increases, making it difficult to transmit quantum pulses. The
result shows that the attenuation coefficient increases with in-
creasing depth, in which the surface layer performs the best
and the deep water layer gets the peak attenuation. From the
point of view of light wavelength, we have four regions, i.e.,
purple region 400-550 nm, blue region 600-650 nm, green re-
gion 600-700 nm, red region above 700 nm. The shorter the

wavelength, the higher the energy it possesses and the more
suitable it is for transmission in seawater. The result shows
that as the light wavelength increases, the attenuation coef-
ficient also increases, where the purple region has the best
performance, while the red region gets the attenuation peak.
Consequently, in the surface layer of seawater, the use of 400—
500 nm region wavelengths is more suitable for satellite-to-
submarine quantum communications.

2.3. Sea surface effect

The sea surface, which causes refraction and deflection of
quantum signals, has an effect on performance of the satellite-
to-submarine quantum communications. We consider the ef-
fect of the sea surface on the transmitted quantum signals
when taking into account zenith angles. The generic wind and

31 Tt suggests

wave model is used for our security analysis.
an approach to explain the statistics of the Sun’s glitter on the
sea surface based on the statistics of slope distribution. We
find that the probability distribution of the cross wind slope
component is close to a Gaussian distribution, while the prob-
ability distribution of the upwind slope component needs to
be approximated by some additional higher order moments.
Therefore, the Gram—Charlier distribution can be used to rep-
resent the statistical characteristics of the sea surface slope. It

can be expressed as follows:

p(ZZ) = M;uccexp{;(zlﬁﬂf)]
X [1 - %QlZC(ZS —1)— écm(zf —3Z.)
i@ - )@ 1)
+%C40(z§ — 672 +3)
+ogeos(zt~62243)|, (19)

where Z, = &,/0y, Z. = & /0., and the above parameters can
be estimated as

62 =3.16x10"3v, 62 =0.003+1.92x 107 3v,
21 =0.01 —0.0086v, co3 = 0.04 —0.033,
Cy) = 0.127 C40 = 0.4, Coq4 = 0.23. (20)

Here, the parameter g, denotes the upwind with variances oy,
€. corresponds to the upwind with variances o, and v is the
wind speed.

In Fig. 5, we show the effect of light propagation on re-
fraction and deflection, which is based on the geometric model

1.132] We can achieve a circular orbit when tak-

of the sea leve
ing the height of the satellite into account and the position of
the zenith angle. Therefore, the received quantum pulses may
be distributed around a circle. The variation of the propagation
direction of the quantum pulses across the sea surface is deter-

mined by the angle of incidence 6; and the refractive index of
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air and water. Among them, the parameter 6; can be deter-
mined by the local surface slope 62 = &2 + €2 in the direction
6, = arctan(g. /€&, ) against the upwind direction and the zenith
angle 0. Then, the refractive index 6; is calculated according
to Snell’s law and expressed as 6, = arcsin(sin6;n, /ny, ), where
n, = 1.000293 is the refractive index of air and n,, = 1.34 is
the refractive index of water.

In Fig. 6, we illustrate the light intensity distribution with
changing time propagation direction for the depths of 10, 30
and 50 m. The first column plot indicates that the beam spot
at the receiving surface becomes larger as the water depth in-
creases. Compared with the first and second column plots,
we find that for the given depth and zenith angle, the higher
the wind speed, the larger the receiving surface beam spot be-
comes. Compared with the plots in the first and third columns,

Zenith angle: 0°
Wind speed: 3 m/s Depth: 10 m

Zenith angle: 0°
Wind speed: 3 m/s Depth: 30 m

T T
0 109 219 328

Zenith angle: 0°
Wind speed: 6 m/s Depth: 10 m

Zenith angle: 0°
Wind speed: 6 m/s Depth: 30 m

437

the concentrated distribution of light intensity gradually ex-
pands to a ring as the zenith angle increases.

Altitude

Depth

Fig. 5. Geometric model diagram of water surface interference with
quantum pulses. The zenith angle of the satellite is represented by 6 ;
O, corresponds to the slope of the waves, and 6; and 6, represent the
angle of incidence and refraction of light, respectively.

O

Zenith angle: 30°
Wind speed: 3 m/s Depth: 10 m

Zenith angle: 30°
Wind speed: 3 m/s Depth: 30 m

546 656 765 874

Fig. 6. The light intensity distribution with changing time propagation direction at water depths of 10 m, 30 m and 50 m. The total number of

photons for each case in the Monte Carlo simulation is 10°.

In order to show the effect of the sea surface on the trans-
mittance, it can be obtained by the light deflection efficiency
Nder and the fraction of transmitted incident light 1. The
parameter 7ger can be obtained by integrating the received
photons. 33! The parameter 1,¢f can be divided into two com-
ponents, which involves perpendicular

)
L sin“(6; — 6;)
=1-—1"7 21
e sin®(6; + 6,) @D
and parallel
I tan’(6; — 6;)
Nper = 1 (22)

 tan2(6,+6,)

The total Fresnel®# transmittance is calculated as

Teet = 0.5 % (i + 1), (23)

Then, the total transmittance of the surface can be derived as
MNsur = Mdef X Nref- After that, we have the probability distri-
butions of light transmittance when passing through the sea
surface at different wind speeds for zenith angles of 0°, 20°
and 30°, as shown in Fig. 7. It is obvious that the transmit-
tance distribution is mainly distributed between 0.97 and 0.99.
With the decreasing angle of the zenith angle, the transmit-
tance starts to focus around 0.797. Compared with the zenith
angle, the wind speed has little effect on the transmittance dis-
tribution.
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Fig. 7. The light transmittance when passing through the sea surface at different wind speeds for zenith angles of 0°, 20° and 30°. The total

number of photons for each case in the Monte Carlo simulation is 10°.

3. Performance analysis and discussion
3.1. Security analysis

For the security analysis of the satellite-to-submarine
CVQKD system, we consider a traditional model of CVQKD
with Gaussian modulations, where Alice modulates the initial
state with the variance of V5. One half of the state is mea-
sured and the other half is transmitted through the atmosphere,
sea surface, and seawater in turn, with the total excess noise
caused by the background light denoted by y. Bob measures
amplitude or phase quadrature with homodyne detection. We
note that the transmittances of the atmosphere, sea surface and
seawater fluctuate with time.[3>-36!

After being propagated through the fluctuating channel,
the overall state degenerates into a non-Gaussian mixed state,
so the Wigner function of the overall state is the sum of the
Wigner functions of the states weighted by the sub-channel
probabilities. Ultimately, the covariance matrix of the mixed
state is obtained by means of the transmittance and the mean
value of the square root of the transmittance, i.e.,

| A CZ
YAB - (CZ B
_ [ VI NcvVVv2—17Z (24)
NeVVZ—1Z ng(V—-1)+x+1]
with the parameters

V=Vpa+1,
NB = <nair> <nsur> <nwat> >
nc = (v/MNair) (VNsur) (v/Nwat) - (25)

The covariance matrix yap shows that the channel effects due
to fluctuations can be considered as Gaussian state variance-
dependent excess noise.>>!

The secret key rate of satellite-to-submarine CVQKD is

derived as

K =B (Iag — SeB), (26)

where f is the reconciliation efficiency, Iap is the mutual in-
formation between Alice and Bob, and Sgg is the mutual in-
formation between Eve and Bob. When both Alice and Bob
use homodyne detection, Iap and Sgp can be calculated as

/ _110 [ np(V—1)+yx+1 }
AB T OB (VA )ty -2 (V= 1/V) |

fi—1 f—1
o(L74)+6(2;

f3—1 fa—1

G( 2 “\T7 )
with the function G(x) = (x+ 1)log, (x+ 1) —xlog, x and

(C2
- IB%?> , (28)

SeB =

27

1
fuy =5 (A + A2*4D2) v Jeay=A <A

where the symbol A is given by

A=A’+B>-2C*, D=AB-C> (29)

It shows that Alice’s modulation variance V plays an impor-
tant role in performance of the system.

In Fig. 8(a), it illustrates the relationship between modu-
lation variance V, and secret key rate. The results show that
as the depth of Bob increases, the effect of Vo on the secret
key rate is weakened and the desirable range is extended. For
the given depth, water quality of S4 is more sensitive to Va
compared with water quality of S5. In order to obtain the best
value of V4, we performed the same simulation experiment in
two different water qualities. In the first scenario, Bob is lo-
cated in the S4 water environment. As shown in Fig. 8(a), the
solid lines with red, yellow, and blue represent the underwa-
ter transmission distances 10 m, 20 m, and 30 m, respectively.
We find that the secret key rate shows a trend of increasing,
stabilizing, and decreasing as the Vj increases. We also find
that the red solid line can obtain the maximum secure key rate
around V4 = 2.09, the yellow solid line can obtain the maxi-
mum secure key rate around V5 = 2.01, and the blue solid line
can obtain the maximum secure key rate around Vy = 1.98.
Therefore, we combine the results of the three dashed lines
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and consider that the best value range of Vj is 2. In the sec-
ond scenario, Bob is located in the S5 water quality. Dashed
lines in Fig. 8(a) with orange, green, and blue represent the
underwater transmission distance is 10 m, 20 m, and 30 m,
respectively. Based on the same rule, we believe that the best
value range of Vj is 2. Another factor that cannot be neglected
in the satellite-to-submarine CVQKD system is the sea sur-
face. If the sea surface conditions are poor, it will result in the
transmitted quantum pulse not being well received but being
deflected out of the receiving hole, which can be described by
using the parameter Nqes. In Fig. 8(b), it shows the TL strategy
of the secret key rate generation performance. We find that
the secret key rate decreases as wind speed increases. There-
fore, in order to ensure the proper operation of the satellite-
to-submarine CVQKD system, Alice and Bob need to monitor
the weather conditions to establish the secret keys.

10
11([.? (d) _S4, 10 m 857 10 m
= S4, 20 m S5, 20 m
2 st S4,30m - - -S5,30 m
>
=
b
s 6
Z
g
s 4r
-
>
2
2-
-
)
Q
o /== = = = == ===
I R e
Va

Secret key rate (1073 bit/pulse)

Fig. 8. (a) The secret key rate as a function of different water quality,
underwater transmission distance, and modulation variance V. Other
parameters are set to the winter solstice with high visibility (50 km),
the wavelength is 500 nm, and the TL strategy. (b) The secret key rate
versus wind speed (3 m/s, 6 m/s, 9 m/s, and 12 m/s) and depths (10 m,
20 m, 30 m, 40 m, 50 m, 60 m and 70 m). The number of photons used
for Monte Carlo simulations is 10° for each case.

In Section 2, we focus on characteristics in the presence
of turbulence in the atmospheric channel and suggest the TD
and DL strategies based on two spatial filtering strategies.

These two strategies have effect on the secret key rate of the
satellite-to-submarine CVQKD system. As shown in Fig. 9,

we obtain simulations of the DL strategy and the TL strategy.
In both strategies we consider the performance of the system in
the flat sea surface case, i.e., wind speed 3 m/s and deflection
efficiency Nger = 1. Comparing the TL strategy and the DL
strategy, we find that the overall performance of the TL strat-
egy is better than that of the DL strategy, e.g., the TL strategy
always obtains a higher secret key rate for the given depth. The
simulation results also show that homodyne detection can ob-
tain a higher secret key rate compared with heterodyne detec-
tion. It is noteworthy that the secret keys can be successfully
established at an altitude of 600 km even in the daytime. In
addition, the secret key rate decreases as the depth of Bob in-
creases. The reason is that the transmittance of seawater tends
to decrease with increasing depth.
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Fig. 9. Simulation diagram of the secret key rate of satellite-to-
submarine CVQKD for winter solstice points to the zenith at 1:00 PM
and the visibility is 50 km. Het: heterodyne detection; Hom: homodyne
detection; wind speed: 3 m/s.

3.2. Photon-catalysis-enabled performance improvement

The security analysis shows that implementing satellite-
to-submarine quantum communication with short-wave in-
frared is feasible. However, the complexity of the free-
space channel unavoidably destroys the robustness of quantum
pulse, which limits its transmission efficiency. Fortunately,
we may enhance quantum pulses with non-Gaussian opera-
tions (NGO), such as photon subtraction (PS)*”] photon ad-

dition (PA)P® and quantum catalysis (QQC).1¥1 As shown in
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Fig. 1(b), the above operations can be realized with an asym-
metrical beam splitter and photon number detector. The case
for m = n means the QC operation, while the cases for m > n
and m < n are the PA operation and PS operation, respec-
tively. Here, we make use of a QC to regulate potentially
deteriorated quantum pulses and thus improve transmission
efficiency. In this scheme, the QC-assisted attenuation is a
zero-energy-input noiseless attenuation that does not require
external energy.[*’! So far, the QC operation has been suc-
cessfully used for improving the performance of the CVQKD
system. 3] However, there is no implementation of QC in
the satellite-to-submarine scene.

We consider the zero-photon catalysis (ZPC), where a
vacuum state |0) (0] in auxiliary mode C is injected into the
asymmetrical BS with transmittance 7)qc and simultaneously
detected at the corresponding output port of BS. It can be ex-
pressed as an equivalent operation given by

O = Tr[BS(1gc)| 0) (0[], (30)

where BS(1)qc) is beam splitter operation with transmittance
Nqc. With the help of integration within an ordered prod-
uct (IWOP) technology,!*?! the operation BS(nqc) can be ex-
pressed as

BS(nqc) = :exp[(yv/nNoc—1) (b*b+cTc)
+ (VAqe) (b'e—c'p) ], 31

where b7b c'c¢ are denoted as the photon operation of input
mode and auxiliary mode, respectively. The symbol : - : indi-
cates the normal ordering of operation. Then the mixed state
Yap turns out to be the non-Gaussian state Y, given by

O x YAB
PQC

Yap = ) (32)

where /Pqc is the success probability of implementing the
QC operation that can be calculated as
_ 2

14+ (1—nqc) —|—T]ch.

Poc (33)

In Fig. 10(a), we illustrate the secret key rate of the QC-
enabled CVQKD system with TL strategy. The results are
obtained by performing the optimal ngc for the given max-
imal transmission distance. The numerical simulations show
that the QC-assisted attenuation improves the secret key rate
compared with the traditional one. In Fig. 10(b), we find that
the ZPC performs best for performance improvement of the
satellite-to-submarine quantum system in terms of both secret
key rate and transmission distance. In addition, the single-
photon subtraction performs better than the single-photon ad-
dition at the long distance, but the opposite is true at the short
distance.
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Fig. 10. (a) Simulation diagram of the secret key rate of the QC-enabled
satellite-to-submarine CVQKD under TL strategy for winter solstice
points to the zenith at 1:00 PM and the visibility is 50 km. (b) Sim-
ulation diagram of the secret key rate of the NGO-based satellite-to-
submarine CVQKD system with TL strategy. Het: heterodyne detec-
tion; Hom: homodyne detection; wind speed: 3 m/s.

4. Conclusion

We have suggested an approach for implementations of
the short-wave infrared CVQKD to overcome background-
radiation constraints of satellite-to-submarine quantum com-
munications. The atmospheric channel transmittance of the
short-wave infrared can be estimated for the quantum pulse
which can be transmitted over the satellite-to-submarine chan-
nels involving atmospheric, sea surface and seawater. We es-
tablish the satellite-to-submarine channel models focusing on
atmosphere, sea surface and seawater transmittance. Account-
ing for these models, we derive the average transmittance in
terms of not only zenith angles and wind speed, but also water
quality. The results illustrate that it can overcome the satellite-
to-submarine channels and achieve effective secret key even
for satellite at 600-km orbit and submarine at 60 m depth. In
addition, we show effects of non-Gaussian operations on the
secret key rate under several strategies, i.e., QC, PA and PS.
Most of the parameters are derived from existing experiments,
which makes it feasible for the future deployment of a secure

global satellite-to-submarine quantum networks.
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