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By using swap test, a quantum private comparison (QPC) protocol of arbitrary single qubit states with a semi-honest
third party is proposed. The semi-honest third party (TP) is required to help two participants perform the comparison. She
can record intermediate results and do some calculations in the whole process of the protocol execution, but she cannot
conspire with any of participants. In the process of comparison, the TP cannot get two participants’ private information
except the comparison results. According to the security analysis, the proposed protocol can resist both outsider attacks
and participants’ attacks. Compared with the existing QPC protocols, the proposed one does not require any entanglement
swapping technology, but it can compare two participants’ qubits by performing swap test, which is easier to implement
with current technology. Meanwhile, the proposed protocol can compare secret integers. It encodes secret integers into the
amplitude of quantum state rather than transfer them as binary representations, and the encoded quantum state is compared
by performing the swap test. Additionally, the proposed QPC protocol is extended to the QPC of arbitrary single qubit

states by using multi-qubit swap test.

Keywords: quantum private comparison, arbitrary single qubit states, swap test, quantum cryptography

PACS: 03.67.—a, 03.67.Dd

1. Introduction

The quantum information science has made considerable
progress, especially in the quantum cryptography field, so far.
Quantum cryptography based on the principle of quantum me-
chanics rather than the computational complexity of solving
mathematical problems has a considerable advantage of secu-
rity over classical cryptography. Since the first quantum cryp-
tographic protocol was proposed by Bennett and Brassard!!]
and its unconditional security was proved in 1984, numerous
quantum cryptographic protocols have been proposed to solve
various cryptographic tasks, such as quantum key distribution
(QKD),[1-4 quantum key agreement (QKA),[>-7 quantum se-
cret sharing (QSS),18-11 quantum secure direct communica-
tion (QSDC),['>1%! and quantum private query (QPQ).[1>-18!

Secure multiparty computation (SMC) aims to calculate
a function in a distributed network of mutual distrust without
disclosing the raw content of each party’s private inputs. As
an important branch of SMC, the first private comparison was
proposed by Yao!!”! in the millionaires’ problem to compare
two millionaires who are richer without revealing their actual
property. According to Yao’s millionaires’ problem, Boudot
et al.'*%) suggested a private comparison protocol to compare
the equality of two millionaires’ actual property. However,
the existing private comparison protocols that are based on
the computational complexity of solving mathematical prob-
lems have security vulnerabilities due to the strong capabil-
ity of quantum computing. To solve this problem, some re-
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searchers began to combine the classical private comparison
and quantum mechanics to perform the private comparison.
In 2009, Yang and Wen?! proposed the first QPC protocol,
which encodes Hash values into EPR pairs to compare two
participants’ private inputs. Since then, many QPC protocols
based on various quantum states have been proposed, for ex-
ample, the QPC protocols based on single particle,?>2 Bell

21,27-31 13237 and clus-

states, ! ! multi-particle entangle states,
ter state.[>®#?! Since Lo[*¥! pointed out that it is impossible
to evaluate the equality function in a two-party scenario se-
curely, a semi-honest third party (TP) was introduced in QPC
protocols to guarantee security. Except for comparing whether
two parties’ private inputs are equal, some scholars set out to
compare the size relationship of secret integers, which means
that multi-participants can compare the size of their secret in-
puts. Lin er al.'** successfully proposed a QPC protocol of

[43] presented a

size relation with d-level Bell states. Guo et al.
QPC protocol of size relation based on entanglement swapping
of d-level Bell states. Yu et al.*®! put forward a QPC proto-
col of size relation by using d-level single-particle states. Ye
and Ye!*”! proposed two multiparty quantum private compar-
ison (MQPC) protocols of size relation with two semi-honest
TPs and one semi-honest TP by using d-level single-particle
states. Song et al.'*¥! proposed an MQPC by using single-
particle states.

Furthermore, the swap test,[*°! as a simple and basic algo-

rithm in quantum computing, which was used to put forward

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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a quantum cryptographic protocol, is a research focus. The
goal of swap test is to evaluate the similarity of the two qubits.
By measuring the probability that the ancilla qubit is in state
|1) or |0), the square of the inner product of two qubits is ob-
tained. Based on the idea of swap test, quantum signature, %!
quantum neural networks, >3] have been proposed.

To the best of our knowledge, all existing QPC protocols
are mainly based on entangled states, and the proposed QPC
protocol based on swap test has not yet appeared. Moreover,
the previous QPC protocols mainly focus on the comparison
of secret integers. This paper proposes a QPC protocol of ar-
bitrary single qubit states by using swap test for the first time.
Two participants’ qubits can be compared by executing this
protocol. In this protocol, two participants encrypt their qubits
by using rotation operation and sent it to TP. By performing
the swap test, the TP can obtain the comparison result of two
participants’ encrypted qubits. If the measurement result is
0, it indicates that two participants’ private inputs are equal.
Otherwise, it is not identical. Security analysis shows that our
protocol possesses good performance in resisting both outside
attacks and participants’ attacks. Compared with the exist-
ing QPC protocols, the proposed one can compare the equal-
ity of two participants’ qubits and secret integers. Besides, it
does not require any entanglement swapping technology, and
qubits are compared by performing swap test, which is easier
to implement with current technology. Finally, the proposed
protocol is extended to QPC of arbitrary single qubit states by
using multi-qubit swap test.

The rest of this paper is organized as follows. Swap test
is introduced in Section 2. The detailed description of the pro-
posed QPC of arbitrary single qubit states based on swap test
is given in Section 3. Multi-qubit swap test and the proposed
QPC of arbitrary single qubit states by using multi-qubit swap
test are described in Section 4. Finally, some conclusions are
drawn in Section 5.

2. Swap test

Swap test was firstly introduced in Ref. [49]. It aims to
evaluate the similarity between arbitrary two qubits. By mea-
suring the probability that the ancilla qubit is in state |1) or |0),
we can obtain the square of the inner product of two qubits.
The quantum circuit of swap test is shown in Fig. 1.

O i i 1A
| | | |

o) —F—H i i
i

[6) — ] ] i
[o)  |ab1) [2)  |t3)

Fig. 1. Quantum circuit of the swap test.

Supposing that there are two qubits |¢) and | ), as well as
an ancilla qubit |0), which constitute an initial quantum state

[Wo) = 10) @ @) @[¢) = 0,9,9), )]

and applying the Hadamard gate to the ancilla qubit, the initial
state |yp) is transformed into |y ),
1

lvi) = (HoleD|y) = —=(10)+[1) @|¢) ©[9)

7
&;m@w+uww». @

Then, by performing the controlled-swap gate, the above
state |y1) is changed into |y»),

\w>—§§m®wnmm+§§w®mww@

1
ﬁ(|07¢’¢>+|17¢7(p>)' (3)

By applying another Hadamard gate to the ancilla qubit

again, we can obtain |y3),

(HRIR1)|ys)
_ 1<|0>+|1> 0) — 1)

(2 e+ Lol sl

1 1
= s l0)2le)@(9)+3 1) @le)2|9)

ly3)

1 1
+5l0)@l9) @) -5 1) ©l9) ®e)

= 210)(19.9)+16.0))+ 311} (1,0) ~10.9)). (4

Finally, by performing projection measurement with the
measurement operator M = |1) (1| on the ancilla qubit, the
probability of the ancilla qubit in state |1) can be written as

P(|1)) = (3| M y3)
= %(<1;(P7¢|*<17¢7(P|)|1> <1|(|1,(P,¢>*|1,¢,(P>)

= 1 (9,01~ (0.9 (19.9)~19.9))

= 55 lolo)P. )
Thus, we can obtain the square of the inner product of two
qubits [@) and |9). i.e., [(@]¢)[> = 1—2P(|1)).

If two qubits |@) and |@) are the same, equation (4) be-
comes |0) (|@, ¢) + (¢, @|). The measurement result of the an-
cilla qubit is |0). However, if two qubits |@) and |¢) are not
the same, the measurement result of the ancilla qubit will be
either |0) with a probability of (1/2)+ (1/2)|(@|¢)|* or |1)
with a probability of (1/2) — (1/2)|(@|@)|>. Therefore, two
qubits |@) and |¢) are different if the measurement result of
the ancilla qubit is |1). We cannot make sure that two qubits
|@) and |@) are the same if the measurement result of the an-
cilla qubit is |0). Further, the error probability of the swap test
for n qubits can be given by

n 2
&SHCH@mq' ©
i=1
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The error probability of the swap test can be reduced to
any 6 > 0 by performing the swap test A times, resulting in an
error probability below &, where A € O (log, 1/9).

Theorem 1 Let |@) = cos oy |0) +siney |1) and |¢) =
cosay |0) +sin; |1) be arbitrary qubits, by performing swap
test on them, the probability of the ancilla qubit in state |1) is
(1/2) — (1/2)cos? (g — o).

Proof By performing swap test on |@) = cosag|0) +
sinog |1) and |¢) = cos; |0) +sina; |1), the probability of
the ancilla qubit in state

1) can be given by

R ([1))

M—*NM—*
\»—*N\»—*

[(plo) )

=573 (cos o (0] +sina (11)

2
X (cos oy |0) +sinay [1)) ’

1 1
=373 (cosogcos o +sinagsinay).  (7)

Theorem 2 Let

R(6) = (0986 —sin6>

sinf cos6

be the rotation operation, which is used to encrypt |@) and
|¢). By performing swap test on the encrypted |@) and |¢),

the probability of the ancilla qubit in state |1) is (1/2) —
(1/2)cos? (og — aiy).
Proof Using the rotation operation

R(6) = (CQSG sin6>

sin@ cos0

to encrypt |@) and |@), the following equations can be obtained

cos@ —sin6 €OoS O
sin® cosO sin o

)s
(cos@cosao—smesmao)

R(6)[¢) =

sin 6 cos o + cos 6 sin oy

cos(ap+0)
sin(op + 0)

cos(ap+0)]0)+sin(ap+0)|1),  (8)
cos® —sin6 COs (]
sin® cosO sin o

(cos 0 cos o —sin 0 sin oy )

R(6)[¢) =

sin O cos o] + cos 6 sin o

cos (o +0)
sin(a; + 0)

os(o;+6)|0) +sin(o; +6)[1). )

By performing swap test on the encrypted |@) and |¢@),
the probability of the ancilla qubit in state can be written as

(R (6) )[R (6)]6))

— 5| (cos (co +6) (0] +sin (c + 6) (1])

P (|1))

N\»—‘l\)\'—‘
l\J\'—‘l\J\'—‘

X (cos (o +0)]0) +sin (o + 6)[1)) ’2

1 1
= = — = (cos (0 +6)cos (a; +6)

2 2
+sin (0 + 6)sin (a; +6))
11,
= E—ECOS (060—061) (10)

According to Theorem 1 and Theorem 2, it can be con-
cluded that the same rotation operation R(6) applied to |@)
and |¢) does not change the probability for the ancilla qubit to
reside in state |1) by performing swap test.

3. Proposed QPC of arbitrary single qubit states
based on swap test

3.1. QPC protocol description

Suppose that there are two participants, says Alice and
Bob, who want to compare whether their secret qubits |¢;) =
cos0; |0) +sino; |1) and |¢;) = cos B;|0) +sinfB;|1) are equal
under the semi-honest third party TP), where a;,f3;€[0,7].
The TP may behave improperly, but she is not allowed to
conspire with any participant. Assume that the protocol runs
in ideal conditions (i.e., there are no technical errors and the
transmission channels are lossless and noiseless), then the pro-
posed QPC of arbitrary single qubit states based on swap test
will be able to be described as follows.

Step 1 Alice and Bob share a secret key 0; via a secure
QKD protocol like BB84 protocol!!!
Alice (Bob) share a secret key ¥; (®;) through a secure QKD
protocol as well. Here, 0 < 6; <7, 0 < %<m, and 0 < w;<7.

Step 2 Alice (Bob) uses 6; and 7 (@;) to encrypt her (his)

in advance. The TP and

own qubits |¢;) (|¢;)) to form a new sequence |¥) (|x?)).
The encrypting process can be written as

%) = R(%)R(6)|¢1)

= cos(0;+ 6, +%)|0) +sin(e; + 6; + %) 1), (11)
|XIB> = R(w;)R(6;)|¢:)

— cos(Bi+ 61+ @) [0) +sin(Bi-+ 6+ @) 1), (12)

Then, Alice (Bob) prepares 6 decoy photons randomly
chosen in one of four states {|0),|1),|4+),|—)}, and inserts
the & decoy photons into | X,A> (| X,B>) at random position to
generate a new sequence | XIA>* (| X,-B >*) Finally, Alice (Bob)
sends |x)" (|xB)") to TP.

Step 3 When TP receives each particle of
|x2)" (|xB)") that Alice (Bob) sends to her, she first stores
it in quantum memory. After the TP has received the whole
sequence ’ X,A>* ( ’ X,B>*) the TP sends an acknowledgment
to Alice (Bob). Then, Alice (Bob) and TP check the security
of the qubits’ transmission. Alice (Bob) announces the po-
sitions and the corresponding bases of decoy photons to the
TP, and the TP measures the decoy photons by using the right
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bases and returns the measurement results to Alice (Bob). Al-
ice (Bob) checks whether the qubit transmission is secure by
comparing the measurement result of decoy photons with the
initial prepared states. If the error rate is less than a prede-
termined threshold, it indicates that the qubits’ transmission is
secure, and the protocol will proceed to the next step. Other-
wise, the protocol will be aborted.

Step 4  After removing the decoy photons in [y/)"
(|xB)"). the TP uses the secret key % () to decrypt
1x2) (|2P)) to obtain a new sequence [1) (|AP)). The

decrypting process can be written as

A%) = R(=%)|x")

= cos(a; + 6;)]|0) +sin(a; + 6;) |1), (13)
M’z’B> = R(_wi)‘XiB>

= cos(Bi+ 6;) [0) +sin(B; + 6;) [1). (14)

Then, the TP performs swap test on [A*) and [AB) to
obtain the measurement results of the ancilla qubit.

Step 5 By performing Steps 1-4 A times, if in the mea-
surement results of the ancilla qubit there exists |1), TP an-
nounces Alice’s (Bob’s) qubits are different. If the measure-
ment results of the ancilla qubit are all |0), the TP announces

that Alice’s (Bob’s) qubits are equal.

3.2. Security analysis

In this subsection, the security of the proposed QPC pro-
tocol is analyzed from the prospect of both outsider attacks
and participants’ attacks.

3.2.1. Outsider attacks

Since the confidentiality of Alice (Bob’s) qubits are en-
crypted with rotation operation and the decoy photons technol-
ogy is adopted to guarantee the security of qubit transmission,
besides, the corresponding rotation operations are unknown to
Eve, she cannot learn anything about Alice’s (Bob’s) qubits.
Thus, Eve has to adopt some common attack strategies to steal
something about Alice’s (Bob’s) qubits as much as possible,
such as the intercept-resend attack, the direct measurement at-
tack, the entangle—-measure attack, the man-in-the-middle at-

tack, and the Trojan horse attacks.

Case 1 Intercept-resend attack

The only way for Eve to steal something about Alice’s
(Bob’s) qubits by performing the intercept-—resend attack is the
transmission of [x)" (|x2)") in Step 2. We consider that Eve
adopts the intercept-resend attack strategy on Alice (Bob) as
follows. Eve intercepts the sequence | X,A>* (| X,B>*) , and then
she prepares the corresponding fake sequence and sends it to
TP. However, Alice (Bob) prepares 6 decoy photons randomly
chosen in one of four states {|0) ,|1),|+),|—) }, and inserts the
0 decoy photons into | X,A> (| %,B>) at a randomly chosen po-
sition. Without knowing the positions of decoy photons, Eve
cannot distinguish between decoy particles and carrier parti-
cles. The probability of the intercept-resend attack to be de-

tected can be given by

P =1—[P(C)P(S|C) +P(M)P(S|M))°, (15)

where P(C) denotes the probability of choosing the correct
measurement basis, P(S|C) the conditional probability of pass-
ing the eavesdropping detection by selecting the correct mea-
surement basis, P(M) the probability of choosing the mis-
matched measurement basis, P(S|M) the conditional proba-
bility of passing the eavesdropping detection by selecting the
mismatched measurement basis, and § the number of decoy
photons used in eavesdropping check. Since Eve does noth-
ing about the measurement bases of decoy photons, she can
only guess the correct measurement basis and the mismatched
one of each decoy particle with the same probability of 0.5.
If Eve selects the correct measurement basis, the conditional
probability of passing the eavesdropping detection is 1. If
Eve chooses the mismatched measurement basis, the condi-
tional probability of passing the eavesdropping detection is
0.5. Therefore, for a decoy photon, the probability of pass-
ing the eavesdropping detection by performing the intercept-
resend attack is 0.75 (= 0.5 x 1 + 0.5 x 0.5) according to
Eq. (15). For & decoy photons, the probability of the intercept—
resend attack being detected is 1 — (0.75)%. When the number
of decoy photons, & is large enough, the probability of the
intercept-resend attack being detected will be approximately

1. Besides, the reduced density of Alice’s (Bob’s) encrypted
qubits |x) (|xP)) is

ph = w((cos(ai+ 6+ %) [0) +sin(c + 6;+ %) |1)) ((cos(04 + 6; + 1) (O] + sin(0t + 6; + %) (1))

= cosz((xi+ 0; +7) 10) (0| +sin(o + 6; + %) |1) (1],

(16)

p® = w((cos(Bi+ 6+ @) [0) +sin(Bi + 6; + @) 1)) ((cos(B; + 6; + ;) (0| + sin(B; + 6; + ;) (1])))

= COSZ(ﬁ,‘-i- Gi-l-(i),') |0> <0‘ -I-Sin(ﬁ,'-i- 9,»+a)i) ‘1> <1| .

a7

That is to say, the reduced density of | X,A> (’ X,‘B >) is in the same state, and Eve cannot distinguish these states perfectly. Therefore,

Eve cannot learn anything about Alice’s (Bob’s) qubits without being detected by performing the intercept-resend attack.
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Case 2 Direct measurement attack

The direct measurement attack is that Eve intercepts the
sequence } xlA>* (} xlB>*) and measures it directly. Without
knowing the positions of decoy photons, Eve cannot distin-
guish between decoy particles and carrier particles. Suppose
that Eve knows the position of decoy photons, and she can
measure these particles to obtain the measurement outcome
MA; (MB;),

MA; = [x) 1) (1] [ %) = sin® (o + 6;+%),  (18)
MB; = |xP) (1) (1] |xP) = sin® (B;+ 6;+ @;).  (19)

However, the measurement outcome MA; (MB;) is en-
crypted with the secret key 6; and ¥; (@; and ¥;), she cannot
infer the confidentiality of Alice (Bob’s) qubits without know-
ing 6; (w; or ).

Case 3 Entangle-measure attack

The entangle-measure attack is that Eve intercepts the
transmitted qubits and performs the unitary operation U to en-
tangle the prepared ancilla qubits in state |E) and the inter-
cepted qubits. The unitary operation U is given by

U (10)[E)) = a[0)]eoo) +b]1) eor). (20)
U(1)IE)) = cl0)]ero) +d[1) err), @
U +)|E) = %(U@ ) +U 1) |E))

- \%(G|O>|€OO>+b|1>|€01>

+cl0) [ero) +d 1) |err))

= % [[+) (aleoo) +bleor) +cleto) +d|err))]

+% [[=) (aleoo) —bleo1) +cleio) —dlerr))]

= |[+) les+) +1=)ler-), (22)
Ul-)IE) = \%(Ulw |E)—U|[1)|E))

= \%(am) leoo) +b11) |eor)
—c0) le1o) —d|1)le11))

= % [|[+) (aleoo) +bleor) —cleio) —dlerr))]

+ % [[=) (aleoo) —bleo1) —cleio) +d|err))]
= |[+)le—4) +]=)le—-), (23)

where |ego), |eo1), |e10), |e11) are pure states uniquely deter-
mined by the unitary operation U and the coefficients satisfy
lal* + |b)* = 1, |c|* +|d]* = 1,]a* = |d|* = F, and |b|* =
c|* = D. Here F is the fidelity, and D is the quantum bit er-
ror rate (QBER). If the decoy photon is {|0),|1)}, the correct
result can be obtained with the probability of F. If the decoy
photon is {|+),|—)}, the correct result can be obtained with
a probability of 1/2. For a decoy photon, the valid state can
be known to possess the probability of p = (1/2) (F + (1/2)),
where F is the fidelity when the decoy state is in {|0),[1)},
and 1/2 is the fidelity when the decoy state is in {|+),|—)}.

Additionally, both the two cases can occur with the probabil-
ity of 1/2. Therefore, the probability of the detection of Eve is
1—p9, where & is the number of decoy photons. The probabil-
ity of the detection of Eve will be approximately 1 when 6 is
sufficiently large. Without loss of generality, suppose that Eve
applies the entangle—measure attack to the intercepted single
qubit states | x1*) (| P )). then she will be able to acquire no in-
formation about Alice’s (Bob’s) secret qubits. From Egs. (22)
and (23), we have

U(|xt)|E))
= U (cos(a;+ 601+ 7)|0) +sin(o; + 601 +71) |1)) |E)
|0) (acos(ai + 61 +1) |ego) +csin(ou + 61 +11) |ero))
+1) (beos(o + 61 +n) |eor)
+dsin(a; + 6+ %) |en)), 24)
U (|a2) |E))
= U (cos(Bi 4 61 + @) |0) +sin(B; + 6 + ;) 1)) |E)
10) (acos(B1 + 61+ o1) leoo) + csin(Bi + 61 + 1) |e1o))
+ [1) (beos(Bi + 61 + 1) |eor)
+dsin(f + 61 + o) |enr) ). 25

To pass the eavesdropping check, Eve must set b = ¢ =0,
a =d = 1. At the same time, equations (24) and (25) change
into

U (|2*)|E)) = 10) (cos(au + 61+ 1) [eoo))

+11) (sin(oy + 601 +71) lerr)), (26)
U (|xP)|E)) = |0) (cos(Bi + 61+ o) [eoo))

+[1) (sin(By + 61 + @y) |err)) . (27)

However, without knowing the secret key 6; or ¥ (@ or
01), she cannot derive Alice’s (Bob’s) qubits by performing
the entangle—measure attack.

Case 4 Man-in-the-middle attack

It is supposed that Eve intercepts the sequence | X,A>* and
prepares the fake sequence | %,E> and sends it to TP instead
of )",
decoy photons, Eve can only prepare the decoy photons in
{]0Y,]1),|4),|—)} base to reduce the detection probability.
Let the i-th decoy photon be denoted by D;A, which is the j-
th qubit of the sequence | X,A>* The DfX is prepared in basis
B. Let the j-th qubit of | X,E> be represented by D;’*', where
DY is prepared in basis B'. It must be noted that B and B’
are {|0),|1)}or {|+),|—)}. In the security check process,
when Alice announces the preparation basis of D,A, then TP
measures Dﬁ/ in basis B and obtains Df\”. The probability of
DZA” = D? can be calculated as follows.

(i) If B= B’ and DA = DIA/, then Df\" = DA with a prob-
ability of 1.

(i) If B= B’ and D # DY, then D" = D? with a prob-
ability of 0.

(iii) If B # B/, then D" = D with a probability of 1/2.

Thus, for a decoy photon, the probability that Eve can
derive the secret qubits is

Without knowing the relevant information about
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P(DM =D}) = P(DY =DMB=B)P(B=B)+P(D}N =DMB+B ) P(B£H)

N = N =

= 1(1><1+0><1+1> :1.
2 2 22 2

The man-in-the-middle attack can be detected in the se-
curity check process with a probability of 1 — (1/ 2)5, where
0 is the number of decoy photons. The probability that Eve
is detected is approximate to 1 when J is sufficiently large.
Therefore, the man-in-the-middle attack is invalid. Similarly,
the same method can show that Eve cannot derive Bob’s qubits
by performing the man-in-the-middle attack either.

Case 5 Trojan horse attacks

The Trojan horse attacks mainly include the invisible
photon eavesdropping attack and the delay-photon attack.>*]
To prevent it, wavelength quantum filters and photon num-
ber splitters must be equipped.!'®!”l However, the proposed
QPC protocol is a one-way communication protocol, the Tro-
jan horse attacks does not work, and it can be prevented auto-
matically.

According to the above analysis, it can be deduced that
the proposed protocol possesses good performance in resist
outsider attacks.

3.2.2. Participants’ attacks

Participants’ attacks are more powerful than outsider at-
tacks and the participants have more opportunities and advan-
tages to attack the QPC protocol because they know partial in-
formation and can legally utilize this information. Two cases
are considered as follows.

Case 1 Security against malicious Alice (Bob)

There is no qubit transmission between Alice and Bob in
the proposed QPC protocol except for the secret key 6;. The
decoy photon technology and rotation operation are adopted to
guarantee the security of the qubit transmission between Alice

(7 (
/i " 1
(P (Dﬁ*' —DAB=B.,DM= D,A/) P (D,A - D,A') +P (Dg* —DMBAB DM 4 DlA/) P(DM £ DY) + )

D = DAB=8)+P (DY = DB £ F))

2

(28)

‘(Bob) and TP. Without loss of generality, Alice’s role is the

same as Bob’s. Suppose that Alice intercepts the sequence
| x,-B>* sent by Bob and then she prepares the corresponding
fake sequence to TP. When Bob announces the positions and
the corresponding bases of decoy photons, Alice can remove
the decoy particles from the intercepted sequence | )(iB>* ac-
cording to the information published by Bob and she can per-
form rotation operator R(—6;) on |X,B>* However, the se-
quence | xiB>* is encrypted by 6; and w;, Alice cannot derive
Bob’s secret qubits without knowing the pre-shared secret key
; between TP and Bob. Similarly, Bob cannot infer any infor-
mation about Alice’s privacy either. Therefore, the proposed
QPC protocol is secure against malicious Alice (Bob).

Case 2 Security against malicious TP

TP, as a semi-honest third party, is not allowed to conspire
with Alice or Bob. Although TP knows |x) (|x2)) that Alice
(Bob) sends to her and she can measure ’ xiA> (‘ X,-B>) directly,
she cannot derive Alice’s (Bob’s) privacy without knowing the
secret key 6; shared between Alice and Bob beforehand. From
this perspective, the proposed QPC protocol is secure against
malicious TP.

3.3. Comparison

The comparison mainly focuses on the following aspects:
quantum state used, quantum measurement, need of entangle-
ment swapping, quantum communication, the technology used
and content of comparison. The comparison results between
the presented QPC protocol and several representative QPC
protocols are shown in Table 1.

Table 1. Comparison results between proposed QPC protocol and several representative QPC protocols.

Ref. [21] Ref. [24] Ref. [26] Ref. [27] Ref. [31] Ref. [44] The proposed protocol
Quantum Bell states single particles single particles Bell states Bell states d-dimensional arbitrary single
state used Bell state qubit states
Quantum Bell-basis {+).1-). single-particle Bell-basis {0, 1} basis single-particle projection measurement
measurement measurement [+y), =} measurement measurement measurement measurement

basis measurement

Need of No No No Yes Yes No No
entanglement
swapping
Quantum two ways one way one way one way two ways one way one way
communication
Technology unitary operations  phase plates and hash function entanglement swap- quantum unitary operations ~ rotation operations and
used and Hash function ~ Hash function ping technology SWAP gate swap test

Content of com-
parison

secret integers

secret integers

secret integers

secret integers

secret integers

secret integers

secret qubits and secret
integers
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Compared with other representative QPC protocols, the
propose QPC protocol has many advantages as follows. (i)
It provides a new method to compare two participants’ qubits
and it can compare the equality of two participants’ qubits and
secret integers. (ii) It does not require any entanglement swap-
ping technology, and it only needs rotation operations and
swap test, which is easier to implement with current technol-
ogy. (iii) It is a one-way communication protocol, and it can-
not equip wavelength quantum filters or photon number split-

ters to resist the Trojan horse attack.

4. Expansibility
4.1. Multi-qubit swap test

To perform swap test on multiple pairs of qubits, (e.g.
|@:) |¢;), i = 1,2,...,n), multiple ancilla qubits are used as
control qubits to jointly control each qubit pairs (|¢;),|®:)).
For n qubit pairs (|@;),|¢;)), it takes k = [logy N| + 1 ancilla
qubits. By measuring the probability that each ancilla qubit is
in state |1)or |0), the square of the inner product of all qubit
pairs (|¢@;),|¢;)) is obtained. The quantum circuit of multi-

qubit swap test is shown in Fig. 2.

lq1) =10)

lgr—2) = |0)

lqk—1) = |0)

=|[=][=] [=]

lgk) =10)

lp1)

[¢1)

lp2)

|p2)

SWAP]

lp3)
|p3)

[pn—1)

|¢nfl>

[SWAP]

[on)

[SWAH

|¢n>

Uy U,

U,

[SWAP}

U3 Un, -1

&

Uy

<

Fig. 2. Quantum circuit of the multi-qubit swap test.

In Fig. 2, the unitary operators corresponding to the quantum circuit of the multi-qubit swap test in each box are shown as

follows:

Up = H* @ 19",

Uy = (swap @12 @IB @I @ ... @ [2*)) @ [220-1)

(29)

U, = [2CnrHk=1) g (<I®Z(n+1) o (<I®2(n—1) ®Swap) @ 920 EB1®2(u+1))) o ) .

Let U = UyU,Up—1 ... UsU Uy, M = H®*, g (x) = [(x+1)/2], h(x) = 2[x+ mod (x,2)] —3 mod (x,2) — 1, and f(x) =
(x> —3x+2)/2. By performing the multi-qubit swap test on all qubit pairs (|¢;),|¢;)), the output state |y) can be written as

W) = U0 = UpU, 1 Ui 0 & (10 100)

040303-7
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h(n) g(t)—1
E M1’ & (190 161)
4))

=0

- swap/ (mod (1 n N

= L] e N (190) 10:0)) _ & (92 161)
ML) L (90190)

t=h(n)+1i=1
(30)

By performing projection measurement on each control qubit |g;) (i = 1,2,...,k), the probability that all the control qubit
reside in state |1) can be written as

min (n — pk=i=1 L(n — 1)/2k—iJ ’Qk—i—l (N/2""W )

P =11)) = .
1 Ln/Zk_[J (25_1)21(71'—1 , s 1 min(Ln/Zk’iJ2k"-+2k7';l,n) 5
5| X X Kelodl (euamldu)| | - 5 Y, lele)l

s=1 =(s—1)2k=i41 t=|n/2k-1 |2k-iq]

min( | n/2k= | 2F=142k=1—1 )

ok Z ‘<(p[72k—i—l |0, _ot-i-1 > |2 |{@i| i) |2 - ’<(Pt,2k—i—1 |@_pk—i-1 > ‘2 . 31

t=|n/2%1 |2k-iqok-im1 4]

\
According to Eq. (31), the probability that |g;_;) and |g;)  result of the ancilla qubit is |0). Further, the error probability

stay in state |1) is given by can be given by

o Ll@le)l . Llole)r
Ro(lai-1) = 1) = P(lge) = 1)) = 5 = = (2) P S (33)

If n qubit pairs (|¢;),|¢;)) are the same, the measurement The error probability of the swap test can be reduced to any
d > 0 by performing the swap test y times, resulting in an er-
ror probability below 8, where ¥ € O (log, 1/9).

Theorem 3 Let |@;) = cosa;|0) +sinoy|1) and |¢;) =

cos f3;10) +sin B;|1) be arbitrary qubits, and perform the multi-

result of the ancilla qubit is |0). However, if n qubit pairs
(|®;),|9:)) are not the same, the measurement result of the an-
cilla qubit will either be |0) with a probability of

n + M qubit swap test on them, the probability that the ancilla qubit
2 2* |gx—1) and |gy) are in state [1) will be
or |1) with a probability of L
" ) %ok (Zcosz(a,-—ﬁi)> .
n XL [(eilen]” i
2k 2k ’

Proof By performing swap test on |¢;) = coso;|0) +
Therefore, n qubit pairs (|@;),|9;)) are different if the mea-  sino;|1) and |¢;) = cos B;|0) + sinB;|1), the probability that
surement result of the ancilla qubit is |1). We cannot make sure  the ancilla qubit |g;_1) and |g) are in state |1) can be given
that n qubit pairs (|¢;),|¢;)) are the same if the measurement by

P(lgr-1) = 1))
— Plg) = 1) = 2 - W _n <\<<P1|¢1>I2+ [(@2]92) >+ + |<<pn|¢,,>|2)
2k 2k 2k %
= % - %(Kcosal (0] +sinay (1) (cos By [0) +sin By 1) + |(cos 0 0] +sin e (1) (cos B210) +sin B |1))
+ -+ |(cos 0, (0] + sina, (1]) (cos B, |0) +sin B, | 1))[*)
- %—%(Cosz(al—ﬁ1)+cosz(a2—ﬁ2)+..._|_cos (@ B) = <Zcos > "
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cos; —sin6;
sin@; cos 6;
tation operations, which are used to encrypt |¢;) and |¢;) and

Theorem 4 Let R(6;) = ( be the ro-

perform the multi-qubit swap test on the encrypted |¢;) and
|¢;), then the probability that the ancilla qubit |g;_;) and |gx)
stay in state |1) will be

n 1

i (Lo

Proof Using the rotation operation

cos 0; —sin6;
R(&‘)Z( Nt c0s6,~l>

sin 6;
to encrypt |@;) and |¢;) the following equations can be ob-

Bi)) -

__( cos 6;cos ¢ — sin O; sin ¢;
~ \ sin®;cos o; + cos 6;sin ¢

cos(a; + 6;)
sin (o + 6;)

= cos(0; + 6;) |0) +sin (o + 6;) | 1),
_{ cosB; —sin; cos f3;
R(8)0i) = (sme cos ; ><sinﬁi>
_ (cos@ ; cos fB; — sin 6; sinﬁ,)

sin 6; cos fB; + cos 6; sin ;

_ (Cos(ﬁi+9i))
~ \sin(Bi+6)
cos (Bi+6;,)]0) +sin (B +6,)[1).

(35)

(36)

By performing the multi-qubit swap test on the encrypted
|@;) and |¢;), the probability that the ancilla qubit |g;_;) and
|gx) reside in state |1) can be written as

tained:
oo - (5 ) (22)
|
o LIR®)|0)IR(6) |00
Pi(lgi-1) = [1)) = P(lqe) = 1)) = =

2k 2k
n (1(R(61) |@1)|R(61)[91)) 1 + (R (62) |92)|R (62) [92))” + -+~ + (R (6.) |9} IR (6) [$))]*)

2k

n

2k

S (I(cos (o +61) 0] +sin (eu + 61) (1]) (cos (B1 + 61)[0) +sin (By + 1) | 1))

2k 2k

+|(cos (02 + 61) (0] +sin (a + 1) (1]) (cos (By + 62) [0) +sin (B, + 62) [ 1))]?
+ - |(cos (0] +sin (0, + 6,) (1]) (cos (0, + 6,) [0) +sin (0, + 6,) [1))[*)

1
= % 7 ((cos (o

Y o (- B,
= 5 "o (;cos (o ﬁl)>

According to Theorems 3 and 4, it can be concluded that
the same rotation operation R(6;) applied to |¢;) and |¢;) does
not change the probability that the ancilla qubit |g;_;) and |gx)
stay in state |1) by performing the multi-qubit swap test.

4.2. QPC protocol of arbitrary single qubit states by using
multi-qubit swap test

The proposed QPC protocol of arbitrary single qubit
states based on the swap test needs to perform i rounds of com-
parison in the worse condition. To reduce comparison times
and perform one comparison, the proposed QPC protocol is
extended to the QPC of arbitrary single qubit states by using
the multi-qubit swap test. The only difference between these
two protocols lies in Step 4. Here, the QPC protocol of ar-
bitrary single qubit states based on the multi-qubit swap test
is described. Steps 1-3 are the same as those in the proposed
QPC protocol of arbitrary single qubit states based on the swap
test.

Step 4% After removing the decoy photons from

—B1) +cos? (0 — Ba) + -+ - +cos® (o, —

Br)))

(37

\
|X,A>* (|XIB>*), TP uses the secret key % (@;) to decrypt

|x2) (|«B)) to obtain a new sequence |A*) (|A2)) and she
performs the multi-qubit swap test on multiple pairs of qubits
(14
qubit |gx—1) and |gy).

Step 5* By performing Steps 1-4 ¥ times, if the measure-

B)) to obtain the measurement result of the ancilla

ment results of the ancilla qubit |g;_;) and |g;) both possess
[1), it is indicated that Alice’s (Bob’s) qubits are different. If
the measurement results of the ancilla qubit |g;_;) and |g;) are
both |0), it is implied that Alice’s (Bob’s) qubits are equal. Fi-
nally, TP announces the comparison results to Alice and Bob.

Now we come to discuss the security of the proposed
QPC protocol of arbitrary single qubit states based on the
multi-qubit swap test. In these two protocols, rotation oper-
ations and the decoy particle technology are used to guarantee
the security of qubits transmission, and Steps 1-3 in these two
protocols are identical. Hence, their security analysis is iden-
tical. Security analysis in Subsection 3.2 shows that the pro-
posed QPC of arbitrary single qubit states based on the swap
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test can resist both the outsider attacks and the participants’
attacks. Therefore, the proposed QPC of arbitrary single qubit
states based on the multi-qubit swap test can resist both the
outsider attacks and the participants’ attacks as well.

5. Conclusions

To sum up, in this paper, by using the swap test, the first
quantum private comparison of arbitrary single qubit states is
proposed. The participants can compare their secrets by per-
forming the proposed QPC protocol without revealing their
private information. In this protocol, Alice and Bob use ro-
tation operations and decoy particle technology to guarantee
the security of qubits transmission. Their qubits are encrypted
by performing rotation operations and are sent to TP. After the
TP performs the swap test on the encrypted qubits, the TP can
know whether their secrets are equal and she announces the
comparison results to the participants. Additionally, the pro-
posed protocol can compare secret integers as well. It encodes
secret integers into the amplitude of quantum state, and the en-
coded quantum state is compared by performing this protocol.
In the process of comparison, TP cannot learn anything about
Alice’s (Bob’s) qubits except the comparison results. The se-
curity analysis demonstrates that the proposed QPC protocol
is secure against both the outsider attacks and the participants’
attacks. Finally, to reduce comparison times, the proposed
QPC protocol is extended to the QPC of arbitrary single qubit
states by using the multi-qubit swap test.
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