CHrinese PuysicaL Sociery | IOP Publishing

CPB

Chinese Physics B

http://cpb.iphy.ac.cn https://iopscience.iop.org/journal/1674-1056

Practical security analysis of continuous-variable quantum key distribution with an

unbalanced heterodyne detector

Lingzhi Kong(fL4 &), Weiqi Liu(X4EFH)t, Fan Jing(#] JL), and Chen He (%1 /2)%
Citation:Chin. Phys. B, 2022, 31 (7): 070303. DOI: 10.1088/1674-1056/ac4102
Journal homepage: http://cpb.iphy.ac.cn; http://iopscience.iop.org/cpb

What follows is a list of articles you may be interested in

Short-wave infrared continuous-variable quantum key distribution over

satellite-to-submarine channels

Qingquan Peng(#4i 41), Qin Liao(E %), Hai Zhong(§1###), Junkai Hu(511&H)1), and Ying Guo(F5il)
Chin. Phys. B, 2022, 31 (6): 060306.  DOI: 10.1088/1674-1056/ac490a

Parameter estimation of continuous variable quantum key distribution system via

artificial neural networks

Hao Luo(#'¥5), Yi-Jun Wang(F—7%), Wei Ye(H i), Hai Zhong(#1¥#), Yi-Yu Mao(& H 4E), and Ying Guo(Zit)
Chin. Phys. B, 2022, 31 (2): 020306.  DOI: 10.1088/1674-1056/ac2807

Continuous-variable quantum key distribution based on photon addition operation

Xiao-Ting Chen(P%/)E), Lu-Ping Zhang(iK#& ), Shou-Kang Chang(i# ~F#), Huan Zhang(5KkXX), and Li-Yun
Hu(FHH] =)
Chin. Phys. B, 2021, 30 (6): 060304.  DOI: 10.1088/1674-1056/abd931

Hybrid linear amplifier-involved detection for continuous variable quantum key

distribution with thermal states

Yu-Qian He(#{ 5= F), Yun Mao(-E =), Hai Zhong(#l'/), Duang Huang(# %), Ying Guo(¥5i)
Chin. Phys. B, 2020, 29 (5): 050309. DOI: 10.1088/1674-1056/ab8216

Reconciliation for CV-QKD using globally-coupled LDPC codes

Jin-Jing Shi(f1 4 itr), Bo-Peng Li(Z=1Hi5), Duan Huang (% ify)
Chin. Phys. B, 2020, 29 (4): 040301. DOI: 10.1088/1674-1056/ab6d4f


http://cpb.iphy.ac.cn/
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ac490a
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ac490a
https://doi.org/10.1088/1674-1056/ac490a
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ac2807
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ac2807
https://doi.org/10.1088/1674-1056/ac2807
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/abd931
https://doi.org/10.1088/1674-1056/abd931
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ab8216
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ab8216
https://doi.org/10.1088/1674-1056/ab8216
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ab6d4f
https://doi.org/10.1088/1674-1056/ab6d4f

Chin. Phys. B 31, 070303 (2022)
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When developing a practical continuous-variable quantum key distribution (CVQKD), the detector is necessary at the
receiver’s side. We investigate the practical security of the CVQKD system with an unbalanced heterodyne detector. The
results show that unbalanced heterodyne detector introduces extra excess noise into the system and decreases the lower
bound of the secret key rate without awareness of the legitimate communicators, which leaves loopholes for Eve to attack
the system. In addition, we find that the secret key rate decreases more severely with the increase in the degree of imbalance
and the excess noise induced by the imbalance is proportional to the intensity of the local oscillator (LO) under the same
degree of imbalance. Finally, a countermeasure is proposed to resist these kinds of effects.

Keywords: continuous-variable, quantum key distribution, heterodyne detector

PACS: 03.67.Hk, 03.67.Dd, 03.67.—a

1. Introduction

Quantum key distribution (QKD) enables two distant au-
thorized parties (Alice and Bob) to exchange a secret key
basesd on the laws of Heisenberg’s uncertainty principle and
no-clone theory, which can be divided into the discrete vari-
able quantum key distribution (DVQKD) and CVQKD.!!-6]
Focusing on the most favorable CVQKD protocol, the
Gaussian-modulated coherent state (GMCS) protocol,!’~13]
which encodes the key information on the quadratures (X and
P) of coherent states, the modulated states will be sent to Bob
along with the LO. Then Bob randomly measures one of the
two quadratures using a homodyne detector, or both quadra-
tures simultaneously with a heterodyne detector. So far, the
GMCS scheme has been experimentally carried out in both
laboratory'4-11 and field tests.!!”-'8] Furthermore, the com-
posable security of this scheme against collective attack has
been established. 192!

However, the imperfections of devices and applications
used in the practical system may threaten the security of the
system. The imperfections include the laser source,?'=23! the
local oscillator,?*?! the beam splitter (BS),!?0-2%] the basis
choice,??3% and the detector.*'=37] In the implementation of
GMCS protocols, Bob may not need to randomly switch his
measurement basis using the heterodyne detector. Theoreti-
cally, the scheme gives a higher key rate and allows simpler
and higher bandwidth quantum cryptographic experiments.
However, the BS used in the heterodyne detector may be im-
perfect and the four photodiodes may be mismatched. Such
imperfections will lead to an imbalance of the heterodyne de-
tector, and further influence the parameter estimation and the
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lower bound of the secret key rate of CVQKD system and,
finally, may bring security loopholes for Eve to attack the sys-
tem.

In this paper, we investigate the practical security of a
GMCS CVQKD system with an unbalanced heterodyne de-
tector. We find that the imbalance will bring in extra excess
noise to the system and the lower bound of the secret key rate
will be decreased due to the imperfect BS and the mismatch
of four photodiodes. Moreover, the secret key rate decreases
more severely with the increase in the degree of imbalance and
the extra excess noise is proportional to the intensity of the LO
under the same degree of imbalance. To resist this imperfec-
tion, a countermeasure is proposed.

This paper consists of six sections. In Section 2, we de-
scribe the perfect heterodyne detector in detail. Then the prac-
tical unbalanced heterodyne detector in CVQKD is investi-
gated in Section 3 and the secret key rate against collective
attack in the above case is investigated by theoretical calcu-
lation and simulation in Section 4. In Section 5, a possible
countermeasure is proposed to resist the imperfection induced
by the unbalanced heterodyne detector. In Section 6, we give
the conclusion.

2. The balanced heterodyne detector

The balanced heterodyne detector mainly consists of four
beam splitters with ideal beam splitting ratio, two pairs of
matched photodiodes with the same quantum efficiency, two
subtractors and two amplifiers with transimpedance g. The
structure of heterodyne detector is shown in Fig. 1. The quan-
tum and LO signal are divided into two beams via two 50:50
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beam splitters. Then, the quadratures X and P of the quantum
signal are measured simultaneously by two homodyne detec-
tors on the upper and lower arms. It is worth noting that the LO
on the lower arm is phase-shifted by 90° to measure quadra-

ture P.
V?,C
1
LO 3 Vac
. PIN1
s —LA-A—Ty -1
/2 1 T, -
|— N3 PIN2
\ 13
PIN4

Fig. 1. The structure of the heterodyne detector. BS: beam splitter; PIN » 3 4:
photodiode with quantum efficiency 1123 4; A: transimpedance amplifer.

In heterodyne detection, Bob generally converts the pho-
tons into photocurrent. Here we introduce quantum efficiency
M to characterize the ability of converting incident light into
photocurrent, which is the ratio of the average number of pho-
toelectrons generated per unit time at a certain wavelength to
the number of incident light photons. It is supposed that the
average electron number of photocurrent output by the pho-
todiode is N., and the average photon number of the incident
light on the photodiode is ;. Therefore, the average optical
power P, can be defined as:

b= — XN, ey

where & is the Planck constant, v is the optical wavelength
and 7 is the duration of light incident on the photodiode. For
convenience of analysis, we can define T = 1 and the average
photon number of the incident light can be expressed as

P

=22 @

According to the definition of quantum efficiency, 1 can be
written as
Ne Lje I _hv

SN TR OR e )

where [, is the average output photocurrent of the photodiode
and e is a constant denoting the amount of negative charge car-
ried by a single electron. It is noteworthy that I, /P, describing
the responsivity of photodiode can be labeled as R;,. Conse-

quently, equation (3) can be modified as
n= Rpin X hl 4)

e

When implementing heterodyne detection, the vacuum
state is introduced via the 50:50 BS as shown in Fig. 1. There-
fore, the final measured quardratures X and P will be coupled

into a vacuum fluctuation. The corresponding output of the
four photodiodes can be expressed as follows:

[(4s+Ny) £ (aLo +NLo) | (5

R 1
doutl 2 = E

dou3 4 = % [(ﬁs +NS) +exp (1%) (@LO +NLO)} , (6)
where dg denotes the mode of quantum signal optical field,
dro denotes the mode of the LO signal optical field, N, and
Nyo depict the vacuum noise introduced into the quantum sig-
nal and LO signal respectively due to the implementation of
the heterodyne detection.Then the photon number of the four
output modes can be shown as follows:

A

AT A
12 = Aoy poutl 2

= 2@ 50 = (alo+5o)]
x [(as+Ny) + (aLo+Neo)] (7
M4 = ﬁzut3,4ﬁout3,4
= Gl R e (17) (alo +Ko)
< [(a+8) Fexp (i5) (a0 +M0)] . ®)
According to the definition of quantum efficiency, the

photocurrent output of these four photodiodes can be calcu-

lated as follows:
hv

I = = xRy X1
= %Rpin [(&Z +1]) £ (5{0 +N{O)]
x [(@s+N5) + (aLo +Meo)] ©)
Ly = h% X Rpin X 13 4
- %Rpm [(dZ+NJ) +exp (—ig) (ﬁ;o+ﬁzo)}
X {(ds—f—Ns) +exp (1%) (aLo —&—NLO)} . (10)

Then, the differential current output on the upper and
lower arms can be given by

hv A IS a NN
Al =h—-bL = %Rpin(aiaLOJragNLOJrNslaLOJFNS}NLO
R T . VU N
+aL0as + aLONS +NLOaS +NLONS) , @1
hv Y EIN U a NS
ALb=5L—-1; = ERpinl dgar o+ agNio + N drLo +N{ NLo

NS S v BPSNE va Y
—al 5as —aj Ny — N oas — N{ONS) . (12)

3. The practical unbalanced heterodyne detec-
tor

As aforementioned, the practical heterodyne detector may
be unbalanced and imperfect due to the limitations of the BS
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and the photodiode. For example, the splitting ratio of the BS
may not be ideal and the four photodiodes maybe mismatched.
So as to distinguish the characteristics between a balanced
heterodyne detector and unbalanced heterodyne detector, we
introduce an additional parameter L;; (i = 1,2; j = 3,4,5,6)
to demonstrate the effect of the loss from input port i to out-
put port j, as shown in Fig. 1. And considering the mismatch
of these four photodiodes, the quantum efficiency of the pho-
todiodes can be defined as 1y, 12, M3, and 14, respectively.
Considering the imperfections of the heterodyne detector, the
corresponding output of the four photodiodes can be modified

as
Aout1 = %[\/Lz(dﬁﬁ’s) + v/ Loz (dLo JrNLo)], (13)
o = 5 [VIna (@ +8) VIt (a0 +Mio)] . (14)
Aous = %{ Lys (a5 +Ns)
+exp (i2) VIas (Lo + Fio) |, as)
dous = 5 [V/Lae (a4 )
—exp (12) VLo (dLo +NLO)}7 (16)

and the photon number of the four output photodiodes can be
rewritten as follows:
i = ¢ [V @+ 80) + Vs (o + 8, )|

X [\/173 (45 +N5) +/Los (aro +NLO)} ; (17)
iy = % [VEia (af+88) = vVEax (a0 + 8 )|

% [V/Lis (s +Ny) = V/Log (dLo +Nro)] (18)

| o .

iy =5 [@(&; +8]) +exp (—ig) \/L?(ﬁio +Nﬂo>}
X [\/IZ(&S +Ny) +exp (1%) VLas (aro +NLO)} , (19)

L1 s R .z 4 YA

Ay= [\/14716(% +8) —exp (_15) \/LTG(aIT“O—FNL‘O)}
V18 o) ] 0

Referring to Eq. (4), the practical responsivity of the four
photodiodes of the unbalanced heterodyne detector can be ex-
pressed as follows:

Nip234Xe

Y 21

Rpin123.4 =

Consequently, the photocurrent output of the four photo-
diodes can be calculated as follows:

hv .
L = 7 X Rpin1 X 711

A

= % {7711413 (aA;r +N:) (ds +Ns)

+m1v/LisLas (@] +87) (aLo +Mio)

+mv/LaaLis (o + Mo ) (0 -+ )

+n1L23 (drio —HVEO) (4Lo+Nio) } ; (22)
hv .
L = 7 XRpinZ X ny

= 4%_ {T‘[zLM (ﬁl +]AVJ) (ﬁs +Ns)
—M2V Li14Lo4 (ﬁi +NI) (ﬁLo +NL0)
—MNavVLoaLi4 (&I,O +NEO) (ﬁs +Ns)

+M2Lo4 (dzo +Nﬂ_o) (4Lo+Nio) } ; (23)
hv .
13 = 7 XRpin3 X n3

= = [maLis (al + ) (as+ 1)
+1n3+/L1sLasexp (lg) (af +N7) (avo + o)

¥ AW . .
+M3+/LasLisexp (—15) (a£O+NEO> (as—i—Ns)

+13Las (o + o) (Lo +Bio) |, 24)
hv R
I = 7 Rping X 74

= % [U4L16 (al +87) (a5 +8)
—nsv/LisLaoexp (i) (al +5) (o + o)
ey (5) (1 +Ko) 60
FNalas (a{o +N{O) (4L0+80) ] . (25)

Then, the practical differential current output on the upper
and lower arms can be expressed as

Alprper = I =D
= 4% {(771L13 - n2L14) (alas+N]as+al Ny + N Rs)
+ (77le3 - 712L24)
X ( Al odro + N dro +af oMo + 8] NLO)
+ (VI + ovTalas)
X (dZdLO +Nlaro+alNio + N Mo
taod + Mods +aloM - MoM)| @)
Alpracy = I3 — 14
= 4% KTI3L15 - TI4L16> (alas+N] ay +al Ng + N Ny)
+ (773L25 - 714L26)

A N A ~ A A A -‘— A
X (a}:oaLo + NEOaLo + aItONLO JrNLONLO)
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+i (713 V/LisLas + 14 \/L16L26)
X (ﬁz aro+Nlaro+alNeo+ N Nio
— il ot = Mo, — &l o~ BV, |. @7)

Correspondingly, the output voltage of the upper and
lower arms of the practical heterodyne can be expressed as
follows,

Unom1 = gAIpracl
4% [(mLB - 7721‘14) (fs)+ (71le3 - 772L24) (nLo)
+(n1m4_ T]2\/L14T24) <nLo>

X (;ecoseLo + ﬁsineLo)] : (28)
Unhomz = 8Alprac2
4% [(T]3L15 - 774L16) (fis)+ (713L25 - 774L26) (nLo)

+ (773 vV LisLas 4+ May/ L16L26> (nLo)
X (ﬁcosGLo — fsin@Loﬂ , (29)

Q

Q

where g is the transimpedance of the amplifier, (7is) = a]d;
and (AL o) = dEOdLo depict the photon numbers of quantum
signal and LO respectively. Here we assume that the vac-
uum noise Ny, and Ny o can reach the order of shot noise, i.e.
N, = NLo = Ny, when considering the Heisenberg uncertainty
relation and the feature of coherent state. And for simplicity’s
sake, the Ny and N o can be deemed to be zero because the
shot noise Nj is a fairly small order of magnitude.

In Egs. (28) and (29), v/(nLo) (%cosbLo + psinbo) and
/(nLo) (PcosBLo — #sinbo) are physical parameters that
need to be measured. In order to measure quadratures X and
P simultaneously, 6o is usually set to be 0°, which denotes
the reference phase of the local oscillator signal to the quan-
tum signal. As mentioned before, a heterodyne detector can be
viewed as being composed of two homodyne detectors. Con-
sequently, the equivalent quantum efficiency of the upper and
lower arms can be described as 11v/L13L23 + N2v/L1aLo4 and
M3v/L15Las + NMav/LisLos, respectively. In addition, (1L —
MoL14) (As) and (11 Loz — Na2Laa) {n1o) denote the direct com-
ponents, which induce extra excess noise. The analysis of di-
rect components in the lower homodyne detector is similar to
that of the upper one. Hence the output voltage of the direct
components Uy and Uyep can be calculated as

_ & _ A
Uge1 = 41[(771L13 n2L14) (7is)
+ (N1La3 — MLos) (nLo) |, (30)
Uder = %[(H3L15—H4L16) ()
+ (N3Las — Nalog) (nLo) |, (31)

then the variance of Uy, and Uyc, can be obtained as follows:

Var(Udcl) = (%)2 [(TIILIS*TDLM) Var( §>)

+(N1Las — MaLosa)* Var ((nio))

Var(Uge2) = (%)2 [(n3L1s — N4Lig)* Var ()

(A
)], (32)

+(M3Las —MaLae)*Var ((no)) ], (33)
where  Var({A;)) = (V2/4)RINgB and Var((no)) =
(7/hv)? (PLo)*RIN 0B, where RIBg and RINL( represent

the corresponding relative intensity noise of the quantum sig-
nal and the local oscillator, (P;) and (P_o) depict the average
intensity of quantum signal and local oscillator. Then the ex-
cess noise induced by the direct components will be given
by

47
Sl = Var (Uge1)
C g2 gm . <PLO> C
2 2
e » Vi
= — 1Lz —MoL14)"—=—RINB
oy L0 Gl

+(MLas — MLos)? 5 (PLo)RINLOB |,  (34)

h
4t
Eic2 = Var (Ugc2)
62 V2
= —— |(m3L15 — MaL1s)* —A—RINB
Iz)ineqz 4hv <PLO> ’

T
+(n3L25—n4L26)2W<PLo>RINLoB , (35

where RPiﬂeq1 and Rpineqz represent the corresponding equiv-
alent responsivity of the upper and the lower homodyne de-
tector. They are proportional to the equivalent quantum effi-
=MvLizLlas+ N2y Lialog
= M3v/LisL2s + Nav/LisLos.

ciency Teqr and Mega, Where Teq,
and 7eq,

4. Performance analysis of the CYVQKD system
with an unbalanced heterodyne detector

As mentioned before, the splitting ratio of the BS may not
be ideal and the four photodiodes maybe mismatched, which
will cause an imbalance in heterodyne detector. As a result,
extra excess noise is induced by these imperfections. For the
convenience of analysis, the imperfections of the BS can be
viewed as a part of the mismatch of the four photodiodes. To
demonstrate the influence of an unbalanced heterodyne detec-
tor on the CVQKD system, here we consider the following
four cases: ) M =Mm=m =N (M= =Mm#M;
(i) m =12 # M3 # Nas (V) M1 # M2 # N3 # Na.

According to Egs. (1), (34) and (35), we firstly investigate
the relationship between the excess noise and the intensity of
the local oscillator under the four cases mentioned above, as
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shown in Fig. 2. The number of photons of the local oscilla-
tor light ranges from 108 to 10°. From top to bottom, the four
lines indicate the relationship between the excess noise and the
intensity of the LO when the four photodiodes are completely
mismatched to fully matched. From Fig. 2, we find that the
excess noise is proportional to the intensity of LO under the
same degree of mismatched quantum efficiency and the extra
excess noise will increase with the increase in the degree of
imbalance. In other words, the greater the degree of mismatch
of the four photodiodes, the greater the excess noise induced
by the unbalanced heterodyne detector.

1-4- T |7 7| B ) ) T i
0= T =T ="3="4
1ol T M=M= "% / ]
9 ’ —o— M =My F N3 FE N, //
g 1.0F = Mm#FMFN3F N /;/ J
§ 0.8F s -
5 T
p 0.6F e .
o
& o4} /// .
0.2% .
0 1 2 3 4 5 6

The intensity of LO (1073 W)

Fig. 2. The relationship between the excess noise and the intensity of the

local oscillator under different degrees of imbalance. The simulation pa-

rameters are set as follows: elementary charge e = 1.602176 x 10~°, plank

constant & = 6.62607015 x 10734, duration T = 20 ns, optical wavelength

v = 193.4 THz, photon number n o € [10%,10%], equivalent bandwidth
=15 MHz, RINg = —210, RIN o = —135, and V4 = 5.

Then taking the finite-size effect into account, [38] we an-
alyze the secret key rate of the CVQKD system with unbal-
anced heterodyne detector. The secret key rate of the CVQKD
system under collective attack can be given by (see Appendix
A for detailed derivation)

R = frepKfinite = frep% [BIag — xBE —A(n)]. (36)

To demonstrate the influence of the imbalance of the het-
erodyne detector on the secret key rate, we performed a simu-
lation. In the simulation, the repetition frequency of system
is fixed to 10 MHz.
the relationship between the secret key rate and the transmis-

Curves from top to bottom represent

sion distance under different degrees of imbalance in Fig. 3.
Specifically, the black curve with circle denotes the ideal bal-
anced heterodyne detector with 177 = 1> = 13 = 14, which
possesses the maximum transmission distance and secret key
rate. The brown curve with squares denotes the most mis-
matched case with 1] # 12 # 13 # 14 that has the minimum
transmission distance and secret key rate. From the simula-
tion results, we find that the imperfection of the BS and the
mismatch of the four photodiodes will lead to a decrease in
both secret key rate and the maximum transmission distance of

the practical CVQKD system. Moreover, the security bound
and the maximum transmission distance decrease more steeply
with increase in the degree of imbalance.

7
10°F ——M =N ="3=14 7
m="mn2="3#1,
0 =M =N F N3 F Ny
2, 6
£ 10 oM FE N E Ny FE Ny T
2 T~
g ~ \\
> 107 NN ~ J
£ AN ~.
- N
§ 104 \ .
n
103 |\ 1 1 1 1
0 30 40 50 60 70 80

Distance (km)

Fig. 3. The relationship between the secret key rate and the transmission dis-
tance under different degrees of imbalance. The simulation parameters are set
as follows: photon number nyo = 108, equivalent bandwidth B = 15 MHz,
excess noise & = 0.01, electric noise ve; = 0.01 and reconciliation efficiency
B =0.96.

5. A possible countermeasure against the imbal-
ance of the heterodyne detector

In this section, we propose a possible countermeasure to
rebalance the CVQKD system with unbalanced heterodyne
detector. Commonly, an unbalanced heterodyne detector will
induce a mismatch between the intensity of the quantum and
LO signal. As an important optical passive device in optical
fiber communication, the variable optical attenuator (VOA)
can realize the real-time control of the intensity of the sig-
nal by attenuating the transmitted optical power.3°! Hence we
propose an improved scheme to rebalance the unbalanced het-
erodyne detector, in which six VOAs are applied in proper sit-
uations. As plotted in Fig. 4, VOA5 ¢ are set to rebalance arm
5 and arm 6 in red, VOA » are set to rebalance arm 1 and arm
2 in green and VOA3 4 are set to rebalance arm 3 and arm 4 in
yellow.

Based on the previous analysis, a practical heterodyne de-
tector can be regarded as two unbalanced homodyne detec-
tor.Therefore, the rebalancing of the heterodyne detector can
be derived from that of the homodyne detector. Referring to
Ref. [34], the expected voltage at the output of the homodyne
detector (Py(t)) is given by,

() = degmianol [ drig@PG—1) (37

with

1 1
Y = Mvoas [(2 - A) Mot Mvoar — (2 + A) ez nVOA2:| ;(38)

where h(t) denotes the impulse response. For rebalancing
the unbalanced homodyne detector, it is indispensable for us
to adjust the attenuation efficiency of the VOA; dynamically

by monitoring the output voltage mean value (g (¢)) in real
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time.When ¢ = 0, (g
cumstance that ¥ = 0. And from the Eq. (38), we can deduce

that y: 0 When (1/2 - A)nPINI nVOAl = (1/2+A)nPIN2nVOA2’
thus a rebalanced homodyne detector is obtained. So similarly,

(¢)) is only equal to zero under the cir-

we can deduce that,

nVOAl _ (1/2+A1 > YIS (39)
Mvon, 1/2 -4, Mot
nV0A3 _ ( 1/2+4, ) Mpina (40)
Mvoa, 1/2=242 ) Mo

where Nvoa, is the parameter indicating the transmissivity of
the VOA; and can be adjusted dynamically. Besides, A; and
A, characterize the imbalance of the upper and the lower ho-
modyne detector respectively, which are the reference values
for dynamic adjustment of VOA;. Details are as follows:

(i) When A <0 and Ay <0, only 7y, inarm 1 and
Tyo, 1N arm 3 need to be adjusted;

(i) When A; < 0 and Az > 0, only Nvoa, in arm 1 and
Myoa, in arm 4 need to be adjusted;

(iii) When A; > 0 and Ay <0, only 7,  in arm 2 and
Tyo, 1N arm 3 need to be adjusted;

(iv) When Ay > 0 and A; > 0, only 1, Ay in arm 2 and
in arm 4 need to be adjusted.

Mvoa,

Similarly, the adjustment of Mvons ¢ is the same as that
of oA 234" Through dynamic adjustment and quantitative
analysis of the six VOAs, the extra excess noise caused by the
unbalanced heterodyne detector can be eliminated and the per-

formance of the practical CVQKD system can be improved.

Vac
|

LO
BS| VOA,
Vac
|
T
PIN1
Signal ¢ D ~
BS Bs] [VOA: N
VOA( >
¢
/2 [VOAZ PIN2
INJ
BS| VOA3 S :
VOA4 PIN4

Fig. 4. The scheme of the countermeasure against the imbalance of the het-
erodyne detector. VOA: variable optical attenuator. The VOAs are set to
rebalance the unbalanced heterodyne detector by attenuating the transmitted
optical power of the corresponding arm.

6. Conclusion

Focusing on the practical heterodyne detector with im-
perfect components, for instance, a BS with non-ideal beam
splitting ratio and photodiodes with mismatched quantum
efficiency, we investigate the performance of the practical
CVQKD system with an unbalanced heterodyne detector. The
results show that such imperfections will inevitably induce ex-
tra excess noise, which decreases both the maximum secret
key rate and the secure communication distance. And as the

degree of imbalance increases, the secret key rate and the com-
munication distance decrease more severely. We also find that
the extra excess noise caused by the unbalanced heterodyne
detector is proportional to the intensity of the local oscilla-
tor. Finally, we propose a possible countermeasure using six
VOASs to counteract the impact of the unbalanced heterodyne
detector to improve the performance of the practical CVQKD
system.
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Appendix A: Derivation for secret key rate with
finite-size effect under collective attack

Considering collective attack, the secret key rate shared
between Alice and Bob with finite-size effect can be defined
as follows:

% [BIAB — Xge 7A(n)] )

where N is the length of valid data collected, n is the data

Kinite = (A 1 )

length used for the final key rate generation, m = N —n is the
data length for parameter estimation, A(n) is a function re-
lated to privacy enhancement and 3 is the efficiency of reverse
reconciliation. Moreover, Iag is the amount of mutual infor-
mation between Alice and Bob, which can be calculated as
follows:

B V4ot
o8 Vap 14 ot

with the parameters V =Va + 1, Xiot = Xiine + (Xnet/T)» Xiine =
1/T —14&, Yhet = (2(1+ve1)/n) — 1; here V4 is the modu-
lation variance of Alice, ) represents the total noise at the

het
AB =lo

(A2)

input of the channel, T is the transmittance of the channel,
Xhet 1s the additive noise of the heterodyne detector, Xjine is the
additive noise of the channel, v, is the electric noise of the
heterodyne detector and £ is the excess noise of the system.

Besides, x,, represents the maximum amount of infor-
mation that Eve can obtain from Bob, which is restricted by
the Holevo bound. [4°] Xge can be expressed as follows:

Ta =5(0) = [ dmyp(my)S(p,)". (A3)
For the Gaussian-modulated coherent states,!”! Xz can be
simplified as follows:
Z (A1 > A1
=yYqg(Z -Vo(lZ2 , A4
po(*)-ge(*) @

where G(x) = (x+1)log,(x+1)
symplectic eigenvalue of the covariance matrix yap, character-

—xlog,x. A1 and A, are the

izing the quantum state pag, , which has nothing to do with the
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detection mode. A3, A4, and As are the symplectic eigenvalue
ofn the covariance matrix 7:1]30 characterizing the quantum state
PapG» Where A3 and A4 are related to the detection mode. Con-
sidering the finite-size effect, the covariance matrix yag, of
Gaussian modulation protocol can be written as:

T
YA Oag,
YAB, =

OAB, 7B,

(Va+1)h Toin(V2 +2V4a) 0,
= , (AS)
Tmin(‘/‘g + 2VA)0-Z [Tmin(VA + émax) + 1]12

10

10
|:0 1 |:0 _1:|,Tminandémax
represent the minimum value of the transmission effciency and

where matrices I, = and o, =

the maximum value of the excess noise respectively. When m
reaches a certain order of magnitude, for instance, m > 106,
Tmin and Epax can be calculated by

1+TE)V2
where Ze,. /2 Can be calculated by
1 1
1— ierf(zepE/z/Z) = 5% (A9)
with the error function
erf(x / (A10)
f

Similarly, A3 and A4 can be calculated by covariance matrix
}/AFG with parameter Hpe.:“!)

Mg _ T
YAFG = YAFG — OAFGB; Hhet OAFGB; »

Hyer = (8, +h)” (Al1)

Hence 4; (i = 1,2,3,4,5) can be calculated as follows by re-
ferring to equations from Eqs. (A4)—(A11)

Tnin = (tmin)2 ) (A6) 1
cTr%mx -1 112’2 - 5 (A + A2 743) ’
émax = # (A7)
A2 = (Ci Ve —ap),
with the following parameters 347
As =1 (A12)
N (1+TE&)
fin ~ VT = Yo /2\| T vs with the following parameters: 4%
|
A= (Va+1)> = 2Tin (V2 +2Va) + [Towin (Va + Emax) + 117, B = [(Twinmax + 1) (Va +1) = TinVa]*,
A[Z(l + Vel)/n B 1]2 +B+1+ 2Tmin(VA2 +2VA) [4(1 +Vel)/77 - 2] [(VA + 1)\/E+ Tmin(VA + 1/Trnin + émax)]
Tn%m[VA + 1/Tmin =+ émax + (2 —-n+ 2Ve])/Tmin]z Trrzlm[VA + 1/Tmin + émax + (2 —-n-+ 2ve])/Tmin]2 ’
B [Va+1+VB(2+2ve —n)/n]? (A13)
m1n [VA + l/Tmln + gmax + (2 n + 2Vel)/Tm1n}
As mentioned before, A (n) is a linear function related to privacy enhancement, which can be written as follows:
log, (2
A(n) = 7&( ffre) logz(l/epE) (Al14)

here €, depicts the failure probability of the parameter estimation.
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