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The transmission loss of photons during quantum key distribution (QKD) process leads to the linear key rate bound
for practical QKD systems without quantum repeaters. Phase matching quantum key distribution (PM-QKD) protocol, an
novel QKD protocol, can overcome the constraint with a measurement-device-independent structure, while it still requires
the light source to be ideal. This assumption is not guaranteed in practice, leading to practical secure issues. In this paper,
we propose a modified PM-QKD protocol with a light source monitoring, named PM-QKD-LSM protocol, which can
guarantee the security of the system under the non-ideal source condition. The results show that our proposed protocol
performs almost the same as the ideal PM-QKD protocol even considering the imperfect factors in practical systems. PM-
QKD-LSM protocol has a better performance with source fluctuation, and it is robust in symmetric or asymmetric cases.

Keywords: phase-matching quantum key distribution, source fluctuation, light source monitoring
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1. Introduction

Quantum key distribution (QKD) is the most successful
application in quantum information science, and its security
has been proved at the end of the last century.l'=3! It enables
distant parties to achieve the secure key by harnessing the
laws of quantum mechanics.[*! After the first QKD proto-
col was proposed in 1984,*1 QKD has made great progress
in theory and practice, such as decoy-state QKD protocol,[®7]
measurement-device-independent (MDI) protocol,®”1 and
round-robin differential-phase-shift (RRDPS) protocol.[1%-11]
Usually, photons are used as information carriers in QKD’s
implementations. However, the transmission loss of photons
has become a major obstacle in practical applications, re-
sulting in the linear key-rate bound (PLOB bound) for QKD
system.!'?! In fiber-based networks, the transmission rate (1)
decreases exponentially with the communication distance,
which limits the transmission distance of the practical QKD
system.

Marvelously, a quantum key distribution protocol, named
twin field quantum key distribution (TF-QKD) protocol, was
proposed in 2018131 to surpass the PLOB bound!!?! and make
a quadratic improvement over phase-encoding MDI-QKD
protocol.['¥ Tt has attracted much attention recently.!!3-2!] For
TF-QKD protocol, the security problem caused by phase ran-
domization was its main disadvantage. And phase matching
quantum key distribution (PM-QKD) protocol®?! was then
proposed to resolve the security loophole by adding an ex-
tra test mode. PM-QKD protocol could not only exceed the
linear key rate limit, but also resist all probe attacks due to

fCorresponding author. E-mail: zhaosm@njupt.edu
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the independence of the measurement device. Recently, Ma et
al.”?3! have proposed the reference-frame-independent design
for PM-QKD protocol, which can well solve the performance
degradation of reference system caused by offset. However,
the quantum state prepared at the source was assumed to be
an ideal coherent state in the original PM-QKD protocol. Ac-
tually, this assumption is not guaranteed in practice, leading
to practical secure issues.[>*! In addition, there also exists a
non-ideal source problem causing the photon number distribu-
tion (PND) of the light source to be unknown and the prepared
state to no longer be an ideal coherent state.

On the other hand, light source monitoring (LSM) was
proposed to solve the non-ideal source problem by monitor-
ing the photon number distribution (PND) of the non-ideal
light source.!?>! The monitored statistical parameters can then
be used to recalibrate the PND of the light source to esti-
mate the final secret key rate, resulting that the assumption
of ideal source is not necessary in QKD process. LSM was
successfully applied to MDI-QKD protocol to solve the non-

3

ideal source problem theoretically based on the “untagged
bits” concept,?®! and then based on a photon number resolving
(PNR).?”] LSM was also used for the sending-or-not-sending
(SNS) protocol to demonstrate that the security of SNS proto-
col is still valid under a source with unknown PND. 28]

In the paper, we propose a PM-QKD with light source
monitoring protocol, named PM-QKD-LSM protocol. In the
protocol, the non-ideal light source is used to generate the light
beam by Alice and Bob independently. After phase and inten-
sity modulation, the light beam is then split to two paths by

a beam splitter (BS), where one is input to the LSM module

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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to estimate the probabilities that the light pulse signals con-
tain zero photon, one photon, or two photons, and the other
is emitted to the measurement site, Charlie, for detection. By
matching phases with each other during post-selection, the key
information is encoded into the common phase, and then the
key can be obtained through the success detection results.

The advantages of the proposed PM-QKD-LSM protocol
are: (1) it overcomes the problem of non-ideal light source and
improves the security of the PM-QKD protocol; (2) its perfor-
mance under the unknown PND condition (UPC) can almost
keep the same as that of PM-QKD protocol under ideal source
condition without source fluctuation; (3) it is more indepen-
dent of the source fluctuation than the PM-QKD protocol; and
(4) the performance is almost unchanged as that of PM-QKD
protocol under asymmetric channel.

The contribution of this paper is that we investigate the
ability of LSM in solving the non-ideal light source problem in
PM-QKD protocol, and discuss the performance of PM-QKD-
LSM protocol under different source fluctuation. Furthermore,
we enrich the work on the performance of PM-QKD-LSM pro-
tocol with symmetrical or asymmetrical channel. The results
are helpful for the design of the practical PM-QKD system.
In addition, the results in the paper show that the protocol we
proposed not only solves the problem of non-ideal light source
at the light source side, which relaxes the requirements on the
light source, but also improves the security of the PM-QKD
protocol. The improvement can be addressed from the fol-
lowing two aspects. One is that the LSM module itself has
the function of monitoring the probability of the number of
photons in our proposed protocol, which can detect the PNS
attack. The other one is that the LSM module can also be re-
garded as a monitoring unit to monitoring the arrival time of
the pulses so as to resist the phase-remapping attack.

The paper is organized as follows. In Section 2, we first
present the PM-QKD-LSM protocol, then we use the LSM
method to obtain the tight bounds of the parameters for the
secret key rate, and discuss the performance of the proposed
protocol under the source fluctuation. In Section 3, we present
some numerical analysis results. Finally, we draw the conclu-
sions in Section 4.

2. PM-QKD-LSM protocol
2.1. The protocol

The schematic diagram of PM-QKD-LSM protocol is
shown in Fig. 1, where the two communication parties, Al-
ice and Bob, generate her (his) coherent state pulses, indepen-
dently at first. Before sending their coherent state pulses to an
untrusted measurement site, Charlie, Alice and Bob use a LSM
module individually to estimate the tight bound of the photon
number probabilities (P, (), Pou(tx)) on her(his) PND of

the light source. Here, the subscribe L (U) and n denote the
lower (upper) bound and the photon number (n = 0,1,2), re-
spectively. Then, Charlie is expected to perform the interfer-
ence detection. This interference measurement would match
the phases of Alice and Bob’s signals. Conditioned on Char-
lie’s announcement, there is a correlation between the key in-
formation of Alice and Bob.

SPD, SPD

Charlie

¢—
SPD-A_VOA

LSM
module

[Nonideal] [Nonideal]

source source

Alice Bob

Fig. 1. The schematic diagram of PM-QKD-LSM protocol. SPD, a sin-
gle photon detector; VOA, a variable optical attenuator; BS, the beam
splitter; IM, intensity modulator; PM, phase modulator. The LSM
module consists of a variable optical attenuator and a single photon
detector(SPD-A/SPD-B).

The proposed protocol can be described in detail as fol-
lows.

(i) State preparation The two communication par-
ties, Alice and Bob, randomly generate the coherent
states |\/Haexp (a9}, and |\/mpexp! %)) g where
the phases @a, 9y € {jagy: o }s Jariv € {0,1,...,M =1},
M is the number of phase slices, k4,k, € {0,1} are the
key bits, L4, up are the average intensities, and Ua,lUp €
{0,u/2,v/2}, where /2 is the signal intensity.

(ii) Measurement Alice and Bob use the beam splitter
(BS) to split the light beam into two paths. One is used for
LSM module to estimate the photon number probabilities and
the other is sent to the measurement site (Charlie) with trans-
mittances 1, (1,). By changing the attenuation coefficient
(n;) of the VOA in the LSM module, Alice (Bob) measures the
probabilities (P*(1);)) that the SPD-A (SPD-B) not responds.
Charlie is expected to perform the interference detection and
record which detector (right detector or left detector) clicks. A
successful detection is defined as that one and only one of the
two detectors clicks, denoted by L-click and R-click.

(iii) Announcement After Charlie announces the detec-
tion result, Alice and Bob announce the intensity settings
(ta, up) and the random phase numbers (j,, j,). Note that,
the raw bit is obtained in Z-basis if 4 = up = 1t /2, or X-basis
if us = up. To avoid the effect caused by the phase difference,

050310-2
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we introduce the phase post-compensation method, where Al-
ice and Bob can estimate the the phase difference (¢5) by
strong light pulses, then figure out the closest discrete phase
9;= (3

phase as the phase slice number j.

)j to ¢s and denote the index of the closest discrete

(iv) Sifting After Charlie announces a successful de-
tection, Bob decides whether to flip his key bit k, accord-
ing to the result of detection. If the left detector clicks and
|ja — jb — js| mod M = 0, the phase mismatch ¢,, = ¢, —
0p — 05 € (— 77, 77)» Bob does not need to flip his key bit k.
If the right detector clicks and |j, — j, — js|mod M = M2,
O — 95 € (=37 + 737 +70),
Bob flips his key bit k;,. Alice and Bob group the signals by
Js = (ja— jp) mod (M/2), then there are M /2 groups with the
label of j, =0,1,...,M/2— 1. Denote the group set J to be the

set of remaining phase group indexes j;. In the ideal case, the

the phase mismatch ¢, = @, —

signals with j; = O are the signals with matched phase where
the phase difference ¢5 = 0. For the signals with j; # 0, there
is an intrinsic mismatched phase where the phase difference
05 # 0.

(v) Parameter estimation For all the raw data that they
have retained, Alice and Bob record the detect number M/gj: ;3)
of different intensity combinations (4, up € {0,u/2,v;/ 2})
and phase groups j;. According to the estimated probabili-
ties that the source signal contains zero photon, one photon,
and two photons in the LSM module, they then estimate the
phase-error rate (EP") by using decoy state method.

(vi) Key generation Alice and Bob repeat steps (1)—(v)
until they have enough sifted keys. Afterwards, they perform
an error correction and privacy amplification on the sifted key

bits to get a fully secret key.

27
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2.2. The security analysis

In this section, we discuss the security of PM-QKD-LSM
protocol.

As discussed above, PM-QKD-LSM protocol also in-
cludes state preparation, measurement, announcement, sifting,
parameter estimation and key generation. The first difference
between PM-QKD-LSM protocol and original PM-QKD pro-
tocol is the state preparation step. In original PM-QKD proto-
col, Alice (Bob) prepares the coherent state pulse and encodes
the key information into the phases of the coherent states. It
is assumed that the light source at Alice (Bob) side is a co-
herent state source with a average photon number which sat-
isfies the Poisson distribution. However, the photon number
distribution is unstable in the proposed PM-QKD-LSM pro-
tocol due to the non-ideal factors of the light source. There-
fore, LSM module is adopted by Alice (Bob) to estimate the
Obviously, the usage of LSM
module does not affect the sooner measurement step, the fol-

photon number probabilities.

lowing announcement and sifting. The second difference is
the parameter estimation step, PM-QKD-LSM protocol adds
the probability estimations of zero photon, one photon, and
two photons precisely, which only has the relationship with
the secure key rate, and is discussed in the following subsec-
tion. Hence, we only prove that the quantum state prepared in
our protocol does not introduce the security problem.

First of all, in PM-QKD-LSM protocol, the quantum
state prepared by Alice (Bob) is no longer an ideal coher-
ent state under UPC, but a state with arbitrary PND. After
the modulation of intensity and phase, the quantum state can
be written as |yu) = Yo, ek Fat0a) /P (1a) k) a(|wp) =
Yo e ™ot %) /P (up)|k)p), where Pi(pa)(Pi(ip)) is un-
known. Because of the randomness of the phase ¢, ¢, ¢— =
04 — ¢p, the quantum density matrix of Alice and Bob can be
derived as

21 o e
/ P|:Z elk(ﬂk‘,+¢u)M|k>A® Z elm(ﬂkar(t’b) m|m>3 do_
JO m=0
Pleikbatmopthnkatmaks) /P (VP (1g) k) alm) ) do—
Plel (" (0ut )+ 5" 0 thnkatmaky) | /p (1 VP () k) alm) 5] d )

- [m 1) P (1) P (1) Py 113 K0 ) L K|

kK mm’
y / i (Al (g gy it minl o (4 (k) gy
0
= Y V/P(ia) P (1) Pon (1) P ot () € KD @t 00t mhat o) ey ) s (e I — K[ (K 1)
kkm
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So, pap can be rewritten as pap = Yo Py (1) | W) (W |, where
Pa(it) = Xm0 Pn(Ha) P (14B) = Xopm0 P (1 /2) B (1/2).
For the ideal source, P, (4 ) (P (1g)) is known and satisfies the
Poisson distribution, and the density matrix can be written as
Pas = 5o Pa() ) (n] when g = pg = /2. Here, Py(u) is
obtained by the probability when m-photon pulse from Alice
and (n — m)-photon pulse from Bob, that is,

n

Z Pon(Ha) P (UB)

m=0
1, o2 (/2" R (2
't m! (n—m)!
_ et
= = Pu(p). 2)

Hence, it is shown that the quantum state is formally consistent
with that of PM-QKD protocol. Moreover, the security proof
of PM-QKD protocol®?! can be fully applied to our proposed
protocol.

For the actual system security, the structure of system
may introduce some security vulnerabilities. We discuss the
security of the proposed protocol against the security vulnera-
bilities, individually, as follows.

(i) PNS attack During the proposed protocol, the eaves-
dropper (Eve) has the chances to intervene and eavesdrop the
signal by beam splitting attack (PNS). As PM-QKD protocol,
we use the decoy state method in the proposed protocol, that is
effectively against PNS attack. In addition, the LSM module
used in the proposed protocol can estimate the probabilities of
zero photon, single photon and two photon precisely, so that
the PNS attack can be detected by Alice (Bob), and the secu-
rity can be improved.

(ii) Phase-remapping attack Ideally, the pulses undergo
a phase modulation by the phase modulator. If Eve can change
the arrival time of the pulses, then the pulses will pass through
the phase modulator at different time, resulting in different
encoded phases. This phase remapping process allows Eve
to launch an intercept-and-resend attack. However, the LSM
module can also be approximately regarded as a monitoring
unit to monitor the arrival time of the pulses so as to resist this
attack.

(iii) Other practical issues A single photon detector
(SPD), together with a variable attenuator, are used in our pro-
posed protocol. The SPD may have a high dark count rate
(DCR) when it works at room temperature, which may in-
crease the time of monitoring the results. A high DCR and the
increased monitoring time can introduce the overestimation of
secret key rate. However, the SPD is set near the light source
in our protocol and DCR = 108 < 1 (in our simulations), >
which make the increased monitoring time ignored. Of course,
the DCR of SPD may fluctuate in the actual environment, and
other parameters, such as the detection efficiency of SPD, may

drift. One can calibrate all parameters of the monitor in real

time,[2°

I or present a range of parameter drifts and give a rea-
sonable estimation of the lower bound of secret key rate (R)

with the worst cases within the fluctuation range.

2.3. Secret key rate of the protocol

In PM-QKD-LSM protocol, three different coefficients
(N0, M1 and 1) are used to concisely estimate the photon num-
ber probabilities (P, (), Pau(l)), and they are controllable.
The relation!?”! between PH(n;) and P, (1) can be described
as

PHe(m;) = (1—=Py) Y (1—mi) Pu(ihe), (3)
n=0
where PH(7;) denotes the probability of the SPDs not re-
sponding with attenuation coefficient 1; for source u;. Then,
according to the estimation method in Ref. [26], we can obtain
those tight bounds of the photon number probabilities as

Pou(px) = Por (M) = Pfk_(z,z)a “
_ (I=m)?PHe(m) — (1 —m)*PH* (1)
L) = R (T n0) (1= m) (m — )
(o e, )
B (1-m)(1—m)
Ol = o, (=) — o)
B9
(I-m)?2(1=PF) (1=Py)(1—m)°m
1— 1—(1—m)3
)
Por (Ux)
) ®
Por (i) (1_p$ik1(112372)2n2 ?_ZEPIU(,uk)
_ _ _ 3
1 n2n2 [1(1(1712)727?1) ]POU(Hk% @
__ Pm)  Pu(d) P
POl = Ry ome  (-m? 1o ®

where P (1), P*(n;) and P*(n,) are the probabilities of
the single photon detector in Alice or Bob (SPD-A/SPD-B)
not responding when the light fields pass through the variable
attenuator (VOA) whose variable attenuation coefficients are
Mo, M and 1My, respectively, and Py is the dark count rate of the
SPD-A/SPD-B. The variable attenuation coefficients (1,72)
need to meet the following condition:

mR2—-mn)>1. C))

To accurately bound the phase-error rate (EP") in PM-
QKD-LSM protocol, we use the three-decoy-state method*"!
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with intensities Vo =0, vi, i (1 > v; > 0) to estimate the lower
bound of Y; as Yj1, and the results are obtained as

P (u)Qv, — Po(1)Pou (Vi)Yo
7 PP (vi) — P (v)PiL(n)
Py (vi)PoL(1)Yo — Pou(V1)Qu
Pyy(1)Pry(vi) — Po(vi)PiL(u)’

where Qy, is the count rate of a state with intensity ty and

(10)

Yy can be directly obtained by using the vacuum decoy state
(vo = 0). The detection click probabilities are

& a a+
Py(L)=(1-Py) eXP( - W*\/Haﬂmbﬂbcos ¢5> ;

§55) a a+
Py R)=:(1-—Ih)eXp<-—77‘Lzn“ub+- nauanbubCOS¢a>,
R)=1—Pyu(R), (11)

where Py (L) and P, (L) are the probabilities of the light de-
tector clicking and no light detector clicking, respectively, and
Py(R) and P, (R) are for the right detector. Considering the
first order of a small ¢g5, we ignore sinz(%) = 0. Then, the
total gain Q) can be deduced as follows:

Ou = Pu(L)Pu(R)+ Py (L)Py(R)
= (1= Py(L))Pu(R) +P(uL)(1 - Py(R))

= (=) (onp (= 5 (ke v
+exp(—;(\/m—\/m)2>> (12)
201 B (St V)
—;wm—mf) (13)

where U, and l; are the signal identities selected by the Al-
ice and Bob which satisfy u, =y, = /2, 1, and 1, are the
transmittances between users (Bob/Alice) and the measuring
site (Charlie). Normally, the 7, is obtained by the following
formula:

Ny = 107%/10. . (14)

The 7}, is the similar formula, and Lg (L4) is distance from
Bob (Alice) to Charlie and nq is detection efficiency of detec-
tor, ¢ is the attenuation coefficient of the corresponding chan-
nel. When PM-QKD-LSM protocol is in the case of symmet-
rical channel (L4 = Lg), the transmittance N = 1, = 1, and
the total transmission distance is denoted as L = L4 + Lp.

The phase-error rate EPh = deven, Where the ratios of even
components causing effective detection geven = Ypq qox- 2"
Therefore, by the above Eq. (10), we can estimate the upper

bound of geven as

Y,
GevenU = 1—C]1L:1—PIL(ﬂ)£a (15)
Ou

where ¢p is the lower bound of single-photon component

yield. The bit error rate Eﬁj ) is given by

Ey>:mm<{&+umﬁ¢mb_uwmm

4 2
e_%_anu
+ U/ NaNb[eals) +€d]}Q7 0-5)7 (16)
u

where 7 is the transmittance and eq is the misalignment error
of the QKD system, the mismatch error e, (j;) which is caused
by the intrinsic mismatch for different phase groups is given as

Q

A7)

. sin?( %), 0<j<¥
eA(]S): T M
2 4

)
) Tji . M
sin®(3—57), F<i<7-1

which is related to the index deviation 0 < j; < % — 1. When
the distance from Alice to Charlie is same as that from Bob to
Charlie (L4 = Lg), the bit error rate E‘(lj‘?) can be simplified as
follows:

() _ - e
Eﬂ = min {Pd+n,u[eA(Js)+ed]}Q77 0.5]). (18)
u

According to the above analysis of PM-QKD-LSM pro-
tocol, the secret key rate of the protocol can be written as

20 i
R=" L 1= H(goen) ~ fHES ). (19)
Js€J
where f is the error-correction efficiency, H(x) = —xlog, x —

(I —x)log,(1—x) is the binary Shannon entropy function, and
E ff") is the bit error rate of phase group j; with 1, = p, = 5.

2.4. Source fluctuation

For a real-life QKD system, the PND of the light source’s
signal is not fixed, that is, there is a problem of the light
source fluctuation. Importantly, the performance of the PM-
QKD protocol is greatly degraded in this condition. Therefore,
we further discuss the intensity fluctuation for PM-QKD-LSM
protocol.

Specifically, the signal emitted from the light source can
be considered as a fluctuated coherent state which has an aver-
age photon number with Gaussian-distribution.?”-?81 In PM-
QKD-LSM protocol, the signal after attenuation still has a
Gaussian-distribution average photon number pt, which has a
probability distribution of

TRV
P(u) = G 26‘2‘0) } , 20)
e

1
—F X
V27oy, P {

where Ly, oy, are the mean value and the standard deviation
of . The probabilities P*¢(1;) under the intensity fluctuation
become

Pk () = [ PH(m)P(R)dp, 1)

050310-5
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where PH(1;) = (1 — Py)e "# [28]1 Then the probabilities
PHk(7;) can be simulated as

2
i O
P (n;) = (1 — Py)exp —nm—% , (22
where oy, = oy, 0 is the fluctuation coefficient. With

Egs. (4)-(9), the P,(l) can be estimated by P*(n;) under

considering the source fluctuation.3!-3?]

3. Results with numerical simulation

In PM-QKD protocol,3 the light source is assumed to
be the ideal coherent states, thus the PND of the light source
satisfies the Poisson distribution, that is, P, (1) = e*“k‘;—g for
We = W, Vi, Vo, then the probability of u(P,(u)) can be ob-
tained exactly and we name these values as the exact val-
ues. But, in PM-QKD-LSM protocol, only the bounds of
P (i) {Po (), Pou(lk) }, can be obtained by using the LSM
module. We name the bounds as the estimation values.

We first compare the estimation values of {P, (),
Pyu(U)} under LSM module with the exact values from
P, (). Here, we consider the ideal simulation circumstance,
where the PND of the light source satisfies the Poisson dis-
tribution, thus, the probabilities P**(1);) can be simulated
as P (m;) = (1 — Py)e Mk 28] According to the Ref. [28],
we also set the attenuation coefficients 179 = 1, 1n; = 0.95,
N2 = 0.9 for the constraints in Eq. (9). The intensities iy =
W =W/2,viga =Vig=Vvi/2, voa = Vog = 0. The values of v,
v; can be randomly selected, but they should satisfy u > vy.
Table 1 shows the estimation values of the upper and lower
bound of P,(y) in comparison with the exact values, where
U =0.7and vi = 0.07 (4 and v; can be randomly set only
when i > vy). The results show that the estimation values by
using LSM module are very close to those exact values. For
Po(1t),Po(v1),Pi(v1),P2(Vv1), the upper and lower bounds es-
timated by LSM module are the same as those of the exact
values, while there are little differences for Py (i), P (u).

Table 1. Estimation result of {P,. (i), Pyu (M)} in the LSM scheme.

n=0.7 v =0.07
R(p)  Pulp)  Rup)  P(v) Pu(vi)  RL(vi)
0.4966 0.4966 0.4966 0.9324 0.9324 0.9324
Pi(p)  Pu(w)  Po(u)  Pi(vi) Pu(vi)  PL(v1)
0.3476 0.3478 0.3475 0.0653 0.0653 0.0653
Py(u) Py(p)  Po(u)  P(vy) Py(vi) Py(v1)
0.1217 0.1260 0.1186 0.0023 0.0023 0.0023

Then, we discuss the performance of the proposed proto-
col. The parameters are the same as those in Ref. [30], which
are listed in Table 2.

Figure 2 shows the secret key generation rate of the pro-
posed protocol against transmission distance, together with
that of original PM-QKD protocol. The results show that

PM-QKD-LSM protocol can exceed PLOB bound when the
transmission distance is greater than 212 km, and the perfor-
mance of PM-QKD-LSM protocol (dashed curve) is close to
that of the original PM-QKD protocol (solid curve). The ratios
of secret key rate between PM-QKD-LSM protocol and PM-
QKD protocol are about 93.6%, 93.0%,92.4% at the distance
of 100 km, 200 km, 400 km, and the maximum transmission
distances of PM-QKD-LSM protocol and PM-QKD protocol
are 504 km and 507 km, respectively, where the maximum
transmission distance is calculated as L = L, + Lp.

Table 2. The numerical simulation parameters.

Variable Parameter Simulation value
a fiber loss coefficient 0.2 dB/km
Py dark count rate of detector 1.0x 1078
N4 detection efficiency 20%
eq misalignment error 20%

f error correction efficiency 1.14
M number of phase slices 16
100 T T -
—— PM-QKD
- - -PM-QKD-LSM
10-2F

—— PLOB bound 1}

10—4F

Secret key rate R
=
o
&

107 F 1deal@300 km: R = 2.41X10-6

LSM@300 km: R=2.23X10-6
0 100 200 300 400 500 600
Transmission distance L (km)

10-12

Fig. 2. The performance of PM-QKD-LSM protocol in comparison
with that of PM-QKD protocol with the parameters set in Table 2. For
300 km transmission distance, the secret key rate for PM-QKD-LSM
protocol is 2.23 x 1079, while it is 2.41 x 10~ for PM-QKD protocol.

100 . . .
- - -PM-QKD, ¢=0.01
------ PM-QKD, ¢ =0.02
10-2 — PM-QKD-LSM, o = 0.011
—-— PM-QKD-LSM, o=0.1
~ S —— PLOB bound
g 10} 1
]
-
Y 6
2 107°¢ 1
-
2
g 107%¢ 1
n
10-10 ¢ 1
10—12 L L L L L
0 100 200 300 400 500 600

Transmission distance L (km)

Fig. 3. The performance of the PM-QKD-LSM protocol with a non-
ideal and fluctuated light source compared to the PM-QKD protocol.
o: the fluctuation coefficient. For the PM-QKD-LSM protocol, a small
fluctuation 6 = 1% (solid curve) and a large fluctuation o = 10% (dash-
dotted curve) are considered. For the PM-QKD protocol, a small fluctu-
ation 0 = 1% (dashed curve) and a relatively large fluctuation o = 2%
(dotted curve) are considered.
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After that, we discuss the performance of both PM-QKD
protocol and PM-QKD-LSM protocol under the different fluc-
tuation coefficient 6 = o, /1o in Fig. 3. The values of in-
tensities for the PM-QKD-LSM protocol and the PM-QKD
protocol are optimized, and other simulation parameters are
set the same as Table 2. It is shown that the PM-QKD-LSM
protocol performs well in the practical systems. For the dif-
ferent fluctuation coefficient o, the PM-QKD protocol has a
obviously weaker performance, as its maximum transmission
distance decreases to about 480 km for a small fluctuated light
source (0 = 1%), then decreases to about 460 km when ¢ up
to 2%. However, for the PM-QKD-LSM protocol, its perfor-
mances are almost unchanged under the fluctuated condition
from 6 = 1% to 6 = 10%.

Then, we use the recently proposed average intensity
method!?3! on PM-QKD protocol to compare with PM-QKD-
LSM protocol under the different fluctuation coefficient. In
Ref. [33], the intensity range is u® = (1 + o) where
ot =max : 6; and 6~ = min : 6;. By defining f,(0,l) =
W[exp(—aﬁ)(l + 0)" — (n — u)o], the upper and
lower bounds of P,(f) can be written as P,y(l) = max :
fa(o, @) and Py () = min : f,(o, 1), where 6 € [0~,07]
and @t € [u_,p ]. Using the optimization algorithms, one
can get the upper and lower bounds of f,(c,t). Figure 4
shows the performance of the PM-QKD-LSM protocol and
that of PM-QKD with average intensity method under differ-
ent source fluctuation. Here, the finite size effects are not con-
sidered in both protocols. The simulation results show that the
performance of PM-QKD-LSM protocol is better than those
of PM-QKD protocol with average intensity whether the in-
tensity fluctuation is small or large, when the transmission
distance is less than 470 km. And the large intensity fluctu-
ation has limited influence on both PM-QKD-LSM protocol
and PM-QKD protocol with average intensity. But the maxi-
mum transmission distance of PM-QKD protocol with average
intensity (o = 1%) is 508 km while the maximum transmis-
sion distance of PM-QKD-LSM protocol (¢ = 1%) is 503 km.
For the large fluctuation (o = 10%), the maximum transmis-
sion distance of both protocols is 499 km.

The above discussions are under the symmetric condition
which satisfy Ly = Lg. Later, we discuss the performance
of PM-QKD-LSM protocol under the asymmetric channel.
Hence, we set the transmission distance to satisfy Lg — Ly =
30km and pa, up € {0, 1 /2, v, /2}, where u /2 is the signal in-
tensity. Other simulation parameters are set the same as those
in Table 2. Figure 5 shows the performance of the PM-QKD-
LSM protocol and the PM-QKD protocol under the asymmet-
ric channel without source fluctuation, where the transmission
distance L = Lg + L4. The results show that PM-QKD-LSM
protocol can exceed PLOB bound when the transmission dis-
tance is greater than 275 km. The performance of PM-QKD-

LSM protocol (dashed curve) is almost same to that of PM-
QKD protocol (solid curve) for all the transmission distance.
For 300 km transmission distance, the secret key rate for PM-
QKD-LSM protocol is 5.13 x 1077, while it is 5.70 x 10~7 for
PM-QKD protocol, they are smaller than those under symmet-
ric channel.

100 T T T T T
- - -PM-QKD-LSM, ¢ =0.01
------ PM-QKD-LSM, ¢=0.1
102 —— With average intensity, 0 =0.017
e —-— With average intensity, 0 =0.1
—— PLOB bound
2 1074 1
]
-
>
L 10-6F 1
©
2
8 10-8F 1
n
1010 1
10-12

0 100 200 300 400 500 600
Transmission distance L (km)

Fig. 4. The performance of the PM-QKD-LSM protocol and that of
PM-QKD with average intensity method under different source fluctua-
tion. For two different methods, a small fluctuation 6 = 1% (red curve)
and a large fluctuation ¢ = 10% (blue curve) are considered. The solid
curves denote the PM-QKD-LSM protocol and dash-dotted curves de-
note the PM-QKD protocol with average intensity.

100 T T T T T T T
—— Asymmetry PM-QKD

102 - - - Asymmetry PM-QKD-LSM ]
—— PLOB bound
=
g 10 ]
<
-
>
g 10 TN i
b~ -
I X107
o -8 5.6
L !

290 310
1071F 1deal@300 km: R =5.70Xx10~7

LSM@300 km: R=5.13x10"7
10—12 L L L L L 1 L

1

50 150 250 350 4:’30 550

Transmission distance L (km)

Fig. 5. The performance of the asymmetric PM-QKD-LSM protocol
and the PM-QKD protocol without source fluctuate. The transmission
distance is set to satisfy Lp — L4 = 30 km, and the abscissa represents
the total transmission distance (L = Lg + Ly ).

We further consider the effect of the light source fluctu-
ation on the asymmetric channel. The fluctuation coefficients
are set up to ¢ = 1% and o = 5%, respectively, and the other
simulation parameters are the same as those in symmetric case.
The results in Fig. 6 indicate that the PM-QKD-LSM protocol
has a better performance in the case of source fluctuation, even
the source fluctuation is 10 times greater than that of asymme-
try PM-QKD protocol.

In addition, we show the performance of the asymmet-
ric PM-QKD-LSM protocol under different fluctuation coef-
ficient versus the different Alice to Charlie transmission dis-
tance in Fig. 7. The total transmission distance is set to 50 km,
and the distance from Alice to Charlie is set from 5 km to
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25 km. It can be seen from Fig. 7 that the performance of
the asymmetric PM-QKD-LSM protocol with different source
fluctuations are almost the same, which indicates the asym-
metric PM-QKD-LSM protocol is also robust to the source
fluctuation.

100 . . . . . . r r .
0 Asymmetry PM-QKD-LSM, ¢=0.01
- - - Asymmetry PM-QKD-LSM, ¢ =0.05
o —-— Asymmetry PM-QKD, o =0.004
1072\ - Asymmetry PM-QKD, 0 =0.005
= —— PLOB bound
g 107 1
© :
-
E 106 1
»
5]
5 10-8 1
9]
n
10-10 1
Asymmetry: Lp—L 4 =30 km
10-12 . . .

50 150 250 350 450 550
Transmission distance L (km)

Fig. 6. The performance of the asymmetric PM-QKD-LSM protocol for dif-
ferent Alice to Charlie transmission distance under source fluctuation. The
transmission distance is set to satisfy Lp — L4 = 30 km, and the abscissa rep-
resents the total transmission distance (L = Lg + Ly). The fluctuation coef-
ficient 6 = 1% (solid curve) and 6 = 5% (dashed curve) in the asymmet-
ric PM-QKD-LSM protocol are set, respectively. The fluctuation coefficient
0 = 0.4% (dash-dotted curve) and o = 0.5% (dotted curve) in the asymmetric
PM-QKD protocol are studied, respectively.

10-3 T T T
=
)
=
]
-
>
Q
4
-
9]
-
3
9
0
Asymmetry PM-QKD-LSM, o0 =0
- = -Asymmetry PM-QKD-LSM, ¢ =0.01
—-— Asymmetry PM-QKD-LSM, ¢ =0.05
105 " " "

5 10 15 20 25
Transmission distance from Alice to Charlie Ly (km)

Fig. 7. The performance of the asymmetric PM-QKD-LSM protocol un-
der different fluctuation coefficient of light source. For the asymmetric
channel, the fluctuation coefficient ¢ = 0 (solid curve), a small fluctua-
tion ¢ = 1% (dashed curve) and a large fluctuation o = 5% (dash-dotted
curve) are considered.

4. Conclusion

In this paper, we apply the LSM module to the PM-QKD
protocol to solve the non-ideal source problem in practical
QKD systems, where the LSM module is used to estimate
the probabilities of zero photon, single photon and two photon
precisely. We derive the more rigorous secret key rate under
different source fluctuations. The results show that, whether in
symmetric or asymmetric cases, the performance of the PM-
QKD-LSM protocol under UPC is almost the same as those
of the PM-QKD protocol without source fluctuation. More-
over, PM-QKD-LSM protocol has a better performance than

that of PM-QKD protocol with source fluctuation. The sym-
metric and asymmetric PM-QKD-LSM protocol are robust to
the source fluctuation. It is indicated that the PM-QKD-LSM
protocol can still have a long transmission distance with the
fluctuated source in practical QKD systems.
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