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In blind quantum computation (BQC), a client with weak quantum computation capabilities is allowed to delegate
its quantum computation tasks to a server with powerful quantum computation capabilities, and the inputs, algorithms
and outputs of the quantum computation are confidential to the server. Verifiability refers to the ability of the client to
verify with a certain probability whether the server has executed the protocol correctly and can be realized by introducing
trap qubits into the computation graph state to detect server deception. The existing verifiable universal BQC protocols
are analyzed and compared in detail. The XTH protocol (proposed by Xu Q S, Tan X Q, Huang R in 2020), a recent
improvement protocol of verifiable universal BQC, uses a sandglass-like graph state to further decrease resource expenditure
and enhance verification capability. However, the XTH protocol has two shortcomings: limitations in the coloring scheme
and a high probability of accepting an incorrect computation result. In this paper, we present an improved version of the
XTH protocol, which revises the limitations of the original coloring scheme and further improves the verification ability.
The analysis demonstrates that the resource expenditure is the same as for the XTH protocol, while the probability of
accepting the wrong computation result is reduced from the original minimum (0.866)‘1* to (0.819)‘1*, where d* is the
number of repeated executions of the protocol.

Keywords: verifiable blind quantum computation, universal blind quantum computation, measurement-based

quantum computation
PACS: 03.67.Lx, 03.67.Dd, 03.65.Ta

1. Introduction

The concept of “quantum” heralded the birth of the
“quantum era.” It has been theoretically proven that some hard
mathematical problems (NP problems) in classical computers
can be transformed into solvable problems (P problems) via
quantum computation technology. In 1994, American scien-
tist Shor(!?! proved that the parallelism of quantum computa-
tion can quickly solve the prime factors of large numbers, and
proposed a quantum prime factorization algorithm. In 1996,
Grover[?! proposed a quantum search algorithm with a com-
plexity of O(+/n) for disordered databases, while the complex-
ity of the optimal search algorithm in classical computers is
O(n).

Great progress has been made in quantum computer re-
search, but a quantum state is so sensitive to the environment
that any slight change can induce a decoherence effect on it.
Hence, costly and sophisticated instruments are needed to en-
sure the stability of the quantum state. A long-term process
is needed to realize the popularization of quantum computers
as well as classical computers. It is of great practical signifi-
cance to build a quantum computing server, which can provide
cheap and convenient quantum computing services to ordinary
users through remote delegation. Blind quantum computa-
tion (BQC) allows the client’s inputs, algorithms and outputs
to be secret to the server, which satisfies the client’s privacy
requirements. In existing research, the requirements for the
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client’s quantum computation capabilities are contingent on
BQC models, and making the client as classical as possible is
the main development direction. The measurement-only BQC
model* requires the client to be capable of quantum mea-
surement and accessing quantum channels, the universal BQC
modelP! requires the client to be able to prepare single qubits
and access the quantum channel, and the multiple-server BQC
model!®7] based on this model can realize the target of the
client being completely classical.

Considering actual computation experiments, the results
may be incorrect due to the dishonesty of the computation en-
vironment or the server; the verifiable BQC protocol enables
the client to verify the computation results of the server. Ex-
isting studies have explored both the verification of BQC with
the quantum measurement capability of the client!®~!1] and the
verification of the universal BQC.!2-14]

In 2005, Childs!"! proposed the first BQC protocol,
based on the quantum circuit model. The quantum states in
the protocol are encrypted by one-time pads, and the client
should qualify for quantum storage and quantum swap gate
execution. In 2006, Arrighi and Salvail!'® proposed a BQC
protocol that only requires the user to prepare and measure en-
tangled states, which reduces the requirements of the client’s
quantum capability. Nonetheless, the protocol just computes
certain classical functions, which is not a universal BQC pro-
tocol.

In 2009, based on the measurement-based quantum com-
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putation model, Broadbent et al.’! proposed the first univer-
sal BQC protocol, which requires the client to prepare sin-
gle qubits and access the quantum channel. According to the
qubits sent by the client, the server constructs the resource
state (brickwork state) for computation, and then measures the
qubits of the brickwork state and completes the computation
under the control of the client. To further reduce the quantum
capability requirements of the client and make the client as
classical as possible, Morimae and Fuji'®! proposed a double-
server BQC protocol that only requires the client to access the
quantum channels, but the two servers cannot intercommuni-
cate, ensuring the security of the protocol. To address this is-
sue, Li et al.!”l proposed a three-server BQC protocol. Using
entanglement swapping technology, users just need to have the
capacity to access quantum channels, and the three servers can
directly communicate with each other. Nevertheless, the pro-
tocol requires three quantum servers and corresponding inter-
actions between them, so the implementation of quantum com-
putation is still hard. Therefore, Xu et al.!'” proposed univer-
sal single-server BQC for classical clients in 2014. In 2013,
Morimae and Fuji!*! proposed a measurement-only BQC pro-
tocol. In this protocol, the preparation of qubits is outsourced
to the server, and the specific computation is completed by
the client. Compared with the common multiple-server BQC
model, the client needs to have more quantum capabilities.

BQC has been verified by experiments in some studies. In
2011, Barz et al.!"® first elaborated the experimental demon-
stration of blind quantum computing. They demonstrated a
variety of blind delegate computations, including one and two
qubit gates and the Deutsch and Grover algorithms. It is note-
worthy that the experiment is the first step towards uncondi-
tionally secure quantum computing in client—server environ-
ments. In 2013, Fitzsimons er al.!'” proposed the first exper-
imental verification of verifiable universal BQC. It theoreti-
cally indicates how a verifier with the least quantum resources
can test a quantum computer and experimentally demonstrates
the protocol with four photon qubits. In 2016, Greganti et
al.? utilized photonic devices to generate four-qubit clus-
ter states, and experimentally proved the results of computa-
tion and verification of a measurement-only BQC protocol.
In 2017, Huang et al.>!! implemented a proof-of-principle
experiment for completely classical clients. All BQC exper-
iments before this protocol require the client to have weak
quantum capabilities. However, this experiment proves the
feasibility of a completely classical client performing secure
computing on a quantum computation server by experiments,
which has a significant bearing on secure cloud quantum com-
puting.

In practice, the correctness of BQC may be affected by
diverse factors, such as channel noise, server dishonesty and

device error. There are two main techniques to solve the

above problems in the current research. One is to adopt logic
qubits with fault tolerance or error correction capabilities as
basic quantum computation resources, like fault-tolerant codes
DF states 223! or quantum error-correcting codes.>>*2>! This
method largely aims at the influence of environmental noise in
quantum computation. Another way is to insert special qubits
for detection in the computation graph and exploit the com-
putation results of these qubits to verify the correctness of the
overall computation results, so as to discover the dishonesty of
the server with a certain probability.

In 2014, Morimae!®! proposed a verifiable BQC protocol
for the measurement-only BQC model. The server prepared
the RHG state[?) as the verifiable computation graph state,
and the client measured all the qubits and judged whether the
server was honest in light of the measurement results of the
trap qubits. In 2015, the verifiable BQC protocol proposed by
Hayashi and Morimae!®! did not utilize trap qubits. The proto-
col asked the server Bob to generate a copy of the graph state
for BQC, and each qubit was sent to the client Alice in turn.
Alice verified the stabilizer(!?] of the graph state copy to deter-
mine whether Bob had sent the correct graph state, to finally
determine whether Bob was honest.

For the universal BQC model, Fitzsimons and Kashefil!?!
proposed an unconditionally verifiable universal BQC proto-
col (FK protocol) in 2015, and introduced the cylinder brick-
work state and the dotted-complete graph state as the new
computation resource state. In addition to computation qubits,
the computation resource state also includes the dummy qubits
and the trap qubits, which eliminates the entanglement be-
tween the computation qubits and the trap qubits by the
dummy qubits, so that each trap qubit has a certain measure-
ment result through the verification of the measurement results
of trap qubits, realizing the detection of the server’s computa-
tion. In 2017, Kashefi and Wallden!'3! improved the above
protocol and designed an optimization scheme with fewer
quantum resources (KW protocol). In 2020, Xu et al.!'*) fur-
ther improved the construction method of the verifiable com-
putation graph state (XTH protocol), which reduces quantum
resources and realizes a lower probability of accepting an in-
correct computation result. However, its coloring scheme has
limitations, and the probability of accepting incorrect compu-
tation results remains at a high level. In this paper, we improve
this work to compensate for the deficiencies of the original
scheme and further reduce the probability of accepting incor-
rect computation results. The number of required qubits is the
same as for the XTH protocol, while the probability of accept-
ing the wrong computation result is reduced from the original
minimum (0.866)¢" to (0.819)¢", where d* is the number of
repeated execution of the protocol.

The rest of this paper is organized as follows. In Sec-
tion 2, we introduce and analyze the existing verifiable univer-
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sal BQC protocols. In Section 3, the limitations of the exist-
ing schemes are analyzed and our improvement protocol is put
forward. Finally, a summary is given in Section 4.

2. Verifiable universal BQC protocols

Suppose that the client is Alice and the server is Bob in
BQC. To introduce trap qubits as detectors in the computation
graph state is the main inspiration to realize the verifiability of
the computation results. The position and state of these trap
qubits are unknown to Bob, so Bob cannot interfere with the
actual quantum computation while keeping the trap qubits un-
affected.

2.1. Preliminaries
2.1.1. The operation of adding vertices

The operation of adding a vertex to each edge of a graph G
is denoted as ~ (G). The graph G after performing the ~ (G)
operation is called the dotted graph, which is denoted as G.
The newly added vertices are called the added vertices, and
the set of added vertices is denoted as A(a) The original ver-
tices are called the primary vertices, and the set of primary
vertices is denoted as P(G) .

Figure 1 shows the complete graph K4 and the dotted-
complete graph Ky with four vertices, |A(Ky)| = 6, |P(Ky)| =
4.

Ky K 4
Fig. 1. Complete graph K, and the corresponding dotted-complete graph K.

In the verifiable universal BQC protocol, the computation
is mainly performed by designing the graph state with a veri-
fication function. In the following description, we utilize the
graph language to express the designing idea of the computa-
tion graph state, and then utilize the graph state in the specific
computation process.

2.1.2. Types of qubits in the computation graph

Computation qubits This refers to the qubits that per-
form the actual quantum computation in the computation
graph state.

Trap qubits This refers to the qubits in the computation
graph state to verify the correctness of the computation results.

Dummy qubits This refers to the qubits that are not en-
tangled with any qubit in the computation graph state. Dummy
qubits are randomly in |0) or |1). The controlled phase rever-
sal CZ operation does not entangle the qubits in |0) or |1) with
other qubits. In a graph with a verification function, all the
qubits on the adjacent vertex positions of the trap qubits are

dummy qubits, which makes the trap qubits unentangled with
the computation qubits in the graph state. Accordingly, the
measurement of the computation qubits does not impact the
trap qubits, and each trap qubit has an explicit measurement
result.

2.2. FK protocol'?! based on the dotted-complete graph
state

2.2.1. Overview

This scheme utilizes a dotted-complete graph state as the
resource state, the author proves it can realize universal quan-
tum computation via performing single-qubit measurement on
dotted-complete graph state. The dotted-complete graph state
contains redundant qubits (trap qubits and dummy qubits), so
as to perform the verification function. According to its own
computation task, Alice designs a dotted-complete graph state,
determines the positions of computation qubits, trap qubits
and dummy qubits and their corresponding series of measure-
ments, and next prepares corresponding single qubits (dummy
qubits are in |0) or |1) at random, while other qubits are in
| 4+ 0) at random, where 6 € {r/4,...,71/4}). Bob performs
controlled phase reversal CZ operation on these qubits to gen-
erate a dotted-complete graph state, and then performs a series
of measurements specified by Alice on this graph state to com-
plete computation and verification.

2.2.2. Construction of dotted-complete graph state
with verification function

(D) Alice selects the security parameter d and transforms
the quantum circuit into a series of single qubit measurements
on the N-vertices fault-tolerant graph state |Gy ), so as to con-
firm that the graph state designed for computation ought to be
a dotted-complete graph state |K3y) with 3N primary vertices.

(II) Alice determines the position of the computation
qubits, trap qubits and dummy qubits in the graph state and
their corresponding series of measurements in the graph state
in the following ways:

(1) The primary vertices of the dotted-complete graph cor-
responding to the graph |K3y) are randomly selected as a set of
three primary vertices Py, P>, P;. The qubits, which are located
at the added vertex between any two primary vertices belong-
ing to different primary vertex sets, are selected as dummy
qubits. The remaining qubits form three separate primary ver-
tices sets of the dotted-complete subgraph state P, P>, P;, de-
noted as I?p] s sz, Kp3.

(ii) One of the three subgraph states is randomly selected
as the graph state to perform the computation task. The qubits
at the primary vertex positions are all computation qubits, and
the qubits at the other positions are dummy qubits. The com-
putation on the graph state |Gy ) is realized by performing the
measurement operation. The other two subgraph states are uti-
lized solely for verification. The qubits at the primary vertex
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(or added vertex) positions are taken as trap qubits, and the
surplus of qubits at the added vertex (or primary vertex) posi-
tions are dummy qubits.

For Bob, the positions of computation qubits, trap qubits
and dummy qubits are entirely random. Therefore, the verifi-
cation to the server can be implemented.

2.2.3. Performance index

The authors define “e-verifiable” to measure the verifica-
tion ability of the verifiable universal BQC protocol.

Definition 1 A verifiable BQC protocol is “g-verifiable”,
which means that the upper bound of the probability of Alice
accepting incorrect results is €.

For the computation executed on the N-qubits graph
state, the scheme needs 3N (3N + 1) /2 qubits, which realizes
“(2/3)2 4/5] verifiable”, where d is a security parameter, rep-
resenting the distance of error correcting code used in the FK
protocol.

2.3. KW protocol 13!

Intending to cut down the resource state expenditure of
the FK protocol, the KW protocol propounds a new graph
state, the dotted triple-graph state, to execute computation and
verification.

2.3.1. Dotted triple-graph

As shown in Fig. 2, the construction method of the dotted
triple-graph is as follows:

(i) A base graph G is given, where vertices v € V(G) and
edges e € E(G), as shown in Fig. 2(a).

(a) i1 U3 Uy

(b) PHI Pu2 Pv3 Pv4
M)
- %

Fig. 2. Construction of DT (G).

(ii) For each vertex v;, a set of three primary vertices
P, = {P/',Py",P'} is defined. The vertices are represented
by circles.

(iii) For each edge e(v;,v;) € E(G) connecting two ver-
tices v;,v; (i # j), a set containing nine edges is defined to
connect each vertex in P,, and ij.

(iv) The graph obtained according to step (ii) and step (iii)
is the triple graph T'(G), as shown in Fig. 2(b).

(v) The dotting operation is executed on 7(G), and the
added vertices are denoted as A, with squares. Finally, the
dotted triple-graph DT (G) is obtained, as shown in Fig. 2(c).

2.3.2. Construction of dotted triple-graph state with
verifiable

Similar to the FK protocol, Alice sets the trap qubits
and dummy qubits in the computation dotted triple-graph state
|DT (G)), prepares the corresponding qubits and performs spe-
cific measurements to realize the verification function. Alice
selects the computation qubits, trap qubits and dummy qubits
by designing the coloring scheme.

(D A coloring scheme is designed for the dotted triple-
graph DT (G). Assuming that the color set is {green, white,
red, black}, the method is as follows:

(i) The color of each primary vertex in DT (G) is ran-
domly determined to be white, black or green, and the colors
of the three vertices in each primary vertex set vary from one
to another, as shown in Fig. 3(a).

(i1) The color of each added vertex is determined in light
of the primary vertex color. The specific rules are as follows:
if the color of the two primary vertices adjacent to the added
vertex are the same, then the added vertex is colored as the
primary vertex; otherwise, the added vertex is colored as red,
as shown in Fig. 3(b).

(IT) According to the coloring scheme, Alice determines
the position of computation qubits, trap qubits and dummy
qubits.

(1) According to the coloring scheme of the dotted triple-
graph DT (G), Alice chooses the red qubits of added vertex po-
sitions as dummy qubits, and the remaining qubits form three
subgraph states which are the same as the dotted triple-graph
state [DT(G)) of the basic graph state |G). Each subgraph
state contains only one color and the color is definitely dis-
parate as shown in Fig. 3(c).

(ii) Alice randomly selects one of the three subgraph
states as the graph state to perform the computation task. The
other two subgraph states are utilized solely for verification.
The qubits at the primary vertices (or added vertices) are taken
as trap qubits, and the remaining qubits at the added vertices

(or primary vertices) are dummy qubits, as shown in Fig. 3(d).
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(a)

LSESE

VAN :

w‘ - .v..
VO 17‘»" N }“y"‘}'{
PV Voa

(c)

Fig. 3. Coloring and break operations of DT'(G).

2.3.3. Performance index

The number of vertices of the dotted triple-graph DT (G)
designed by this protocol is |V (DT (G))| = 3|V (G)|+9|E(G)],
where [V(G)| =N and |E(G)| < ¢N; c is the maximum degree
of the vertices of the base graph G, which is a constant. Com-
pared with the FK protocol, the cost of the resource state is
reduced from quadratic O(N?) to linear O(N). The KW proto-
col realizes “8/9 ~ 0.899-verifiable”. Aimed at enhancing the
verification ability, the scheme proposes that the protocol can
be implemented “0.899¢ -verifiable” by executing the same
computation task multiple times, where d* is the number of
repeated executions of the protocol.

2.4. XTH protocol!!4!

On behalf of further decreasing the resource state expen-
diture and enhancing the verification capability of KW proto-
col, the XTH protocol exploits utilization of the graph state
corresponding to the sandglass-like graph to perform compu-
tation.

2.4.1. Sandglass-like graph

As shown in Fig. 4, the construction method of the
sandglass-like graph is as follows:

(i) They are given a base graph G, where vertices v €
V(G) and edges e € E(G), as shown in Fig. 4(a).

(i1) For each vertex v;, a set of two primary vertices
P, ={P/",P;'} is defined. P’ is the kth vertex of set P,,, and
the primary vertices are represented by circles.

(iii) For each edge that connects two vertices e(v;,v;) €
E(G),asetE, = {e}},e}]-z,e%jl7e%j2} containing four edges is
defined to connect each vertex in P, and P,'.

(iv) The graph obtained according to step (ii) and step (iii)
is defined as intermediate graph /(G), as shown in Fig. 4(b).

(v) The dotting operation is executed on I(G), and the
added vertices are denoted as A, with squares. Finally, the
sandglass-like graph S(G) is obtained, as shown in Fig. 4(c).

Fig. 4. Construction of S(G).

2.4.2. Construction of sandglass-like graph state with
verifiable

Similar to the KW protocol, Alice chooses the compu-
tation qubits, trap qubits and dummy qubits by designing the
coloring scheme on the sandglass-like graph state.

(D A coloring scheme is designed for the sandglass-like
graph S(G). Assuming that the color set is {green, white, red},
the method is as follows:

(i) In each primary vertex set, one vertex is randomly se-
lected to be colored green, and the remaining vertex is colored
red with a probability of o and white with a probability of
1 — a, where o is a constant.

(i1) The color of the added vertex is determined in light
of the primary vertex color. The specific rules are as follows:
if the colors of the two adjacent primary vertices are differ-
ent, the added vertex is colored white; if the two primary ver-
tices adjacent to the added vertex are green, the added vertex
is colored green; and if the two primary vertices adjacent to
the added vertex are white, the added vertex is colored red, as
shown in Fig. 5(a).

(II) According to the coloring scheme, Alice determines
the position of computation qubits, trap qubits and dummy
qubits.

According to the coloring scheme of the sandglass-like
graph S(G), Alice selects the qubits at the white vertices as
the dummy qubits, and the remaining qubits form a subgraph
state which is the same as the dotted graph state |D(G)) of the
basic graph state |G) and some qubits which are not entangled
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with any qubit (corresponding to the red vertex positions). The
subgraph state is utilized as the graph state to perform the com-
putation task, and the qubits at the red vertices are utilized as
trap qubits, as shown in Fig. 5(b).

(a)

Fig. 5. Coloring and break operations of S(G).

2.4.3. Performance index

The number of vertices of the sandglass-like graph S(G)
designed by this protocol is [V (S(G))| = 2|V (G)|+4|E(G)],
where |V(G)| = N and |[E(G)| < ¢N; ¢ is the maximum de-
gree of the vertices of the base graph G, which is a constant.
Compared with the KW protocol, the cost of the resource
state is further reduced. The XTH protocol realizes “0.866-
verifiable”. In order to further improve the verification capa-
bility, the method of multiple execution of the same computa-
tion task proposed by the FK protocol is adopted to finally re-
alize “(0.866)?" -verifiable”, and d* is the number of repeated
executions of the protocol.

3. Improvement of the XTH protocol
3.1. Limitations of coloring scheme in XTH protocol

Although the XTH protocol utilizes fewer resources to
improve the KW protocol and realize the verification of the
computation results of the BQC server, the protocol still has
the following problems.

According to the coloring scheme, the color set of any pri-
mary vertex set is {green, white} or {green, red}. There are
edges between any two vertices belonging to different vertex
sets in the sandglass-like graph, which means that there exist
added vertices. Hence, the colors of the two primary vertices
adjacent to any added vertex may be different, or they may
both be green, white, or red.

(i) The coloring scheme does not consider how to color
the added vertices when the two primary vertices are both red.
The situation is that if there are two adjacent primary ver-
tices whose colors are red, it would not take the corresponding
qubits of added vertex positions into account in the subsequent
computation. If the qubits at these positions are simply se-
lected as dummy qubits, the trap qubits in the final graph state
will only contain the primary vertices without added vertices,
as shown in Fig. 6. If the server’s dishonesty acts on the qubits
of added vertex positions, the client can not detect it.

(i) The coloring scheme may result in no red vertices
in all the primary vertices; after selecting white vertices as
dummy qubits, the trap qubits in the final graph state only in-
clude added vertices but no primary vertices. If the server’s
dishonesty acts on the qubits of primary vertex positions, the
client cannot detect it. This protocol adopts the resource
state of the XTH protocol. A new coloring scheme for the
sandglass-like graph S(G) is designed, which solves the prob-
lem of coloring limitations in the XTH protocol and further

improves the detection ability.

(a)

Fig. 6. An example of coloring limitation in XTH protocol.

3.2. Improved coloring scheme

(i) The color set of primary vertices is {red, green, blue}.
In each primary vertex set, one vertex is randomly selected to
be colored green, and the remaining vertex is colored red with
a probability of & and blue with a probability of 1 — ¢, where
o € (0,1) is a constant.

(ii) The color set of the added vertices is {white, red,
green, blue}. The colors of the added vertices are determined
in light of the primary vertex color. The rules are as follows.

If the colors of the two primary vertices adjacent to the
added vertex are different, the added vertex will be colored
white; if the two primary vertices adjacent to the added vertex
are green, the added vertex is colored green; if the two pri-
mary vertices adjacent to the added vertex are red, the added
vertex is colored blue; and if the two primary vertices adjacent
to the added vertex are blue, the added vertex is colored red,
as shown in Figs. 7(a) and 8(a).

(a) (b)

Fig. 7. Improved coloring scheme 1 of S(G).
3.3. Determination of computation qubits, dummy qubits,
and trap qubits

According to the above coloring scheme, the client selects
the qubits at the white vertex positions as the dummy qubits.
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The remaining qubits form a subgraph state which is the same
as the dotted graph state |D(G)) of the basic graph state |G)),
a subgraph state composed of red and blue vertices, and some
qubits which are not entangled with any qubit, as shown in
Figs. 7(b) and 8(b).

When the number of blue vertices is no less than that of
red vertices: The qubits at the red vertices are selected as the
dummy qubits. All the qubits that are not entangled with any
qubits in the graph state are taken as the trap qubits, and the
subgraph state that is the same as the dotted graph state |D(G))
is taken as the computation graph state to perform the compu-
tation task, in which all the qubits are computation qubits, as
shown in Fig. 7(c).

When the number of red vertices is more than that of blue
vertices: The qubits at the blue vertices are selected as the
dummy qubits. All the qubits that are not entangled with any
qubits in the graph state are taken as the trap qubits, and the
subgraph state that is the same as the dotted graph state |D(G))
is taken as the computation graph state to perform the compu-
tation task, in which all the qubits are computation qubits, as
shown in Fig. 8(c).

(a) (b)

Fig. 8. Improved coloring scheme 2 of S(G).

3.4. Implementation of the protocol

The implementation of the protocol is divided into prepa-
ration phase, computation phase and verification phase. We
assume that the client in our protocol is Alice, and the server
is Bob.

3.4.1. Preparation phase

(i) Alice designs the sandglass-like graph S(G) accord-
ing to the computation task and randomly selects a coloring
scheme satisfying the following conditions, then determines
the position of the computation qubits, dummy qubits and trap
qubits in the sandglass-like graph S(G):

When coloring, in order to determine the position of trap
qubits in the final graph state both in the primary vertex set
and in the added vertex set, Alice randomly selects a color-
ing scheme to ensure that the colors of primary vertices in the
coloring scheme include three colors, and simultaneously, the
number of blue vertices is no less than that of red vertices,
which notably makes the detection rate of the scheme higher.
Otherwise, another coloring scheme satisfying this condition
is selected again.

(ii) Alice records the sequence of measurement angles
on each qubit, where @ = (¢:)<i<(on44cn) and @; € A =
{0,m/4,...,7n/4}; for all the trap qubits and dummy qubits,
¢, =0.

(iii) Alice prepares a binary string s of length 2N + 4cN
with all initial values of 0, which is utilized to record the mea-
surement results of each qubit.

(iv) Alice records the random values 6;,r;,d;,x; corre-
sponding to qubit i, where 6; € A, r;,d;,x; € {0,1}.

(v) Alice prepares the qubits needed for the sandglass-
like graph state |S(G)). If the qubit is a dummy qubit, it is
prepared as |d;), otherwise it is [Tjen,(inp 7% |+6;), where D
is the set of all dummy qubits in the graph state |S(G)), and
Ng(i) is the set of all adjacent vertices of vertex i in graph
S(G). Bob utilizes controlled phase reversal CZ operation to
prepare a sandglass-like graph state for the received qubits.

3.4.2. Computation phase

(i) Alice computes the measurement angle & =
C(i, ¢;, 0;,r;,s) of each qubit, and sends the measurement an-
gle to Bob; if qubit i is a dummy qubit, then @; = 0; 4 r; 7.

(ii) Bob utilizes basis |+ §;) to measure qubit i, and then
sends the measurement result b; to Alice.

(iii) Alice modifies the value of s; in s to b; B r;.

(iv) The above steps are repeated until the computation is
completed.

(v) Bob sends the computation result to Alice.

3.4.3. Verification phase

Alice verifies the measurement results of trap qubits. For
the measurement result b; of each trap qubit, if b, = r; is sat-
isfied, Bob is proven to be honest, and Alice accepts the com-
putation results; otherwise, Alice judges that Bob is dishonest
and refuses the computation.

3.5. Protocol analysis

3.5.1. Blindness and correctness analysis

The blindness and correctness are similar to the XTH pro-
tocol.

For the blindness, because the positions of all trap qubits
and dummy qubits in the computation graph state are unknown
to Bob, the protocol satisfies blindness.

For correctness, we have designed a new coloring scheme
to determine the position of each qubit in the computation
graph state. Two independent computation and trap subgraphs
can be obtained by measuring the dummy qubits in the compu-
tation graph state. The computation subgraph is used to per-
form the computation function similar to the universal BQC
protocol. Each qubit in the trap subgraph can obtain a de-
terministic computation measurement result if the server ex-
ecutes the measurement honestly. Therefore, the correctness
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of the computation subgraph comes from the correctness of  attack in at least one qubit, i.e.,

Bi| +|Ci|+ |D?| > 1, where

the universal BQC protocol, and the correctness of the trap

subgraph comes from the deterministic computation results of Ai = {}/: Gy =1, <Y<2N+ 4CN} ’

each trap qubit. Hence, the protocol satisfies correctness. Bi = {y: 01y =X, 1 <y<2N+4cN},
Ci={y:0py=Y,1<y<2N+4cN},

3.5.2. Verifiability analysis D; = {},: Giy=Z,1<7y< 2N+4cN}, (1

From Theorem 3 of the KW protocol, we can see that DO
1

is the subset of the output qubits in the set D;; if the

any deviation between the incorrect computation result and the qubit ¥ is an output qubit (non-measurement qubit), then oy, €

correct computation result can be expressed by some Kraus {X,Y,Z}, otherwise Oy € {(x,v}.
operators; these operators can be written as a linear combina- The maximum probability of Alice accepting the error
tion of Pauli matrices o; € {/,X,Y,Z}. Using set E; to denote ~ computation result is defined as Ppcorrect; according to theo-

the set o; € {I,X,Y,Z} of all attack strategies with non-trivial rem 3 in the KW protocol, a conclusion can be drawn that

Poconct < mx 1 p(1) [ ] (Z p(6)p(r) (" |y nrf>>2> . o

T teT \6;,r;

In the above formula, p(T) is the probability of different trap qubit distributions in the added vertex set and primary vertex set,
6, and r; indicate the value of whether the trap qubit ¢ belongs to the output qubits, p(6;) and p(r;) represent the probability of
choosing 6, and r; respectively, and vy = {r;, 6, } represents Alice’s choice of random variable parameters for trap qubits. If the
trap qubit 7 is the output qubit |n,”) = [+6;), otherwise |1,”) = |[+r;). 0, € E; represents the Pauli attack acting on the trap
qubit 7.

The KW protocol proves that the condition for maximizing Ppcorrect 18 that Bob has the least non-trivial attack, which means
that there is only one non-trivial attack, and so

2

Pincorrect < né%XZP(T) Z p (91)17 (rt) (<nth ‘O-i|r| ntVT>) s 3)
1efi T 6.1

where Y7 p(T) = X,ﬁ eFy Z,ﬁ ¢Fy p(T) = Z,ﬁe £y P (tﬁ); from this, we can obtain that the maximum probability of Alice accepting

the incorrect computation result is

Pincorrect S max Z Z p (tﬁ) p (etﬁ) p (rtﬁ) (<ntg
i€E; IﬁEFﬁ B,ﬁ ,r,B

) o

Gi‘l‘ﬁ

Fp represents the location of a non-trivial attack by Bob on qubit 8; if 8 belongs to the primary vertex set (f € By, then
Fg = Ry, otherwise B e Aeg) Fp =Acy. P(tg) represents the probability that qubit 3 is a trap qubit.

The maximum missed detection rate of Alice can be divided into three cases: (i) The non-trivial attack acts on the non-output
primary vertex qubits. (ii) The non-trivial attack acts on the non-output added vertex qubits. (iii) The non-trivial attack acts on
the output primary vertex qubits.

(D If the number of blue vertices in the selected coloring scheme is no less than the number of red vertices, then:

(1) If the non-trivial attack acts on the non-output primary vertex qubits, Fg = RI,‘;O, then

my))

Pincorrect < max Z Z p (tﬁ)p (etﬁ) p (rtﬁ) <<nt];3T Oiltg
‘"B

ick;
1 PNO )
tﬁe vg
2
r’ﬁ>)

GI"Z‘B

1 2 2
—mage B8 [a (o)) £ =00 (i ))']
icE; 16[ €PNO 6,1
BEfvg” Tptp
- I,IéaE),(i; * PN0’ e PNO’ (<+r"‘ Oileg +r’/3>) +8(1-a)(1)
B Vg Vg
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= —ea | 1 16(1 — — max — l—a)=1-—-
= max oo 60 ‘ +0| +16(1—0a) IiréaE),-(2a+( o) 5% %)

where 6, € {0,7/4,...,71/4}, 1,y € {0, 1}, so in the above formula p(6;; ) p(ri;) = 1/8 x 1/2=1/16. According to the structure
and coloring of the resource state, for any non-output primary vertex set, the color set is {green, red} with the probability of a
(the qubits corresponding to the vertices in the primary vertex set are composed of computation qubits and trap qubits), and
the probability of 1 — o is {green, blue} (the qubits corresponding to the vertices in the primary vertex set are composed of
computation qubits and dummy qubits) and |PVI;O| =2. Oy, is non-trivial if § = t5 while it is identity otherwise, for any non-
trivial attack. Traversing all the values r;;, Gy, , we can obtain erﬁ ((—f—rtﬁ \Gmﬁ |+ Tig N2 <0.

(i) If the non-trivial attack acts on the non-output added vertex qubits, Fg = A,;, then

Fincorreer. < max Y ) P(’ﬁ)P<9fﬁ)p(r’ﬁ) (<nfvﬁr °

) iltp
1 Ao O g

8ﬁ7

m))

1 2
=maxge L L () (<+’"’B Oileg +”B>)
i€E; 1€ 6151y
1 2 2
—mp ¥OY [a((w Sy 1)) )+<1_a>(<+r,ﬁ|1|+r,ﬁ>)}
t EAgﬁ G,B rtﬁ
1 2 (Aeﬁ _1) 2 2 2\/1)2
= max— ¥ { 8a (1) + (<+r, Gy | 71 >) +8(1—a?)(1)
i€E; 16 Ae Ae B B B
B B
~ max— { 1602 Mw +16(1—a?) p =ma §oc2+(1—oﬂ)—1—loc2 (©6)
~ iep 16 A, ~RE 4 -
B

According to the structure and coloring of the resource state, for any non-output primary vertex set, the color set is {green, blue,
white} with the probability of a? (the qubits corresponding to the vertices in the added vertex set are composed of computation
qubits, trap qubits and dummy qubits), and the probability of 1 — a? is {green, white} (the qubits corresponding to the vertices in
the added vertex set are composed of computation qubits and dummy qubits) and [A.; | = 4. € = max {1-(1/2)a,1—(1/4)a?}.
As long as the value of o is greater than 0.733, then € > 0.866; when the value of « is infinitely close to 1,
1 1,
€= max{l -5 1- 7 } =max{0.5,0.75} = 0.75.

(IT) If the number of red vertices in the selected coloring scheme is more than the number of blue vertices, then:
(i) If the non-trivial attack acts on the non-output primary vertices qubits, Fg = ng;), then

Pnconect < max Y X P(fﬁ)P(etﬁ>P<rfﬁ) <<’7¥ N "'g>)2

i‘tﬁ
ig EPE}O erﬁ Jtﬁ

= I,‘é%xﬁ, G%O 9r§’ﬁp(t5 ({5 +r’B>)2
erg)) ) v (o))

Gi‘tﬁ

1

=maxge )Y {(1‘“)(«”’/3

NO
g EPﬁ etﬁ rtﬁ

o-l‘[ﬁ

| () P 2]+ oy
= max e X4 8(1- @) o O‘ ((rip g | +735)) | +821)
g Vg
—maxi 16(1 — ) <7‘_1)+0 +16a —maxl(l—a)—ka—l—l—la @)
- ieE; 6 PNO‘ - i€E; o 2 2 ’
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Likewise, according to the structure and coloring of the resource state, for any non-output primary vertex set, the color set is

{green, blue} with the probability of 1 — o (the qubits corresponding to the vertices in the primary vertex set are composed of
computation qubits and trap qubits), and the probability of o is {green, red} (the qubits corresponding to the vertices in the

primary vertex set are composed of computation qubits and dummy qubits) and |PVIZO| =2.

(ii) If the non-trivial attack acts on the non-output added vertices qubits, Fg = A, then

Picorrect < m%x Z
e Lig€A, 1
B BB

1

= max —

i€E; 16tﬁZ Z p(tﬁ) <<+rt5

EAeg 615715
{(1 —a)? <(<+r,l,

O-ilfﬁ

1

Y plp)p (efﬁ) p (”ﬁ) (<”fg
+’"’ﬁ>>2

eﬁ’

my))

o-l‘l‘ﬁ

= I}é%),-(mtﬁ;&ﬁ 9:,§f,3 Giltg +rtﬁ>)2) +(1-(1-a)?) (<+m;|1+rtﬁ>>2}
:mllzﬁ 8(1 - a)? (Ae:eﬁ_l)mu ™ (o, | +)) | 80— —02) (1)

A, | —1
~ max— 16(1 — a)? MJFO +16(1—(1—a)?)

iEE,’l Aé[3
B 3 ) n 31 1,
= rl%aEpl;Z(l )+ (1-(1-a)’) = 1T 2% 7 )

According to the structure and coloring of the resource state,
for any non-output primary vertex set, the color set is {green,
red, white} with the probability of (1 — c)? (the qubits corre-
sponding to the vertices in the added vertex set are composed
of computation qubits, trap qubits and dummy qubits), and
the probability of 1 — (1 — &) is {green, white} (the qubits
corresponding to the vertices in the added vertex set are com-
posed of computation qubits and dummy qubits) and |A, 5 | =4.
e=max{(1/2)+(1/2)e,(3/4)+ (1/2)oc — (1/4)a*}.

If there are more red vertices than blue vertices in the se-
lected coloring scheme, then when « is infinitely close to 1, €
will also be infinitely close to 1, which greatly reduces the de-
tection rate of the scheme. Therefore, for the coloring scheme,
only the scheme with no less blue vertices than red ones is
selected.

However, when « is infinitely close to 1, the probabil-
ity that the number of blue vertices in the coloring scheme
is no less than the number of red vertices is relatively low,
so combining the two cases, choosing o« = 0.85, then € =
max{0.575,0.819} = 0.819.

This scheme does not consider non-trivial attack acts on
the output primary vertex qubits. Since the main focus of
this solution is to achieve verifiable BQC without adding ad-
ditional client quantum capabilities, non-trivial attacks acting
on the output of the primary vertex qubits mean that the com-
putation output is a quantum output, and the client needs to
measure the output qubits. Quantum measurement will un-

doubtedly increase the quantum capability requirements of the
client.

Therefore, the maximum probability that Alice accepts an
incorrect computation result in this scheme is € = 0.819.

In order to reduce the probability of Alice accepting an
incorrect computation result, repetition technology similar to
the KW and XTH protocols is adopted. Diverse random pa-
rameters are selected for each repetition. For the same compu-
tation, each repetition will have the same computation result.
Therefore, the maximum probability of Alice accepting an in-
correct result is “(0.819)“’* -verifiable”, where d* is the number

of repetitions.

3.5.3. Comparison with existing protocols

Table 1 shows the comparison between the proposed pro-
tocol and the existing work (FK protocol, KW protocol, XTH
protocol) in terms of the required resource state cost and ver-
ifiability index. The results show that the proposed protocol
compensates for the existing protocol limitations and improves

the verification ability.

Table 1. Comparison of cost and verification capability of verifiable BQC
scheme.

Protocol Required resource state qubit cost ~ “g-verifiable”
FK!12I 3N(3N+1)/2 (2/3)1%/51
Kw!13] 3N(3c+1) (0.889)¢"
XTH! 2N +4cN (0.866)"
Our protocol 2N +4cN (0.819)¢"
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4. Conclusion

BQC is of great significance to the application of quantum
computation in practice. In this paper, the existing verifiable
universal BQC protocols are analyzed and compared in detail.
The limitations of existing protocols are corrected and the veri-
fication capability is markedly improved. Generally speaking,
the verification ability of the protocols in the research needs
further improvement, and the quantum capability of the client
needs further reduction. In the future, the verifiability of multi-
server universal BQC with the classical clients can be consid-
ered. Ref. [27] summarizes various challenges and future de-
velopment directions in the field of verifiable BQC, such as
significant reduction of the overhead and noise sensitivity, and
verification of quantum simulators and other special-purpose

devices, which provides guidance for future research.

References

[1] Shor PW 2014 In Proceedings of 35th Annual Symposium on the Foun-
dations of Computer Science, IEEE Computer Society Press, Novem-
ber 20, 1994 Los Alamitos, CA, USA, pp. 124-134

[2] Shor P W 1999 Siam. Rev. 41 303
[3] Grover L K 1996 arXiv:9607024[quant-ph]
[4] Morimae T and Fuji K 2013 Phys. Rev. A 87 3393

[5

=

[6]
[7]
[8]
[9]
[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
(18]

[19]
[20]
[21]
[22]

[23]
[24

[25]

[26]
[27]

050305-11

Broadbent A, Fitzsimons J and Kashefi E 2009 0th Annual IEEE Sym-
posium on Foundations of Computer Science (Atlanta:IEEE) p. 517
Morimae T and Fuji K 2013 Phys. Rev. Lett. 111 47

Li Q,Chan W H, Wu C H and Wen Z H 2014 Phys. Rev. A 89 2748
Morimae T 2014 Phys. Rev. A 89 4085

Hayashi M and Morimae T 2014 Phys. Rev. Lett. 115 220502
McKague M 2016 Theor. Comput. 12 1

Morimae T 2016 Phys. Rev. A 94 042301

Fitzsimons J F and Kashefi E 2017 Phys. Rev. A 96 012303

Kashefi E and Wallden P 2017 J. Phys. A: Math. Theor. 50 145306

Xu Q S, Tan X Q and Huang R 2020 Entropy 22 996

Childs A M 2005 Quantum Inf. & Comput. 5 456

Arrighi P and Salvail L 2006 Int. J. Quantum Inf. 4 883

Xu H R 2014 arXiv:1410.7054[quant-ph]

Barz S, Kashefi E, Broadbent A, Fitzsimons J F, Zeilinger A and
Walther, P 2012 APS March Meeting 2012, Monday—Friday, February
27-March 2, 2012, Boston, Massachusetts, p. T30-010

Barz S, Fitzsimons J F, Kashefi E and Walther P 2013 Nat. Phys. 9 727
Greganti C, Roehsner M C, Barz S, Morimae T and Walther P 2016
New J. Phys. 18 013020

Huang H L, Zhao Q, Ma X, Liu C, Su Z E, Wang X L, Pan J W, Ma X
F, Li L, Liu N L, Sanders B C and Lu C Y 2017 Phys. Rev. Lett. 119
050503

Morimae T and Fujii K 2006 Nat. Commun. 3 1036

Xiao M, Liu L and Song X L 2018 Quantum Inf. Process. 24 63
Takeuchi Y, Fujii K, Ikuta R, Yamamoto T and Imoto N 2016 Phys.
Rev. A 93 052307

Chien C H, Meter R V and Kuo S Y 2015 Acm J. Emerg. Tech. Com.
12 1

Raussendorf R, Harrington J and Goyal K 2007 New J. Phys. 9 199
Fitzsimons J F 2017 npj Quantum Inf. 3 11


https://phys.uni-sofia.bg/~svetivanov/FourierPapers/1994%20-%20(Th)%20P%20Shor.pdf
https://phys.uni-sofia.bg/~svetivanov/FourierPapers/1994%20-%20(Th)%20P%20Shor.pdf
https://phys.uni-sofia.bg/~svetivanov/FourierPapers/1994%20-%20(Th)%20P%20Shor.pdf
https://arxiv.org/pdf/quant-ph/9508027v2.pdf
https://arxiv.org/pdf/quant-ph/9607024.pdf
https://arxiv.org/pdf/1201.3966.pdf
https://arxiv.org/pdf/0807.4154.pdf
https://arxiv.org/pdf/0807.4154.pdf
https://arxiv.org/pdf/1302.3786.pdf
https://sci-hubtw.hkvisa.net/10.1103/physreva.89.040302
https://arxiv.org/pdf/1208.1495.pdf
https://arxiv.org/pdf/1505.07535.pdf
http://export.arxiv.org/pdf/1311.1534
https://arxiv.org/pdf/1606.06467.pdf
https://journals.aps.org/pra/pdf/10.1103/PhysRevA.96.012303
https://arxiv.org/pdf/1510.07408.pdf
https://www.mdpi.com/1099-4300/22/9/996/pdf
https://arxiv.org/pdf/quant-ph/0111046.pdf
https://arxiv.org/pdf/quant-ph/0309152.pdf
https://arxiv.org/pdf/1410.7054.pdf
https://arxiv.org/pdf/1110.1381.pdf
https://arxiv.org/pdf/1110.1381.pdf
https://arxiv.org/pdf/1309.0005.pdf
https://arxiv.org/pdf/1601.02451.pdf
https://arxiv.org/pdf/1601.02451.pdf
https://arxiv.org/pdf/1707.00400.pdf
https://arxiv.org/pdf/1707.00400.pdf
https://arxiv.org/pdf/1110.5460.pdf
https://sci-hubtw.hkvisa.net/10.1007/s11128-018-1810-4
https://arxiv.org/pdf/1505.04248.pdf
https://arxiv.org/pdf/1505.04248.pdf
https://arxiv.org/pdf/1306.3664.pdf
https://arxiv.org/pdf/1306.3664.pdf
https://iopscience.iop.org/article/10.1088/1367-2630/9/6/199/pdf
https://www.nature.com/articles/s41534-017-0025-3.pdf

	1. Introduction
	2. Verifiable universal BQC protocols
	2.1. Preliminaries
	2.1.1. The operation of adding vertices
	2.1.2. Types of qubits in the computation graph

	2.2. FK protocol12 based on the dotted-complete graph state
	2.2.1. Overview
	2.2.2. Construction of dotted-complete graph state with verification function
	2.2.3. Performance index

	2.3. KW protocol13
	2.3.1. Dotted triple-graph
	2.3.2. Construction of dotted triple-graph state with verifiable
	2.3.3. Performance index

	2.4. XTH protocol14
	2.4.1. Sandglass-like graph
	2.4.2. Construction of sandglass-like graph state with verifiable
	2.4.3. Performance index


	3. Improvement of the XTH protocol
	3.1. Limitations of coloring scheme in XTH protocol
	3.2. Improved coloring scheme
	3.3. Determination of computation qubits, dummy qubits, and trap qubits
	3.4. Implementation of the protocol
	3.4.1. Preparation phase
	3.4.2. Computation phase
	3.4.3. Verification phase

	3.5. Protocol analysis
	3.5.1. Blindness and correctness analysis 
	3.5.2. Verifiability analysis
	3.5.3. Comparison with existing protocols


	4. Conclusion
	References

