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We propose a new quantum watermarking scheme based on threshold selection using informational entropy of quan-
tum image. The core idea of this scheme is to embed information into object and background of cover image in different
ways. First, a threshold method adopting the quantum informational entropy is employed to determine a threshold value.
The threshold value can then be further used for segmenting the cover image to a binary image, which is an authentication
key for embedding and extraction information. By a careful analysis of the quantum circuits of the scheme, that is, translat-
ing into the basic gate sequences which show the low complexity of the scheme. One of the simulation-based experimental
results is entropy difference which measures the similarity of two images by calculating the difference in quantum image
informational entropy between watermarked image and cover image. Furthermore, the analyses of peak signal-to-noise

ratio, histogram and capacity of the scheme are also provided.

Keywords: quantum image watermarking, threshold segmentation, quantum informational entropy, quantum

circuit
PACS: 03.67.—a, 03.67.Ac, 03.67.Dd, 03.67.Lx

1. Introduction

Quantum information processing is an interdisciplinary
study that combines information science and quantum physics.
The essence of quantum information processing is solving
complex problems according to properties of quantum me-
chanics, which are difficult for classical methods. The most fa-
mous application of quantum computing may be the quantum
integer factoring algorithm proposed by Shor and Grover’s
algorithm for search of databases. The former can break
the widely used RSA scheme in polynomial time, the latter
can achieve quadratic speedup compared to the best classical
algorithm.!!! Nowadays, other sub-disciplines complement the
content about quantum information processing.!?! These sub-
disciplines include an emerging realm, quantum image pro-
cessing (QImP), which focuses on using quantum computing
to solve conventional image processing tasks.

QImP started in 1997, at that time Vlasov! proposed an
analogue image recognition method of quantum systems. This
was followed by Schutzhold’s investigation of problems of lin-
ear patterns in unstructured picture.'*! In 2003, Beach ez al.P!
demonstrated that common quantum algorithms are appropri-
ate for image processing tasks, which is generally considered
to be the beginning of today’s description of QImP. Then, var-
ious models of how to store digital images in a quantum com-
puter are proposed, such as qubit lattice,!! real ket,[”! flexi-
ble representation of quantum images (FRQI),®! a novel en-

fCorresponding author. E-mail: rgzhou@shmtu.edu.cn
© 2022 Chinese Physical Society and IOP Publishing Ltd

DOI: 10.1088/1674-1056/ac2803

hanced quantum representation of digital images (NEQR),[’!
and a representation method for multidimensional color im-
ages, called an n-qubit normal arbitrary superposition state
(NASS).[10]

Based on these models, the research of QImP has en-
tered a fruitful stage.!'!! Various types of quantum im-
age processing tasks have been explored including quantum

[12-14] recognition,!'> edge detection,[!6-18]

image scaling,
segmentation,!'”?%1 and information hiding. A major thrust
of current research is the quantum information hiding,!]
which is branched out into two fields, i.e., quantum image

[22-23] and quantum image steganography. 26301

watermarking
Their purpose was to conceal secret message in a cover image
without causing visual changes, so one must validate the pro-
posed algorithm by some image quality measures. Many re-
searchers are satisfied with employing the peak noise-to-signal
ratio (PSNR) to evaluate similarity between quantum images.
Moreover, probability-based image similarity measure was re-
searched in Refs. [31,32], and wholly quantum-based image
fidelity metric was also discussed in Refs. [33,34].

The scope of this paper is to propose a watermarking
scheme based on threshold segmentation using quantum infor-
mational entropy. The threshold selection method we shall re-
fer to belongs to the maximum entropy threshold of gray level
distribution. The relative deficiency of von Neumann entropy
for a pure state impels us to employ the quantum informational
entropy proposed in Ref. [35]. The main idea of our scheme

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn

040302-1


http://dx.doi.org/10.1088/1674-1056/ac2803
rgzhou@shmtu.edu.cn
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn

Chin. Phys. B 31, 040302 (2022)

is to embed information to the object and the background with
different ways using the key obtained by the threshold seg-
mentation of the cover image. Therefore, after the secret mes-
sage is embedded, the target pixels can be changed less and
the normal use of the image will not be affected. Finally, we
define a method to measure the similarity of cover image and
embedded image using entropy difference.

2. Quantum informational entropy

In quantum information theory, information is stored in
the basic unit, the qubit or quantum bit. The most distinct
property of a qubit is the existence of superposition, which
means that a qubit can be a coherent superposition of both
states simultaneously. In classical systems, however, a bit
must be in one state or another. Obviously, the storage and
processing of information in classical or quantum systems are
quite different.

In a quantum system, the measure of informational en-
tropy is also more complex than the classical system. It makes
a big difference whether the measurement is adopted in pure
or mixed quantum state. In a pure-state quantum system, the
state is a coherent superposition of the basis states |0) and |1),
which can be described by a point on the surface of Bloch
sphere. A mixed state is a statistical combination or incoherent
mixture of different pure states, and its entropy can be com-
puted by the von Neumann entropy. However, according to
the principle of von Neumann entropy, the entropy of a pure
state is always zero.[*3

For the quantum representation of image, for example,
the NEQR model is written as

1 2"—12"-1
D=5 X ¥ laxein

7lq71 .
® |clx ) @1YX), (1)
y=0 X=0/=9

|
2
ag!
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®

where g-qubit subsystem |Cyx) = ‘C)[f;l ~~~C}XC,9X>, Chy €
{0,1} encodes the grayscale value Cyx of the cor-
YX) =
[Vu—1-"Y1Y0) |Xn—1- - -x1X0) represents the information of ver-

responding pixel (¥,X), and the subsystem
tical and horizontal coordinates, respectively. That is, the
quantum state of image prepared by NEQR is a pure state.
Hence we cannot employ the von Neumann entropy to mea-
sure the information of the quantum image.

Consider a quantum system consisting of the sum of its
mixed and pure components, which is a combination of pure
states |¢;) with probabilities p; and a mixed state with the
eigenvalues A; of density operator with probability pg. The
composite informational entropy ! can be given by

Sci(p) = —Pozlilogli-i-ZPiSp (91), 2

where Sp, (¢) indicates the entropy of the pure state |¢) =
e |a):

Sp(0) ==Y lexl* log]ex|. 3)
k

Thus, when we consider the case that there is no mixed
state and the probability of pure state |@) is 1, this happens
to be the state of quantum image, the informational entropy of
quantum image |¢) can be calculated by Eq. (3). The measure-
ment experimental results of the grayscale value of every pixel
can demonstrate the amplitude of g-qubit subsystem. This
makes it possible to simplify the representation of the quan-
tum image to measure the quantum informational entropy of
image:

201

i) =Y v/PkICr), )
k=0

where |Cy) denotes the indices of pixel intensities and /px
represents its corresponding probability amplitude. Hence the
quantum informational entropy of a quantum image |I) can be
obtained by considering the function

29—1

Si=—"Y prlogps. (5)
k=0

3. Thresholding segmentation

Thresholding is a process in which an appropriate thresh-
old that transforms all the levels to black or white is se-
lected under some criteria, so as to extract objects from a
background.*”! Thus, the pixels of an image are divided into
a series of classes according to the following rules:

CeM; if t, 1 <C<t, (6)

where C € [0,29—1] denotes the gray level of image
pixels, {#|i € [I,N—1]&t) =0} are the thresholds and
{M;|i € [1,N]} are classes of objects.

The reduced quantum representation of image is shown
in Eq. (4), which contains the information about the pixel gray
level, as well as their probability amplitude. Thus the infor-
mational entropies associated with each class are as follows:

ti
Sp(M))=— Y gqjlogg;, (7)
J=ti-1+1

where ¢ represents the probability of the class and g; = p;/u;;
u; is the summation of probability of pixels in class M;, which
can be written as

14
ni = Z Pj, (8)

J=tiz1

whereas p; is given by

pi=(vm)’. ©)
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Let us define the sum of the entropies of all classes by
Eq. (10). Then we maximize ¢ () to obtain the maximum in-
formation between objects and background distributions in the
image, and the set of values ¢; is the threshold.

N
arg mlax(p(S) =arg mtaxigiSp (M;). (10)

For this study, we assume that only one object is extracted
in the image. Now we derive from amplitudes of two cate-
gories, one defined for intensity level from O to #; and the other

for intensity level from 71 4 1 to 29 — 1. Consequently ¢ (S) to
be the discriminant criterion of threshold, we have the relation

arg mtax(Sp(l) +55(2))

n 291
=argmle(—Zq110gq/'— ) 61j10gqj'>~ (11
j=0 Jj=t1+1

According to the methods mentioned above, the quantum im-

age threshold procedure is shown in Algorithm 1.

ALGORITHM 1 Quantum image threshold

Input: The reduced quantum representation |Icy)
Output: the threshold value ¢
fort=0,1,...,29—1do

Uy = total probability of 0 to and p, = total probability of r 4+ 1 to 29 — 1
qj = /pj2 /1 or 2 is the probability distribution in class

calculate the informational entropies of two classes:

for j=0,1,...,tdo
Sp (1) =Sp (1) +(—g,logg;)
end for
forj=t+1,r42,...,29—1do
Sp(2) =8y (2) + (—qg,logg;)
end for

discriminant criterion is the sum of two entropies, that is , ¢ (S)

end for
maximize ¢ (S) and obtain the threshold ¢

4. Watermarking scheme

As discussed above, having computed the threshold value
of the quantum image, it can be used in the segmentation-
based watermarking process in order to find a suitable au-
thentication key. In this section, we will show how the key
is prepared. Then the proposed scheme and algorithms for the
embedding phase and the extraction phase are described de-
tailedly.

4.1. Authentication key

The information is embedded to cover image using the
authentication key that is later used for the recovery process
too. As we can see in Section 3, the threshold ¢ derived from
the quantum informational entropy is acquired. On this basis,
the authentication key is prepared as follows:

Step 1 Consider a cover image and calculate the thresh-
old r.

Since the authentication key is determined by the object
and background of the cover image, we need choose a cover
image firstly. Then, by adopting Algorithm 1, the threshold ¢
of partitioning the image to two parts is obtained.

Step 2 Depending on the threshold, one can construct the
authentication key.

In order to embed the information using the key, it must
be first constructed it into a Boolean-valued one. Let us define

a Boolean function B, whose mathematical formula is

_ 17 if ISCYXv
B(C.1) = {0, if > Cyyx. (12)

For a given gray value Cyy, the Boolean value of 1 repre-
sents that this pixel belongs to object. Similarly, the Boolean
value of pixel to be 0 represents the background.

After applying the Boolean function to all the pixels in
the cover image, the authentication key |Key) is formed as fol-
lows:

] 2'=12-1
[Key) =57 Y. X [B)®[YX), (13)
Y=0 X=0

where |YX) and |B) denote the pixel position and Boolean
value, respectively.

4.2. Embedding procedure

We can summarize the steps required to embed the water-
mark information onto a cover (original) image into two parts:

(1) The compound step, which is combining the cover im-
age, the information image and the authentication key.

(2) The watermark embedding circuit generation step,
wherein the appropriate embedding circuit is designed to re-
alize the content of embedding algorithm.

In the former part of the procedure, the main considera-
tion is the combination of subsystems about color information.
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Assume that the secret information is a binary image and de-
fined as

212"~

[Infor) = — Z Z If)®|YX). (14)
Accordingly, the composite system |CIK) can consist of
g-qubit sequence gray value of cover image, one-qubit bi-
nary value of information image, one-qubit Boolean value of

f). 1B)

and |YX), respectively. From the representation of NEQR,

the key and 2n-qubit of the position, that is, |Cyx),

2n+ g + 2 qubits are needed to construct the composite sys-
tem.

The first step is preparing 2n + g+ 2 qubits that are set as
zero. The initial state is expressed as

ly)o = 10)"H+2. (15)

Then, two single-qubit matrices, identity matrix and
Hadamard matrix in the following equation are used to trans-
form |y), to the intermediate state |y),, which has zero value

in all positions:

10 1 [11
]

The operation of this process can be written as U; in
Uy =172 O™, 7)

The operator U is applied to the initial state, so we obtain the
intermediate state with position information,

Ui (1)) = (1]0)°7"* @ (H|0))*>"
- Lo

1 2"—12"—

= ZZ\O@’“IJ: ). (18)

Next, let us to set the three values for every pixel. The value-
setting matrices, Uyy, with Y. X =0,1,...,2" — 1, are shown

as follows:

2n—1 2n—1
Uyx = <I®q+2® Y ) i <ji>

j=0,i=0 jiAYX
+Qyx ®|YX) (YX]|, (19)

where Qyyx is a quantum operation as shown in Eq. (20), which
is the operation of setting the values in pixel (¥,X),

q+2 .
Qyx = ,®0'Q)]’X' (20)
j=

Because there are g-qubit gray value of cover image,
one-qubit binary value of information image and one-qubit

Boolean value of the key, Qyy includes g + 2 quantum ora-
cles that comply the following form:

0&B) =0,

oaf) =1, 1)
0®Ciy) j=2,3,...,q+2.

Q)J/x 10y —

That is, if the target value is 1, Q} is a multi-control-
qubit NOT gate.
that will not work on the quantum state. It is noting that the

Otherwise, it is a quantum identity gate

value-setting operation is a unitary matrix since UYXU;X =

1927442 Applying Uyy to the intermediate state |1p), gives

us
Uyx (1))
l on— 1211—]
= Uyx <2n Y ) |0>®‘”2|ﬁ>>
j=0 i=0

1 2)171 2)171 B \
= 2,,ny< Y X 0%y +[0)° v x)

j=0,i=0 jiAY X

1 2)171 2)171
( Y X I0>®"“|ji>+9yx0>®"“|YX>>

2" j=0,i=0 jiAYX
1 2)171 2)171 )
( Y Y 0% i)+ |B) f>ny>YX>>-(22)

n
2 j=0,i=0 jiAYX

From Eq. (22), it is obvious that

2"—12"—1

Uz lab), = (H I1 UYX> ), = [CIK). (23)

0 X=
The composite representation can be written as

2"—12"—1

|CIK) = i Z Z IB)®@|f)@[Crx)@[YX).  (24)

The latter part of the procedure focuses on using the ap-
propriate circuit to embed the information to the cover image.
In this study, we embed the information qubit to the second
least significant bit of gray value in cover image using con-
trolled swap operation when the key value is equal to 1. If
the key value is 0, the information will be hidden in the least
significant bit. If we define an operator U which carries out
the controlled swap operation (CSO), the output form of the
composite system after applying U is demonstrated as

U|CIK)
12” 12"—1

12” 12"—1

PPN

+|1>®|ny>®\€3}‘~~C%xf68x>>®\YX>. (25)

—1
|®@@gwﬂxm@¢aﬁ

Obviously, from Eq. (25), the operator U is just applied to the
grayscale qubits. We only need two Fredkin (controlled swap)
gates and a NOT-gate to construct the CSO model. Figure 1(a)
shows the circuit realization of controlled swap operation.
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| B) 0)
) i |B) I

|C¥x) |CYx)
|CYx) |CYx)—
|CT) |Cx) .
v v
| X) — |X) —~
(a) (b)

Fig. 1. Embedding and extraction circuits where (a) the information
image is embedded to the cover image using two controlled swap gates
and (b) the original information image is extracted from watermarked
image by the reverse order of embedding circuit.

4.3. Extraction procedure

In terms of accessibility, the watermark extraction proce-
dure is only available to the copyright owner, who uses the
authentication key to authenticate the true ownership of a wa-
termarked image. That is, if we want to extract the information
image from watermarked image, it will be sufficient to use the
authentication key without original image.

As mentioned in Subsection 4.2, the circuit model CSO
is comprised by two Fredkin gates and one NOT gate, out
of question, which is a reversible circuit. Exploiting this, the
original information image can be restored by the inverse se-
quence of the embedded circuit. It is noted that an ancillary
qubit with initial state |0) is adopted to store the extracted wa-
termark. The detailed circuit is illustrated in Fig. 1(b). Thus,

q[0] |0)
q[1] |0)

q[2] |0)

the operator U; represents the reversible U operator that de-
notes a reversible controlled swap operation is defined as fol-
lows:

12" 1271
Z Z lancillary qubit) ® |B) ® |Cyx) ® |Y X)

12" 12"—1

= Z ZUr|O®\O

+|o>®|1>®\63;‘ - Che/Cix ) ©[YX)

—1
Clx' - ChxCixf)

12" 1271 1 )
Z Z (el ’C)qfx' CXCYX0>

-1
+|f>®|1>®\c3x - Ch0CYx )) @Y X)

2n—12"—1]

= Z Z 1f)®|B)®|Chx) @|YX). (26)

4.4. Circuits complexity

The complexity of circuit depends on what is taken as the
fundamental unit. For the complex unitary operations, it can
be decomposed to unary operators and binary operators. 38!
Therefore, the circuit complexity of any unary gates and bi-
nary gates is considered as fundamental unit. From Fig. 1,
the embedding and extraction circuits are implemented by two
Fredkin gates and one NOT gate in the same way. The decom-
position circuit of Fredkin gate is given as shown in Fig. 2.

PodasminsBinie

Fig. 2. The implementation of the Fredkin gate using Hadamard (H), phase (S), controlled Not and 7 /8 (T) gates.

Accordingly, the embedding circuit is decomposed to 35
basic gates, that is, the circuit complexity is O (1). The same is
true for the extraction circuit. Compared with the complexity
related to image size in the classical counterpart, our algorithm
has a larger improvement than the classical algorithm.

5. Experimental simulation

To appraise the property of the proposed scheme, a
set of cover image comprising of 8 images with 8-bit in
depth and a size of 256 x 256 is employed (presented in
Fig. 3). They are from the network, for example, the web-
site: http://sipi.usc.edu/database/. However, without a phys-
ical quantum computer, the experiments are limited in sim-
ulations of quantum images and circuits as discussed in the
preceding sections.

5.1. Similarity between images

The watermarking scheme aims at embedding specific
content, usually the information of owner, to a cover image for

copyright protection. It is important that the scheme should
not change the cover image visually so that no one can dis-
tinguish whether the public image is an original image or a
watermarked one.

There is a great deal of available quantum image process-
ing literature to utilize the PSNR metric to evaluate the fidelity
of watermarked images. It is most easily defined by means of
the mean squared error (MSE), we can define it for two m x n

images (cover image and watermark image) as

1
MSE = — (I, )) =W (i, ) 27)
L Ll i
The PSNR is defined by

(28)

MAX
PSNR = 20log;, ( ! ) ,

vVMSE

where MAX] is the maximum pixel value of image /.
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N

Vi

(h)

Fig. 3. Images for simulation: (a) cameraman, (b) tulips, (c) barbara, (d) carnev, (e) airplane, (f) pepper, (g) mandrill, (h) fiore.

Now we present a method to measure the similarity be-
tween watermarked image and cover image based on the quan-
tum informational entropy. As mentioned before, the infor-
mational entropy is represented by Eq. (4), which can denote
the information contained in an image, and we know that the
process of watermark embedding will cause changes in image
information. Therefore, the method is suitable for evaluating
the similarity of images.

Consider S and S’ as the quantum informational entropy
of the cover image and the watermarked one, respectively,
which can be given as follows:

291
S=- EO pilogpi,
e (29)
§'=~ ¥ pilogpi,

where p; and p} indicate the probability amplitude of the orig-
inal gray value qubits and the manipulated one, respectively.
Then, we quantify the similarity between two images using the
entropy difference (ED),

ED = |S—¢|
291 291

‘(— Y PilOgPi> - (— Y pélogﬂ) :
i=0 i=0

It would be obvious that the closer the ED is to 0, the more

(30)

similar the two images being tested.

Since the probabilities must sum to one, the experiment
can be simulated based on statistic of image pixels. We count
the number of pixels in a classical image with particular inten-
sity values, then the corresponding probabilities are obtained
by dividing the total number of pixels. The results of PSNR
and ED are summarized in Table 1, where the binary image
‘Rice’ is considered as the information image. In addition, for

comparison, we give other entropy differences of image pairs
in Table 2.

Table 1. The results of PSNR and ED.

Cover image PSNR ED
Cameraman 54.02 0.0340
Mandrill 52.85 0.0334
Fiore 54.14 0.0300
Barbara 53.43 0.0304
Airplane 54.07 0.0355
Pepper 55.28 0.0366
Tulips 53.25 0.0251
Carnev 55.08 0.0056

Table 2. The entropy difference of two images.

Image pairs ED
Cameraman-tulips 0.6557
Barbara-carnev 2.6278
Airplane-tulips 0.9159
Fiore-tulips 0.7330

5.2. Capacity

The capacity of quantum watermarking scheme is defined
as the ratio of the number of secret qubits and the number of
cover image pixels. Thus, the capacity of the proposed scheme
is given as follows:

Number of secret qubits

C =
Number of cover image pixels
22n ) )
= o = 1 (bit/pixel), 31

where n is the qubits representing the size of cover image.
Therefore, the capacity of the proposed scheme is 1 bit in ev-
ery pixel.

5.3. Security

It is necessary to analyze the security under the attack of
the illegal Eve for a quantum image watermarking algorithm.

040302-6
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There are some types of attack such as intercept-resend attack
and denial of service attack.>*491 The simplest type of possi-
ble attack is the intercept-resend attack, where Eve measures
the quantum states (photons) sent by sender and then sends
replacement states to receiver, prepared in the state she mea-
sures. As we know that the quantum image is expressed in a
superposition state, if the image is collapsed into another state
once Eve measures it, the receiver cannot get the correct result
when measuring. Thus the receiver will notice the presence of
Eve and abort the communication.

For a denial of service attack, due to the good impercep-
tibility between original image and watermarked image, Eve
cannot discover the presence of watermark. If Eve attempts to
cut off all communication channels at a great cost, the receiver
can obtain the watermarked image from public space or by
routing communication via alternate links. Consequently, the
proposed algorithm has good security to resist on Eve attacks.

6. Conclusion

A watermarking scheme for quantum images based on
maximum entropy threshold segmentation is proposed. Be-
cause the quantum representation of image is pure state, the
entropy of the threshold problem employs the quantum infor-
mational entropy. After applying the threshold value to seg-
ment the cover image, a binary image which uses as the au-
thentication key to embed and extract information image is
obtained. Therefore, the modification of the image object will
be smaller than the background, which is useful in the field
about health information system and so on. For example, the
sensitive information of the patients and the doctors can be em-
bedded to the medical data instead of widely distributing on
the open network. The embedded quantum circuit designed
in the proposed scheme consists of two Fredkin gates and a
NOT gate, and the verification quantum circuit is also the same
composition. Obviously, the complexity of the quantum cir-
cuits used in our scheme is quite low. Finally, to assess the
performance of the investigated scheme, an entropy difference
measure together with other commonly used metrics is used.
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