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A novel efficient semi-quantum private comparison protocol based on the d-dimensional GHZ states is proposed.
With the assistance of semi-honest third party, two classical participants can compare the size relation of their secrets
without any information leakage. To reduce the consumption of quantum devices, the qubit efficiency of our protocol is
improved by introducing the semi-quantum conception via the existing semi-quantum private comparisons. Furthermore,
it is unnecessary to prepare the secure classical authentication channel among participants in advance. It is shown that our
protocol is not only correct and efficient, but also free from external and internal attacks.
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1. Introduction

To date, quantum cryptography has been gained consid-
erable attention worldwide. Many secure quantum crypto-
graphic protocols have been designed, such as quantum key
distribution (QKD),!!>] quantum secret sharing (QSS),[6-8]
quantum secure direct communication (QSDC),>°-!1l and so
on. Recently, some new research fields of quantum cryptogra-
phy have emerged including quantum homomorphic encryp-

(13] quantum

tion (QHE),'”) quantum information splitting,
private comparison (QPC). Since the first QPC protocol was
proposed by Yang and Wen in 2009, QPC has become a hot
topic.!!#! By utilizing Bell state, hash function and decoy pho-
tons, their protocol can compare the equality of two parties’
secrets. In 2010, Chen et al. devised a new QPC protocols
which can also compare the equality of privacies.!'>! Later, a
new type of QPC protocol allowing clients to execute quan-
tum processing on a remote server was presented, [!6! with the
duality quantum formalism.!'”! Although many QPC proto-
cols were proposed, all participants need to be equipped with
advanced quantum devices, such as quantum measurement,
quantum state generator, or quantum unitary operation. (18-22]
To reduce the consumption of quantum devices, an innovative
concept of semi-quantum theory has been put forward.[?324]
In the semi-quantum mode, quantum party owns the powerful
quantum capability and can prepare quantum state, perform
quantum measurement and store qubits in quantum memory,
while classical parties only have limited quantum capability
and can perform the following classical operations:

(1) Let particle go back without disturbance.

fCorresponding author. E-mail: lhgong@ncu.edu.cn
© 2022 Chinese Physical Society and IOP Publishing Ltd
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(2) Measure the particle with Z basis, prepare a new state
in Z basis and distribute it back.

(3) Reorder particles with different delay lines.

Not all participants could afford the expensive quan-
tum equipment, semi-quantum theory is very practical and
convenient in the near future application, therefore semi-
quantum key distribution (SQKD),/>~?1 semi-quantum se-
cret sharing (SQSS),%3! semi-quantum private comparison
(SQPC)3>31 were investigated widely. Chou et al. pro-
posed the first SQPC protocol, allowing two classical par-
ticipants to compare the equality of their secrets with the
help of an almost-dishonest third party.*?! In 2020, Jiang de-
vised two semi-quantum private comparison protocols based
on Bell states to compare the equality of two classical par-

1361 Most previous private comparison pro-

ticipants’ secrets.
tocols based on semi-quantum theory can only compare the
equality of privacies between two classical participants. For-
tunately, in 2021, Zhou et al. presented a semi-quantum pri-
vate comparison protocol to compare the size relationship of
two-participant’s secrets under the assistance of a semi—honest
third party, and the qubit efficiency is raised to be comparable
with the existing semi-quantum private comparison protocols
at the cost of preparation of the classical authenticated channel
in advance by classical participants.*”]

It is generally known that a quantum two-party secure
computation is impossible.*¥) However, this goal may be
achieved if additional assumptions were made, such as adding
a third party. A semi-honest third party (STP) should follow

the procedure of the protocol, take a record of all intermediate

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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computation and prevent the results from being corrupted by
an outside eavesdropper. However, STP may attempt to steal
the information from the record.

Motivated by Refs. [36,37,39], we propose a novel effi-
cient private comparison protocol based on the d-dimensional
GHZ states. Under the assistance of a semi-honest third party,
our protocol can judge the size relationship of the privacies
between Alice and Bob. The rest of this paper is organized
as follows: In Section 2, we give a detailed description of the
proposed protocol. In Section 3, the correctness of the out-
put result is analyzed and some examples are listed for bet-
ter understanding. In Section 4, the security of the proposed
protocol is analyzed. The attacks from external and internal
are invalid to our protocol. In Section 5, the comparisons be-
tween our SQPC and those previous typical SQPC protocols
are given. Finally, a short conclusion is provided in Section 6.

2. Semi-quantum private comparison protocol
of size relation

There are two classical participants, Alice and Bob, who
own the secrets X and Y, respectively. With the help of STP,
they can compare the size relation of X and Y without leaking
any information about their secrets. The representations of X
and Y are xg,x1,...,xy—1 and yo,y1,...,YN—1, Where x;,y; €
{0,1,....h—1}, i=0,1,....N— 1, h = }(d +1). Mean-
while, Alice and Bob share two common key sequences Kap
and K} in advance through a secure SQKD protocol, where
Kap = K KApK3g, - KAg ', Kig € {0,1,...,h—1}. Kip
is a sequence of binary numbers. Then, they divide the binary
representation into n/2 groups, where n > 8N. Therefore, K AB
can be expressed as

! 0l g2 m/2
Kap = KAKABKAB - -1 KB

K45 €{00,01,10,11}.

2.1. Preparation for the protocol

The quantum resource used in our SQCP is d-dimensional
GHZ state. In a d-dimensional Hilbert space, according to
three variables u,uz,u3 € {0,1,...,d — 1}, a d-dimensional

GHZ state can be expressed as!3%40]

1 d—1 .
[9uanas) = o= X e P k@ kdus), ()
k=0

where subscripts u;, up and u3 run from 0 to d — 1, and &
denotes module d addition. In addition, we can define d-

dimensional Z-basis Z and X-basis X in a d-dimensional quan-

tum system as follows: 37411
Z={0),1),...,1d—1)}, o
X={F|0),F|1),....F|d—1)}, 3)

where F' represents quantum Fourier transform. In addition,

Flj) = ﬁd)il e%k”k), j=0,1,...,d —1. Now, let us give
k=0

an explicit description of the proposed protocol.

Step 1 STP sends S4 (Sg) to Alice (Bob). STP prepares
4N(1+ 6) d-dimensional GHZ states in the form of Eq. (1).
He takes the first quantum particles of these GHZ states to
form sequence Sy, the second quantum particles to form se-
quence Sg, and the last particles used to check eavesdropping
to form sequence St, which were left in STP’s hand. Then
STP sends sequence S to Alice (S to Bob). We have

Sa = SASASA...., S0,
Sp = S]13S12351337 ERRE) BN(1+5)’
St =Sks3sh, ... sNITe),

Step 2 After Alice (Bob) has received sequence Sa (Sg),
she (he) will select either operation (1) or operation (2) ac-
cording to the secure shared key in their hands. The detailed
information is given in Table 1. If K/’{B is 00, both Alice and
Bob will choose operation (1) on the particles at the same lo-
cation. If K’ KB is 01(10), Bob (Alice) will select to measure the
particles, record the measurement results py,(p,), and produce
anew particle with the same state as the measurement result. If
K /’{B is 11, both Alice and Bob will measure the particle, record
measurement result m,(my ), and generate a new particle with
the state as S, = x; & mi ® Kl (Sh = yi ®mi ® Kip). Af-
ter she (he) has finished the above operations, a new sequence
Sar (Spr) is formed. Finally, Alice (Bob) sends the new se-
quence S,/ (Sp/) to STP. Here, it is necessary to explain that
the two-classical participants do not know the corresponding
relationship between the key K’ XB and the specific operation of
their counterpart.

Table 1. Operations of Alice and Bob.

K XB Alice’s operation Bob’s operation
00  Operation (1)

01 Operation (1)

Operation (1)

Operation (2): measure and

record the measurement result

as pyp, then prepare a new par-

ticle in Z basis with the same

state

10 Operation (2): measure and
record the measurement result
as p,, then prepare a new par-
ticle in Z basis with the same
state

11 Operation (2): measure and

Operation (1)

Operation (2): measure and

record the measurement result
as m, and prepare a new state
in Z basis with Sy, = x; ©m; ©

i
KAB

record the measurement result

as my, and prepare a new state

in Z basis with Sy, = y; @ my ©
i

LN

Step 3 STP informs Alice and Bob of his receipts and
stores sequences S,/ and Sg/ in quantum memory. After that,
Alice and Bob announce the operations performed on particles
to STP. Based on the announced information, STP selects to
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execute the corresponding operations demonstrated in Table 2
on these received particles.

Case 1 If both Alice and Bob choose to execute opera-
tion (1) on the received particles at the same location (K} is
00), then STP will perform d-dimensional Bell state measure-
ment on the received particles A and B (action 1). It is well
known that three-particle GHZ state can be expressed as

OABT = % (o) ag )t + 107 ) ap IX—)1) s
0BT = % ([0 ) gr ) a+ 10 Dpplx—)a) s

1
¢ABT: ﬁ (‘¢+>AT |x+>B+|¢7>AT |x_>B)' )

From Eq. (4), STP could know whether there is an eavesdrop-
per or not by comparing the measurement outcomes with the
initial states. If the Bell measurement is [¢ ") o, then there is
no eavesdropping, this protocol will proceed to the next case.
Otherwise, they will abort the protocol.

Case 2 If Alice chooses to apply operation (1) and Bob
executes operation (2) on the received particles at the same lo-
cation (KXB is 01), then STP will implement action 2 (STP
executes d-dimensional Bell state measurement on particles A
and T). From Eq. (4), STP could know whether there is an
eavesdropper or not by comparing the measurement outcomes
with the initial states. If the Bell measurement is [¢ ) yp, then
there is no eavesdropping, this protocol will proceed to the
next case. Otherwise, they will abort the protocol.

Case 3 If Alice chooses to apply operation (2) and Bob
executes operation (1) (KXB is 10) on the received particles
at the same location, then STP will implement action 3 (STP
performs d-dimensional Bell state measurement on particles B
and T). From Eq. (4) STP could know whether there exists an
eavesdropper or not by comparing the measurement outcomes
with the initial states. If the Bell measurement is [¢ 1), then
there is no eavesdropping, this protocol will proceed to the
next case. Otherwise, they will abort the protocol.

Case 4 If both Alice and Bob choose to apply operation
(2) on the received particles at the same location, then STP
will implement action 4 (STP calculates 7; = SfA,@S"B/ @ uy,
where © represents the module d subtraction). STP can obtain
the calculated results sign[T;],

-1, h—1<T;<2h-2;
sign[T;] =< 0, T;=0; 5)
1, 0<Ti<h-1.
Finally, STP tells Alice and Bob sign|[7;]. Based on Eq. (5), Al-
ice and Bob can deduce the size relationship of their privacies
between them easily from the values of sign[7j],
L xi>yi
sign[T]] = ¢ 0,  x;=y; (6)
-1, x <y

Table 2. Actions of STP.

Kjiy  Actions of STP

00  Action 1: STP performs d-dimensional Bell state measure-
ment on the received particles A and B

01 Action 2: STP executes d-dimensional Bell state measure-
ment on particles A and T

10 Action 3: STP performs d-dimensional Bell state measure-
ment on particles B and T

11 Action 4: STP calculates T; = Sg, eSiB, Buy

3. Correctness analyses
3.1. Output correctness

Supposing that both Alice and Bob measure the par-
ticles on their received one with Z basis separately at the
same location, the d-dimensional GHZ state will collapse into
|k) |k & us) |k & u3) according to Eq. (1). Therefore, miSmi &
uy = 0 can be easily derived by STP. After he has received the
values of S, and S, T; can be calculated as

T; = S\ OSh G up

(7 m, © Kip) © (3 @1y © Kig) D10

= (xiCy) @ (myom,) ©up

= XiOVi. 7

From Eqgs. (5) and (6), one can see that if the value of T7;
is greater than O and less than A, then STP could obtain
sign[T;] = 1, so x; > y;, otherwise x; < y;.

3.2. Examples

Some examples are given for better understanding the
presented protocol. Suppose that the initial state of d-
dimensional GHZ state prepared by TP is |¢; 2 3) and d is 9.
Thus, uy =1, up =2, u3 =3, h = 5. Alice and Bob have
the secret integers x; = 3 and y; = 4, respectively, which need
to be compared. They share a secret key 2 in advance. When
both Alice and Bob implement operation (2), they could obtain
measurements m, = 2 and m{ = 4, respectively. Based on the
above appointment, STP can calculate the values of SfA, (SfA, =
N Om OK\p=30202=7), S, (S, =y ®m &Kz =
4®4@2=1)and T; (T, = S, 08 Bup =761 ®2 =8). Thus,
STP can obtain sign[7;] = —1, then he can conclude x; < y;. In
fact, x; = 3 and y; = 4, 3 < 4, which confirms that STP can
give correct calculation result. To further clarify this process,
Table 3 shows the relation of essential parameters.

From the examples listed in Table 3, one can see that two
participants can achieve a private comparison by the proposed
protocol. Meanwhile, it is evident that the correctness and the
effectiveness are satisfied.

010302-3
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Table 3. Relation of essential indexes for some examples.

Initial state d(h) Xi Vi Kig ml mi St St T; sign[T;] Size relationship
3 1 2 3 5 8 8 2 1 Xi > i
|@023) 9(5) 3 3 2 4 6 0 2 0 0 Xi =i
3 4 2 4 6 0 3 8 1 xi <yi
4 2 2 3 6 9 10 2 1 Xi > i
|9034) e 4 4 2 4 7 10 2 0 0 Xi=yi
4 5 2 5 8 0 4 7 -1 xi <Yi
5 3 3 4 8 12 1 2 1 x> yi
|Poas) 13(7) 5 5 3 5 9 0 4 0 Xi =Yyi
5 7 3 6 10 1 7 11 —1 xi <Yi

4. Security analysis
4.1. External attack

Eve, an external attack, wants to steal the information
from the participants including STP, Alice and Bob. It is well
known that as long as there are particles transmitting in the
channel, Eve may use many common attacks to obtain some
useful information, such as the intercept-measure-resend at-
tack, the entanglement attack and the Trojan horse attack.
Next, the security of the proposed protocol will be analyzed.

4.1.1. Intercept-measure-resend attack

In step 1, there are transmissions of particles. Suppose
that Eve implements the intercept-measure-resend attack, she
would intercept the particles transmitted from STP to Alice
Subse-
quently, she produces new particles whose states are same as

(Bob) and measure them with single measurement.

the measurement results and sends them to Alice (Bob). Al-
though Eve could not be perceived in cases 4 and 3 (2), her
measurement will destroy the correlation of states in cases 1
and 2 (3). From Eq. (4) and Table 2, one can obtain the fol-
lowing details:

In case 1, Eves’ measurement will destroy the correlation
of d-dimensional Bell state on particles A and B.

In case 2 (3), Eves’ measurement on particle A (B) will
destroy the correlation of d-dimensional Bell state on particles
AB)and T.

If Eve implements the intercept-measure-resend attack to
each particle from sequence Sa(Sg), the probability that she
was not found is 1/2. Thus, the total probability p that he
would not be detected is 1/2*V, where 4N is the total num-
ber of GHZ states prepared by STP. Via preparing plenty of
d-dimensional GHZ states, the probability that STP detects
Eve’s operation is approximately 1. It can be concluded that
Eve cannot obtain any information about the secrets X and
Y from Alice and Bob by launching the intercept-measure-
resend attack without being discovered in step 1.

In step 2, Alice (Bob) sends sequence Sas (Sp/) to STP.
Although there are transmissions of particles, Eve does not
know the choice of Alice (Bob) in advance and cannot do ex-
actly as what Alice (Bob) does. Provided that Eve conducts

measurement on these particles in cases 1, 2 and 3, it will cause
errors and destroy the correlation of these Bell states. In case
4, though Eve may get the values of Sj;, and S{S,, she does not
know m!, and m{,. Therefore, it can be concluded that Eve can-
not obtain any information about secrets X and Y from Alice
and Bob by launching the intercept-measure-resend attack in
step 2.

In step 3, because there is no particle transmission, the
secrets of X and Y will not leak.

4.1.2. Entangle attack

When the particles were transmitted in the quantum chan-
nel, Eve may use entanglement attack to obtain more informa-
tion. First, Eve will apply unitary operation Ug, and then she
will attach an auxiliary entanglement state |E) to these parti-
cles as follows:*"]

d—1
Uelk)|E) =Y apll) |eu), ®)
=0
Ut |7;) |E) < 1 d_lw"f|k>> IE)
E / - E e
! \/Ek:O
d—1
:\f oM Ug k) |E)
k=

—1
Z(Dk’ Zd1k|l &)
Vd (5

1 d—1d—-1 B
=7 Y Y oYay Z 0" |Tn) | l€w)
=0 i=0
1 d—1 il
=7 " " ay T &) ©)
klm=0

where |gy) (I,k=0,1,...,d—1) is the pure auxiliary state de-

-1
termined by the unitary transform Ug, F | j) = ﬁ Y o k) is
k=0
d-1
represented as ’J j)and ¥ |a;k|2 = 1. For fear of introducing
1=0

the error rate for these states, Eve has no choice but to set
ajr = 0, where [ # k. Thus, Egs. (8) and (9) can be written as

Ug k) |E) = an |k) |ex) , (10
d—1

Ug |[7;)|E) = 7 Y M ag | Jn) ). (1)
k,m=0
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Similarly, Eve only obtains ):Z;é @ U=m) g |&w) = 0, where

m,j € {0,1,...,d—1} and m # j. When Eve performs Ug
on the first particle of a d-dimensional GHZ state, the whole
system will be obtained from Egs. (1) and (10),

UE |¢0,u2,u3 > |E>

1 d—1
= Y Uk k) k@ u) |k b us) |E)
k=0
1 d—1
=75 Y awlew) k) [k @ uz) [k D us). 12)
k=0
With Egs. (10)—(12), one can know
ano ‘800| =01 |811‘ == a(d—])(d—l) |8(d—1)(d—1)| . (13)

Equation (13) tells us that Eve does not discriminate || from
others. That is to say, Eve cannot obtain any information from
the particles transmitted in quantum channel by launching en-
tanglement attack on our protocol.

4.1.3. Trojan horse attack

Since the particles prepared by STP in the beginning are
transmitted in a round trip in our protocol, Trojan horse at-
tack should be considered as an outside eavesdropper, which
generally includes invisible photon eavesdropping attack and
delay-photon attack.[*>*3! To resist these kinds of attacks, ev-
ery participant should be equipped with photon filter and pho-
ton number splitter. For example, the particle receiver inserts
a photon filter in the front of her (his) devices to filter out the
photon signal with an illegitimate wavelength, which can with-
stand the invisible photon eavesdropping and the Trojan horse
attack.

4.2. Internal attack

Participant attack, an attack from dishonest participant, is
more powerful.[**! We will analyze the attacks from two types
of participants, i.e., dishonest Alice (Bob) and semi-dishonest
TP.

4.2.1. Attack from dishonest Alice (Bob)

Without loss of generality, the role of Alice is similar to
Bob’s. One only analyzes the chance of Alice stealing Bob’s

key. Alice (Bob) attempts to obtain some information Sg (Sa)
from step 1 and S/ (Sas) from step 2.

Insteps 1 and 2, although Alice and Bob shared the same
key, they do not know the corresponding rules between the
keys and the specific operation of the other participant. There-
fore, Alice’s (Bob’s) attack will be detected as an external
attack as described in Section 4.11. Hence, one can draw a
conclusion that Alice (Bob) could not have the knowledge of
secret X (V).

4.2.2. Attack from semi-dishonest TP

We know that STP can obtain the information from
Sa (SB) and S/ (Sp/) easily, which provides him more power
to attack the protocol. However, since Kap is distributed be-
tween Alice and Bob via a secure QKD protocol, STP is un-
able to learn the value of Kap. That is, STP cannot learn any
information from the secrets X and Y by launching the internal
attack.

5. Discussion

The comparisons among our protocol and those previous
typical SQPC protocols in Refs. [35-37] are compiled in Ta-
ble 4.

Like the protocol in Ref. [37], our protocol could also
compare the size relation of two classical participants’ input
integers, while the SQPC protocol in Refs. [35,36] only could
compare the equality of them.

It is well known that the qubit efficiency is expressed as
e = b, /by, where b, is the number of compared bits in each
comparison and by is the total number of generated particles
in each comparison. Applying our protocol to compare two-
party secrets of 2 bits, TP should produce four d-dimensional
GHZ states, i.e., twelve particles. Alice (Bob) selects oper-
ation (1) or (2) with equal probability, two Z basis particles
are generated by her (him). Therefore, the qubit efficiency of
our protocol is 12.5%. Although most of the protocols men-
tioned in Table 4 need to share the key in advance, the qubit
efficiency of our protocol is the highest, while that in Ref. [35]
is the lowest.

Table 4. Comparisons between our SQPC and those previous SQPC protocols.

Ref. [35] Ref. [36] Ref. [37] Our protocol

Quantum resource single photon d-dimensional d-dimensional Bell d-dimensional
Bell state state GHZ state

Category of QPC equality equality size size
Qubit efficiency 1/48 2/49 1/12 1/8
Need of classical authenti- yes no yes no
cation channel
Transmission channel of classical authentica- quantum channel classical authentica- quantum
encrypted privacy tion channel tion channel channel
Secure yes yes yes yes

010302-5
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The classical participants do not need to prepare classi-
cal authentication channel in our protocol in advance, which
In addi-
tion, the encrypted privacies Sg, =x;Om © KfAB and S{S, =

makes the private comparison easier to operate.

yi D m{, @KAB are sent to STP via quantum channel, which
reduces the probability of information leakage.

In our protocol, all participants hardly disclose any in-
formation about particles including the position and values of
some particles, which can also greatly reduce the possibility
of information leakage.

6. Conclusion

Based on the entangled d-dimensional GHZ states, a new
efficient semi-quantum private comparison protocol is pre-
sented with the help of a semi-honest TP. Our protocol can
compare the size relation of private information between two
classical participants. Compared to existing SQPC protocols,
our protocol could achieve higher qubit efficiency.
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