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Recently, measurement-device-independent quantum secure direct communication schemes were proposed by Niu et
al. [Sci. Bull. 63 1345 (2018)] and Zhou et al. [Sci. China-Phys. Mech. Astron. 63 230362 (2020)]. Inspired by their ideas,
in this paper, a measurement-device-independent quantum dialogue protocol based on entanglement is designed and proven
to be secure. The advantage of this scheme is that it can not only allow two communicators to transmit secret messages
between each other, making the application scenarios more extensive, but can also eliminate all the security loopholes
related to the measurement device and information leakage. In terms of experimental implementation, the scheme mainly
involves the preparation of entangled states, the preparation of single photons, quantum storage, Bell measurement and
other technologies, all of which are mature at present, therefore, the scheme is feasible by using current technologies.

Keywords: quantum dialogue, entanglement state, Bell measurement
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1. Introduction
Quantum communication is a new way to communicate

by using the principles of quantum mechanics. Its security
does not depend on the computational complexity in math-
ematics, but is guaranteed by the physical principles, and is
absolutely secure. Quantum communication mainly includes
quantum key distribution (QKD), quantum secure direct com-
munication (QSDC), quantum secret sharing (QSS), etc.

The task of QKD[1–3] is that it enables legitimate com-
municators to establish and share a secret key to encrypt and
decrypt messages. Since the first QKD protocol based on a
single-photon system was proposed by Bennett and Brassard
in 1984 (BB84 protocol),[1] many excellent protocols[2,3] have
been put forward successively. Although QKD has the ad-
vantage of unconditional security in theory, it still provides
potential opportunities for some eavesdropping behaviors[4–8]

due to the imperfections of various devices in practical appli-
cation. Among these imperfections, the defect of measure-
ment equipment is particularly prominent. The solution to this
problem is to build a nearly perfect device, which is obviously
impractical. Fortunately, in 2012, Lo, Curty and Qi, three re-
searchers, proposed a measurement-device-independent QKD
(MID QKD) protocol,[9] which is independent of measure-
ment devices. This QKD system is very different from the
previous QKD scheme; that is, all the photons are measured
by an untrusted third party. Such a system can be immune
to all malicious attacks associated with measurement devices,
and it will play a vital role in the development of QKD under
real conditions in the future. Moreover, since the third party is
in the middle of the two communication parties in the scheme,
it can effectively extend the transmission distance of the QKD.
All these remarkable advantages make this MID QKD one of

the best candidates among all kinds of QKD protocols. It at-
tracted the attention of many researchers as soon as it was
reported, and has been an important research topic in recent
years.[10–12]

QSDC is another important branch of quantum commu-
nication developed in the past 20 years.[13–21] It is a unique
technology, which can transmit confidential information di-
rectly without the help of secret key and ciphertext. Early
QSDC was a one-way transmission of secret information, in
2004, Nguyen first generalized it to a two-way situation, so-
called quantum dialogue.[22] This is a very interesting con-
cept, in which Alice and Bob can send secret information each
other. Since then, quantum dialogue has gradually grown and
attracted lots of attention. However, in 2008, Gao et al.[23]

and Tan et al.[24] independently demonstrated that the quan-
tum dialogue protocol[22] has the drawback of “secret infor-
mation leakage” from the perspective of information theory,
which does not meet the requirements of secure communica-
tion. Any secure bidirectional quantum communication pro-
tocol or quantum dialogue scheme should not only resist the
conventional attacks of eavesdropper, but also avoid the defect
of “secret information leakage”.[25–27]

Recently, Niu et al.[28] and Zhou et al.[29] have presented
the MID QSDC protocols. Inspired by their ideas, in this pa-
per, we will design a MID quantum dialogue. In this protocol,
Alice prepares N identical entangled EPR pairs as quantum
channels, Bob prepares entangled EPR pairs according to his
own secret information, and both communication parties send
their photons sequences to the third party Charlie by means of
the quantum data block transmission.[14–16] After a series of
security tests, if the channel is secure, Alice will perform the
Bell measurement and publish the results. The secret of Bob
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is transmitted to Alice by means of teleportation, and the se-
cret of Alice is decoded by Bob with the knowledge of dense
coding, thus, quantum dialogue is realized successfully. The
security analysis shows that this scheme can not only effec-
tively resist common attacks by eavesdroppers, but also avoid
the defect of “secret information leakage”. Due to the use of
the technology of MID, it can also be immune to all security
loopholes associated with the measurement device. Compared
with the previous MID quantum dialogue,[27] it is more con-
cise and has higher communication efficiency. Besides, it is
feasible with present-day technology.

2. Measurement-device-independent quantum
dialogue scheme
An EPR pair is a commonly used pair of entangled pho-

tons in quantum communication, and its state is one of the
following: ∣∣ϕ±〉= 1√

2
(|00〉± |11〉),∣∣ψ±〉= 1√

2
(|01〉± |10〉). (1)

Here 0 and 1 represent the horizontal and vertical polar-
ization states of the photon. In this scheme, two communica-
tion parties agree that Bob prepares different quantum states
according to the classic secret information bit 0 or 1 he wants
to send. The specific corresponding relationship is∣∣ϕ+

〉
or
∣∣ϕ−〉→ 0,∣∣ψ+

〉
or
∣∣ψ−〉→ 1. (2)

Alice’s secret information will be encoded by a unitary
operation, and the corresponding relationship is

I or σx→ 0,

iσy or σz→ 1. (3)

The specific scheme consists of the following seven steps, as
shown in Fig. 1.

Charlie

     Bell

measurement

Alice 

Bob

t t t

t3
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a3 a2 a1
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′
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Fig. 1. The illustration of MID quantum dialogue scheme. The black
photon pairs (a1, t1)(a′1, t

′
1)(a2, t2)(a′2, t

′
2) · · ·(aN , tN)(a′N , t

′
N) at Alice’s side

are the EPR state |ϕ+〉at in Eq. (1). The black photon pairs
(b1,b′1),(b2,b′2) · · ·(bN ,b′N) prepared by Bob are one of EPR states according
to Eqs. (1) and (2). The grey single-photon qubits are randomly prepared in
one of the BB84 states

{
|0〉 , |1〉 , |+〉= 1√

2
(|0〉+ |1〉), |−〉= 1√

2
(|0〉− |1〉)

}
.

Step 1: Alice and Bob prepare some ordered pho-
ton sequences. Alice prepares 2N entangled photon pairs
(a1, t1)(a′1, t

′
1)(a2, t2)(a′2, t

′
2) · · ·(aN , tN)(a′N , t

′
N) in |ϕ+〉at . She

selects N photons t1, t2, . . . , tN in the entangled pairs to form
a sequence ST, the N photons t ′1, t

′
2, . . . , t

′
N in the correspond-

ing order form a sequence ST′ , and the remaining 2N pho-
tons a1,a′1,a2,a′2, . . . ,aN ,a′N form a sequence SA in the same
order. In order to perform the subsequent security test, Al-
ice also prepares 2m single-photons, randomly in BB84 state
{|0〉 , |1〉 , |+〉= 1√

2
(|0〉+ |1〉) , |−〉= 1√

2
(|0〉− |1〉)}, and then

inserts them into the random positions of the above sequence
ST and ST′ , thus Alice has sequences PT,PT′ with the length of
N +m single photons, and the sequence of PA with the length
of 2N photons.

Bob prepares EPR pairs (b1,b′1),(b2,b′2) · · ·(bN ,b′N) ac-
cording to his secret message and the agreement in Eq. (2).
Similarly, he separates the corresponding photon pairs bi and
b′i to form an ordered sequence SB and SB′ . Finally, he places
m single photons in BB84 state at random positions of the se-
quence SB and SB′ respectively, thus two photon sequences PB

and PB′ are generated with the length of N +m photons.
Step 2: Alice and Bob send their respective sequence

PT and PB to Charlie, the third party located in the middle
of the communication line, and keep the PT′ , PA and PB′ in
their hands. Charlie collects the corresponding photons in the
sequences PT and PB according to their positions, then per-
forms the Bell measurements on (ti,bi) in turn and publishes
the measurement results.

Step 3: The first security checking. After Charlie an-
nounces the Bell measurement outcomes, Alice and Bob an-
nounce the specific locations of the single photons in their se-
quences through classical communication. The source of the
photon pairs in Charlie’s hand can be divided into three situa-
tions, as shown in Table 1.

Table 1. The source of photon pairs (ti,bi) and the use of Bell measurements
in every situation.

Every
Source of ti Source of bi Functions

situation

(1) entanglement entanglement
entanglement swapping

for teleportation

(2) single photon single photon security checking

(3)
single photon entanglement discard
entanglement single photon discard

In Table 1, two photons in case (1) are both from the en-
tangled pair of Alice and Bob, and Charlie’s Bell measurement
is equivalent to allowing the photons in different entangled
pairs to achieve entanglement swapping. Such photon pairs
are most cases, and will be used to realize quantum dialogue.
The photon pairs in case (3) will be discarded because only a

100303-2



Chin. Phys. B Vol. 30, No. 10 (2021) 100303

small number of single photons are inserted. In order to make
the security test effective, Alice and Bob only use the photons
in case (2) to analyze the security of the step 2. The details are
as follows:

|+〉 |0〉= 1
2

∣∣ϕ+
〉
+

1
2

∣∣ϕ−〉+ 1
2

∣∣ψ+
〉
+

1
2

∣∣ψ−〉 , (4)

|−〉|1〉=−1
2

∣∣ϕ+
〉
+

1
2

∣∣ϕ−〉+ 1
2

∣∣ψ+
〉
+

1
2

∣∣ψ−〉 , (5)

|00〉= 1√
2

(∣∣ϕ+
〉
+
∣∣ϕ−〉) ,

|10〉= 1√
2

(∣∣ψ+
〉
−
∣∣ψ−〉) , (6)

|++〉= 1√
2

(∣∣ϕ+
〉
+
∣∣ψ+

〉)
,

|−+〉= 1√
2

(∣∣ϕ−〉+ ∣∣ψ−〉) . (7)

Alice and Bob exchange the basis information and quan-
tum state of single photons through classical communication.
For those single photons with different preparation basis, Bell
measurement will lead to any one of four Bell states, as shown
in Eqs. (4) and (5), it is not useful for security check and anal-
ysis. The decomposition of two photons with identical basis in
terms of Bell state are shown as Eqs. (6) and (7), and there are
only two possible Bell states. Using these single photons with
the same basis, Alice and Bob can estimate that the transmis-
sion in Step 2 is secure or not. Such a security check is com-
pletely equivalent to the literature,[9] and can also be regarded
as the “time reversal” of the QKD protocol (BBM92).[3] The
behavior of the eavesdropper Eve would cause some errors
when he chooses the wrong measurement basis. Alice and
Bob compare and analyze, if the error rate is higher than a
threshold, it indicates that Step 2 is insecure, and both par-
ties abandon the above transmission and start again. If they
confirm that the quantum channel is safe, then the next step is
started.

Step 4: Alice and Bob send their sequence PT′ and PB′ to
Charlie. Charlie collects the corresponding photons from the
sequence PT′ and PB′ , then performs the Bell measurements on
(t ′1,b

′
1),(t

′
2,b
′
2) · · ·(t ′N+m,b

′
N+m) and publishes the outcomes.

Step 5: The second security checking. After Charlie pub-
lishes the Bell measurement results, Alice and Bob announce
the specific positions of the single photons they place in the
sequence PT′ and PB′ by means of classic communication. The

security check process is completely similar to Step 3. The
photon pairs (t ′i ,b

′
i) in Charlie’s hand are still divided into

three types as in table 1. For the case (2) in Table 1, they
abandon single photons with different preparation bases and
expose single photons with the same preparation bases for se-
curity check, they estimate the error rate in the channel and
decide whether continue to the communication or not.

Step 6: Alice encodes her secret message. If both par-
ties confirm that the channel is secure, Alice applies unitary
operation to encrypt her secret message. After two Bell mea-
surements in Step 3 and Step 5, most of the N photon pairs
(a1,a′1),(a2,a′2),(a3,a′3) · · ·(aN ,a′N) in Alice’s hand are the
teleportation of EPR pair (b1,b′1),(b2,b′2) · · ·(bN ,b′N) (that is,
the case 1 in Table 1), however, there are still a small number
of pairs caused by the case 3 in Table 1 that are not entangled.
Alice discards the pairs of unentangled photons and encodes
her own secret information on the remaining N − δ pairs of
entangled photons (a j,a′j).

First, Alice performs proper unitary operation UT on the
photon a j according to Charlie’s two Bell measurement out-
comes, the specific form of UT is shown in Table 2, and thus
Bob’s initial state (b j,b′j) can be restored at the side of Al-
ice (UTa j,a′j); second, Alice encodes her secret message by
applying unitary operations UM in accordance with the agree-
ment as shown in Eq. (3). The photon pair in her hand becomes
(UMUTa j,a′j).

Step 7: Alice and Bob extract their secret messages. Usu-
ally in the MID quantum communication protocols,[9,27,28] all
the Bell measurements are performed by the untrusted third re-
lay Charlie, and two photons from an independent laser source
interfere at Charlie’s side. In this scheme, after Step 6, what
Alice owns is a photon pair (UMUTa j,a′j), which is not only an
entangled Bell state, but also carries the secret information of
both parties. In view of this, in this scheme, it is unnecessary
for Alice to send photon sequences UMUTa j (1 ≤ j ≤ N−δ )

and a′j (1 ≤ j ≤ N − δ ) to Charlie in two steps and carries
out security checks. Here we can adopt a relatively simple
method. Instead of Charlie, Alice performs Bell measurement
on each photon pair (UMUTa j,a′j) and publishes the outcome
to Bob. This can not only reduce the loss of photons in the
transmission of each sequence, but also avoid security analy-
sis, which is obviously very convenient.

Table 2. Suppose Bob’s third secret is 1 and he prepares initial state |ψ−〉b3b′3
. UT is a unitary operation to realize the teleportation of (b3,b′3)

to (a3,a′3). The correspondence between Bell measurement outcomes (t3,b3), (t ′3,b
′
3) of Charlie and UT performed by Alice.

The initial state of Bob Measurement results of Charlie UT Measurement results of Charlie UT

|ψ−〉b3b′3

|ϕ+〉 |ϕ+〉 , |ϕ−〉 |ϕ−〉
|ψ+〉 |ψ+〉 , |ψ−〉 |ψ−〉

I
|ϕ+〉 |ϕ−〉 , |ϕ−〉 |ϕ+〉
|ψ+〉 |ψ−〉 , |ψ−〉 |ψ+〉

σz

|ϕ+〉 |ψ+〉 , |ϕ−〉ψ |−〉
|ψ+〉 |ϕ+〉 , |ψ−〉 |ϕ−〉

σx
|ϕ+〉 |ψ−〉 , |ϕ−〉 |ψ+〉
|ψ+〉 |ϕ−〉 , |ψ−〉 |ϕ+〉

iσy
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For Alice, from the Bell measurement result
(UMUTa j,a′j) and UM, she can infer the initial state (b j,b′j)
prepared by Bob and extract Bob’s 1-bit classical secret infor-
mation. For Bob, according to the Bell measurement result of
(UMUTa j,a′j) and his initial state, he can also extract Alice’s
1-bit secret message. The quantum dialogue has been real-
ized. In the MID quantum communication scheme, whether it
is based on a single-photon state[9,26,27] or an entangled state
as a quantum channel,[28] the Bell measurement equipment
has always been an indispensable component. Bell measure-
ment using linear optical elements and single-photon detectors
is favored because of its simple structure. Such Bell measure-
ment devices can only distinguish two of the four Bell states,
that is, they can only identify Bell states probabilistically.
This fact will result in the halving of the efficiency both in
the security check and the decoding message process, though
it does not affect the security of the protocol. It should be
noted that four EPR states must be distinguished completely
in the current MID quantum dialogue protocol because the
secret information in Step 7 carried by Bell state is 2 bits.
That is to say, non-linear optical elements[30–32] should be
used to accomplish complete Bell measurement in the present
scheme.

3. Security analysis of the protocol
Now we will prove the security of this protocol.
In the present MID quantum dialogue protocol, it can be

seen that the security of the scheme depends on the transmis-
sion of the sequences PT,PB and PT′ ,PB′ . Both the untrusted
third party Charlie and the outside eavesdropper Eve want to
get the information of Alice and Bob, and what they want
most is the sequence PB and PB′ . Once they know the state
of (b j,b′j), they can extract the information of Alice and Bob
after Step 7. To achieve this goal, they may adopt two kinds of
eavesdropping strategies below.

(1) Measure-resend attack During the transmission
of the sequence PT,PB in Step 2 (also the sequence
PT′ ,PB′ in Step 4), Eve intercepts the photons b j in se-
quence PB (also sequence PB′ ), then performs single-
photon measurement and resends it to Charlie. How-
ever, such eavesdropping will be detected in Step 3 (also
Step 5). In sequence PB (and PB′ ), not only sequence SB

(and SB′ ) is sent to Charlie, but also BB84 single pho-
tons

{
|0〉 , |1〉 , |+〉= 1√

2
(|0〉+ |1〉) , |−〉= 1√

2
(|0〉− |1〉)

}
are

placed in random positions. Eve is unable to identify which
positions are single photons. If a sample single photon is mea-
sured and that wrong measurement basis is selected, Eve’s
eavesdropping behavior will be found in Step 3 (also in Step 5)
because the relation in Eqs. (6) and (7) is not satisfied. Simi-
larly, if Eve measures and resends photons in sequences PT,PT′

to Charlie, his action can also be detected in Step 3 (and

Step 5). By using these sample single photons with the same
preparation basis and Bell measurement outcome of Charlie,
Alice and Bob can estimate whether it is safe or not during
the transmission of PT,PB in Step 2 (also the sequence PT′ ,PB′

in Step 4). This method is equivalent to the security test of
the MID QKD protocol,[9] and can be attributed to the time
reversal of the BBM92 QKD protocol.

(2) Fake Bell measurement attack In Step 2 (and
Step 4), Charlie does not perform Bell measurement on the
corresponding photons (t j,b j) ((t ′j,b

′
j)), but announces a fake

Bell measurement result. He keeps the photon b j unchanged
and then collects the corresponding photon pair (b j,b′j) after
Step 4. By performing the Bell measurement on photon pair
(b j,b′j), Charlie can extract Bob’s secret information.

However, such an attack will also be detected in the se-
curity check process of Step 3 and Step 5 because BB84 sin-
gle photons are randomly inserted in the sequence PT,PB and
PT′ ,PB′ . If Charlie publishes the fake Bell measurement re-
sult of (t j,b j) ((t ′j,b

′
j)), there will be a mismatch between his

announcement and the possible Bell measurement outcome of
sample single photons, i.e., Eqs. (6) and (7), thus the eaves-
dropping action can be found by legitimate communicators in
Step 3 (and Step 5).

Based on the above security analysis, it can be seen that
the sample BB84 single photons and the security check in
Step 3 and Step 5 are effective in detecting the possible at-
tacks by eavesdroppers. In the following, we will prove the
drawback of “secret information leakage” can be eliminated
in our MID quantum dialogue.

In this protocol, the photon sequences PT,PB and PT′ ,PB′

are transmitted to Charlie in two steps, and sample single pho-
tons are placed in every sequence for the security check. If the
channel is confirmed to be safe after the security test of Step 3
and Step 5, the attacker Eve or Charlie cannot obtain any in-
formation of the photon pair (b j,b′j). The initial quantum state
(b j,b′j) prepared by Bob has been safely teleported to Alice’s
photon pair (a j,a′j) except for one rotation operation UT. It is
step-by-step transmission that guarantees that the quantum di-
alogue protocol does not have the defect of “secret information
leakage”. For clarity, we will give an example below.

For instance, Bob’s third secret bit is 1, and Alice’s secret
information is 1. From the agreement in Eqs. (2) and (3), Bob
prepares the initial state (b3,b′3) as |ψ−〉b3b′3

. Assuming Char-
lie’s Bell measurement result is |ϕ+〉t3b3

|ψ+〉t ′3b′3
, Alice first

operates UT = σx on photon a3 according to Table 2, and then
performs a unitary transformation iσy to encode her secret bit
1. Finally she carries out Bell measurement and publishes the
outcome |ϕ+〉a3a′3

. Once the measurement result is published,
Alice can infer the initial state prepared by Bob |ψ−〉b3b′3

to
extract the secret bit “1”; meanwhile, Bob infers Alice’s uni-
tary operation σx and extracts the secret bit “1”. Alice and Bob
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can exchange secret information securely because (b3,b′3) has
been retrieved safely at Alice’s hand in first five steps. For any
eavesdropper Charlie or Eve, he does not know the initial state
of Bob except a pure guess. In his opinion, if Bob’s initial state
is |ψ−〉b3b′3

, then iσy is encrypted by Alice; if Bob’s initial
state is |ψ+〉b3b′3

, then σx is encrypted by Alice; if Bob’s initial
state |ϕ+〉b3b′3

, then Alice performs the operation I; if Bob’s
initial state |ϕ−〉b3b′3

, the operation performed by Alice is σz.
In other words, from the Bell measurement results |ϕ+〉a3a′3

,
Charlie or Eve infers that the secret information of Bob and
Alice should be one of four situations (1,1)(1,0)(0,0)(0,1).
For eavesdroppers, they do not get more help about the secret
information from the announcement of Alice, but still rely on
random guesses. From the perspective of information theory
and cryptography, four uncertainties correspond to 2-bit se-
cret messages which are completely undecrypted to Charlie or
Eve, so our protocol does not have the drawback of “secret
information leakage”.

All in all, our protocol is secure.

4. Discussion and conclusion
In summary, we have proposed a MID quantum dialogue

protocol based on an entangled state, in which two commu-
nicators send their photons to the third relay Charlie by us-
ing the quantum data block method. After a series of security
tests, if the channel is secure, Alice performs Bell measure-
ment and publishes the measurement results. Bob’s secret is
transmitted to Alice through teleportation, while Alice’s se-
cret is decoded with the knowledge of dense coding. The
security analysis shows that this scheme can not only effec-
tively resist common attacks by eavesdroppers, but also avoid
the defect of “secret information leakage”, therefore, it is a
secure MID quantum dialogue scheme. Compared with the
previous quantum dialogue schemes,[25,26] it eliminates all at-
tacks associated with the measurement device under real con-
ditions and greatly enhances the security of communication.
Compared with the MID quantum dialogue[27] based on sin-
gle photons, this paper not only provides the entanglement-
based MID quantum dialogue protocol, but also has two ad-
vantages. (1) Our scheme is more concise. In scheme,[27] to
prepare the single photons with the same basis between two
communicators, as the authors stated, their protocol was di-
vided into two parts: the former was BB84 protocol, and the
latter was the MID quantum dialogue. In contrast, our proto-
col does not need the part of QKD in advance, so the whole
scheme is more concise. (2) The communication efficiency
of our scheme is higher than that in scheme.[27] η= c

qt+ct
is

defined as the communication efficiency [33] of a quantum
communication scheme, where c is the number of the secret
bits, and qt , ct are the number of transmitted qubits and clas-
sical bits, respectively. For the scheme,[27] if non-linear Bell

measurement is adopted, when c = 2, qt=qkey,t + qdialogue,t ,
ct=ckey,t+cdialogue,t are needed, here qkey,t = 4 is used to estab-
lish 2-bit key between two legitimate users, and qdialogue,t=4 is
the transmitted qubits in quantum dialogue scheme. ckey,t= 4
denotes classical information transmitted in BB84 QKD, and
cdialogue,t= 4 stands for the number of transmitted classical bits
in quantum dialogue; therefore, the communication efficiency
was η = 2

(4+4)+(4+4) =
1
8 , whereas in our scheme, if a 2-bit

secret message is exchanged, c = 2, only qt=6 and ct=6 are
needed, so η= 2

6+6=
1
6 , which is higher than the scheme.[27]

Obviously, our MID quantum dialogue protocol is more ad-
vantageous.

Quantum dialogue belongs to the category of QSDC,
in the current MID quantum dialogue scheme, it mainly in-
volves Bell state preparation, single photon preparation, quan-
tum storage, Bell state measurement and other technologies,
and these technologies have been mature in the experimen-
tal realization of QSDC. In 2017, academician Guo guang-
can’s research group realized an entanglement-based QSDC
with the help of atom ensemble quantum memory.[34] In the
same year, Zhu et al. increased the transmission distance of
the entanglement-based QSDC in the optical fiber in the order
of kilometers,[35] and achieved long-distance safe communica-
tion. In 2020, academician Pan Jianwei and his collaborators
realized MID QKD in free space for the first time.[36] All these
experimental successes undoubtedly show that the MID quan-
tum dialogue protocol is achievable with current technology.
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