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With the development of network science, the coupling between networks has become the focus of complex network
research. However, previous studies mainly focused on the coupling between nodes, while ignored the coupling between
edges. We propose a novel cascading failure model of two-layer networks. The model considers the different loads and
capacities of edges, as well as the elastic and coupling relationship between edges. In addition, a more flexible load-capacity
strategy is adopted to verify the model. The simulation results show that the model is feasible. Different networks have
different behaviors for the same parameters. By changing the load parameters, capacity parameters, overload parameters,
and distribution parameters reasonably, the robustness of the model can be significantly improved.

Keywords: cascade failure, overload, load distribution, edge-based

PACS: 89.75.-k, 89.75.Fb, 8§9.75.Hc

1. Introduction

Cascading failure,!!! also known as avalanche reaction,
refers to the large-scale failure of one or more damaged nodes
in a network due to the coupling relationship. There are many
cascading failures in real life. The occurrences of these cas-
cading failures have a negative impact on lives. For example,
in 2003, a large-scale power failure took place in the United
States.?l The blackout caused huge losses to local production
and life. What is worse, economic losses amounted to hun-
dreds of millions of dollars. This blackout is listed as the most
serious accident in the United States. Therefore, it is of great
necessity for relevant researchers to study the robustness and
vulnerability of networks. 316!

In previous studies, the researchers studied the robustness
of a single network, such as aviation network,!!”! transporta-
tion network!'® and power grid.l'”! However, with the de-
velopment of network science, researchers have realized that
no network exists in isolation. There is a relationship be-
tween different networks, such as power-aviation networks,
power-computer networks, communication-transmission net-
works. In 2010, Buldyrew et al.*! first proposed the cou-
pling node model. They pointed out that when a node is at-
tacked, the impact will be transmitted to the adjacent network
through the coupling relationship. After that, many models
based on coupling network have been proposed. First of all,
Shao et al.?!! established the multiple dependent relationship,
and analyzed the cascading failure of networks with numerical
analysis methods. They assumed that as long as the coupling
edge of the node fails completely, the node will fail. Multiple
interdependencies make the network transform from the first
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© 2022 Chinese Physical Society and IOP Publishing Ltd

DOI: 10.1088/1674-1056/ac1337

stage to the second stage. Dobson er al.??! established the
adjacency relationship of networks according to the similar-
ity of networks. They noted that the dependency relationship
between two kinds of nodes. One is to establish the depen-
dency relationship between the nodes with large degrees in
two networks, the other to establish the dependency relation-
ship between the nodes with large clusters in two networks.
The research shows that the connection according to the sim-
ilarity of the networks can improve the networks resistance to
random attacks. Muro er al.!?3! proposed a recovery model
and pointed out that the failure process and recovery process
can be alternated with each other. By detecting the bound-
ary nodes and recovering them with a certain proportion, the
robustness of the networks can be effectively improved.

In a real network, the edges are also important, such as
Internet lines, power lines, and transportation lines. There-
fore, it is of great significance to study the cascade failure
caused by edge collapse. In 2002, Kim et al.**! studied cas-
cading failures caused by edge collapse in a single network. In
2008, Chen et al.!*! proposed a single network load distribu-
tion model, and obtained the threshold conditions leading to
cascading failures. The load of the edge is defined as (K;K;)9,
where K; and K are the degrees of the nodes connected by
edge E; ; and 6 is a variable parameter. Motter et al.!**! found
that by deleting some edges in scale-free networks in advance,
the impact of cascading failures can be effectively reduced.

All the cited studies do not consider the coupling relation-
ship between edges in two or more networks. Nevertheless,
the coupling between edges is very common in real networks.
For example, in a railway network, when one of two closely
related sides is damaged, the other will be damaged as well.
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However, the failure mode of the edge is different from that
of the node. When a node fails, all the edges of the node will
fail. At the same time, when a node in the network leaves the
most important connection block, it will also fail. The node
failure is shown in Fig. 1(a). When node Al fails, node A2
also fails because it is separated from the most important con-
nector. However, when the edge between nodes Al and AS in
Fig. 1(b) fails, it will not damage the overall structure of the
network. Therefore, it is of great significance to study the cor-
relation of edges in two-layer networks. In this paper, a new
edge network model is proposed to study cascading failures
in two-layer networks. Moreover, a more flexible load capac-
ity strategy is adopted to verify the model. The results show
that this model is feasible. By changing the load parameters,
capacity parameters, overload parameters and distribution pa-
rameters reasonably, the robustness of the system can be sig-
nificantly improved.

This paper is arranged as follows: In Section 2, the special
model of between edges is described in detail, including load
distribution process, overload behavior, residual load distribu-
tion strategy and robustness evaluation. In Section 3, analyses
and simulations are presented. Finally, the conclusion is made
in Section 4.

Fig. 1. Network failure diagram: (a) node failure diagram, (b) edge
failure diagram.

2. Special network model between edges

In this paper, a two-layer network is established with two
subnetworks denoted as networks A and B. The nodes are
numbered as Ny and N, respectively. Therefore, the size of
the network is N = No = Np. A random method is adopted to

connect the edges of networks A and B. Considering that the
number of edges is different in networks with the same number
of nodes, the minimum number of edges in the two networks
is taken as the number of dependencies in the two networks.
In order to verify the applicability of the proposed model,
scale-free network,?”! small-world network[?®! and random
network model are taken as the subnetworks of the two-layer
network in this research.

Figure 2(a) is a simplified diagram of the model. In
Fig. 2(a), {A1,A2,A3,...} represent the nodes of subnetwork
A and {B1,B2,B3,...} represent the nodes of subnetwork B.
The solid lines represent the connection between the nodes
within the subnetworks, and the dashed lines represent the
connection between the edges. When an edge in subnetwork
A or subnetwork B is attacked, it is the edges belonging to
the maximum component of subnetwork A/B that can main-
tain their functions while other edges will fail. Assuming that
some edges in subnetwork A fail due to the initial attack, the
failed edges in subnetwork A will be transferred to the edges
of subnetwork B through the coupling relationship, resulting
in the failure of subnetwork B. Likewise, the invalid edges in
subnetwork B will also be transferred to subnetwork A through
the coupling relationship. The iteration does not end until sub-
network A and subnetwork B reach stability. For example,
supposing that edges E» 3 in subnetwork A is deliberately at-
tacked, the failure of E; 3 will cause the failure of £ 3 in sub-
network B. Concurrently, the failure of edges E> 3 in subnet-
work B will cause the failure in its internal edges E1 >, which
breaks away from the giant connecting piece. The first step is
shown in Fig. 2(b). The failure of edges £} > in subnetwork B
will cause the failure of edges E4 s in subnetwork A and the
failure of edges E4 5 in subnetwork A will cause the failure in
its internal edges E» 4. The second step is shown in Fig. 2(c).
The failure of edge E5 4 in subnetwork A will cause the fail-
ure of edge E3 5 of subnetwork B. The final network is stable,
and the final steady state of the overall system is shown in
Fig. 2(d).
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Fig. 2. The failure process of the new model between edges: (a) initial state of the network, (b) failure of the first step, (c) failure of the second

step, (d) stable state of the network.
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2.1. Load distribution process

In this study, it is assumed that the edge carries the load,
such as the flow of road in the transportation and the electrical
load in power. Based on the literature,**! it is assumed that
edge E; j(0) carries initial load in the following formula:

Lg,(0) = (K:K;)°, (1)

where K; and K are the degrees of the nodes connected by the
edge E; ;, and 0 is a variable parameter.

In order to be closer to the actual network, a more flexible
model of capacity is adopted in this research. There are two
parameters in the following model:

Cr,; =Lk, ; + BLE, i ()

where o > 0, B > 0. When o = 1, the model is transformed
into the ML model.

As is shown in Fig. 3, the load of one edge E; ; that is at-
tacked will be transferred to its adjacent edge E; ,,. Then edge
E; ; transfers its load to edge E; ,, according to the following
formula:

m = Le,,
E, - b)
o Z(XGZ LEi,a + Zbek LEj'[;

3)

where Lg, , is the load of the edge E; , Z is the neighbor nodes
of node 7, and K is the neighbor nodes of node ;.

Fig. 3. The load distribution strategy when an edge fails.

As the real network has elasticity, the edge may not im-
mediately fail when an edge exceeds the capacity. Only when
the edge exceeds the maximum capacity, it will fail immedi-
ately. Therefore, the overload coefficient 6 is used to express
the processing ability of edge E; ,, for additional load. When
the load of edge E;,, exceeds 5CEi,m’ edge E;,, immediately
fails. When edge E; ,, is greater than CEi,m and less than 8CEi,m’
edge E; ,, will fail with a certain probability. We judge the state
of edge E; ,, by the following formula:

Lg,, <Ckg,, normal;
Cg,,, <Lg,, <0CEg,,, Nandom > PE;,,, overload; @
CEi.m < LELm < 5CE,’_m7 Mrandom < PEi.m> failure;
Lg,, > 6Cg,,, ’ failure;

where n;andom 18 @ random number from O to 1, and Pg,,, is the
failure probability of edge E; .

In the actual network, the edge processing capacity for
the additional load is also different. Sometimes a small-scale
overload may cause the edge to fail. To describe this charac-
ter, the parameter @ is introduced to characterize it. Pg,,, is
calculated by the following formula:

[
Le. —Ck,
Pr = i,m i,m . 5
Et,m <6CE _ CE > ( )

im im

It is generally believed that the higher the load of edge exceeds
the capacity, the greater the probability of failure is. Therefore,
o> 0.

In order to ensure that the non-failure overload edge
can just keep to be normal, the residual load distribution

[30]

strategy'”" is utilized to distribute its excess load. The over-

load edge E; ;, is allocated according to the following formula:

CEj.z - llEj"Z
HE}Z: = ’
: ZXEI—} (CEj,)( - LEj.)( ) + ZTI €l (CEm,n - LEm,n )

,» (6

where I’ denotes the neighbor node of node j, and I, denotes
the neighbor node of node m.

2.2. Robustness of the network

To trigger the cascading failure, we attack the most loaded
edge in subnet A and the most loaded edge in subnet B simul-
taneously. Since the largest connected piece of a network is an
important indicator to measure the robustness of the network,
the size of the largest connected piece is recorded as G,

! !
G Ng, +Ng,

= ) )
NEA + NEB

where Ng, is the initial number of edges in subnetwork A,
NE, represents the initial number of edges in subnetwork B,
NIIEA represents the number of edges after the failure in sub-
network A, and NgB represents the number of edges after the
failure in subnetwork B. The more edges the network has after
being attacked, the more robust the network is.

3. Analyses of simulations

Different topologies of the network have different effects
on its dynamics. In order to understand and control the ef-
fects of cascading failures on the network, we choose differ-
ent topologies of the network (ER-ER edge-coupling network,
WS-WS edge-coupling network, BA-BA edge-coupling net-
work, BA-ER edge-coupling network, BA-WS edge-coupling
network and WS-ER edge-coupling network) to conduct this
research. At the same time, the influence of load parameter,
capacity parameter, overload parameter, and distribution coef-
ficient on the robustness of the network are investigated. Pa-
rameters about the network are listed in Table 1. The simula-
tions run independently 500 times on average.

018901-3
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Table 1. Network parameters.

Network parameters ER network BA network WS network
Number of network nodes 200 200 200
Average degree (k) 6 6 6

Parameters of generation P =0.03 my=3,m=3 P=0.1,K=6

3.1. Influence of overload parameter & on the model

To study the influence of overload coefficient § on the
model, other parameters should not exert a massive impact on

the robustness of the network. Assuming the distribution coef-

1.0 r
(a)
0.8 . 5=1.0
5=1.0
= §=1.1
0.6 5=1.1
G} +§:1.2
e §=1.2
0.4f - 9=12
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B
1.0
(e) ——0=1.0
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0.8 —s—5=1.1
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+§:%'35
0.6 —~—3§=1.3
O ——0=1.4
0.4 f
0.2
0 e o f
0 04 08 1.2 1.6 2.0 24 2.8

=

ficient @ = 1, o = 0.6, load coefficient 8 = 1, the G- curves
with different values of the overload coefficient d are shown in
Fig.4. As can be seen in Fig. 4, with the  parameter increas-
ing, the robustness of the model gradually increases. However,
in the BA-WS edge-coupling network and the BA-ER edge-
coupling network, the robustness is weaker than those in other
networks, which indicates that different structures will lead
to different robustness in the edge-coupling network. Mean-
while, it is found that the span from 6 = 1.3 to § = 1.4 is not
as large as the span from 6 = 1.0 to § = 1.1 in this model.

1.0 ¢
(b)
0.8
0.6 —=—0=1.0
O 6=1.05
—=—5=1.1
0.4 6=1.15
——§=1.2
——§=1.25
0.2 —v—§=1.3
——0=1.4
Oi — M
0 04 08 1.2 16 20 24 2.8
B
1.0
(d) ——§=1.0
6=1.05
0.8 —=—§=1.1
6:1.15
——§=1.2
0.6 ——§=1.25
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O ——0=1.4
0.4
vV
0.2 4/
N aaSEan -
0 0.4 0.8 1.2 1.6 2.0 2.4 28
B
1.0
() '
0.8
=i
© 2;1:1
=1.15
0.4 5—12
6=1.25
d=1.3
0.2 0=1.4
e
0 0.4 08 1.2 1.6 2.0 24 2.8

B

Fig. 4. Robustness of network under different overload parameters §: (a) BA-BA network of coupled edge, (b) ER-ER network of coupled
edge, (c) WS-WS network of coupled edge, (d) BA-WS network of coupled edge, (e) BA-ER network of coupled edge, (f) WS-ER network of

coupled edge.

In brief, it can be found that when the overload parameter
0 increases in a small range, the robustness can be improved
obviously. However, when § is increased to a certain extent,
the robustness changes little. Moreover, the robustness of the

BA-WS and BA-ER edge-coupling network is weak.

3.2. Influence of load coefficient 6 on the model

In order to study the influence of the load coefficient 6 on
this model, other parameters do not have an excessive influ-
ence. Therefore, the overload coefficient § = 1.15, the distri-
bution coefficient ® = 1, and a = 0.6. Different G- curves
for the load parameter 6 are shown in Fig. 5.
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Fig. 5. Network robustness under different load coefficients 6: (a) BA-BA network of coupled edge, (b) ER-ER network of coupled edge, (c)
WS-WS network of coupled edge, (d) BA-WS network of coupled edge, (¢) BA-ER network of coupled edge, (f) WS-ER network of coupled edge.

Firstly, when 6 < 1, the robustness of different networks
behaves differently with the increase of . It can be seen that
the BA-BA edge-coupling network is more sensitive to the 3
parameter in Fig. 5(a). The robustness of the BA-BA edge-
coupling network increases in the range of 8 from 0 to 0.4.
When = 0.8, the network robustness is the strongest.

In Fig. 5(b), the robustness of ER-ER edge-coupling net-
work increases in the range of § = 0.4-1.2. When § = 2, the
network robustness is the strongest. In Fig. 5(c), the robust-
ness of the WS-WS edge-coupling network becomes obvious
in the range of B = 0-1.6. When 3 = 2.8, the network robust-
ness is strongest. In Fig. 5(d), the robustness of the BA-WS
edge-coupling network is enhanced in the range of § = 0-1.2.
When 8 = 2.4, the network robustness is the strongest. In
Fig. 5(e), the robustness of the BA-ER edge-coupling network
becomes clear in the range of f = 0-0.8. When = 1.8, the
network robustness is supreme. In Fig. 5(f), the robustness
of the WS-ER edge-coupling network turns remarkable in the
range of § = 0-1. When 8 =1, the network robustness is no-

table.

When 0 = 1, the robustness of ER-ER, BA-BA, and WS-
WS edge-coupling networks rises slowly. Furthermore, it can
be seen that the robustness of the BA-WS network is lower
than 0.2 in Fig. 5(d). In Fig. 5(e), it can be seen that the ro-
bustness of the BA-ER edge-coupling network shows a clear
upward trend, starting at § = 1.6. However, the robustness of
the WS-ER edge-coupling network is the strongest.

When 6 = 1.5, only the robustness of the WS-WS and
ER-ER edge-coupling networks shows a more obvious upward
trend.

When 6 = 2, the robustness of all networks is terrible. It
can be seen that when 0 > 1, its load parameter 0 has a mas-
sive impact on the robustness of the networks.

3.3. Influence of the distribution coefficient ® on the model

In order to study the influence of the distribution coeffi-
cient @ on the model, it is assumed that the overload coeffi-
cient 6 = 1.15, a = 0.6, and the load coefficient 8 = 0.5. The

018901-5
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G-B curves with different values of the distribution coefficient
 are shown in Fig. 6.

It can be seen in Fig. 6 that the robustness of the net-
works with different structures will gradually increase with
the increase of parameter 3. However, as the § value in-
creases to a certain extent (turning point f3.), the change of
distribution parameter @ will not cause any change in the
robustness of the model. The turning point f is different

1.0 e ectttttttttttttetttsttettt
i (a)
0.8]
1.0,
0.6} 0.8 ——w=0.5
Q) ——w=1.0
006 +w:%.8
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04 To=30
02| Ir *?
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B
0
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B
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O
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s s
0 04 08 1.2 16 2.0 24 238

B

for networks with different structures, including the BA-BA
edge-coupling networks . = 1, the ER-ER edge-coupling net-
works . = 0.9, the WS-WS edge-coupling networks 3. = 1.7,
the BA-WS edge-coupling networks . = 1.2, BA-ER edge-
coupling networks . = 1.1, and the WS-ER edge-coupling
networks . = 0.9. Therefore, finding a suitable @ is signifi-

cant for controlling cascade failure in real networks.

1.0
0.8
0.6
O
0.4
0.2
O o
G}
——w=0.5
——w=1.0
0.8} +$;2:5
——w=3.0
0.6
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0.2}

0 04 0.8 1.2 1.6 2.0 24 2.8
B

Fig. 6. Network robustness under different distribution coefficients  (insets are the enlarged pictures): (a) BA-BA network of coupled edge,
(b) ER-ER network of coupled edge, (c) WS-WS network of coupled edge, (d) BA-WS network of coupled edge, (¢) BA-ER network of

coupled edge, (f) WS-ER network of coupled edge.

3.4. Influence of capacity parameters o and § on the
model

To study the influence of capacity parameters o and f
on the model, this research is carried out with the distribution
coefficients @ = 1, overload coefficient 6 = 1.15, and load co-
efficient & = 0.6. The simulation results are shown in Fig. 7.

It can be seen in Fig. 7(a) that the robustness of the model
gradually increases with the increase of . However, when
the critical value @ = 1, the networks of different structures
show the strongest robustness. Similarly, in Fig. 7(b), when
the critical value § = 1.4, the networks show the strongest ro-
bustness. It can be observed that the robustness of the BA-BA
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edge-interdependence networks is stronger than those in other
networks. In general, by adjusting the o and 3 parameters,
the networks can obtain maximum robustness more quickly.
Therefore, it is unwise to adjust a single parameter of o or 3
parameters in a real network.

1.0
0.8
0.6
O
0.4 —— BA-BA
—e— ER-ER
WS-WS
F BA-ER
0.2 g —— WS-ER
—— BA-WS
0 Fadpird
0.2 04 0.6 0.8 1.0 1.2 14
(07
1.0
(b)
0.8
0.6
o ;
0.4 —+ BA-BA
—e— ER-ER
WS-WS
0.2 BA-ER
—— WS-ER
—— BA-WS
% 0.2 04 06 08 1.0 1.2 1.4
B

Fig. 7. Robustness of different networks under capacity parameters:
(a) robustness under the condition of § = 0.8, (b) robustness under the
condition of & = 0.6.

4. Conclusion

The edge in the network not only has the function of
maintaining the overall structure of the network but also serves
as the medium of information dissemination. Therefore,
studying the coupling on edges of the network is of great sig-
nificance for studying the robustness of the network. Consid-
ering multiple parameters and apply them to BA-BA, ER-ER,
WS-WS, BA-WS, BA-ER, WS-ER networks, we construct an
edge-to-edge coupling model of different two-layer networks.
It is found that difference in the structure of the model will
lead to difference in robustness, and the span from 6 = 1.3 to
0 = 1.4 is not as large as the span from 6§ =1.0to 6 = 1.1.
Meanwhile, when 0 > 1, its load parameter 0 leads to poor ro-
bustness of the network. In distribution parameter , the criti-
cal threshold f3. is explored. The turning point f3. is different in
different structures. As to the capacity parameters, it is found
that adjusting the capacity parameters o and 8 simultaneously
can improve the robustness of the network significantly.

In general, this model provides a new reference for con-
trolling and avoiding cascade failure. For further studies, we
will explore the robustness of networks from the perspective
of the coupling relationship between edges and that between
nodes simultaneously in the future.
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