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Robust H.. state estimation for a class of complex networks with
dynamic event-triggered scheme against hybrid attacks
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We investigate the dynamic event-triggered state estimation for uncertain complex networks with hybrid delays suf-
fering from both deception attacks and denial-of-service attacks. Firstly, the effects of time-varying delays and finite-
distributed delays are considered during data transmission between nodes. Secondly, a dynamic event-triggered scheme
(ETS) is introduced to reduce the frequency of data transmission between sensors and estimators. Thirdly, by considering
the discussed plant, dynamic ETS, state estimator, and hybrid attacks into a unified framework, this framework is trans-
ferred into a novel dynamical model. Furthermore, with the help of Lyapunov stability theory and linear matrix inequality
techniques, sufficient condition to ensure that the system is exponentially stable and satisfies H. performance constraints
is obtained, and the design algorithm for estimator gains is given. Finally, two numerical examples verify the effectiveness

of the proposed method.

Keywords: dynamic event-triggered scheme, hybrid attacks, complex networks, state estimation

PACS: 05.45.Xt, 02.30.Yy, 07.05.Dz

1. Introduction

Complex networks (CNs) can be seen as a class of gen-
eralized mathematical models abstracted from certain actual
complex systems and introduced as an important tool in related
cross-disciplines. A CN model can describe a large number of
complex systems that exist in practice, and it usually consists
of nodes, edges and topologies.!!! Nodes are used to represent
different individuals in an actual system. The relationship be-
tween individuals is represented by edges, and the dynamic
structure of the network is influenced by the topology.*! Neu-
ral systems, computer networks, power networks, social rela-
tionship networks, and transportation systems are typical CNs,
for example, in a nervous system, each nerve cell connected
by nerve fibers can be regarded as a node, and a nervous sys-
tem can be regarded as a CN.*! Due to many advantages of
CNss, they have been widely used in fields such as the Internet,
sociology, communication security and image processing. !
In recent years, research on complex networks has become a
hot topic in theory and practice, for example, synchronization,

consensus and state estimation. [>-0-8-11

I Specifically, the au-
thors of Ref. [9] proposed synchronization approach for de-
lay CNs with nonlinearity and deception attacks. Based on
an event-triggered scheme (ETS), the authors of Ref. [10] dis-
cussed the state estimation problem for nonlinearly coupled
CNs with finite-distributed delays and discrete delay. Consid-
ering incomplete measurements and uncertain inner-coupling,
a design method of H.. state estimator was proposed for dis-
crete CNs in Ref. [11]. In this paper, we discuss the state es-
timation problem of complex networks with respect to both

network security and resource constraint.
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Generally, for the traditional data transmission strategy,
the measurement signal of the estimator is updated with equal
cycles.!"?l Due to the limited network bandwidth resources,
how to ensure the system has a certain performance, while ef-
fectively reducing the waste of network resources has been one
of the key issues for networked systems.!'*!4 Among many
data transmission scheduling schemes, the event-triggered
scheme stands out.!">! The core idea of ETS is to determine
whether the current packet can meet the preset triggering con-
ditions, and if so, the packet will be transmitted to the re-
mote destination through the communication network.['®l As
the problem of networked systems becomes more complex,
more and more improved ETSs are proposed for reaping supe-
rior results, such as dynamic ETS,!!”] adaptive ETS,[!8! self-
triggered scheme,'”! distributed ETS,*°! and hybrid ETS.?!!
Specifically, a dynamic event-driven state estimation issue was
investigated in Ref. [22] for discrete CNs with probabilistic
sensor saturation. By utilizing an adaptive ETS, an state esti-
mation problem was conducted for fractional-order CNs with
probabilistic nonlinearities against cyber attacks in Ref. [23].
In this paper, the design scheme of dynamic event-driven es-
timator is discussed in order to reduce the frequency of data
exchange between sensors and estimators.

The application of networked systems has brought us a
lot of convenience, but in the open network environment, the
system faces security issues that cannot be ignored.?*! In re-
cent years, malicious attacks against the networked systems
of government agencies and enterprises have been increas-
ing. For examples, on January 10, 2021, the Central Bank
of New Zealand’s third-party hosting provider suffered a cy-
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ber attack that resulted in a data breach; on January 15, 2021,
the Scottish Environment Protection Agency disclosed a ran-
som attack that caused a serious network outage and theft of
some data.!?>! Based on the above-mentioned attaches, many
security strategies for defending against cyber attacks [denial-
of-service (DoS) attacks, deception attacks, replay attacks,
etc.] have been proposed.>-28! Specifically, the authors of
Ref. [29] proposed an improved recursive filtering algorithm
for a class of CNs with state saturation and deception attacks.
In Ref. [30], the problem of partial-nodes-based state estima-
tion was studied for a class of uncertain CNs against deception
attacks. Given that the impact of deception and DoS attacks on
complex networks will be considered in this paper. The char-
acteristics of the attacks are as follows: Deception attacks re-
place real data in a communication network by fake data. DoS
attacks prevent the transmission of data in a communication
network to a remote destination in order to destabilize the sys-
tem. Note that the hybrid attacks mentioned subsequently in
this paper refer to the attack model consisting of the deception
attacks and the DoS attacks.

Currently, many scholars have studied the security of
complex networks from the perspective of state estimation.
However, the literature related to state estimation of complex
networks under cyber attacks and network resource constraints
is very limited, which is the main motivation of this paper. The
other two motivations are as follows: on the one hand, the in-
troduction of dynamic event triggering scheme to avoid band-
width resource redundancy under high sampling frequency; on
the other hand, the development of appropriate security strate-
gies to deal with potential threats in an open network envi-
ronment. Based on the above three points, this paper aims to
meet the system performance requirements while improving
the utilization of network resources and effectively resisting
cyber attacks.

In this paper, the problem of security state estimation for
a class of uncertain CNs with mixed delays and hybrid attacks
is studied with the help of a dynamic ETS. To avoid the trans-
mission of redundant data in the communication network, a
dynamic ETS is introduced to reduce the need for estimators
to perform unnecessary updates of measurement information.
Also, a class of complex networks under cyber attacks and dy-
namic ETS is modeled as a dynamic system by considering
unknown deception attacks and DoS attacks in the communi-
cation network. Then, sufficient conditions to ensure that this
system is stable and satisfies the H.. performance constraint
are obtained by using Lyapunov stability theory and linear ma-
trix inequality (LMI). Based on the above stability criterion, a
dynamic event-triggered estimator is designed to estimate the
plant state. Finally, the validity of the designed dynamic event-
triggered estimator is verified by two examples. The main con-
tributions of this paper are as follows:

A novel dynamics model is developed to describe the de-
lay phenomenon among nodes, data transmission scheduling
strategies and hybrid attack behaviors in CNs.

Considering the complexity of physical networks, the
form of cyber attacks is extended from the universal single
attack to the hybrid attacks consisting of many different attack
behaviors.

Two sets of Bernoulli random variables are utilized to de-
pict the random occurrence sequences of deception attacks and
DoS attacks, respectively.

Based on the above dynamics model, uncertainties in the
system parameters are further considered and robust stability
analysis is also developed.

Notations: R" ™ means n X m real matrix; R" de-
notes n-dimensional Euclidean space; A > 0 (A > 0) im-
plies positive definite (positive semi-definite) symmetric ma-
trix; E{A} represents mathematical expectation of random
variable A; coly{X;} and diagy{Y;} stand for the block-
column matrix col{X;, X5, ...
trix col{Y},Ya,...

,Xn} and the block-diagonal ma-
, Yy}, respectively.

2. Preliminaries

Consider the following CNs with NV coupled nodes:

Kk 1) = (A + A4 (0)6(8) + Exa (k)
+(Bi +AB;(k))xi(k—n(k))
d
+(D; +AD;(k Zusxl
+ZIW’J(F+AF(k))x/(k)’
=
yi(k) = Cixi(k),
zi(k) = Mix;(k),

xi(s) = ¢i(s),Vs = —max{nuy.d},...,0, €))

where x;(k) € R, y;(k) € R™ and z;(k) € R”
the state vector, the ideal measurement output and the output

are, respectively,

to be estimated of the i-th node; 7 (k) is the discrete time-
varying delay and satisfies 1, < 1(k) < Mars Y| ox; (k — s)
is the finite-distributed delay and satisfies 1 < s < d with
being positive constant; @;(k) € L[0,00) is the disturbance

I' = diag{n,p,
W = (wjj)nxn is the coupled configuration matrix of the CNs

input. ,%.} is an inner-coupling matrix.

with w;; > 0 (i # j) but not all zero, and the diagonal element
is expressed by w;; = —ZIJY:L#I. wij. A, Bi, D;, E; and M; are
known matrices. AA;(k), AB;(k), AD;(k) and AI' (k) are the
perturbed matrices, which are expressed as

[AA;(k) AB;(k) AD;(k)] = NiF (k) [Mai My; My,

AT (k) = NrF (k)Mr-, (2)
where N;, My;, Mp;, My;, Nr and Mr- are known matrices. F (k)
is a uncertain matrix and satisfies FT (k)F (k) < I.
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Fig. 1. The systematic structure.

It is well known that the limited network bandwidth is in-
sufficient to support the transmission of high frequency sam-
pled signals in communication networks. For this reason,
we need to introduce a suitable data transmission scheduling
scheme to reduce the amount of data transmission in the com-
munication network. In addition for open network environ-
ments, we have to take into account the potential risk of cyber
attacks. Specifically, the main work of this paper is devoted
to study a co-design method for robust state estimation and
dynamic event-triggered schemes against hybrid attacks. In
Eq. (1), the uncertain complex networks with time-varying de-
lay and finite-distributed delay are given. As shown in Fig. 1,
we model the dynamic event-triggered scheme, hybrid attacks
as well as the system under consideration uniformly, and trans-
form them into an estimation error dynamic model. Details are
as follows:

Firstly, without dynamic event-triggered scheme and hy-
brid attacks, the ideal measurement output can be expressed
as y;(k) = Cix;(k). Secondly, we introduce a dynamic event-
triggered scheme in the communication network between sen-
sors and estimators. For each node, the next release instant
1}, of the i-th node (1 < i < N) can be determined by

., = min{k € Nk >, %(pi(k) + o (k)i (k)
—EX (k) E(k) < 0}, 3)

where 7; and o; are given constants, and & (k) = y;(k) — y;(} );
yi(t}) is the last released data-packet. Moreover, ;(k) is a dy-
namic function and satisfies

@i(k+1) = 5oi(k) + oy} (k)yi(k) — & (k) &i(k), (4

where 0 < 7; < 1, and ¢;(0) is a given initial condition.
For &;(k) = yi(k) — y(t} ), the measurement output applied
to the above scheme can be represented as

Fi(k) = yi(th)- (5)

Then, since an open network environment may be ex-
posed to multiple potential security risks, we discuss the im-
pact of two types of cyber attacks on the complex networks.

As a result, the data-packet transmitted to the estimator under
the hybrid attacks can be expressed as

Ji(k) = (1= Bi(k))[(1 — 04(k))yi(k) + 06(k) f(xi(k))], (6)

where o;(k) and fB;(k) are Bernoulli distributed white se-
quences.

Assumption 1 The nonlinear function f(x;(k)) repre-
sents the deception attack signal and satisfies the following
condition:

1/ (k)1 < ||Fxi(k) |2 ©)

with F being a real constant matrix.
Assumption 2 o;(k) and f;(k) satisfy the following sta-
tistical properties:

E{(X,(k)} = PI’Ob{(X,‘(k) =1
E{Bi(k)} = Prob {Bi(k) = 1

From this, we have

=B;. (8)

E{oi(k)—a} =0, E{(a(k)—a)*} = a;(1— &),

E{Bi(k)—B:} =0, E{(Bi(k)—B:)*} =Bi(1-Bi), 9)
where &;, B; € [0, 1].

Remark 1 In Eq. (6), &, B and f(x;(k)) are intro-
duced to model the transmission data under hybrid cyber at-
tacks. When o;(k) = 0 and f3;(k) = 0, the data transmission in
the communication network is normal. When ¢;(k) = 1 and
Bi(k) = 0, the real data is replaced by false signal from decep-
tion attack. When o (k) = 0 and f3;(k) = 1, DoS attacks block
all data transmission in the communication network.

Remark 2 If & € (0,1) and f3; € (0, 1), data transmission
in the communication network is affected by both types of cy-
ber attacks. The Bernoulli distributed white sequence used to
describe the occurrence or non-occurrence of different cyber
attacks is unlikely to be identical. DoS attack and deception at-
tack may occur alternately or simultaneously. The DoS attack
is characterized by preventing any data from being transmitted
through the communication network to its destination, and the
false signal generated by the deception attack is no exception.
Therefore, we default the DoS attack to enjoy priority in the
actual numerical simulation, that is, the deception attack is not
considered when both types of cyber attacks are released at the
same time.

Construct the following state estimator for node i:

d
fi(k+1) = Aigi(k) + Bifi(k—n (k) +Di Y, pski(k —s)

s=1

N
+ Y wiiT&(k) + Li[yi(k) — Cii(k)],
j=1
zi(k) = Mix(k), (10)

where £;(k) € R" and 2;(k) € R" are the estimate of x;(k) and
zi(k), and L; is the estimator gain to be designed.
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Denote that e; (k) = x;(k) — £;(k), and Z;(k) = z;(k) — 2; (k).
For natational convenience, we further denote
e(k) = colw{er(k)}, eq(k) = coly{ei(k — ()}
x(k) = coly{xi(k)}, xn(k) = coly{xi(k—n(k))},
§ (k) = coly{&i(k)}, @(k) = coly{i(k)},z(k) = coly{zi(k)},
A[B|C|D|E|L|M = diagy{Ai|B:|Ci|Di|Ei|L:|M;},
N|Mo|M,|Mq = diagy{Ni|Mai|Mpi|Mqi},
AA|AB|AD = diagy{AA;(k)|AB;(k)|AD;(k)},
A" = AT (k),
a(k)|B (k) = diagy{0;(k)|Bi(k)}, f(k) = coln{f(xi(k))}-
Then, through Kronecker product, Z _wijl'xj(k)|%;(k) in

Egs. (1) and (10) can be rewritten as W ® I'x(k)|£(k). From
Egs. (1)-(10), we obtain

d
)—l—DZuse(k—s)

s=1

+(LC+AA+W & I')x(k) 4 ABxy (k)

e(k+1) = (A—LC+W T )e(k)+ Bey(k

d
—i—ADZ,usx(k—s)
—(1- B(k))(l—a(k))L[Cx
—(1=B(k)ax(k)Lf (k),
Me(k).

By setting § (k) =
ing augmented system:

Clk+1) =

(k) + & (k)]

v

Y

we obtain the follow-

[T (k) ")),

(A+AA) (k) + (B+AB)E(k—n(k))
d
+(D+AD) Y, ul(k

s=1
—(1=BK)(1 = a(k)){Ar £ (k)

—(1=BK)a(k)Af(k),

—s)+Ew(k)

— A5 (k)}

12)

where

=~

_[a+wer 0
| c A-Lc+werl)|

4 [M+W®Ar 0
~ [MA+WeAr 0]

B[gg], 5= [aso]
2= [0 5] o= [250]

e[ e[ e[l

For convenience of follow-on work, we require some nec-

>

essary processing of Eq. (12) according to Assumption 2, and

Eq. (12) can be rewritten as

C(k+1) = I+ (a(k) — @)L+ (B(k) — B)I3
+(a(k) — a)(B(k) - B)I3, (13)
where
Ii = (A+AA) L (k) + (B+AB) S (k—n (k)
+(D+8D) ¥ uLlk—s) +Eoll
s=1
—(1=B)(1 = a){A1{ (k) — A5 (k) } — (1= B)aAaf(k),
I = (1-B) AL (k) — A& (k) — Axf (k)
= (1= a)[A1§(k) — A& (k)] + aAa f(k),

= —A1E (k) + A (k) + Ao f (k).

Lemma 1 For a real constant p; > 0, and matrix R > 0,
the following inequality holds:

d d d T sd
(ZP:’) ZPiXI'Tin > (me) R(Zpixi)'
i=1 /=1 = i=l

The following definition will play an important role in the
stability analysis of dynamic system (12) and the design of the
corresponding estimator (10).

Definition 1'% For real constants @ > 0 and 0 < b < 1,
dynamic system (12) with w(k) = 0 is said to be exponentially
mean-square stable (EMSS), so that

E{[|C(0)IP} < ab*sup—n, <i<oB{ I (D)I*}, ¥k =0.

3. Main results

In this section, we design the estimator gain for a class of
complex networks under the premise of ensuring the stability
of the augmented system. First, we give a sufficient condition
to ensure that the system is exponentially mean-square sta-
ble and that the H. performance constraint is satisfied. Then,
based on the above theorem, a design method for the estimator
gain is given. The main content of this section will be pre-
sented as the following theorems.

Theorem 1 Given &, f3, 7, 7;, m;, 6; (i=1,2,...,N), and
the estimator gain L, system (12) is EMSS, and satisfies the
H., performance constraint for all nonzero w(k), if there exist
matrices P > 0,0 > 0,R > 0, and scalar 8; > 0, the following
LMI will hold:

—

o) * * * *
P(IT, + AIL)) —P * *
D= 6o PIT, 0 —-P =« * | <0, (14)
6[5PH3 0 0 —P «x
5a5ﬁPH4 0 0 0O -P
where
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E= [(1 1) = —P+Q+ (My — M) Q+ ZyR+ AL C+ F' F + M' M

(2,2) = -0,(3,3) = =4s,(4,4) = 43,(5,5) = —1,(6,6) = —EI”R, (7,7) = yz],
M = [A=(1-B)(1-a)A B (1-B)(1-a)A 0 —(1-B)aA, D £],
Ih = [(1-B)A1 0 —(1-B)A2 0 —(1-B)A2 0 0],
I = [(1-a)A; 0 —(1—a)A2 0 @A2 0 0], ILy=[-A; 0 A 0 Ay 00],
AIl, = [AB00O0ODO], C=[CO0], F=[FO0], M=][0M],
Ay = diagN{&JfTTii*l} Ay = diagy {810+ 2}, A :diagN{51+”ii}. (15)
\
Proof Choose the following Lyapunov functional candi- ke Tm T, .
e IR et} (8)
V) = Y V(0. a (AR} = B 1T w0RLH
- - Y 0oL (19)
where i=k—1y+1
_rT d
Bl =Y {0 Lo e
=t = 5{ § g wREW
ACT vl Wttt
3(k) = i i), d
g jk=mp L =] - Y u T (k—s)RC (kS)}, (20)
d k—1 s=1
(k) =Y us Y, STHRE(), N /7 A
e Bavs®) = 5{ X (S o+ oo
N 1 i=1 i i
= ; ;i(Pi(k)

Taking the difference and mathematical expectation of
V (k) along the system (12) yields

E{AVi(k)} = E{Vi(k+1)—Vi(k)}
= E{'PL} + 8,1, Pl + 8313 P
+8a 3L P — ST ()PE(K)},  (17)

where 82 = a(1 — @), 65 =B
defined in Eq. (13).

E{AVa(k)} = E{¢" k)QC( ) -

—B), and I3, I, I3, I are

T (k—n (k) QL (k—n (k)

1
—méﬂk)é(k)}- @21

Taking consideration of triggering condition (3) and non-
linear constraint (7), the following inequalities hold:

1
81| 00+ o (0 (0) - ET 0G| >0
! (k)FT Fx(k) — f (k) f (k) > 0. (22)
Then, it follows from Lemma 1 that

Zu 8T (k= 5)RE (k —s)

k— 1 T s
i=k—m (k+1)+1
k-1 where X, = ):f: Us. Notice that the following zero equality
+ Z CT(i)QC(i) holds: ' 1
i=k—nm+1
k=1 5 PN
_ g (HOL (i)} E{Z"' (k)2(1) — Yo" (k) o (k)
=k-n (k) + ~(F'W)z(t) P o' (oK)} =0. (24)
< E{CT(k)QC(k) Tk (k) 0L (k- (k) benote
|
@(k) = [§T(k) ET(k—n (k) ET(K) $T(k) fT(k) ZulT(k—5) OT(R)], (25)
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1
where @ = coly{¢,;” (k)}. Combining Eqs. (17)—~(24), we have

E{AV(k)} < E{T(k)(=P+Q+ (My — Nm)Q+ ZuR+AsCTC + F F)E (k)

+CT(’<)MTMC(/<)—CT(k—n(k))QC(k—ﬂ(k))—AséT(k)é( )+ A3 (k) §(k) — £ (k)f (k)
1

— 5 (Zul k- $))TR(Zu ¢ (k Yo" (k + (ITy + AIT)) "P(IT, + AITy) + 8211, PIT,
i
+8; 113 PTT; + 526BH4TPH4} E{ZT(k)z(t) — Yo" (k
= E{@" (k)(E + (IT, +AH1)TP(H1 +AII1) +62 PII2+5B TPII,
+8583 11 PIL)®@ (k) } — E{Z" (k)2(1) — Yo (k (26)
\
where C, F, M, Az, A4, As, I1}, I, I3 and Il are defined in Next, a design method of the desired estimator in form of
Eq. (15). Eq. (10) for the augmented system (12) can be presented in the
Under the zero initial condition, we can obtain the follow-  following theorem.
ing inequality by summing both sides of Eq. (26) from 0 to T Theorem 2 Given @, 8, ¥, T;, i, 0; (i=1,2,...,N), the
and letting T — oo: estimator in form of Eq. (10) for the augmented system (12)
- can be designed if there exist matrices P = diag{P,,P,} > 0
Y E{lZ0)|P} <7 Z E{||o(k)|I*}, Q@7) (P = diagy{Py}, P, = diagy{P>}), @ > O,R > 0, and scalar
k=0

61 > 0, € > 0, such that the following LMI holds:
which implies that the H., performance constraint is ensured. -

Then, with the help of Sch lement btai Eoxoowow ]
en, with the help of Schur complement, we can obtain 0 P s + % o« .
@ < 0 < E+ (IT; + AIT)) " P(IT, 4 AIT}) _ |2 0 P ox ko x
2T 2T 262 T P=|I 0 0 —P =x * x* | <0, (29
. 0 AT 0 0 0 —el =x
From Definition lland Eq. (27), v&./hen LMI (14) holds, eA, 0 0 0 0 0 —el
augmented system (12) is EMSS and satisfies H.. performance - -
constraint. This completes the proof. where
|
= [A-(-p)(1-@)A B (1-f)(1-@)A 0 —(1-fak D £,
T = [8u(1-B)A1 0 ~8u(1-B)A2 0 ~8a(1-B)A2 0 0],
IL = [§5(1-a)A; 0 —8g(1—a)Ay 0 SaA, 0 0f,
Ty = [~8a85A1 0 8Bghs 0 828542 0 0],
- (PPA+PWQT 0 S~ |PB 0 ~ |AD 0
A=1" xc PZA—XC+P2W®F]’ b= { 0 PQB]’ b= { 0 PQD}’ (30)
~ [PE] ~ 0 0] ~ o o My, My 000 My O
£ = A= A= x| A= PN PAR], 4= T :
_PQE} ! [XC 0} 2 [X} o= |PN PAT[ 4 [Mr 0000 0 0

N = diag{N,N}, M, =diag{M,,M,}, M, =diag{M,,M,}, My = diag{My,M,},
Nr = diag{W @ Np, W ®Nr}, Mr = diag{Iyxy @ Mr, Iyxy @ Mr},

and X is defined in Eq. (15). Moreover, the designed estimator

gains can be obtained by
F(k) [A;, 000 O]

Li=P;'X;, i=1,2,...,N. (31)

S0
_|_
coob o

Proof Recalling Eq. (14), one has
020503-6
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AT
0
+ 10 |F'(k)[0AT000] <0, (32)
0
0
where
) * ok ok %
PIT, —P x x x
d=| 6PIL, 0 —P x = (33)
5ﬁPH3 0 0 —P =«
000gPI, O 0O 0 —P
Then, it follows from the S-procedure Lemma:
0
~ Aa
o+e'|0]|[0AaT000]
0
0
af
0
+e| 0 |[40000]<O0. (34)
0
0

Through the Schur complement Lemma, Eq. (34) can be
rewritten as

d o« %
AT —el x| <0, (35)
eA, 00 —el
where
AT=1]0aT000],
Ay=1[A,0000]. (36)

Considering L = X, we can obtain that Eq. (35) is
equivalent to Eq. (29). This completes the proof.

4. Examples and simulations

In this section, two numerical examples are provided to
verify the effectiveness of the proposed design scheme.

Example 1 Consider CNs (1) with N = 3, and the rele-
vant parameters as follows:

m= ot oa) A=lo1 0a] m={or oil

RIS R R ]

D= 03 on] 2= o3 oi] 2= o3 0l

5= o) 2=[03] m=[03)

A g B A I
0.1 0.1 —02 :

C; = [0.4028], C;=1[0.6 0.36], C3=[0.8 0.4],
M; = [0.102], M,=1[0.1 -02], M3=[0302],
My, = My, =M,, =021, M, =M,, =M,, =0.3I,
Mg, = My, =My, =0.11, M, =Mp, = Mp, =0.21,

N1 = N2 =N3 ZNF ZI, F(k) =COS(3k).

The noise signal and the deception attack signal
are chosen as @(k) = 0.2cos(k)e "' and f(y(k)) =
—tanh(0.18y(k)), respectively. Set other parameters to 1, =
2Mu=4h=01,d=3,u=2"6tY F=0.18 m=0.2,
6;=051=078=02B=02and y;, =2 (i=1,2,3).
Then, the estimator gain matrices can be obtained by Theo-
rem 2:

~0.1266 0.0281 ~0.1616
fa= {0.2844 ] L= [0.1121]’ ls= [ 0.0498 }

In simulation, the initial conditions of CNs and internal
dynamic variable of dynamic event-triggered scheme (DETS)
are assumed that x;(0) = [0.1 —O.I}T, and ¢;(0) =0 (i =
1,2,3).

0.04
0.02

—0.02 |
— —0.04¢
—0.06 |
—0.08

—0.10 |
—0.12
0

20 40 60 80 100

Time (103)

Fig. 2. Output estimation error of node 1.

20 40 60 80 100

Time (10%)
Fig. 3. Output estimation error of node 2.
For node i (i = 1,2,3), the estimation errors Z;(k) are

shown in Figs. 2—4; the occurrence of the deception attacks
and the DoS attacks are illustrated in Figs. 5 and 6.
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0.4———————————————— . T T
0.03+ ——Estimation error of node 1
0.02 ’ ——Estimation error of node 2
F — — Estimation error of node 3 E
0 0.02f 1
—0.02 3 1
< —0.04 0.01F 1
wm 4
—0.06
0 ety
—0.081 ,
—0.10} 1 —0.01} l
012 L
0 20 40 60 80 100 0 4 8 12 16 20
Time (10%) Time (10%)
Fig. 7. Output estimation errors of node 1, node 2, and node 3.
Fig. 4. Output estimation error of node 3.
0.6 T T T d T T T T T
4 . . . » Node 1
—— Node 3 L
- —— Node 2 A = 0.5
—— Node 1 =~
R Qbmeccm== - - - - - 4
2 3 - 0.4
3 >
£ 1 @
3 t 0.3
o of _ o _ ] R=)
& L ] o 0.2
o Q
oy ~
A 1 - | 0.1
0 0
0 20 40 60 80 100

Time (103)
Fig. 8. Dynamic event-triggered release instants and intervals in node 1.
Fig. 5. Occurrence of the deception attacks.

0.45 T T T T T T T " -
4 . . . . . . . . . 0.40| * Node 1
—— Node 3 —
- —— Node 2 = 0.35f A
—— Node 1 R L
1 A B c§0-30
g | g 025}
2 £
2 ~ 0.20f
w2t -- - - - . %
9] g 0.15f
S T ol
A ~ 0.10
Lr - Tt T T 0.05
00
0 1 1 1 1 1 1 1 1 1
0 20 40 60 80 100
Time (10°) Fig. 9. Dynamic event-triggered release instants and intervals in node 2.
Fig. 6. Occurrence of the DoS attacks. 0.45 : : : : : : : : :
« Node 3
0.401 1
Example 2 Consider that CNs (1) are composed of 3 = 0.35) |
nodes with 2 0.30} |
>
o_[0501] o _Joro02] o [02 04 g o025y 1
7103 —06]" " 0.1 =0.1> 7" 0.3 —0.1|° o 0.20f
n
C1=1[01-02], C;=040], C3=[0.50.2]. 8 0.15¢
;i) 0.10
Other parameters are set as the same as in Example 1. Next, 0.05
the gains of the designed estimator are given by Theorem 2:

0

20
[ [F03266]  _ [-04022)  _ [-0.3016 Time (s)
1= 108613 | ™7 |-03732|” 7~ |-03671|"

Fig. 10. Dynamic event-triggered release instants and intervals in node 3.
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Table 1. The average period, maximum release interval and transmission rate for different schemes in the examples.

Sampling period 2 = 0.1 s when T = [0, 20]

Average period

Maximum release interval Transmission rate

Time-triggered scheme 0.1
DETS in node 1 0.1266
DETS in node 2 0.1198
DETS in node 2 0.1219

0.1 100%
0.6 79%
0.4 83.5%
0.4 82%

Simulation time is 7 = 20 s, and sampling period selects
h=0.1s. Fornode i (i =1,2,3), the estimation errors Z;(k) are
shown in Fig. 7. The dynamic event-triggered release instants
and intervals in nodes 1, 2, and 3 are shown in Figs. 8-10.
The average period, maximum release interval, and transmis-
sion rate by DETS and time-triggered scheme are listed in Ta-
ble 1. According to Table 1, it is easily found that the results
simulated by DETS are better than those of the time-triggered
scheme. From Figs. 8—10 and Table 1, with the help of the
dynamic event-triggered scheme (DETS), a higher communi-
cation efficiency is obtained against the hybrid attacks while
ensuring the desired system performance, which shows the ef-
fectiveness of the proposed method.

5. Conclusion

In summary, the problem of robust H., state estimation
for a class of uncertain CNs with mixed delays and hybrid at-
tacks has been studied by introducing a dynamic ETS. The
hybrid attacks have been modeled with the help of two sets
of Bernoulli random variables. A dynamic ETS has been in-
troduced to improve the utilization of network resources. A
structural framework containing CNs, dynamic ETS, state es-
timators, and hybrid attacks has been developed. The stabil-
ity criterion for dynamic systems of this framework has been
obtained. A dynamic event-triggered estimator has been de-
signed for CNs under hybrid attacks. Finally, two examples
have been given to illustrate the effectiveness of the proposed
method. In the future, the problem of synchronization and pin-
ning control for CNs under cyber attacks will be investigated.
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