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As the competition for marine resources is increasingly fierce, the security of underwater acoustic communication has
attracted a great deal of attention. The information and location of the communicating platform can be leaked during the
traditional underwater acoustic communication technology. According to the unique advantages of chaos communication,
we put forward a novel communication scheme using complex parameter modulation and the complex Lorenz system.
Firstly, we design a feedback controller and parameter update laws in a complex-variable form with rigorous mathematical
proofs (while many previous references on the real-variable form were only special cases in which the imaginary part was
zero), which can be realized in practical engineering; then we design a new communication scheme employing parameter
modulation. The main parameter spaces of the complex Lorenz system are discussed, then they are adopted in our com-
munication scheme. We also find that there exist parametric attractors in the complex Lorenz system. We make numerical
simulations in two channels for digital signals and the simulations verify our conclusions.

Keywords: parameter modulation, identification, chaotic system, acoustic wireless communication

PACS: 05.45.Pq, 05.45.Gg, 05.45.Vx, 05.45.Jn

1. Introduction

At present, underwater wireless communication network
has become the significant object of every maritime coun-
try, because it has important theoretical significance and eco-
nomic value for establishing underwater communication net-
work, underwater wireless navigation, marine environment
monitoring, and so on.!!l The design of underwater wireless
communication network with high reliability and high security
is urgent. The underwater acoustic channel is an open channel,
which can be received by hydrophone without encryption pro-
tection measures, and the enemy can easily obtain confidential
information and threaten our security.

However, the security of underwater wireless communi-
cation network is still in its infancy. More and more schol-
ars find the importance of safety issues and gradually carry
out the corresponding research. The existing underwater wire-
less communication security technologies mainly include the
following categories: encryption technology, trust technology
model, intrusion detection, synchronization and location secu-
rity, routing security, data fusion security, identity authentica-
tion technology and other security technologies.!>>! Among
them, the encryption technology can effectively prevent many
attacks such as wiretapping and other attacks.

The chaotic signal, similar to a random signal, has a very
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complicated trajectory and is difficult to predict. Therefore,
it has inherent concealment and is widely used in encryption
technology.! Its initial value sensitivity and good autocorre-
lation are conducive to obtain more non-interference chaotic
signals, which can be realized by FPGA platform!” and field
programmable analog array (FPAA);®! the noise-like and low-
frequency features lead to the low power consumption, which
plays a major role in the underwater devices with limited en-
ergy, and makes the chaotic underwater acoustic communica-
tion fully developed.

Bai et al. presented a new differential chaos shift key-
ing (DCSK) communication system for the underwater acous-
tic channel.[! In Ref. [10], a novel energy-saving encryption
scheme with chaotic compressive sensing (CCS) was proposed
in order to guarantee the security of data. Chen et al. put for-
ward a novel multi-carrier chaotic spread-spectrum communi-
cation system, which is appropriate for the underwater acous-
tic communication scenario because of the non-coherent re-
ceiver without channel estimation and equalization.!'!l How-
ever, the above chaotic systems are all chaotic systems in real
number domain.

Parameter modulation can hide the information in the
parameters of the chaotic system, which is better than other
chaos communication technologies and has higher confiden-
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tiality. The key of parameter modulation scheme lies in the re-
covery process of system parameters. Because the parameters
of chaotic system are sensitive to the channel environment, it
will affect the quality of communication and increase security
at the same time.

Adding the information signal to the parameters still
needs to ensure that the system is chaotic. This requires the
chaotic system to have a good parameter space. After Fowler
et al.!"?! discovered the complex Lorenz system in 1982, the
complex Lorenz system has been widely applied to detuned

laser, rotating fluids, ('3

etc. Many researchers achieved the
synchronization of the complex Lorenz system and other com-
plex chaotic systems, and adopted them to develop the encryp-
tion technology.[14-16]

From the above discussions, we propose a new communi-
cation scheme employing complex parameter modulation and
the complex Lorenz system for underwater wireless communi-
cation network. We find that there exist large parameter space
and parametric attractors in the complex Lorenz system. The
main contributions are summarized below:

(1) We design an adaptive feedback controller and pa-
rameter updates laws in complex-variable form with rigorous
mathematical proofs in complex-variable form while many
previous references on real-variable form were only special
cases where the imaginary part was zero.

(2) We design a new communication scheme based on
complex parameter modulation and the complex Lorenz sys-
tem, and we can modulate multiple parameters with multiple
information signals while the number of channels remains un-
changed.

(3) For maintain chaotic characteristics, the main param-
eter space of the complex Lorenz system and its parametric
attractors are analyzed.

(4) We make simulations in two channels for digital sig-
nal. The simulations verify our conclusions.

The rest of our paper is arranged as follows: We design an
adaptive error feedback controller and parameter update laws
in Section 2 and present secure communication scheme for un-
derwater wireless communication network in Section 3. Sec-
tion 4 is devoted to the main parameter space of the complex
Lorenz system. We make simulations in two channels in Sec-
tion 5. Finally, we sum up the whole paper and give some
conclusions in Section 6.

2. Adaptive controller and parameters identifi-
cation

2.1. The design of adaptive controller

We adopt the following CVCS as the response system,

T = Fx)A+ f(x)+v+di, (1)

where & = (x1,x2,...,%,)T is the complex-variable vector
(superscript T indicates transpose); x = x' + jx!, with j =
v/—1 being the imaginary unit, and superscript r the real part
of  while i the imaginary one; f = (f1, f2, ..., f,)" is a state
vector composed of complex-variable functions. F'(x) is an
n X m matrix, which is composed of complex-variable func-
o am) T
vector of uncertain parameters; d; = (di1, d12, ..

is an m X 1 complex (or real)
.y d 1 n)T de-
notes the bounded external disturbance vector; | dy; |< p; for

tions. A = (aj,ay, ..

1=1,2,...,n, where | - | represents the modulus of one com-
plex number and p; is one positive real constant.

If A is a complex vector, A can be expressed as A =
A"+ in. Therefore, the response system (1) becomes

& = F(x)A"+jF(x)A'+ f(@) +v+d,
= F(x)A™+Q(x)A' + f(x) +v +di, 2

where Q(x) = jF(x) is a new n X m matrix with complex-
variable state.
We adopt the same CVCS as the drive system,

y = F(y)B+ f(y) +dy, 3)

where B = (b1, by, ...
m X 1 parameters. We can choose some parameters to modu-

, bm)T is a complex (or real) vector of

late multiple messages.

Assumption 1 The complex function vector f satisfies
local Lipchitz condition, i.e., for any compact set S, there exist
positive constants lymax (S) and limay (S) such that

1F (@)= F)ll = 1F (@) = f(y)" +j(f (@) = F(y))l
< [ f(@) = )+ @) - F»)'l
< [lrmax (S) + limax (S)] |z — |
= Imax|lx —vyll, Vx,y€S, “4)
where || - || means the Euclidean norm. The existence of

Limax (S), limax (S) and lgnax (S) are associated with the compact
set S.

Based on the idea of error feedback,[!7-18]

we set e =
x — y and obtain:
Theorem 1 If we devise the following controller:

v = —Ke, )

and the adaptive laws

dAA" i [ e
—— =-nFe =n[F"(x),F'(x)]| 7 |,
dr e
dAA' , i [ef
L R CHOC M A N
where 1 = diag(n, M2, ..., M) is a factor matrix, which is
composed of positive real constants. K = diag(k;, ka, ..., ky)

is the control strength matrix in real field, AA = A — B is
the parameter error between two systems, then there exists
an arbitrarily small positive real number 6 which satisfies
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llgg lle(®)]|* < 8, i.e., system (2) asymptotically follows the
trajectory of system (3) with the error diminishing to an arbi-
trarily small degree. It denotes that systems (2)—(3) achieve
complete synchronization (CS).

Proof From Egs. (2), (3) and (5), we obtain

ée=x—79y
F(z)A+ f(x) - Ke—F(y)B—f(y)+di—d,
F(x)A—F(z)B+ F(x)B—F(y)B
—Ke+f(z)— f(y)+Ad
F(x)AA+[F(z)—F(y)|B
—Ke+ f(z)— f(y)+Ad, @)

where Ad = d| — d; is the difference between interferences d;
and d; with ||Ad|| < v/n(p1 + p2).
We choose the nonnegative Lyapunov function as
V(e,t) =ee+AaA"n 1 (AA), (8)

where H means conjugate transpose. Therefore,

V= (@feret(e) (o) (aa)H(aayy (104

= (F@)AA+[F(2) - F())B
~Ket f(x)— f(y) +ad)'e
+ef(F(x)AA+ [F(x) - F(y)|B
—Ke+ f(z) - f(y) +Ad)
—n(Fe)'n~!(AA) - AATn " In(Fe)

= ([F() = FO))B— Ke t f(x) — () + Ad)e
+el'([F(z) — F(y)|B—Ke+ f(z) — f(y) +Ad). 9)

where the over dot means the derivative with respect time 7.
According to Assumption 1, we assume that there exist an n X
1 limax (1) satisfying [|[F(2) — F()]BI| < lema(t)][ — ]
and an n X n lyax (¢) satisfying || f () — £ (y)|] < limax () ||z —
y||. Then we obtain

V < el A Irmax I A lmax — KT — Ke
+efAd + AdMle. (10)

As K is the diagonal matrix and its elements are arbitrar-
ily large positive in Eq. (10), we select a suitable K satisfying
{1 A emax 1+ limax — KT — K} negative definite ma-
trix, and —L(L > 0) is its maximum eigenvalue.

We set ||e||*> = &, and obtain

eAd+Ade < |le|[v/n(p1 +p2) +v/n(pi +p2)|le]|
= Vnd(pi +p2)

< C8, (11)

where C is a positive constant in the real field and C >

Vn/8(p1+p2).

We select a suitable K to ensure L > C. Therefore, we
get V < —Llle||> +C8 < —(L—C)8§ < 0. Hence, system (2)
asymptotically follows the trajectory of system (3) with an ar-
bitrarily small error. The proof is finished.

In addition, from Eq. (6), A tends to a constant vector
when e — 0. We will discuss the astringency of unknown pa-
rameters in the following section.

Remark 1 We can rewrite Eq. (6) into dﬁtA = —n[FYe].
It indicates that Theorem 1 really generalizes a chaotic sys-
tem and its parameter identification into the complex-variable
field.

2.2. Astringency of unknown parameters

The identification and astringency of unknown param-
eters depend on conditions of complex linear independence
(CLI) which we discuss in this section.

Lemma 1 (CLI)!'%?] The set of complex-variable func-
tion {oy(x),k=1,2,...,
dence in the set I" if and only if

i dk[a)k(x
k=1

under the conditiond;, =0,k =1,2,...,n

However, if {@(x)",k = 1,2,...,n} or {a(x),k =
1,2,...,n} is linearly independent, then complex-variable
function { @ (x),k=1,2, ...,
early independent. For example, {c| + ¢2j,¢c2 — c1j} is not

n} is called complex linear indepen-

Y+ jor(x)]=0, Vxel',decC (12)

n} is not definitely complex lin-

complex linear independence (because ¢ +c¢2j = j(ca —c1j))
although {c| +c2j,ca —c1j} is real linear independence?*! in
real field.

When we discuss the astringency conditions in the com-
plex field, we neglect the influence of interferences, because
the interferences are bounded with small amplitude.

From Eq. (7), we have

¢ = F(e)AA + |F(z) - F(y)|B
—Ke+ f(z) - f(y). (13)
From Theorem 1, we obtain € — 0 and & — y. Hence,
F(x) A A=F(x)(A—B)—0. 14)

According to CLI, the sufficient condition of A — B — 0 is
that complex-variable function set {F(x)} is complex linear
independence.
3. Acoustic secure communication schemes
based on parameter modulation
3.1. Acoustic secure communication schemes
Here we propose an acoustic secure communication
scheme based on parameter modulation. The diagram of the

presented communication scheme is shown in Fig. 1. The elec-
trical signal y, produced by the driver system at the sender end
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(which can be realized by FPGA in practice), is converted to
acoustic signal and transmitted to the receiver. The response
system represents the receiver. It receives acoustic signal and
converts it to the electrical signal. The information signal or
plaintext is m(t), the recovered information signal is m/(z),
and D is the proportional matrix. The actual parameter at the
sender B = Byes+ Dm(t).

For a practical underwater wireless communication

information
signal

Dm(t)

parameter
modulation

modulate the
parameter B

scheme, the sender presents the underwater node which col-
lects useful information and needs to be encrypted, while the
receiver indicates underwater sink node. It also represents the
process that the underwater sink node (the sender end) pro-
cesses the data and transmits it to the surface base station or
gateway node (the receiver end) through the vertical commu-

nication link.

m/'(t)

restore the
signal

parameter
modulation

reconstruct the
parameter A

driver system -
acoustic

communication

sender

—0

parameter
. [ response
identification pt
controller v system

X

receiver

Fig. 1. The diagram of communication scheme based on parameter modulation.

We take into account the noise in the communication
channel, and obtain the actual transmitted signal

s(t) =y(t)+ Pe(t), (15)

where Pe(t) represents the noise in a given channel generated
by all noise sources and P denotes the amplitude of the noise.

The communication process is divided into two parts.
First, the initial value of the sender y(0) is broadcasted to the
receiver. For starting communication, y(0) is applied to pro-
vide the receiver with a command to begin sending the trans-
mitted signal. In the second part, after receiving the correctly
returned signal y(0) from the receiver, the sender begins to
produce the transmitted signal s(7) produced by actual param-
eter B, which conceals the message signal m(z).

The encryption method of the sender end consists of both
chaotic-parameter encryption and noise-masking technology.
At the receiving end, the controller v and parameter identi-
fication schemes are designed in Theorem 1 which includes
y = s — Pe(r) (we filter s and obtain the effective transmit-
ted signal y. The filter can be realized by various filtering
methods, such as mean filtering, median filtering and bound-
ary preserving filtering. Here we adopt mean filtering). As

CS is achieved, the parameter vector in the response system is
A = B = Bs+ Dm(t). Therefore, the recovered signal is
ml(t) =D"! (A - Bref)'

Moreover, the driver system with the actual parameter
range of B = By + Dm(r) should be chaotic. Here, we
choose the complex Lorenz system as driver-response sys-
tems. Therefore, we need to search the parameter space of
the complex Lorenz system.

3.2. The parameter space of the complex Lorenz system
with complex parameter

The complex Lorenz system with complex parameters
usually has large parameter space. We will analyze the pa-
rameter range of maintaining the system chaotic.

The complex Lorenz system!!>21:22] is as follows:

y1 = bi(y2—y1),

Y2 = bay1 — b3y> —y1y3,
—bay3+ (1/2)(F1y2 +y152)- (16)

V3
where y;, y; are state variables in complex field while y3 is a

state variable in real field. B = (by, by, b3, by)T is the com-
plex parameter vector.
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The initial points are y(0) = (1 +2j,3+4,5)T. The
fourth-order Runge-Kutta scheme in complex-variable field
is utilized to solve the differential equations with Az = 1073,
When B = (2, 60+0.02j, 1—0.06, 0.8)T, the phase portraits
of the complex Lorenz system with complex parameters are
demonstrated in Fig. 2.

Fig. 2. The attractor of Lorenz system with complex parameters.

(1) Firstly, we get the Lyapunov exponents curve as bj
changes in Fig. 3. It can be seen that the chaotic space of b; is

10

58.9990

Y3

i

2
o

58.9985
10

—10—10

10

yi(t), yi(t)

0 200
Time (s)

400

yh(t), yh(t), ys(t)

—50
0

200
Time (s)

400

Time (s)

(c)

[2,17)U[82,85].

We choose some special values of b; and get the Lya-
punov exponents.

When b; =1 (Fig. 4(a)), the Lyapunov exponents are (0,
—0.38076, —0.41321, —2.00421, —2.00582). There is no pos-
itive Lyapunov exponent, which means limit cycle.

When b; = 2 (Fig. 2), the Lyapunov exponents are
(0.28349, 0, 0, —3.00523, —4.08825). There is one positive
Lyapunov exponent, which means chaos.

20
= = 0
—20
—20 0 20
Yy
150
—~ S 100
) =
= <
> 3 50|
-~ -
= :;N: 0
-50
0 200 400 200 400
Time (s) (b) Time (s)
80 20
2 60
40 = 0
20
Y 10 20 -20
% v -20 0 20
Y
40 ~ 150
= 2 100
:5: 20 S
= < 50
s =
—20 B 1 =50
0 200 400 0 200 400
Time (s) () Time (s)

Fig. 4. The phase portraits of the complex Lorenz system for different b;: (a) by = 1, (b) b = 10, (c) by = 60, (d) b; = 86.
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When b; = 10 (Fig. 4(b)) the Lyapunov exponents are
(0.04841, 0, —0.02380, —10.99931, —11.82599) and it means
chaos.

When b; = 60 (Fig. 4(c)), the Lyapunov exponents are
(0,0, —2.07982, —42.41002, —23.20592). There are two zero
Lyapunov exponents and there is no positive exponent. This
shows the quasi periodic phenomenon.

When by = 86 (Fig. 4(d)), the Lyapunov exponents are
(0, —0.12169, —0.14365, —34.09214, —26.29621). It shows
limit cycle.

The phase portraits and state variables curve of the com-
plex Lorenz system are shown in Fig. 4. It can be seen that it
is not chaotic when b; < 2, and the Lyapunov exponents are
all less than zero; when 2 < by < 17, the maximum Lyapunov
exponent L1 is the positive real number. When 17 < by < 82,
the state of the complex Lorenz system is periodic or limit
cycles. When 82 < by < 85, the complex Lorenz system be-
comes chaotic again.

(2) Secondly, we get the Lyapunov exponents curve as b}
changes in Fig. 5. It can be seen that the chaotic space of b} is
[30,70].

When b}, =25 (Fig. 6(a)), the Lyapunov exponents are (0,
—0.07349, —0.08246, —3.00038, —3.64533), which means

5
23.9995
2 = 0
23.99905
5
0 0 _5
Yy —5 —5 yr -10 0 10
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10 0]
ad
= E
= 5
- :5 20
OB S
z = 0
_5 S
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0 200
Time (s)

400 200

Time (s)

400

(c)

Fig. 6. The phase portraits of the complex Lorenz system for different b5: (a) b} = 25, (b) b},

limit cycle.

When b, = 30 (Fig. 6(b)), the Lyapunov exponents are
(0.37313, 0, —0.01364, —2.99447, —4.16747), which means
chaos.

When b5 = 50 (Fig. 6(c)), the Lyapunov exponents are
(0.38532, 0,0, —3.00426, —4.18414), which means chaos.

When b, = 80 (Fig. 6(d)), the Lyapunov exponents are
(0.01119, 0, —0.82714, —2.97168, —3.02015), which means
chaos.

0 20 40
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b3
2 T T T T T
—“0 20 40 60 80 100
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Moreover, there are similar but different attractors when
5 =30, b, = 50, b, = 60 (shown in Fig. 2) and b}, = 80, and
we call them parametric attractors, which are caused by the
change of parameters. It is different from coexisting attractors
that the initial points are unfixed and all parameters are fixed.
Parametric attractors are caused by the change of parameters,
while coexisting attractors are produced by the choice of initial
points. As the dynamics from parameter domain to the domain
of the initial conditions, there are some similarities and sym-
metry in parametric attractors and coexisting attractors. Be-
sides the complex Lorenz system, some complex chaotic sys-
tems also exhibit parametric attractors such as complex Chen
system and complex Lii system. For more information, the
readers can see Ref. [23].
(3) Thirdly, we get the Lyapunov exponents versus bi2 in
Fig. 7. It can be seen that the chaotic space of b}, is [~0.1,0.1].
When b‘2 = —0.8 (Fig. 8(a)), the Lyapunov exponents
are (0, —0.03336, —0.04839, —3.30588, —3.41867), which
means limit cycle.
When bi2 = 0 (Fig. 8(b)), the Lyapunov exponents are
(0.39006, 0, —0.01275, —3.00225, —4.18334), which means

20
80

] 60 50
40

—20 K
10 0 10
Y
100
50

(=}

yi(t), vi(t)
o
yh(t), yh(t), ys(t)

i

200 0 200 400
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Time (s)

=
(=
[=)

ot
(=)

yh(t), yh(t), ya(t)

|
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Fig. 8. The phase portraits of the complex Lorenz system for different bizz (a) bi2 =

chaos.

When bi2 = 0.1 (Fig. 8(c)), the Lyapunov exponents are
(0.19398, 0.01446, 0, —3.01151, —3.99200), which means hy-
perchaos.

When bi2 =1 (Fig. 8(d)), the Lyapunov exponents are (0,
—0.06426, —0.09835, —3.32354, —3.31866), which means
limit cycle.
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(4) Fourthly, we get the Lyapunov exponents curve as b
changes in Fig. 9. It can be seen that the chaotic space of b} is
[-0.9,1.3].

When b5 = 0.1 (Fig. 10(a)), the Lyapunov exponents are
(0, 0, —0.89030, —2.02607, —2.09165), which means quasi-
periodic.

When b5 = 0.95 (Fig. 10(b)), the Lyapunov exponents are
(0.25893, 0, 0, —2.94038, —4.00520), which means chaos.

When b5 = 1.2 (Fig. 10(c)), the Lyapunov exponents are
(0.50169, 0.01004, 0, —3.20395, —4.50166), which means hy-
perchaos.

When b5 = 1.4 (Fig. 10(d)), the Lyapunov exponents
are (0, —0.13193, —0.16684, —3.40533, —3.90376), which
means limit cycle.
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Fig. 9. The Lyapunov exponents versus b5.
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(5) Fifthly, we get the Lyapunov exponents versus bi3
in Fig. 11. It can be seen that the chaotic space of b} is
[—0.5,0.5].

When b, = —4 (Fig. 12(a)), the Lyapunov exponents
are (0, —0.07091, —0.10108, —3.31907, —3.31523), which
means limit cycle.

When b} = —3 (Fig. 12(b)), the Lyapunov exponents
are (0, —0.03455, —0.05073, —3.28581, —3.43413), which
10
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10 100
§ 0 S: 50
> S
Z-10 =0
5
—205 200 w00 % 400
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means limit cycle.

When bi3 = 0 (Fig. 12(c)), the Lyapunov exponents are
(0.36096, 0.01437, 0, —3.00828, —4.16512), which means hy-
perchaos.

When bi3 = 2 (Fig. 12(d)), the Lyapunov exponents are
(0, 0, —1.43586, —2.60664, —2.76792), which means quasi-

periodic.
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Fig. 12. The phase portraits of the complex Lorenz system for different bi3: (a) bi3 =—4, (b) bi3
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Fig. 13. The Lyapunov exponents versus by4.

400

200
Time (s)

200 400

Time (s)

=3,(c) b, =0, (d) b, =2.

(6) Sixthly, we get the Lyapunov exponents versus by as
shown in Fig. 13. It can be seen that the chaotic space of b4 is
[0.1,1.3].

When b4 = 0.01 (Fig. 14(a)), the Lyapunov exponents
are (—0.02278, —0.02196, —0.04565, —2.94407, —2.97556),
which means the convergence to one fixed point.

When b4 = 0.1 (Fig. 14(b)), the Lyapunov exponents are
(0.20761, 0, —0.00441, —3.01881, —3.29024), which means
chaos.

When by = 1 (Fig. 14(c)), the Lyapunov exponents are
(0.43993, 0, 0, —3.00687, —4.43542), which means chaos.

When by = 1.4 (Fig. 14(d)), the Lyapunov exponents
are (0, —0.24059, —0.26410, —3.00234, —3.89929), which
means limit cycle.
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It also provides a general method to find the parameters
space of chaotic system. Here, we select b1 and b5, which pos-
sess large parameter space to modulate useful message.

4. Numerical simulations

We select A(0) = (1,1,1)T as the initial value of un-
certain parameter vector in the response system. By is
known, and Byt = (2,60 + 0.02/, 1 — 0.06j,0.8)T.  We
choose K = diag(0.1,0.1,0.1)T as their control strength,
and z(0) = y(0) = (14 24,3 +4j,5)T as the initial points.
The external disturbances are denoted as dj; = sin(0.57¢) +
jeos(mt), dip = 0.3sin(zmt) + jcos(mt), di3 = sin(0.257¢),
dr1 =0.5sin(7t) 4 j2cos(nt), dyy = 0.3sin(7wt) 4 jO.5cos(mt)
and dp3 = sin(0.57¢), and we get p; = 1.414 and p, = 2.062.
The random noise with the amplitude [—10, 10] (P = 10) in
three channels is also considered in simulations. We realize
the process of information transmission by Matlab software.

We plan the controller on the basis of Theorem 1,
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Fig. 15. The phase portraits of the complex Lorenz system when pa-

rameter with digital signals.
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Fig. 17. The transmitted signal s(z) in channels.
3.0 rine situation does not change suddenly, the CS controller is
- available enough in one sampling period. The plaintext mes-
-~
5 2.5 sage and the recovered message are depicted in Fig. 16, where
the plaintext signals are recovered with zero BER (bit error
20775 10 15 20 25 30 35 40 rate). The ciphertext information s(¢) transmitted in channels
Time (s) are displayed in Fig. 17. Obviously, even if the transmitted
61.0 signal is eavesdropped, the third party can not extract the real
= so5h useful message signals.
ClR Figure 18 demonstrates the identification process of A,
which conceals the message signals. They are in accordance
6000510 15 20 25 30 35 40 with theoretical analysis (D~ (A — By)).
Time (s)

Fig. 18. The identification process of unknown parameter vector A.

We adopt by and b, to transmit two digital sequences,
and the attractor phase portraits of the complex Lorenz system
are represented in Fig. 15. It is in chaotic space. The sender

From Eq. (14), we have
(x2 —xl)(al — b]) — O,
X1 (az —bz) —)C2(a3 —b3) — 0,

—X3 (a4 - b4) — 0.

collects data during one sampling period. In reality, the ma-  Because the complex function set {x; — x; } is complex lin-
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early independent, according to CLI, the corresponding a; —
by. Similarly, as {x;,—x,} is complex linearly independent,
ay — by, a3 — bs. Since {—x3} is complex linearly indepen-
dent, a4 — b4. The above simulations display that the out-
comes are in agreement with the above theoretical analysis.

5. Conclusions

We have proposed an acoustic communication scheme
based on complex parameter modulation and a complex
Lorenz system for underwater wireless communication net-
work. Firstly, we design a feedback controller and param-
eter updates laws in complex-variable form with rigorous
mathematical proofs, while many previous references on real-
variable form were only special cases in which the imaginary
part was zero. Secondly, we design a novel secure commu-
nication scheme based on complex parameter modulation and
the complex Lorenz system as the parameter space of the com-
plex Lorenz system is large enough. We also find that there
exist parametric attractors in the complex Lorenz system. Fi-
nally, we make simulations with the case of two-parameter
modulation for digital signals, and verify the effectiveness of
our proposed schemes.
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