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For widespectrum chaotic oscillation, superlattice cryptography is an autonomous controllable brand-new technology.
Originating from sequential resonance tunneling of electrons, the chaotic oscillation is susceptible to temperature change,
which determines the performance of superlattices. In this paper, the temperature effects of chaotic oscillations are inves-
tigated by analyzing the randomness of a sequence at different temperatures and explained with superlattice microstates.
The results show that the bias voltage at different temperatures makes spontaneous chaotic oscillations vary. With the tem-
perature of superlattices changing, the sequence dives in entropy value and randomness at specific bias. This work fills the
gap in the study of temperature stability and promotes superlattice cryptography for practice.

Keywords: superlattices, chaotic oscillation, temperature, randomness

PACS: 68.65.Cd, 73.40.Gk, 05.10.—a, 05.45.—a

1. Introduction

Since Esaki and Tsu proposed the concept of superlat-
tices (SLs) with artificial periodic structure,!!! SLs generating
microwave oscillations at the tens of GHz level have become
hotspots in many fields. Subsequently, properties and phe-
nomena such as quantum effects, 2 negative differential con-
ductivity (NDC)P®! and two-dimensional electron gas'* were
verified. In 1995, Ashkenazy et al.’! analyzed the chaotic
behavior caused by resonant tunneling under the quantum me-
chanical processes and found that the SLs system would en-
ter a chaotic oscillation state at a certain bias voltage. In
1996, Zhang et al.'® verified the phenomenon of sponta-
neous chaotic oscillation of current by adjusting the DC bias
of SLs, which can be used as an entropy source to gener-
ate high-speed true random numbers (TRN). However, such
nonlinear phenomena were observed and studied in a lig-
uid nitrogen environment, which greatly limited the applica-
tions of the SLs devices. Until 2012, spontaneous chaotic
oscillations and synchronization between devices were ob-
served in GaAs/Alg45Gag 55As doped weakly coupled SLs at
room temperature.!”-8] Based on the above theory and research
into chaotic oscillations, the following two new cryptographic
techniques of SLs have been constructed. First, SLs can be
used as an ideal physical entropy source to generate TRN for
secret keys, with an off-line rate up to 80 Gbit/s!°! and a real-
time rate up to 8 Gbit/s.['%) Second, matching SLs can per-
form synchronous secure key distribution and communication
based on distribution of TRN,[!!12] even if there is an arbitrar-
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ily large physical distance between the SLs.

However, stability is the key issue of the practical process,
and is lacking in related research. In practice, due to imper-
fections in the equipment and other factors, the ambient tem-
perature of SLs is not constant, which will directly affect the
randomness of the output sequence and even fail the safety re-
quirements. Herein, SLs under different temperatures will be
analyzed. The impact of temperature change on chaos oscilla-
tion in SLs voltage is summarized by NIST test and variation
of minimum entropy, and the temperature influence is given
with electron transport mechanism explanation of the chaotic
oscillation. The results will fill in gaps in the research into the
temperature stability of SLs.

2. Experiment on chaotic oscillation with chang-
ing temperature

2.1. Structure of GaAs/Alj 45Gag 55As SLs

The sample, i.e., the semiconductor diode is based on
GaAs/Aly 45Gag ssAs SLs, with a 50-cycle doped weakly cou-
pled structure as shown in Fig. 1. The growth process is as
follows: the GaAs layers doped with Si are grown on a n*
type GaAs substrate, then a 50-period GaAs/Aly45Gag 55As
SLs, in which a 7-nm GaAs layer forms the potential well,
and each quantum well is doped with Si; the potential barrier
layer is composed of a 4-nm Al 45Gag 55As. To prevent the Si
from diffusing into the adjacent Al 45Gag 55As well after exci-
tation, undoped GaAs isolation layers are grown on both sides
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of the Si-doped GaAs substrate.[®! At the top of the SLs there
are three thin layers of GaAs doped with Si. This structure
forms a nT—n—n" diode type, and more detailed construction
can be found in Ref. [7].

20 A GaAs
40 A Aly ,-Gag=-As

x50 !
20 A GaAs ;
40 A Aly 45Gag 55As

20 A GaAs

Fig. 1. Growing structure of the GaAs/Alj 45Gag 55As SLs.
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Fig. 2. Vertical transport modes of GaAs/Aly 45Gag 55 As. Thermionic emis-
sion suppressed by barrier height, electrons transported by the microband in
low-field domain, transport of domain boundaries is NRT, SRT is the trans-
portation at high-field domain.

The vertical transport modes of the SLs mainly include
miniband transport, tunneling of multiple quantum wells and
thermionic emission.['3] As shown in Fig. 2, the tunneling
transport can be subdivided into sequential resonant tunneling
(SRT) and non-resonant tunneling (NRT), and usually the non-
linear features are caused by SRT of electrons.['*] The elec-
trons in the weakly coupled SLs originate from the conduction
band of the GaAs well, located in the ground state, and tun-
nel through the I" valley to the X valley ground state of the
Aly.45Gag ssAs potential barrier, then rapidly relax from the
potential barrier layer to the first excited state of the valley to
the next GaAs through a very fast real space. Completely los-
ing its phase information, an NDC will occur when the elec-
trons tunnel from EJ to E5.15] Due to the existence of mul-
tiple bound state energy levels within the quantum well, the
NDC interval can be generated. In general, the electric field is

not uniformly distributed, which results in high and low elec-
tric field domains.!'®! The high electric field domains maintain
the SRT among the multiple wells, while the low electric field
domains maintain individual quantum well energy and fun-
damental alignment. The electrons pass through the domain
boundaries as NRT.[!”] In the NDC interval, the superposition
of two independent main frequency oscillations will perform
inside the weakly coupled SLs. As the bias voltage reaches an
appropriate value, the SLs will enter a chaotic oscillation state
when the frequency and amplitude of these two oscillations
satisfy certain conditions.

2.2. Experimental scheme

According to the principle of generating spontaneous
chaotic oscillations in GaAs/Aly45Gag s5As at room temper-
ature, the experimental circuit design is shown in Fig. 3. For
the narrow voltage interval of chaotic oscillations in SLs!!8]
and influence by temperature, the bias voltage requirement is
high. In this paper, the bias of the SLs is regulated in real
time using a highaccuracy power supply (HAPS) of Keithley
2280S. To improve the purity of the supply, the DC voltage
needs to be passed through a bias tee (BT) first.['”] The en-
tire spontaneous chaotic oscillation system is connected by an
SAM coaxial cable with bandwidth of 6 GHz, and a coaxial
load of 50 Q is matched for grounding. The ambient temper-
ature of the SLs is regulated by a temperature and humidity
chamber (THC). The signal is connected to a Lecroy-HDO-
9404 oscilloscope for high-precision observation and accurate
analysis of the signal.

The signal generated by the SLs experimental setup is
sampled and quantized using a 12-bit high-speed ADC with
a sampling frequency of 2 GHz, and the output sequence can
be obtained by post-processing; see inset in Fig. 3. The 8 bits
are extracted as least significant bits (LSB)!?Y in the oversized
data stream obtained from the 12-bit high-speed ADC. The
two 8-bit data of adjacent cycles are spliced into 16-bit for bit
reversal and then performing XOR,!""! which can effectively
eliminate deviations and correlation with achieving the effect
of high-speed real time. Due to the high sampling frequency,
2 standard-deviations of the signal amplitude are symmetri-
cally adjusted in the 8-bit range?!! to finally obtain an output
sequence with 12 Gbit/s rate.

High-quality random numbers should mathematically sat-
isfy the independent and identical distribution (IID), while the-
oretically they should have perfect unpredictability. Here, the
NIST SP 8-200 international random number test standard
is chosen for judging the IID of the sequence. For the un-
predictability, information entropy is used in modern random
number evaluation models to assess.!??! Therefore, entropy is
used to measure the degree of chaos and characterize uncer-
tainty of the sequence.
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Fig. 3. Experimental circuit of chaotic oscillation at different temperature. (HAPS, high accuracy power supply; BT, bias-tee; SLs, superlattices;
THC, temperature and humidity hamber; OSC, oscilloscope; ADC, analog digital converter; TRN, true randomness number; post-processing
is the sequence processing algorithm inset in the picture; LSB, least significant bits).

3. Analysis of chaotic oscillation at different
temperatures

3.1. Analysis of /-V curve

The I-V curve can reflect the vital information of the
spatially dynamic electrical distribution of the SLs, which are
given in Fig. 4 at different temperatures. When 7" > 90 °C, the
current oscillation spikes dissipate completely, and the current
remains almost constant with the increase of bias voltage in
this interval; thus, the characteristic branches of static forma-
tion disappear in SLs, while the chaotic oscillations shift re-
markably. When 7' < 90 °C, the curve shifts to the upper left
with the increase of temperature, but presents more or less the
same pattern. That is, when the voltage reaches about 0.650 V,
the current rises to about 5.80 mA, which indicates that the
electrons accumulate rapidly. As the voltage increases, the
current drops to about 3 mA, then electrons gradually reach the
ground-state E| in the potential well. By continuously increas-
ing the voltage, the current rises smoothly and electrons accu-
mulate in one of the quantum wells. When the applied bias
voltage exceeds about 3.225 V, forming an oscillating spike
on the I-V curve, the charge accumulation layer will instan-
taneously move to the next adjacent quantum well. When the
bias voltage increases in successive scans, the SLs will gen-
erate multiple oscillation spikes-so-called multistability.[?*! Tt
is worth noting that the presence of current peaks caused by
electron SRT in the curve is responsible for the chaotic oscil-
lations. The selection of suitable bias values within the distri-
bution interval of these oscillation spikes will likely trigger
the nonlinear chaotic oscillation behavior of SLs. It is as-
sumed that the chaotic oscillation voltage points at different
temperatures are variant. Curves show that the chaotic oscil-
lation voltage interval decreases with increasing temperature
and will not provide nonlinear behavior when the temperature

exceeds a certain threshold. This will have an impact on the
generated signal and output sequence.

Current (mA)

4 5 6
Voltage (V)

Fig. 4. The I-V curves of the GaAs/Alj 45Gag 55 As SLs at different tem-

perature. Electrons accumulate at the bias about 0.650 V and current

peaks will appear at the bias about 3.225 V. When T > 90 °C, the current
peaks will remarkably shift.

3.2. Analysis of signal and the randomness of sequence

In order to observe the effect of temperature factors more
intuitively, the bias voltage is selected as 3.455 V, and the am-
bient temperature is adjusted to 10 °C, 20 °C, and 30 °C re-
spectively, to obtain the signal diagram and the corresponding
power spectrum under various temperatures. In Figs. 5(a) and
5(c), although the amplitudes are slightly different, the shapes
remain basically the same and can be considered as period-
like signals. The power spectrum shows a peak at the higher
harmonics, which exhibits the characteristics of an apparently
non-sinusoidal periodic signal. In Fig. 5(b), there is no ob-
vious pattern of signal amplitude variation with time, and the
corresponding power spectrum shows a slow and wide spec-
trum without high harmonics, which is a typical non-periodic
signal characteristic.
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Fig. 5. Temporal waveform and power spectrum of current through SLs for different temperature at 3.455 V. (a) T = 10 °C; (b) T =20 °C; (¢) T = 30 °C.

Panels (a) and (c) show the periodic like signal, (b) exhibits non-periodic.

The SL signal is sampled by ADC and quantized by
post-processing to output sequences. Significantly, the post-
processing enhances the random bait sequence by lower-
ing the statistical bias while not introducing any additional

5.1 To quantify the correlation of the sequence

correlation
obtained at the above three temperatures, the first-order cor-
relation coefficient!>>261 described as p(N) was expected in
Fig. 6 with 1 Gbit data from SLs, which obeys the Gaus-
sian distribution of the standard deviation ¢ equaling to
(N—1/2)/2.127) From hypothesis test, the probability of three
standard deviations is 99.7%.126281 At T = 10 °C and 30 °C,
the absolute value of correlation coefficient fluctuates above
and below the ideal curve, which exceeded the 36. When
T =20°C, |p(N)| 1/2
sult, it can be concluded that the SL signal is not periodically

is always below the 3/N~"/“. For this re-
correlated at 20 °C; however, the signals at other temperatures
are more correlated, which corresponds to the conclusion of
Fig. 5.

1.0

; -~ 30=3/\N
1 ——T=10"°C
0-8¢ ——T=20°C
& : ——T=30°C
2 osp
2
=

N (108 bit)

Fig. 6. The 30 criterion of the first-order autocorrelation coefficient se-
quences |p(N)| at different temperatures with 1Gbit data from SLs. The
bias voltage is 3.455 V.

NIST including 15 individual modules is also tested. It
is considered to pass the corresponding module when the P-
value > 0.01, and to fail once one of them has not passed.>’!
To construct a large sample space, the sequences at each tem-
perature were divided into 1000 groups in the length of 1 Mbit,
which results are shown in Table 1. Obtained at 3.455 V and
20 °C, the sequences passed the test successfully and met the
TRN requirement. The sequences at the rest of the temper-
atures did not fully pass the test. At this bias, the entropy
calculation was performed for the output sequences at each
temperature (—30 °C to 80 °C).

In order to estimate the entropy of sequence reasonably,
the concept of minimum entropy is introduced, which is a gen-
eralized function of the probability density.**! When the prob-
ability distribution of the random variable is infinitely close to
the uniform distribution, the value obtained is more valid. In
this paper, the ratio of the sequence entropy value to the ef-
fective bit width is defined as the entropy width ratio (EWR),
which is used to intuitively represent the entropy size of each
bit sequence, as shown in Fig. 7. At 20 °C, the SL enters
a chaotic oscillation state at a bias voltage of 3.455 V with
EWR = 97.69%, at which time the output sequence entropy is
more adequate and the randomness is better. Combined with
the signal and randomness analysis, this voltage value is de-
fined as the optimal operating point (OOP) of SLs. Except
for 20 °C, the EWR at the rest of the temperatures is less than
55%. It indicates that the entropy value of the sequence is seri-
ously insufficient and the randomness is poor. Analysis of the
entropy values and the NIST directly show that temperature is

an important factor for determining the chaotic oscillation.
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Fig. 7. The entropy width ratio of the sequence for different temperatures at
bias voltage determined that 3.455 V. When T' = 20 °C, the EWR = 97.69%.
At other temperatures, the EWR is under 55%.

In the previous section, it was speculated that there are
different voltages for chaotic oscillations of SLs at various
temperatures. In other words, the bias changed by the tem-
perature that excites chaotic oscillations exists within a certain
threshold. For the SLs at different ambient temperatures, the
OOP can be selected within its corresponding NDC interval,
with a view to the emergence of spontaneous chaotic oscilla-
tions. It is found that the signal at this time shows the irreg-
ularity of oscillations, which suggests that the characteristics
of a nonperiodic signal, the diagram and power spectrum are
similar to Fig. 5(b). This multistable nonlinear behavior is ex-
hibited in all practical measurements from the temperature in-
terval of —30 °C to 80 °C (as in Fig. 4). After quantization, all
the obtained sequences pass the NIST test. Different temper-
atures all correspond to a suitable bias that can cause chaotic
oscillations in the SLs. The EWR at the OOP is given in Fig. §,
which are all greater than 90%. The entropy of the sequence is
more than adequate and consistent with unpredictability. This
means that the SLs can maintain the OOP over a wide tem-
perature interval and the stochastic performance well. Experi-

mental proofs for the speculative conclusions are given in full
agreement.

100
s A/‘/‘\HA/‘\A/‘\A

80r 90%

60

EWR (%)

20F

0 —20 0 20 40 60 80

Temperature (°C)

Fig. 8. The entropy width of the sequence for different temperatures at OOP.
The EWR is more than 90%.

3.3. NIST test

To investigate the relationship between temperature and
the OOP, experimental data can be fitted for the NIST test.
The electron transport as well as the variation of the poten-
tial field makes the model more chaotic and often requires

1311 Considering the small

complex parameters to be involved.
sample, seven common computational methods were selected.
The evaluation index was used to calculate and evaluate the

1321 The sum of squared errors (SSE) represents the

goodness.
error between the fitted data and the original data. The root
mean square error (RMSE) represents the standard deviation
of the fit. When the SSE and RMSE are closer to ‘0, the data
prediction will be better. R-sq is the coefficient of determi-
nation, which portrays a good or bad fit by variation on the
data. Adj-R-sq is the adjusted R-sq, which is used to penalize
the non-significant variables. When the R-sq and Adj-R-sq are

closer to 1, the effect of the variables is obvious. 33

Table 1. Result of NIST test at V = 3.455 V with different temperatures.

. T=10°C T=20°C T=30°C
Statistical test
P-value Proportion P-value Proportion P-value Proportion
Frequency 0.000012* 990/1000 0.152902 989/1000 0.001338* 974/1000*
Block frequency 0.072514 994/1000 0.572847 990/1000 0.950247 991/1000
Cumulative sums 0.001192* 986/1000 0.544254 988/1000 0.086109 987/1000
Runs 0.000001* 992/1000 0.275709 989/1000 0.003107* 994/1000
Longest run 0.001604 989/1000 0.894918 990/1000 0.002795* 990/1000
Rank 0.729870 990/1000 0.870856 990/1000 0.003219* 990/1000
FFT 0.123038 994/1000 0.526105 988/1000 0.842937 986/1000
Non-overlapping template 0.000004* 991/1000 0.188601 989/1000 0.000043* 996/1000
Overlapping template 0.000051* 986/1000 0.682823 993/1000 0.004477* 983/1000
Universal 0.030197 991/1000 0.302657 986/1000 0.000019* 998/1000
Approximate entropy 0.000047* 983/1000 0.245490 991/1000 0.006126* 989/1000
Random excursions 0.422753 621/631 0.351814 607/611 0.214206 630/633
Random excursions variant 0.052312 628/631 0.728381 604/611 0.084192 631/633
Serial 0.000013* 977/1000* 0.506194 994/1000 0.004031* 981/1000
Linear complexity 0.000419* 983/1000 0.745908 991/1000 0.668321 992/1000
Result Failure Success Failure
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Table 2 shows the goodness of fit for the seven models.
According to the evaluation index, we believe the Fourier fit is
closer to the actual relationship. As in Fig. 9, the black dots
are the original data, and the blue polyline is the relationship
between the temperature and the OOP after fitting. There is
a one-versus-one correspondence on the ambient temperature
and the OOP from Fig. 9. As the temperature increases, the
fitting curve shows that the SLs generate a chaotic oscillation
working voltage point to shift and perform a decreasing trend.
Once the voltage changes with the temperature, this will di-
rectly lead to the change of the randomness of sequence at an
OOP. The non-sinusoidal periodic characteristics of the signal
are obvious (Figs. 5(a) and 5(c)), the entropy value decreases
sharply (Fig. 7), which cannot pass the corresponding NIST
test. Therefore, temperature variations are highly likely to af-
fect the randomness of the SL generation sequence. There are
corresponding OOP at different operating temperatures, when
the signals show irregular oscillations (Fig. 5(b)), the entropy
values are more adequate (Fig. 8), and the output sequences
can pass the NIST tests. The fitted curve verifies the experi-
mental conjecture, which also gives an idea to solve the bad
effect of temperature.

Table 2. Comparison of goodness for fit in different models.

Type SSE RMSE R-sq Adj-R-sq
Exponential 0.03607 0.06150 0.97590 0.96680
Fourier 0.03021 0.06110 0.97980 0.97220
Gaussion 0.03606 0.06330 0.97590 0.97051
Linear fitting 0.84530 0.30650 0.43500 0.30950
Polynomial 0.03585 0.06311 0.97600 0.97040
Rational 0.03623 0.06370 0.97580 0.96670
Sum of sine 0.39190 0.06599 0.97380 0.96800
4.0
9 ® data

—v— Fourier fit

TN
NN

3.4r v\.
3.2+ \'

3.0F e

Voltage (V)
4

2'§40 —20 0 20 40 60 80
Temperature (°C)

Fig. 9. The fitting curve of temperature and the optimal operating point of
SLs. The blue curve is the fitting result, and the black points are the original.

4. Discussion

SLs are electronic devices with quantum effects. When
the temperature increases, deformations of the high and low
field domains are formed. This is reflected by the weakening

of the electric field in the high field domains and the decrease
in the difference between the voltage strengths of the high and
low field domains. It is found that the number of phonons is
proportional to the temperature, which can be approximated
by kT /(hw).3* With the temperature increasing, the number
of phonons will raise, which leads to frequent interactions be-
tween phonons, ionized impurities and phonons increasing the
chances of phonon-assisted tunneling.>>! However, transport
of domain boundaries is NRT, which is achieved by phonon-
assisted tunneling. The dependence of the electron drift ve-
locity and electric field then changes, when it will be simpler
to accumulate charge at domain boundaries. The conditions
required for SRT in high-field domains will be easier, and
the value of the bias required for excitation is reduced if the
SLs can enter a chaotic oscillatory state. This explains well
the conclusion that the optimal operating point of the SLs de-
creases with increasing temperature in the above experiments.
In addition, the thinner Aly45Gag s5As potential barrier layer
will be helpful for electron tunneling, which can effectively
increase the chaotic bandwidth. When the temperature contin-
ues to increase, the current oscillation spikes in the /-V curve
will gradually weaken or even disappear, and the SLs cannot
enter the chaotic oscillation state, which is due to the fact that
the number of phonons rise with the increase of temperature
and the phonon modes are gradually shifted to the lower fre-
quencies, which will increase the scattering probability of the
longitudinal phonon waves. 3! The scattering of longitudinal
acoustic waves by the electrons causes a sparse distribution
and the width of the energy level of the semiconductor device
to widen or shrink.*”] The result is that the I'-X SRT mode
fails to provide nonlinear behavior.

5. Conclusion

GaAs/Aly.45Gag 55 As-doped weakly coupled SLs can be
used as a physical entropy source of TRN. However, the tem-
perature is the key element for the stable application of SLs
cryptography, whose variation is the most obvious and dras-
tic. Meanwhile, the best working voltage point of chaotic os-
cillation can be found at different temperatures, and the en-
tropy value is more adequate to pass the NIST test. When
the temperature is higher than room temperature, the energy
level distribution of the SLs will be adjusted and will not pro-
vide nonlinear characters. This is a meaningful phenomenon
for applications at room temperature. After effective fitting,
it is found that the temperature is inversely proportional to the
OOP, which is due to the change of the dynamic stability of the
field domains when the temperature increases. It is expected
that the adverse effect of temperature on the chaotic oscilla-
tions can be eliminated by adjusting the ambient temperature
or finding the optimal operating point. The results fill the gap
in the qualitative study of SL temperature stability, and find
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the relationship between the OOP and temperature, which can

promote further applications of SL codes.
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