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We present a three-party reference frame independent quantum key distribution protocol which can be implemented
without any alignment of reference frames between the sender and the receiver. The protocol exploits entangled states to
establish a secret key among three communicating parties. We derive the asymptotic key rate for the proposed protocol
against collective attacks and perform a finite-size key security analysis against general attacks in the presence of statistical
fluctuations. We investigate the impact of reference frame misalignment on the stability of our protocol, and we obtain
a transmission distance of 180 km, 200 km, and 230 km for rotation of reference frames β = π/6, β = π/8 and β = 0,
respectively. Remarkably, our results demonstrate that our proposed protocol is not heavily affected by an increase in
misalignment of reference frames as the achievable transmission distances are still comparable to the case where there is no
misalignment in reference frames (when β = 0). We also simulate the performance of our protocol for a fixed number of
signals. Our results demonstrate that the protocol can achieve an effective key generation rate over a transmission distance
of about 120 km with realistic 107 finite data signals and approximately achieve 195 km with 109 signals. Moreover, our
proposed protocol is robust against noise in the quantum channel and achieves a threshold error rate of 22.7%.

Keywords: three-party reference frame independent, quantum key distribution, finite-size key security
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1. Introduction

Quantum key distribution (QKD) provides the
information-theoretically secure communication by exploiting
the laws of quantum mechanics to detect an eavesdropper.[1]

Since the inception of the primitive BB84 protocol,[2] much
effort has been directed towards achieving large-scale practi-
cal implementation of QKD in the past decades. Impressively,
QKD has made various advances both in theory and experi-
ment, and commercial QKD systems have become available
on the market.[3,4] Moreover, practical implementations have
also been reported in various countries, for example, dur-
ing the 2010 World Cup in South Africa,[5] installations in
fiber networks at metropolitan areas[6–9] as well as in satellite
QKD communications.[10–13] These examples demonstrate
that QKD will be vital in securing the next generation of dig-
ital communications. Despite these achievements, in practice,
several challenges need to be addressed to bridge the gap be-
tween theoretical assumptions in security proofs, and actual
implementations.[14] To address some of these challenges, a
novel protocol capable of overcoming the rate-distance limit
of QKD without quantum repeaters was proposed, which is a
promising milestone in extending the range of secure quantum
communications.[15] Moreover, high dimensional encoding
via exploitation of orbital angular momentum has been ex-
plored to increase the key generation rates.[16–18] One of the
challenges in the practical implementation of QKD is the

requirement for an aligned reference frame between the com-
municating parties.[19] For instance, alignment of polarisation
states for polarising encoding and interferometric stability for
phase coding. These requirements have proven difficult to
be satisfied owing to unstable fiber communication links and
imperfections in the measuring devices leading to unknown
and varying reference frames and subsequent detrimental ef-
fects on the received states.[20] Effort to tackle potential ref-
erence frame misalignment by encoding qubits with larger
systems requires the creation and manipulation of many pho-
ton entangled states that are very difficult to generate and very
sensitive to losses.[21–23] Fortunately, the reference frame in-
dependent (RFI) protocol was proposed by Laing et al.[19]

to address this problem of alignment. Since inception of the
RFI protocol, outstanding results have been achieved both
theoretically[24–30] and experimentally,[20,31–33] thus demon-
strating its capability to achieve higher secure key rate under
a varying reference frame.

In this work, we widen the reach of QKD by considering
the RFI protocol employing the two-qubit entangled photons
to establish a secret key between three communicating par-
ties. We demonstrate that the number of communicating par-
ties can be further extended and still achieve a secret key rate
and transmission distance comparable to the traditional two-
party QKD. We also demonstrate the feasibility of multipartite
QKD and its potential for achieving global-scale quantum net-
works. It has also been shown that multipartite QKD schemes
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are robust in some noise regimes,[34] thus rendering them se-
cure compared to generating a multipartite secret key via many
independent bipartite protocols. Moreover, we provide a com-
posable finite-key analysis for the proposed three-party proto-
col implemented with decoy states based on entropic uncer-
tainty relations. The entropic uncertainty relations is a di-
rect and robust method for quantifying the amount of infor-
mation held by communicating parties and the eavesdropper.
This method also provides tight bounds on the secret key rates
obtained from finite resources and avoids estimates compared
to pre-existing approaches such as post-selection technique[35]

and de Finetti theorem[36] which provide pessimistic finite key
rate estimates.

Moreover, our security analysis considers implementa-
tion with decoy states, making our proposed protocol robust
against photon number splitting (PNS) attacks.[37] This allows
us to demonstrate unconditional security against general at-
tacks under practical conditions where a source produces mul-
tiple photons. To account for statistical fluctuations in the fi-
nite regime, we employ the tail inequality for random sam-
pling without replacement, and multiplicative Chernoff bound
proposed in Ref. [38], which provides the tightest bounds on
expected and observed values. A large-deviation Chernoff
bound[39] is another pre-existing method used for statistical
analysis, which is equally rigorous as multiplicative Chernoff
bound but fails to produce tight bounds on observed values in
the high-loss regime leading to a rapid decrease in the achieved
secret key rate. The Gaussian analysis method[40] is also com-
parable to multiplicative Chernoff bound. However, it is not
rigorous as it is only limited to independent and identically
distributed random variables. The tail inequality for random
sampling without replacement provides the tightest bounds on
observed error rates and avoids inequality scaling compared to
pre-existing methods used in Refs. [39,41]. This article is or-
ganized as follows. In Section 2, we describe the operation of
our proposed protocol, and in Section 3, we derive the asymp-
totic key rate formula against collective attacks. In Section 4,
the finite-size key analysis with decoy states is presented, and
in Section 5, we discuss the simulation results. Lastly, con-
cluding remarks are provided in Section 6.

2. Operation of the proposed protocol
Alice starts by preparing two-photon entangled state

using a spontaneous parametric down-conversion (SPDC)
source. She then applies polarization modulation in these en-
tangled photons using the same basis chosen from three Pauli
encoding bases X , Y , and Z. The two photons are sent to com-
municating parties, Bob and Charlie, via insecure quantum
channels. Upon receipt of photons, they (Bob and Charlie)
measure them using any of the three randomly selected mea-
suring bases, {X ,Y,Z} to guess the Alice preparation basis. In

this protocol, Alice, Bob, and Charlie share a common aligned
measurement basis ZA = ZB and ZA = ZC while other measure-
ments bases X and Y are allowed to slowly vary by an arbitrary
angle β (see Fig. 1). Due to the drift in reference frames, the
measurement bases complementary to the Z basis is given by

XB = cosβXA + sinβYA, XC = cosβXA + sinβYA,

YB = cosβYA − sinβXA, YC = cosβYA − sinβXA.
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Fig. 1. The schematic diagram of the three-party RFI-QKD protocol. Alice
starts by preparing an two-photon entangled state using a spontaneous para-
metric down-conversion (SPDC) source. Next, the two photons are mod-
ulated into polarized states belonging to three bases {X ,Y,Z} using polar-
ization modulator (PM) and sent to Bob and Charlie through an insecure
channel. The photons prepared in the X and Y basis experience misalign-
ment by degree βB and βC for Bob and Charlie, respectively. The acronyms
IM, BS, PBS, HWP, and SPD, stand for intensity modulator, beam split-
ter, polarizing beam splitter, a half-wave plate, and single-photon detector,
respectively.

We consider the asymmetric basis choice in which the Z
basis is chosen with probability pz > 1/2 and the complemen-
tary bases, {X ,Y} with probability pc = 1− pz.[42] The three
parties uniformly choose a random bit ri ∈ {0,1} to encode in-
formation for their chosen basis. The first steps of the protocol
are repeated until they have exchanged enough qubits for the
sifting process. Alice, Bob, and Charlie announce their basis
choices over an authenticated classical channel and proceed
with parameter estimation. The raw key is extracted from the
cases where Alice prepared her states in the Z basis while Bob
and Charlie measured their received qubits in the Z direction.
Therefore, the quantum bit error rate is given by

EZZZ =
1−⟨ZAZBZC⟩

2
, (1)

120301-2



Chin. Phys. B Vol. 30, No. 12 (2021) 120301

where ZA represents that Alice sends the two states prepared
in the Z basis while ZB and ZC denote that Bob and Charlie
measure received states in the Z direction, respectively. The
measurement results in the complementary bases are used to
estimate the information that has leaked to Eve. The informa-
tion is bounded by the statistical quantity C defined as

C=⟨XAXBXC⟩2+⟨XAYBXC⟩2+⟨XAXBYC⟩2+⟨YAXBXC⟩2

+ ⟨YAYBXC⟩2+⟨YAXBYC⟩2+⟨YAYBYC⟩2+⟨XAYBYC⟩2, (2)

where ⟨ΓAΓBΓC⟩ (with Γ ∈ {X ,Y}) corresponds to the expec-
tation that Alice prepares two states in the basis ΓA while Bob
and Charlie measure received states in basis ΓB and ΓC, respec-
tively. Furthermore, it can be shown that C is independent of
the value β when substituting the relations XB, YB and XC, YC

in Eq. (2). However, to get an accurate estimate of C, the angle
β is assumed to vary slowly in time short enough to allow for
the exchange of key.

3. Security analysis

To compute the error bound, we consider the collective
attacks, where Eve applies the same attack to each system of
Bob and Charlie. The security analysis is sketched along the
lines in Refs. [19,43]. We consider an entanglement based
protocol in which Alice, Bob and Charlie initially share an en-
tangled state |φ+⟩AbAcBC = 1√

2
(|0000⟩+ |1111⟩) with the first

two particles Ab and Ac belonging to Alice and the last two par-
ticles, B and C are in possession of Bob and Charlie, respec-
tively. Alice measures her qubits in the same direction using
three Pauli basis {X ,Y,Z} while Bob and Charlie also mea-
sure their particles using the same mutually unbiased bases.
This protocol is equivalent to the prepare and measure pro-
tocol described in Section 2. Note that in this entanglement-
based description, Alice performs measurement on two parti-
cles (which we refer to as b and c) to encode her bit of infor-
mation which is equivalent to preparing two states sent to Bob
and Charlie in prepare and measure protocol. For collective at-
tacks, the density matrix describing the state shared by Alice,
Bob, and Charlie is the diagonal in the GHZ state basis known
to Eve and written as

ρAbAcBC =µ1|φ+⟩⟨φ+|+µ2|φ−⟩⟨φ−|+µ3|ψ+⟩⟨ψ+|

+µ4|ψ−⟩⟨ψ−|+µ5|Φ+⟩⟨Φ+|+µ6|Φ−⟩⟨Φ−|

+µ7|Ψ+⟩⟨Ψ+|+µ8|Ψ−⟩⟨Ψ−|+µ9 |ϕ+⟩⟨ϕ+|

+µ10 |ϕ−⟩⟨ϕ−|+µ11 |Φ+⟩⟨Φ+|+µ12 |Φ−⟩⟨Φ−|

+µ13 |Ψ+⟩⟨Ψ+|+µ14 |Ψ−⟩⟨Ψ−|

+µ15 |χ+⟩⟨χ+|+µ16 |χ−⟩⟨χ−| , (3)

where |φ±⟩ = 1√
2
(|0000⟩ ± |1111⟩), |ψ±⟩ = 1√

2
(|0001⟩ ±

|1110⟩), |Φ±⟩ = 1√
2
(|0011⟩± |1100⟩), |Ψ±⟩ = 1√

2
(|0100⟩±

|1011⟩), |ϕ±⟩ = 1√
2
(|1000⟩± |0111⟩), |Φ±⟩ = 1√

2
(|0101⟩±

|1010⟩), |Ψ±⟩ = 1√
2
(|1001⟩ ± |0110⟩) and |Ψ±⟩ =

1√
2
(|0010⟩ ± |1101⟩). The eigenvalues in Eq. (3) are com-

plex numbers that satisfy the normalization condition
16

∑
i
|µi|2 = 1. (4)

Based on the fact that C is invariant under the following trans-
formations XAb(c) →−XAb(c) , XB →−XB, XC →−XC,YAb(c) →
−YAb(c) , YB → −YB, YC → −YC, we can equivalently repre-
sent these transformations with the quantum operation ρ →
(ZAb ⊗ ZAc ⊗ ZB ⊗ ZC)ρ(ZAb ⊗ ZAc ⊗ ZB ⊗ ZC). Thus, it fol-
lows that the state ρAbAbBC can be written as a mixture

ρ̃ =
1
2
(ρ +ZAbZAc ZBZCρZAbZAcZBZC). (5)

This can be explicitly written as

ρAbAcBC

=µ1|φ+⟩⟨φ+|+µ2|φ−⟩⟨φ−|+
(a

2
|φ−⟩⟨φ+|+H.c

)
+µ3|ψ+⟩⟨ψ+|+µ4|ψ−⟩⟨ψ−|+

(b
2
|ψ−⟩⟨ψ+|+H.c

)
+µ5|Φ+⟩⟨Φ+|+µ6|Φ−⟩⟨Φ−|+

(c
2
|Φ−⟩⟨Φ+|+H.c

)
+µ7|Ψ+⟩⟨Ψ+|+µ8|Ψ−⟩⟨Ψ−|+

(d
2
|Ψ−⟩⟨Ψ+|+H.c

)
+µ9 |ϕ+⟩⟨ϕ+|+µ10 |ϕ−⟩⟨ϕ−|+

(e
2
|ϕ−⟩⟨ϕ+|+H.c

)
+µ11 |Φ+⟩⟨Φ+|+µ12 |Φ−⟩⟨Φ−|+

( f
2
|Φ−⟩⟨Φ+|+H.c

)
+µ13 |Ψ+⟩⟨Ψ+|+µ14 |Ψ−⟩⟨Ψ−|+

(g
2
|Ψ−⟩⟨Ψ+|+H.c

)
+µ15 |χ+⟩⟨χ+|+µ16 |χ−⟩⟨χ−|+

(h
2
|χ−⟩⟨χ+|+H.c

)
, (6)

where H.c denotes the complex conjugate of each matrix in
the bracket. For ease of notation, let us denote this state as
ρ̃(a,b, . . . ,h). By computing C = ∑αAbαAcβBδC

[Tr(αAb ⊗αAc ⊗
βB ⊗δCρAbAcBC)]

2 with α,β ,δ ∈ {X ,Y}, it yields

C = 4[(µ1 −µ2)
2 +4(µ3 −µ4)

2 +4(µ5 −µ6)
2 +(µ7 −µ8)

2

+(µ9 −µ10)
2 +4(µ11 −µ12)

2 +4(µ13 −µ14)
2

+(µ15 −µ16)
2 + Im(a)2 + Im(b)2 + Im(c)2 + Im(d)2

+ Im(e)2 + Im( f )2 + Im(g)2 + Im(h)2]. (7)

This result is also attained for its conjugate
ρ(−a*,−b*, . . . ,−h*). By using the same logic as be-
fore, it is not restrictive to analyze the mixture of ρ́ =
1
2 [ρ̃(a,b, . . . ,h) + ρ̃(−a*,−b*, . . . ,−h*)] = ρ̄(iA, iB, . . . , iH)
to obtain the value of C. Here A = Im(a), B = Im(b),
H= Im(h) and other imaginary values have the same meaning.
The state ρ́ can be expressed as

ρ́ =
16

∑
k=1

λk|Φk⟩⟨Φk|, (8)

where |Φ1,2⟩ = 1√
2
(e iθ1 |0000⟩ ± e−iθ1 |1111⟩, |Φ3,4⟩ =

1√
2
(e iθ2 |0001⟩ ± e−iθ2 |1110⟩, |Φ5,6⟩ = 1√

2
(e iθ3 |0011⟩ ±

120301-3
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e−iθ3 |1100⟩, |Φ7,8⟩ = 1√
2
(e iθ4 |0100⟩ ± e−iθ4 |1011⟩,

|ϕ9,10⟩ = 1√
2
(e iθ5 |1000⟩ ± e−iθ5 |0111⟩, |Φ11,12⟩ =

1√
2
(e iθ6 |0101⟩ ± e−iθ6 |1010⟩, |Ψ13,14⟩ = 1√

2
(e iθ7 |1001⟩ ±

e−iθ7 |0110⟩ and |χ15,16⟩ = 1√
2
(e iθ8 |0010⟩ ± e−iθ8 |1101⟩.

The parameters are related as follows. Define Á =√
(µ1 −µ2)2 +A2, then λ1,2 =

1
2 (µ1 +µ2 ± Á) and cos2 θ1 =

1
2 +(µ1 − µ2)/Á. Similarly, if B́ =

√
4(µ3 −µ4)2 +B2, then

we have λ3,4 =
1
2 (µ3+µ4±B́) and cos2 θ2 =

1
2 +(µ3−µ4)/B́.

The expressions for other eigenvalues and imaginary parts are
calculated in similar manner. This implies that the parameter
C can now be expressed as

C = 4
[
(λ1 −λ2)

2 +4(λ3 −λ4)
2 +4(λ5 −λ6)

2 +(λ7 −λ8)
2

+(λ9 −λ10)
2 +4(λ11 −λ12)

2 +4(λ13 −λ14)
2

+(λ15 −λ16)
2]. (9)

In what follows we now use parameter C to estimate Eve’s
information and determine the lower bound on the error rate,
EZZZ . The asymptotic secret key rate under collective attacks
is given by[19]

r = 1−h(EZZZ)− IE(EZZZ ,C). (10)

To estimate Eve’s information, IE, the eigenvalues λi have to
satisfy the condition: ∑λi = 1 and yield the measured values
EZZZ and C. Since the key is obtained from the measurements
in computational basis, this implies λ1 + λ2 = 1−EZZZ and
λ3+λ4+λ5+λ6+λ7+λ8+λ9+λ9+λ10+λ11+λ12+λ13+

λ14 +λ15 +λ16 = EZZZ .

The following parametrization is chosen to satisft the
above conditions:

λ1 = (1−EZZZ)

(
1+u

2

)
, λ2 = (1−EZZZ)

(
1−u

2

)
,

λ3 =
1
7

EZZZ

(
1+ v

2

)
, λ4 =

1
7

EZZZ

(
1− v

2

)
,

λ5 =
1
7

EZZZ

(
1+ v

2

)
, λ6 =

1
7

EZZZ

(
1− v

2

)
,

λ7 =
1
7

EZZZ

(
1+ v

2

)
, λ8 =

1
7

EZZZ

(
1− v

2

)
,

λ9 =
1
7

EZZZ

(
1+ v

2

)
, λ10 =

1
7

EZZZ

(
1− v

2

)
,

λ11 =
1
7

EZZZ

(
1+ v

2

)
, λ12 =

1
7

EZZZ

(
1− v

2

)
,

λ13 =
1
7

EZZZ

(
1+ v

2

)
, λ14 =

1
7

EZZZ

(
1− v

2

)
,

λ15 =
1
7

EZZZ

(
1+ v

2

)
, λ16 =

1
7

EZZZ

(
1− v

2

)
,

where u,v ∈ [0,1].

The parameter C is calculated to be

C = 4

([
(1−EZZZ)

(
1+u

2
− 1−u

2

)]2

+19
[

1
7

EZZZ

(
1+ v

2
− 1− v

2

)]2
)

= 4
[
(1−EZZZ)

2u2 +
19
49

E2
ZZZv2

]
. (11)

Eve’s information, IE, is given by the Holevo bound, IE =

S(ρE)− 1
2 S(ρE|0)− 1

2 (ρE|1). Eve holds a purification of the
state shared by Alice, Bob and Charlie, therefore this implies
S(ρE) = S(ρAbAcBC) = H(λ ). To compute S(ρE|i), i ∈ [0,1],
we trace out Bob and Charlie from the state |Ψ⟩AbAcBCE and
project Alice on |+ z⟩ for i = 0 and on |− z⟩ for i = 1. Since
both S(ρE|0) and S(ρE|1) occur with equal probability, we ob-
tain S(ρE|0) = S(ρE|1) = h(EZZZ). The explicit computation of
H(λ ) from the eigenvalues λi (with i ∈ {0, . . . ,16}) is given
by

H(λ ) =−∑
i

λi logλi

=−
[
(1−EZZZ)

(1+u
2

)
log(1−EZZZ)

(1+u
2

)
+(1−EZZZ)

(1−u
2

)
log(1−EZZZ)

(1−u
2

)]
−7
[EZZZ

7

(1+ v
2

)
log

EZZZ

3

(1+ v
2

)
+

EZZZ

7

(1− v
2

)
log

EZZZ

7

(1− v
2

)]
=−(1−EZZZ)

[(1+u
2

)
log
(1+u

2

)
+
(1−u

2

)
log
(1−u

2

)]
−EZZZ

[(1+ v
2

)
log
(1+ v

2

)
+
(1− v

2

)
log
(1− v

2

)]
− (1−EZZZ)

[(1+u
2

)
log(1−EZZZ)

+
(1−u

2

)
log(1−EZZZ)

]
−EZZZ

[(1+ v
2

)
log

EZZZ

3
+
(1− v

2

)
log

EZZZ

3

]
= h(EZZZ)+(1−EZZZ)h

(1+u
2

)
+EZZZh

(1+ v
2

)
+EZZZ log7, (12)

where h(x) =−x log(x)−(1−x) log(1−x) is the Shannon en-
tropy function. This yields the following results for Eve’s in-
formation bound:

IE(E,u,v) = S(ρE)−
1
2

S(ρE|0)−
1
2
(ρE|1)

= h(EZZZ)+(1−EZZZ)h
(

1+u
2

)
+EZZZh

(
1+ v

2

)
+EZZZ log7−h(EZZZ)

= (1−EZZZ)h
(

1+u
2

)
+EZZZh

(
1+ v

2

)
+EZZZ log7. (13)

Now to compute IE(EZZZ ,C) = maxCIE(EZZZ ,u,v), we con-
sider the fact that C = 4[(1 − EZZZ)

2u2 + 19
49 E2

ZZZv2] and
maximizes it over the parameters EZZZ , u and v. For
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EZZZ = 0 it can be shown that IE(EZZZ ,C) = h[(1 +√
C/4)/2], which gives IE(EZZZ ,C) = 0 for maximally en-

tangled states with C = 4. For EZZZ > 0, we have

v(u) =
√

49
19 [(C/4)− (1−EZZZ)2u2]/EZZZ , and the condi-

tion v ∈ [0,1] implies that u ∈ [umin,umax], where umin =

max
[√

(C/4− 19
49 E2

ZZZ)

1−EZZZ
,0
]
, umax = min

[ √
C/4

1−EZZZ
,1
]
. When

EZZZ ≤ 15.9%, which is a reasonable value for the practical
implementation, we find that dIE(EZZZ ,u,v(u))/du > 0 be-
tween umin and umax. This implies that Eve’s information can
be bounded by

IE(EZZZ ,C) = IE(EZZZ ,umax,v(umax)). (14)

Now, to estimate the parameter C, we consider a case where
the state |φ+⟩AbAcBC = 1√

2
(|0000⟩+ |1111⟩) initially shared by

Alice, Bob and Charlie goes through a depolarising channel
and gives rise to the Werner state, ρAbAbBC = p |φ+⟩⟨φ+|+
(1 − p)I/16. Here I denotes the identity matrix and p is
the probability for state to remain unchanged while (1− p)
represents the probability for state to transform into a mixed
state. For this four qubit Werner state, the measurement statis-
tics by Alice, Bob and Charlie satisfy EZZZ = (1− p)/2 and
C = 4p2 = 4(1−2EZZZ)

2. Thus, we have

IE(EZZZ)=(1−EZZZ)h
(

1−3EZZZ/2
1−EZZZ

)
+EZZZ+EZZZ log7.

(15)

The corresponding secret key rate is therefore derived to be

r = 1−h(EZZZ)− (1−EZZZ)h
(

1−3EZZZ/2
1−EZZZ

)
−EZZZ −EZZZ log7. (16)

The lower bound on the error rate EZZZ can be obtained for
the worst case value of the key generation rate r and hence is
given by the solution to the equation

1−h(EZZZ)− (1−EZZZ)h
(

1−3EZZZ/2
1−EZZZ

)
−EZZZ −EZZZ log7 = 0. (17)

4. Implementation with decoy states
We extend our security analysis to accommodate imper-

fections in the state preparation devices. In practice, the secret
key is generated by using a spontaneous parametric down-
conversion (SPDC) source, which occasionally emits more
than one photon. The signals produced by this source contains
photons whose probability distribution is given by

p(k|γ) =
(k+1)( γ

2 )
k

(1+ γ

2 )
k+2 , (18)

where k is the number of photons and γ is the average inten-
sity of the laser source.[44] Therefore, to combat PNS attack
Alice randomly prepares the photons using three different in-
tensities (µ,ν ,ω), where µ is the intensity for signal states, ν

for decoy states, and ω for vacuum states.[40] The three inten-
sities are usually selected with the probabilities Pµ > Pν > Pω

where Pµ ,Pν and Pω correspond to the probabilities for signal,
decoy and vacuum states, respectively. The photons are sent
to Bob and Charlie, who measures the received pulses in three
bases {Z,X ,Y}. The signal states obtained with intensity µ

are used for generating the final key, while decoy states ac-
quired from the intensity ν are for bounding Eve’s knowledge
to the key. In the proposed protocol, Alice measures all the
signal pulses, (µ) in the Z basis, and weak decoy pulses, ν in
all bases {X ,Y,Z}. The key generation rate is given by

r = q
[
Q0 +Qµ,1

ZZZ(1− IU
E )− leakEC

]
, (19)

where q is the raw sift factor. The parameter leakEC =

fECQµ

ZZZH(Eµ

ZZZ) corresponds to the fraction of bits that have
leaked to Eve during the error correction procedure and fEC ≥
1 is the error correction efficiency. Qµ

ZZZ is the gain of signals
prepared using Z basis and intensity µ , and measured by Bob
and Charlie in the Z basis. The parameter Eµ

ZZZ is the quan-
tum bit error rate (QBER) for signals sent using intensity µ

and measured in the Z basis. Here H(x) = −x log2(x)− (1−
x) log2(1−x) represents the Shannon binary entropy. The term
Qµ,1

ZZZ is the gain of single-photon components, Q0 is the back-
ground gain, and IU

E is the upper bound on Eve’s knowledge
of the key. These parameters are estimated by using the decoy
theory as follows. Firstly, we highlight that these parameters
are generally derived under two-party communication scenar-
ios, but here we extend our analysis to accommodate the third
party. In our analysis, we assume that the detection probabil-
ities of photons are independently determined by the channel
transmittance, t = 10−0.02l where l is the channel length, and
detection efficiencies, ηB and ηC of Bob and Charlie’s detec-
tion systems, respectively. The overall background gain is cal-
culated as

Q0 = Q0,BQ0,C

= Y0

(
1+

µ

2

)−2
Y0

(
1+

µ

2

)−2
= Y 2

0

(
1+

µ

2

)−4
, (20)

where Q0,B and Q0,C are the background gains for Bob and
Charlie, respectively, and Y0 is the background count rate. Fol-
lowing the method used in Ref. [45], the gain of signal or de-
coy states of intensity γ prepared by Alice in basis ΓA and mea-
sured by Bob and Charlie in basis ΓB and ΓC, respectively, can
be expressed as

Qγ

ΓAΓBΓC
=

1
2

[
Pγ

Γ 0
A Γ 0

B Γ 0
C
+Pγ

Γ 0
A Γ 1

B Γ 1
C
+Pγ

Γ 1
A Γ 0

B Γ 0
C
+Pγ

Γ 1
A Γ 1

B Γ 1
C

+Pγ

Γ 0
A Γ 0

B Γ 1
C
+Pγ

Γ 0
A Γ 1

B Γ 0
C
+Pγ

Γ 1
A Γ 0

B Γ 1
C
+Pγ

Γ 1
A Γ 1

B Γ 0
C

]
, (21)

with γ ∈ {µ,ν}, ΓA,ΓB,ΓC ∈ {X ,Y,Z}. The orthonormal states
Γ 0

A(B)(C) and Γ 1
A(B)(C) belong to the basis ΓA(B)(C). The parame-

ter Pγ

Γ 0
A Γ 0

B Γ 0
C

corresponds to the probability of Bob and Char-

lie measuring Γ 0
B and Γ 0

C , respectively, conditional on Al-
ice preparing the two states Γ 0

A with intensity γ . The other

120301-5



Chin. Phys. B Vol. 30, No. 12 (2021) 120301

conditional probabilities can be described in a similar man-
ner. The factor 1/2 in Eq. (21) represents the probability of
Alice preparing the qubits in state Γ 0

A or Γ 1
A . Equation (21)

is a generalized expression for different gains, so we evaluate
Qγ

XAXBXC
as an example to demonstrate how to explicitly obtain

these gains. Firstly, we define Pγ

X0
AX0

BX0
C

as follows:

Pγ

X0
AX0

BX0
C
=

∞

∑
k=0

p(k|γ)
k

∑
j=0

Ck
j (ηBt) j(1−ηBt)k− j(⟨X0

A⟩X0
B)

2
χ(k)

×
∞

∑
k=0

p(k|γ)
k

∑
j=0

Ck
j (ηCt) j(1−ηCt)k−j(⟨X0

A⟩X0
C)

2
χ(k)

= e−2γηBtηCt(1−Y0)
2
(

eγηBt 1+cosβ

2 +Y0 −1
)

×
(

eγηCt 1+cosβ

2 +Y0 −1
)
, (22)

where

χ(k) =

{
1−Y0, if k > 0,
Y0(1−Y0), if k = 0

denotes the probability of valid detection events conditional on
k-photon states. The other conditional probabilities are analo-
gously obtained as

Pγ

X0
AX1

BX1
C
= e−2γηBtηCt(1−Y0)

2
(

eγηBt 1−cosβ

2 +Y0 −1
)

×
(

eγηCt 1−cosβ

2 +Y0 −1
)
, (23)

Pγ

X1
AX0

BX0
C
= e−2γηBtηCt(1−Y0)

2
(

eγηBt 1−cosβ

2 +Y0 −1
)

×
(

eγηCt 1−cosβ

2 +Y0 −1
)
, (24)

Pγ

X1
AX1

BX1
C
= e−2γηBtηCt(1−Y0)

2
(

eγηBt 1+cosβ

2 +Y0 −1
)

×
(

eγηCt 1+cosβ

2 +Y0 −1
)
, (25)

Pγ

X0
AX0

BX1
C
= e−2γηBtηCt(1−Y0)

2
(

eγηBt 1+cosβ

2 +Y0 −1
)

×
(

eγηCt 1−cosβ

2 +Y0 −1
)
, (26)

Pγ

X0
AX1

BX0
C
= e−2γηBtηCt(1−Y0)

2
(

eγηBt 1−cosβ

2 +Y0 −1
)

×
(

eγηCt 1+cosβ

2 +Y0 −1
)
, (27)

Pγ

X1
AX0

BX1
C
= e−2γηBtηCt(1−Y0)

2
(

eγηBt 1−cosβ

2 +Y0 −1
)

×
(

eγηCt 1+cosβ

2 +Y0 −1
)
, (28)

Pγ

X1
AX0

BX0
C
= e−2γηBtηCt(1−Y0)

2
(

eγηBt 1+cosβ

2 +Y0 −1
)

×
(

eγηCt 1−cosβ

2 +Y0 −1
)
. (29)

Here, we assume that the degree of misalignment β is the same
for Bob and Charlie’s channels. The overall gain, Qγ

XAXBXC
is

obtained by combining the results of Eqs. (22)–(29). The over-
all quantum bit error rate is described as follows:

Eγ

ΓAΓBΓC
=

Pγ

Γ 0
A Γ 1

B Γ 1
C
+Pγ

Γ 1
A Γ 0

B Γ 0
C
+Pγ

Γ 0
A Γ 0

B Γ 1
C
+Pγ

Γ 0
A Γ 1

B Γ 0
C
+Pγ

Γ 1
A Γ 0

B Γ 1
C
+Pγ

Γ 1
A Γ 1

B Γ 0
C

Qγ

ΓAΓBΓC

. (30)

The gain for single photon components is expressed as

Qµ,1
ZZZ = Qµ,1

ZAZB
Qµ,1

ZAZC

= [1− (1−Y0B)(1−ηBt)]

× [1− (1−Y0C)(1−ηCt)]
µ

(1+ µ

2 )
3 . (31)

The upper bound IU
E , dependent on the parameters C and EZZZ ,

is obtained from the lower bound CL
1 and upper bound for the

error rate in the Z basis, e1,U
ZZZ for single photon components.

The latter parameter is expressed as

e1,U
ZZZ =

Eµ,ZZZQµ − e0Y0 p(µ|0)
Y1,L p(µ|1)

, (32)

where

Y1,L=
p(µ|2)[Qν

ΓAΓBΓC
−p(ν |0)Y0]−p(ν |2)[Qµ

ΓAΓBΓC
−p(µ|0)Y0]

p(µ|2)p(ν |1)−p(µ|1)p(ν |2)
.

(33)

In the above equation, p(γ|k) is the probability that signals
generated with intensity γ ∈ {µ,ν} contain k photons. The
lower bound of C for single-photon states can be obtained in
terms of error rates from measurements in the complementary
bases as

CL
1 = (1−2e1,U

XXX )
2 +(1−2e1,U

XXY )
2 +(1−2e1,U

XYY )
2

+(1−2e1,U
Y XX )

2 +(1−2e1,U
YY X )

2 +(1−2e1,U
XY X )

2

+(1−2e1,U
Y XY )

2 +(1−2e1,U
YYY )

2. (34)

The upper bound on error rates eαβδ with α , β and δ ∈ {X ,Y}
obtained from the signals produced using the decoy intensity
are given by

Eν
ΓAΓBΓC

Qν
ΓAΓBΓC

=
1
2

(
1+

ν

2

)−2
Y0 + e1

αβδ

ν

(1+ ν

2 )
3 Y1

+ ∑
k≥2

ek
αβδ

(1+ k)( ν

2 )
k

(1+ ν

2 )
k+2 Yk;

e1,U
αβδ

≤
Eν

ΓAΓBΓC
Qν

ΓAΓBΓC
− e0Y0(1+ ν

2 )
−2

Y1,L
ν

(1+ ν
2 )

3
. (35)

Finally, the upper bound of IE based on e1,U
ZZZ and CL

1 is deter-
mined using the following equations:

IU
E = (1− e1,U

ZZZ)h

(
1+umax

2

)
− e1,U

ZZZh

(
1+ v(umax)

2

)
+ e1,U

ZZZ log2 7, (36)

where

umax = min

[
1

1− e1,U
ZZZ

√
CL

1 /4,1

]
,
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v(umax) =

√
49
19

[
CL

1 /4− (1− e1,U
ZZZ)

2u2
max

] /
e1,U

ZZZ . (37)

4.1. Finite security analysis

We provide a security proof under a realistic scenario
where the communicating parties exchange a finite number of
signals N and subsequently account for statistical fluctuations
due to finite-size effects. Our security analysis is sketched
along the lines presented in[38,39,46–48] based on universally
composable framework. Firstly, we point that the three-party
RFI protocol generates a triplet of key bit strings SA, SB and SC

for Alice, Bob, and Charlie, respectively. The key bit strings
are of the length ℓ and subject to satisfying the correctness and
secrecy criteria for the protocol to be deemed secure. Under
the composability criteria, a QKD protocol is regarded cor-
rect, if SA = SB = SC, for any given attacking strategy by an
eavesdropper. Therefore, an εcor-correct protocol is invariant
from the correct one by a small error probability, εcor, i.e.,
Pr[SA ̸= SB ̸= SC]≤ εcor. Furthermore, the secrecy conditions
are defined as follows: Let ρE be the state of a quantum sys-
tem containing the information acquired by an eavesdropper
during the execution of a QKD protocol. The correlation of
Alice’s key bit string SA with Eve’s quantum state ρE can be
described by classical-quantum state, ρSAE . There is no cor-
relation between Eve’s system and Alice’s key bit string in an
ideal case, i.e., ρU ⊗ρE where ρU is a completely mixed state
on the keyspace. The classical-quantum state, ρSAE is said to
be ∆-secret if

min
ρE

1
2
||ρSAE −ρU ⊗ρE ||1 ≤ ∆. (38)

In particular, a εsec-protocol is one protocol which generates
the ∆-secure keys with (1− pabort)∆ ≤ εsec, with pabort repre-
senting the probability that it aborts. Therefore, the key rate of
εsec + εcor-three-party rfi protocol is given by

ℓ

Ntotal
=q
[
Q0+Qµ,1

ZZZ(1−IU
E )−leakEC−log2

2
εcor

−2log2
11
εsec

]
,

(39)

with q =
Nµ p3

z
Ntotal

, Nµ is the number of exchanged signals of in-
tensity µ , while pz is the probability of selecting Z basis for
preparation and measurement of states, and Ntotal is total num-
ber of exchanged signals. In the finite key distillation case,
the parameter estimation is not perfect due to fluctuations in
the observed error rates and detection rates. From the values
directly observed in the experiment, nµ = Qµ Nµ and Eµ nµ ,
which corresponds to the number of detected signal states and
erroneous detections (using signal intensity µ), respectively,
we can use variant multiplicative Chernoff bound presented in
lemma 3 of Ref. [38] to estimate their lower and upper bounds

from expected values. To demonstrate that, we rewrite nµ as

nk,µ =
nk

∑
l=1

χ
µ

k,l , (40)

where

χ
µ

k,l =

{
1 with probability p(k|µ),
0 with probability (1− p(k|µ)),

l = 1, . . . ,nk (41)

are independent Bernoulli random variables. In particular,
χ

µ

k,l = 1 means that k-photon signal state has resulted in the
lth detection event, while χ

µ

k,l = 0 means either vacuum or de-
coy state has been used. The term p(k|µ) is the conditional
probability that a source set at signal intensity µ produces a
k-photon state. It then follows that for a set of Bernoulli ran-
dom variables, χ

µ

k,1,χ
µ

k,2, . . . ,χ
µ

k,nk
, the expected value of nk,µ is

n̄k,µ = E[nk,µ ] = ∑
nk
l=1 p(k|µ). Let an observed outcome, nk,µ

be denoted by x for a given trial. Then, for any ε3 > 0 we have

n̄k,µ ≥ max{0,x−∆(x,ε3)},

n̄L
k,µ := max{0,x−∆(x,ε3)}, (42)

which holds with failure probability ε3, where n̄L
k,µ is the

lower bound and ∆(x,ε3) is the positive root of the equation
∆(x,ε3)− [x+∆(x,ε3)] ln[1+∆(x,ε3)/x]− lnx = 0. Also, for
any ε3 > 0, we have

n̄k,µ ≤ x+∆(x,ε3),

n̄U
k,µ := x+∆(x,ε3), (43)

which holds with failure probability ε3, where n̄U
k,µ is the up-

per bound of n̄k,µ and ∆(x,ε3) is the positive root of equation
∆(x,ε3) + x ln(x/[x + ∆(x,ε3)]) + lnε3 = 0. The same argu-
ment can be applied to determine the lower and upper bounds
of nν = Qν Nν and nω = Qω Nω for decoy states and vacuum
states, respectively. Next, the lower and upper bounds of nµ ,
nν and nω are used to calculate the lower and upper bounds
of gains, Qµ , Qν and Qω which are in turn used to calculate
Y1,L by using Eq. (33). Finally, the parameter Y1,L is used to
evaluate lower bound on the expected number of detected sin-
gle photon components, n1,µ = Y1,LNµ p(1|µ). We use mul-
tiplicative Chernoff bound (lemma 2) of Ref. [38] to deduce
lower bound of parameter n1,µ as follows. The single pho-
ton events are defined by independent Bernoulli random vari-
ables as n1,µ = ∑

n1
l=1 χ1,l and the expected value of n1,µ is de-

noted as n̄1,µ = E[n1,µ ] = ∑
n1
l=1 p(1|µ). According to results

of lemma 2, if g(n̄1,µ ,δ ) = [eδ/(1+δ )1+δ ]n̄1,µ , for any δ > 0,
the upper tail is defined as

Pr[n1,µ ≥ (1+δ )n̄1,µ ]< g(n̄1,µ ,δ ) = ε2, (44)

where δ is the positive root of the equation n̄1,µ [δ − (1 +

δ ) ln(1+δ )]− lnε2 = 0. For any 0 < δ̂ ≤ 1, we have the lower
tail given by

Pr[n1,µ ≤ (1− δ̂ )n̄1,µ ]< g(n̄1,µ ,−δ̂ ) = ε̂2, (45)
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where δ̂ is the positive root of equation n̄1,µ [δ̂ +(1− δ̂ ) ln(1−
δ̂ )] + ln ε̂2 = 0. The observed lower bound of n1,µ is given
by the upper tail of lemma 2 with failure probability ε2. The
tail inequality for random sampling without replacement is ex-
ploited to provide an upper bound for the observed error rates
from the expected error rates. The method is described in
lemma 1 of Ref. [38] as follows.

Lemma 1[38] For a given n + m string of binary bits
𝒳n+m{x1,x2, . . . ,xn+m}, let 𝒳m denotes a random sample
(without replacement) of size m bit strings and 𝒳n represents
a random sample of the remaining n bit string. Then, for λm

and λn, the probabilities of observing bit 1 value in string 𝒳m

and 𝒳n, respectively, it holds that for any 𝜖 > 0

Pr[λn ≤ λm +µ(n,m,λm, 𝜖)]> 1− 𝜖,

where µ(n,m,λm, 𝜖) is the positive root of the following equa-
tion:

lnCmλm
m + lnCnλm+nµ

n − lnC(n+m)λm+nµ

n+m − ln𝜖= 0.

Here C = i!/[ j!(1− j)!] is the binomial coefficient.
We can use Lemma 1 to estimate the upper bound on ob-

served error rates in the Z basis, eZZZ by considering a thought
experiment picture where an n+m string of bits correspond to
compatible measurements made by Alice, Bob and Charlie in
the Z basis. If the observed average error rate obtained from m
random bit strings is ēZZZ = ∑

m
i=1 rZ,A ⊕ rZ,B ⊕ rZ,C (rZ,A, rZ,B

and rZ,C are Alice, Bob and Charlie’s bits) then by using the
upper tail inequality, the remaining n bits give bounds for error
rate in the Z basis under the condition that

eZZZ ≤ ēZZZ +ξ (n,m, ēZZZ ,ε1), (46)

with probability 1− ε1. The other upper bound for error rates
in the complementary bases eαβδ with α,β ,δ ∈ {X ,Y} can be
obtained analogously by applying Lemma 1.

5. Simulation results
In this section, we simulate performance of the proposed

protocol on a fiber-based QKD system model. We use the fol-
lowing experimental parameters: the loss coefficient of the
fiber is 0.2 dB/km, Bob and Charlie’s detection efficiencies,
η = 14.5%, and dark count rate of single-photon detector,
Pd = 1.7×10−6. The security parameters of secrecy and cor-
rectness are fixed at εcor = 10−15 and εsec = 10−10. We assume
that error correction efficiency, fEC = 1.22 and the expected
photon number for signal states is set at µ = 0.6. The opti-
mal probability, pz for key basis is set at 0.95 according to
Ref. [49].

Figure 2 shows the secret key rate, ℓ/N, as a function of
signal size N for the two-party and three-party RFI protocols.
The key rates are obtained at different values for the intrinsic

error rate, Q = (0.02%,0.03%,0.05%) due to the misalign-
ment and instability of the optical system. We observe that
our proposed protocol can achieve a positive key rate with a
minimum of 103 signals. It can also be observed that higher
key rates are achieved for the three-party protocol as compared
to the two-party counterparts for the same number of signals
exchanged. Our simulation result demonstrates that the three-
party RFI QKD is a feasible scheme in the finite-key regime.

102 103 104

Q=0.05% 3-party RFI
Q=0.03% 3-party RFI
Q=0.02% 3-party RFI
Q=0.05% 2-party RFI
Q=0.03% 2-party RFI
Q=0.02% 2-party RFI

105

Number of signals, N

S
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Fig. 2. Plot of secret key fraction versus number of signals N for
the proposed three-party RFI protocol (solid lines) for security parame-
ters: εcor = 10−15, εsec = 10−10, and the misalignment error rates Q =
(0.02%,0.03%,0.05%). For comparison, we also plot the two-party RFI
protocol (dashed lines) for the same error rates.

In Fig. 3(a), we simulate the secret key rate for three-
party RFI protocol as a function of transmission distance for
fixed misalignment degree β = 0,π/6,π/8. For comparison,
we also simulate the key rate for the two-party RFI protocol
(dashed line) for the same parameters. We observe that despite
the increase in misalignment of reference frames, the achiev-
able transmission distance is still comparable to when there is
no misalignment in reference frames (when β = 0). Also, our
results indicate that the two-party RFI protocol outperforms
our proposed three-party RFI protocol in terms of maximum
attainable transmission distance for different misalignment de-
grees of β . These results may be attributed to the fact that
the three-party RFI protocol considers misalignment in two
channels linking Alice to Bob and Charlie. On the contrary,
the two-party RFI protocol employs one channel linking Alice
and Bob hence a slight increase in signal gain and superiority
in performance. Nevertheless, our proposed three-party RFI
protocol is more efficient for secure communication involv-
ing multiple parties as a secret key for each party is produced
from a single run of the protocol rather than performing mul-
tiple bipartite QKD protocols to establish a secret key for each
communication party.

In Fig. 3(b) we demonstrate the performance of three-
party RFI protocol for a fixed number of signals, N = 107, 108
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and 109. For comparison, we provide the plots for the two-
party RFI protocol for the same number of signals. Our results
demonstrate that with a minimum data size of N = 107, it is
possible to achieve a secure key rate at a reasonable transmis-
sion distance of approximately 120 km for the three-party pro-
tocol. We also observe the slight superiority of two-party RFI
protocol over three-party RFI protocol in terms of achievable
secret key rate and transmission distance. Thus, this demon-
strates that our proposed protocol fares well against the two-
party protocol, which proves its feasibility.
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Fig. 3. (a) Expected secret key rate (in logarithmic scale) for the proposed
three-party RFI protocol (solid red line) as a function of transmission dis-
tance measured in km, for the fixed misalignment degree β . From left to
right, the curves represent β = π/6, β = π/8 and β = 0. The number of sig-
nals are fixed at 109. (b) Expected secret key rate (in logarithmic scale) for
the proposed three party RFI protocol (solid red line) as a function of trans-
mission distance measured in km, for the fixed number of signals, N = 107,
N = 108 and N = 109. The relative rotation of reference frames is set at
β = π/8 and security parameters are εcor = 10−15, εsec = 10−10, experi-
mental parameters: dark counts rate, Pd = 1.7×10−6, the loss coefficient of
the channel is 0.2 km/dB, the detection efficiency is η = 14.5%. For com-
parison purposes we show the plots of two-party RFI protocol, represented
by blue dashed lines in both figures.

In Fig. 4, we plot the key rate against the quantum bit er-
ror rate in the asymptotic regime to deduce the lower bound
on the tolerable error rate. We obtain EZZZ ≈ 0.2265 for
the proposed protocol, which indicates that a secure key is
achievable at higher error rates compared to the two-party
RFI protocol[19] with an error bound of 12.62% and the well-
known error bound for BB84 protocol of 11.0%.[50]
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Fig. 4. Plots of secret key rate vs quantum bit error rate, EZZZ for the BB84
protocol,[50] two-party rfi protocol[19] and the proposed three-party rfi pro-
tocol.

6. Conclusion

We presented a three-party RFI QKD protocol that can
be implemented without any alignment between the sender
and the receiver. The protocol exploits entangled states to
establish a secret key between three communicating parties.
We derived the asymptotic key rate for the proposed protocol
against collective attacks and performed finite-size key secu-
rity of the three-party RFI QKD protocol. Furthermore, we
simulated the secret key rate for three-party RFI protocol as
a function of transmission distance for different misalignment
degrees (β = π/6,π/8) to investigate the impact on statisti-
cal quantity C and stability of the protocol. The simulation
results demonstrate that our proposed protocol is not heavily
affected by an increase in misalignment of reference frames as
the achievable transmission distances are still comparable to
the case where there is no misalignment in reference frames
(when β = 0).

Furthermore, we investigated the performance of our pro-
posed three-party RFI protocol for a fixed number of sig-
nals. The simulation results demonstrate that the protocol can
achieve a significant secret key rate at reasonable transmission
distances of about 120 km with 107 signals. However, a fur-
ther distance of 195 km can be achieved with about 109 finite
signals. The proposed protocol presents a suitable alternative
for practical QKD implementations. This was demonstrated
by reasonable secret key rates obtained with rigorous and tight
statistical fluctuation analysis methods for finite-size key ef-
fects. Furthermore, our protocol is more efficient than the
two-party RFI protocol in terms of resource consumption, as
few data signals are required to produce reasonable secret key
rates, as evidenced by the finite key analysis results. More-
over, we have also shown that our protocol is robust against
noise in the quantum channel based on the realized error rate
threshold of 22.7%, which is an improvement to the existing
two-party BB84 protocols.
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Appendix A: Secrecy

We provide details for the derivation of key length and
security bounds presented in this work. We use the entropic
uncertainty relations to establish bounds on the smooth-min
entropy of the raw key conditioned on Eve’s information. Let
system É be information that Eve gains on ZA, ZB and ZC, i.e.,
the raw key for Alice, Bob, and Charlie up to the error correc-
tion step. If Alice, Bob, and Charlie apply a privacy ampli-
fication scheme based on two universal hashing[51] to extract
shorter key strings of length ℓ from Z measurement statistics,
the protocol is ∆-secret if

∆ ≤ 2ε +
1
2

√
2ℓ−Hε

min(ZA|É), (A1)

where Hε
min(ZA|É) is the smooth-min entropy.[48,52] It mea-

sures the maximum probability that an eavesdropper with ac-
cess to É can guess correctly Alice’s bit string, ZA by using the

optimal attacking strategy. Let v = 1
2

√
2ℓ−Hε

min(ZA|É) then,

ℓ= H𝜖
min(ZA|É)−2log2

( 1
2v

)
. (A2)

By applying chain rule inequality for smooth entropies, and
using the fact that the amount of information leaked to
an eavesdropper during error correction step is leakEC +

log2

(
2

εcor

)
we have

H𝜖
min(ZA|É)≥ H𝜖

min(ZA|E)− leakEC + log2

( 2
εcor

)
, (A3)

where E is the remaining information available to Eve. Since
we are considering the implementation with decoy states, it
is important to note that ZA can be decomposed into Zv

AZs
AZm

A

which corresponds to bit strings due to vacuum, single photon
and multi-photon events. By applying the generalized chained
rule according to Ref. [39] we have

H𝜖
min(ZA|E)≥ Hδ1

min(Z
s
A|Zv

AZm
A E)+Hδ3+2δ4+δ5

min (Zv
AZm

A |E)

−2log2

( 1
δ2

)
−1, (A4)

where 𝜖= 2δ1 +δ2 +(δ3 +δ4 +δ5) for all δi > 0. Further, we
can apply chain rule on the second term on the r.h.s to obtain

Hδ3+2δ4+δ5
min (Zv

AZm
A |E)≥ Hδ4

min(Z
m
A |Zv

AE)+Hδ5
min(Z

v
A|E)

−2log2

( 1
δ3

)
−1

≥ Nµ p3
z Q0 −2log2

( 1
δ3

)
−1, (A5)

where Nµ is the number of signals sent with intensity µ , pz

is the probability of selecting the Z basis and Q0 is the gain
vacuum events. The second inequality results from these two
conditions; Hδ4

min(Z
m
A |Zv

AE)≥ 0 and Hδ5
min(Z

v
A|E) = Hmin(Zv) =

log2 2Nµ p3
z Q0 = Nµ p3

z Q0. The former stems from the fact that
all multi-photon events are considered to be insecure due to
PNS attack. The latter is due to the fact that vacuum contribu-
tions do not carry any information on bit encodings.

We now provide the bound for smooth min entropy
Hδ1

min(Z
s
A|Zv

AZm
A E) with restriction to single photon events

based on the uncertainty relations for smooth entropies.[52]

We consider a gedankenexperiment in which all measurements
are done in the Y and X bases by the communicating par-
ties; Alice, Bob and Charlie. They have to extract n raw keys
from single photon events using compatible measurements,i.e.
XA ⊗XB ⊗XC and YA ⊗YB ⊗YC. The bound obtained from the
max-entropy between Alice, Bob and Charlie is given by

Hδ1
min(Z

s
A|Zv

AZm
A E)≥ n−Hε

max(CA|Ć)

= n
[
1− IU

E (C,e)
]
. (A6)

Here, n=Nµ p3
z Q1,µ

ZZZ is the size of a sifted raw key from single-
photon events, CA is Alice’s key bit string obtained from com-
plementary bases, (X ,Y ) and similarly Ć is key bit string for
either Bob or Charlie. The term IU

E (C,e) is determined in terms
of C and e. The statistical quantity C is obtained from aver-
age values of incompatible measurement results from the hy-
pothetical experiment, and lastly e is the bit error rate of bit
strings CA and Ć which is equivalent to the error rate eZZZ in
the real QKD protocol as described in the main text.

Finally, we compose the error terms due to finite sample
sizes and estimation of observed values from expected values
as described in the main text. From the main text, we found
out that there is error probability, ε1 due to estimation of ob-
served error rate, eZZZ by using Lemma 1 of Ref. [38]. The
observed error rates in the complementary bases eαβδ with
α,β ,δ ∈ {X ,Y} are obtained analogously applying Lemma 1
with failure probability, ε1. The error rates from the incom-
patible measurements in the complementary bases are eight all
together which brings the sum of error probabilities to 8ε1. We
also estimated the observed number of detected single photon
components using lemma 2 of Ref. [38] with failure probabil-
ity, ε2. Lemma 3 was used to estimate the expected values,
nµ , nν and nω with failure probability, ε3 for each. Therefore
combining all the error terms for min-entropies and estimation
of observed values, the secrecy is given by

εsec = 2ε +2(δ1 +δ2 +δ3)+ v+9ε1 + ε2 +3ε3. (A7)

In this case, δ4,δ5 = 0 and we set every error term to a com-
mon value ε and εsec = 22ε . The final key length ℓ is obtained
by substituting the results of Eq. (A3) up to Eq. (A6) and se-
crecy condition from Eq. (A7) into Eq. (A2). The formula is
expressed as

ℓ=Nµ p3
z

[
Q0+Q1,µ

ZZZ(1−IU
E )−leakEC−log2

2
εcor

−2log2
11
εsec

]
.

(A8)
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