
 

 

Physical generation of random numbers using an asymmetrical Boolean network 

Hai-Fang Liu(刘海芳), Yun-Cai Wang(王云才), Lu-Xiao Sang(桑鲁骁), and Jian-Guo Zhang(张建国) 

Citation:Chin. Phys. B, 2021, 30 (11): 110503.   DOI: 10.1088/1674-1056/abf4fc 

Journal homepage: http://cpb.iphy.ac.cn; http://iopscience.iop.org/cpb   

 

What follows is a list of articles you may be interested in  

 

Design and multistability analysis of five-value memristor-based chaotic system with 

hidden attractors 

Li-Lian Huang(黄丽莲), Shuai Liu(刘帅), Jian-Hong Xiang(项建弘), and Lin-Yu Wang(王霖郁) 

Chin. Phys. B, 2021, 30 (10): 100506.   DOI: 10.1088/1674-1056/ac1e13 

Acoustic wireless communication based on parameter modulation and complex Lorenz 

chaotic systems with complex parameters and parametric attractors 

Fang-Fang Zhang(张芳芳), Rui Gao(高瑞), and Jian Liu(刘坚) 

Chin. Phys. B, 2021, 30 (8): 080503.   DOI: 10.1088/1674-1056/ac0905 

Control of chaos in Frenkel-Kontorova model using reinforcement learning 

You-Ming Lei(雷佑铭) and Yan-Yan Han(韩彦彦) 

Chin. Phys. B, 2021, 30 (5): 050503.   DOI: 10.1088/1674-1056/abd74f 

A multi-directional controllable multi-scroll conservative chaos generator: Modelling, 

analysis, and FPGA implementation 

En-Zeng Dong(董恩增), Rong-Hao Li(李荣昊), and Sheng-Zhi Du(杜升之) 

Chin. Phys. B, 2021, 30 (2): 020505.   DOI: 10.1088/1674-1056/abc239 

Dynamics analysis of chaotic maps: From perspective on parameter estimation by 

meta-heuristic algorithm 

Yue-Xi Peng(彭越兮), Ke-Hui Sun(孙克辉), Shao-Bo He(贺少波) 

Chin. Phys. B, 2020, 29 (3): 030502.   DOI: 10.1088/1674-1056/ab695c 

 

-------------------------------------------------------------------------------------------------------------------- 

http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/abf4fc
https://doi.org/10.1088/1674-1056/abf4fc
http://cpb.iphy.ac.cn/
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ac1e13
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ac1e13
https://doi.org/10.1088/1674-1056/ac1e13
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ac0905
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ac0905
https://doi.org/10.1088/1674-1056/ac0905
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/abd74f
https://doi.org/10.1088/1674-1056/abd74f
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/abc239
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/abc239
https://doi.org/10.1088/1674-1056/abc239
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ab695c
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ab695c
https://doi.org/10.1088/1674-1056/ab695c


Chin. Phys. B Vol. 30, No. 11 (2021) 110503

Physical generation of random numbers using
an asymmetrical Boolean network∗

Hai-Fang Liu(刘海芳)1,2, Yun-Cai Wang(王云才)3,4, Lu-Xiao Sang(桑鲁骁)1,2, and Jian-Guo Zhang(张建国)1,2,†

1Key Laboratory of Advanced Transducers and Intelligent Control System, Ministry of Education,
Taiyuan University of Technology, Taiyuan 030024, China

2College of Physics and Optoelectronics, Taiyuan University of Technology, Taiyuan 030024, China
3Guangdong Provincial Key Laboratory of Photonics Information Technology, Guangzhou 510006, China

4School of Information Engineering, Guangdong University of Technology, Guangzhou 510006, China

(Received 16 January 2021; revised manuscript received 25 March 2021; accepted manuscript online 6 April 2021)

Autonomous Boolean networks (ABNs) have been successfully applied to the generation of random number due
to their complex nonlinear dynamics and convenient on-chip integration. Most of the ABNs used for random number
generators show a symmetric topology, despite their oscillations dependent on the inconsistency of time delays along links.
To address this issue, we suggest an asymmetrical autonomous Boolean network (aABN) and show numerically that it
provides large amplitude oscillations by using equal time delays along links and the same logical gates. Experimental
results show that the chaotic features of aABN are comparable to those of symmetric ABNs despite their being made of
fewer nodes. Finally, we put forward a random number generator based on aABN and show that it generates the random
numbers passing the NIST test suite at 100 Mbits/s. The unpredictability of the random numbers is analyzed by restarting
the random number generator repeatedly. The aABN may replace symmetrical ABNs in many applications using fewer
nodes and, in turn, reducing power consumption.

Keywords: autonomous Boolean networks, random numbers, chaos, unpredictability
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1. Introduction
Random numbers are important in many fields, such as

identity recognition,[1–3] Monte Carlo simulations[4,5] and in-
formation encryption.[1,6,7] In those applications, the quality
of random numbers is extremely significant. Especially in
information encryption, randomness and unpredictability of
random numbers are the key factors to ensure information
security.[1,6,7]

Random number generators may be divided into pseudo-
random number generators and physical random number gen-
erators. The pseudorandom numbers are generated by algo-
rithms, which can produce random numbers with high speed
and good distribution characteristics.[8,9] However, the unpre-
dictability of pseudorandom numbers is determined by the
seeds of the algorithm, i.e., the sequence of random num-
bers is deterministic and can be generated repeatedly as long
as the seeds are fixed.[1] The physical random numbers are
generated by extracting and quantifying the random charac-
teristics of physical processes. The optical physical random
number generators (PRNGs) feature the highspeed physical
generation of random numbers due to the high speed of op-
tical devices.[10] On the other hand, electrical random num-
bers are more widely used because they are inexpensive and
easily integrated. Entropy sources of electrical PRNGs in-

clude noise, metastability, oscillator and chaos. The PRNGs
based on noise directly amplify and extract the noise from
a device, and the entropy source is genuinely random, but
the amplitude of the noise is so small that a strong amplifier
is needed, thereby introducing a 0–1 bias and increasing the
power consumption.[11–13] The PRNGs based on metastabil-
ity obtain random numbers from a metastable system, which
produces two stable states with equal probability. However,
it is hard to obtain perfectly balanced probabilities, and thus
a 0–1 bias is introduced.[14,15] The PRNGs based on oscilla-
tions extract random numbers by sampling phase jitter from
an oscillator.[16,17] The PRNGs based on chaos obtains ran-
dom numbers from physical chaotic systems, in which noise
is amplified rapidly by chaos.[18,19] Chaotic PRNGs have be-
come standard in the field because of their sensitivity to noise,
broadband features, and large amplitude.[1]

Boolean chaos produced by ABN has been widely ad-
dressed in recent years. In 2009, Zhang Rui et al.[20] real-
ized an ABN by using a logical circuit and observed chaos in
experiment. The chaotic bandwidth may be on the order of
GHz (−10 dB), which largely outperforms the existing elec-
trical sources.[20] In ABN-based chaotic systems, all nodes of
the network may produce chaos, i.e., there are at least 2 pos-
itive Lyapunov exponents, thus leading to complex dynam-
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ics. The ABN chaotic system is composed of digital logic
devices, which have a simple structure and are easy to inte-
grate in comparison with other hyperchaotic systems, whose
hardware implementation requires analog devices such as re-
sistances, capacitances or inductances.[21–23] Boolean chaos,
due to its advantages of low power consumption, wide band-
width and easy integration, has been successfully applied to
random numbers generation. In 2013, Rosin et al. proposed an
ABN-based PRNG composed of fifteen 3-input logical XOR
gates and one 3-input logical XNOR gate.[24] In 2017, Dong
et al. improved the architecture, showing that only four nodes,
instead of six, may be used to produce chaotic oscillations.
However, to fabricate a random number generator, 16 logical
gates are necessary.[25] In 2018, MA et al. proposed a new
PRNG based on an ABN with 7 3-input logical gates, thus
reducing the power consumption.[26] However, their device is
prone to 0–1 bias and should employ an XOR chain for post-
processing. The 2-input logical gates may reduce power con-
sumption because they use fewer CMOS MOSFETs or transis-
tors than 3-input logical gates. In 2015, Park et al. developed
a PRNG based on an ABN composed of one 2-input logical
XNOR gate and 32 inverters.[27] The generated random num-
bers can pass the NIST tests after a post-processing. In 2019,
Zhang et al. proposed a PRNG based on an ABN composed
of 15 2-input logical gates, it can generate random numbers
passing the NIST tests without post-processing.[28] However,
the oscillations of the ABN are dependent on the delay time
along links, because of the symmetric structure.

In this paper, an aABN with asymmetric topology is pro-
posed. Its main advantage is the reduction in power consump-
tion due to the reduction in the number of nodes. The PRNG
based on the proposed aABN produces random numbers pass-
ing the NIST tests without post-processing. The rest of this
paper is structured as follows. Results from numerical sim-
ulations are presented in Section 2, showing that the oscilla-
tion of the aABN is independent of the incommensurate de-
lays along links. In Section 3, we describe the experimental
implementation of the aABN on an FPGA (Chip: Altera Cy-
clone IV FPGA, EP4CE10F17C8N), and discuss experimen-
tal results, showing that the chaotic features are comparable to
those obtained from symmetric ABNs, e.g. those suggested in
Refs. [24,28], with a reduced number of logical gates. In Sec-
tion 4, a novel aABN-based RNG is proposed. We generate
1 Gbit of data (1000 sequences of 1 Mbit) and prove they can
pass the NIST test suite successfully. The unpredictability of
random numbers is also analyzed by repeatedly restarting the
RNG. Finally, in Section 5, we draw some conclusions from
the present study and also present the perspectives in this re-
search topic.

2. Asymmetrical autonomous Boolean network
model
The structure diagram of the aABN is shown in Fig. 1(a).

For comparison, figures 1(b) and 1(c) show the structure dia-
grams of the symmetric ABNs proposed in Refs. [24,28]. In
the following, ABNs of Figs. 1(b) and 1(c) will be referred
to as sABN1 and sABN2, respectively. In Fig. 1, each node
represents a logical gate, node 0 executes logic XNOR while
the other nodes execute logic XOR, τi j represents the delay
time along the link from node j to node i. The number of
nodes in aABN, sABN1, and sABN2 are 12, 15, and 16, re-
spectively. Each node in aABN and sABN1 have two inputs
from other nodes, while each node in sABN2 has three in-
puts from two other nodes and one self-feedback. Each node
in sABN1 and sABN2 are coupled with their adjacent nodes,
leading to a symmetric structure. The topology of aABN is
asymmetric instead, because nodes 7, 8 and node 0, 1 are not
mutually coupled.

The mathematical model of aABN is shown as follows:

τlp,i
dxi(t)

dt
=−xi(t)+ fi(X j1(t − τi, j1),X j2(t − τi, j2)),

fi =

{
XNOR, i = 0,
XOR, i = 1,2, . . .11,

j1, j2 =


11,7, i = 0,
i−1, i+1, i = 1,2, . . .7,9,10,
1,9, i = 8,
10,0 i = 11,

Xi =

{
0, xi > xth,

1, xi ≤ xth,

(1)

where τlp,i is the response characteristic parameter of the log-
ical gate i, which regulates the response speed of the logical
gate, xi denotes the output of node i, τi j represents the delay
time along the link from node j to i, fi is the logical function
of node i, and Xi is 0 or 1, depending on whether xi is be-
low or above a given threshold xth. The threshold is set to be
xth = 0.5 in the simulations, and it is determined by the logical
gate itself in experiment.

Looking at the results of simulated experiments, we see
that the oscillations of ABNs are sensitive to the delay time
along links. The oscillation amplitudes of some nodes of
sABN1 and sABN2 are very small, and some nodes do not
even oscillate when the parameters τi j are assumed to be the
same value. In order to make a comparison, the oscillations
of aABN, sABN1, and sABN2 are observed under the iden-
tical τi j. The simulation results are shown in Fig. 2. In this
simulation, we assume τlp,i = 0.35 ns and τi j = 0.05 ns. Time
series of aABN, sABN1, and sABN2 are shown in Figs. 2(a),
2(b), and 2(c), respectively. It may be seen that the output
waveforms of symmetric nodes of sABN1 and sABN2 are
identical: in Fig. 2(b) we have x1(t) = x14(t), x2(t) = x13(t),
x3(t) = x12(t), x4(t) = x11(t), x5(t) = x10(t), x6(t) = x9(t),
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and x7(t) = x8(t), and in Fig. 2(c) we have x1(t) = x15(t),
x2(t) = x14(t), x3(t) = x13(t), x4(t) = x12(t), x5(t) = x11(t),
x6(t) = x10(t), and x7(t) = x9(t). As shown in Fig. 2(a), al-
most every node oscillates between 0 and 1 with a large am-
plitude, only node 1 has a small amplitude of oscillations. Fig-
ure 2(b) shows that the outputs of ten nodes are stable, whereas
those from the other five nodes oscillate slightly. In Fig. 2(c),
we may see three nodes with stable output, whereas the other
13 nodes oscillate. The amplitudes are smaller than those of
aABN as shown in Fig. 2(a). The outputs are also observed for

different values of τi j. When the parameters τi j are equal, the
oscillation amplitudes of sABN1 and sABN2 increase with τi j

increasing. However, the performances of sABN1 and sABN2
are worse than those of aABN. If the parameters τi j changes
with i and j (incommensurately), all nodes of aABN, sABN1
and sABN2 can produce large amplitude oscillations. We ob-
serve that our aABN always oscillates independently of the
choice of τi j changes. In particular, the oscillations of aABN
are independent of the incommensurate time delays and logi-
cal gates.

Fig. 1. Structure diagrams of (a) aABN, (b) sABN1, and (c) sABN2.
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Fig. 2. Simulation results: (a) time series of aABN, (b) time series of sABN1, (c) time series of sABN2.
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3. Experimental results

In our experiments, aABN, sABN1, and sABN2 are im-
plemented on the same FPGA. There are no additional delays,
i.e., each τi j is the delay of the connection line in the FPGA.
Figure 3(b) shows a schematic diagram of the experimental
device, which includes a computer, an FPGA chip and an os-
cilloscope. The FPGA implementation includes 4 steps:

(i) the Verilog program code is written (see Fig. 3(a)), re-
alizing the function in formula (1);

(ii) the Verilog program is compiled to generate the JTAG
Indirect Configuration File;

(iii) the JTAG Indirect Configuration File is downloaded
to FPGA chip. Figure 3(c) shows the RTL circuit diagram of
FPGA, where net∼ i denotes node i, i.e., XOR gate for i = 1–
11, and XNOR gate for i = 0, net[i] is buffer for i = 0–11,
wordout0 denotes the output xi, taking xi = x0 for example in
the picture;

(iv) the output data are observed and collected through
the oscilloscope connected to the FPGA.

Fig. 3. (a) Verilog program code of Eq. (1), (b) schematic diagram of experimental device, and (c) RTL circuit diagram of FPGA.

Experimental results show that all nodes of aABN,
sABN1, and sABN2 can produce chaos. Taking the out-
puts of node 0 for example, experimental results are shown
in Fig. 4. Figures 4(a1), 4(b1), and 4(c1) show that time
series from aABN, sABN1, and sABN2 are chaotic. Fig-
ures 4(a2), 4(b2), and 4(c2) display the distributions of the
output voltage amplitudes: one may see a double-peak struc-
ture with maxima at high (1 V) level and low (0 V) level. In-
deed, the digital logical gates’ 0–1 (1–0) transition process is
very short and the output sequences are close to binary. The
largest Lyapunov exponent is a popular method to measure
chaos.[20,29] The largest Lyapunov exponent λ is the slope of
the red line shown in each of Figs. 4(a3), 4(b3), and 4(c3),
i.e., λ = (ln(d(s))− ln(d(0)))/s.[20] Values of λ are larger
than 0, indicating that outputs of aABN, sABN1, and sABN2

are all chaotic. The corresponding autocorrelation functions
are shown in Figs. 4(a4), 4(b4), and 4(c4), the full widths at
half height are about 0.5 ns. There is no significant difference
among the spectra shown in Figs. 4(a5), 4(b5), and 4(c5), the
−10-dB bandwidths are about 600 MHz. These results show
that the chaotic features of aABN are comparable to those of
sABN1 and sABN2, however, they are obtained with a re-
duced number of gates, and thus requiring less power.

Permutation entropy is an effective method to measure the
complexity of time series.[30] Figure 5 shows the plots of per-
mutation entropy H versus embedded delay τd of the outputs
from aABN, sABN1, and sABN2, where the embedded di-
mensions are all set to be 5. The permutation entropy of aABN
and sABN1 are very close and higher than that of sABN2.
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4. A random number generator based on pro-
posed aABN

The experimental results show that aABN may be used
as the entropy source of RNG, i.e., the double-peak curve at
high (1 V) and low (0 V) levels may be exploited to extract
random numbers. Figure 6 shows the structure of our RNG
with using the aABN as an entropy source. The sampling and
quantization process just use a flip-flop, because the output
approximates a binary sequence. In order to eliminate any po-
tential 0–1 bias and to generate high-quality random numbers,

110503-5



Chin. Phys. B Vol. 30, No. 11 (2021) 110503

the outputs of nodes 1, 2, 5, 9 are extracted for XOR.

Fig. 6. Schematic diagram of random number generator based on aABN.

The RNG is implemented on an FPGA, the clock fre-

quency is set to be 100 MHz, and experimental results are

shown in Fig. 7. Figure 7(a) shows a random numbers se-

quence: the minimum pulse width is 10 ns, the amplitude is

0–2 V. The grayscale dot matrix graphic of the sequence is

shown in Fig. 7(b), and provides a qualitative assessment of

the sequence randomness. It shows no obvious pattern, in-

dicating that the random numbers are aperiodic. The NIST

statistical test suite is the international common random num-

ber test standard with a “passed” threshold requiring a P-value

larger than 10−4 and a proportion larger than 0.98. We gen-

erate 1 Gbits of data for the NIST tests, and all 15 tests are

passed. Results are shown in Table 1. From these experimen-

tal results, we conclude that our aABN-based RNG is able to

generate at least 100-Mbit/s random numbers passing NIST

tests.
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Fig. 7. (a) Random number sequences and (b) grayscale dot matrix graphics of 90000 random numbers rearranged into a 300 ∼ 300 square
matrix, black represents 1 and white represents 0.

Table 1. Results of NIST statistical test suite.

Statistical tests P-value Proportion Results

Frequency 0.156 0.985 success

Block frequency 0.591 0.992 success

Cumulative sums 0.593 0.988 success

Runs 0.879 0.986 success

Longest run 0.391 0.986 success

Rank 0.886 0.981 success

FFT 0.093 0.987 success

Nonoverlapping templates 0.864 0.994 success

Overlapping templates 0.403 0.991 success

Universal 0.414 0.988 success

Approximate entropy 0.498 0.987 success

Random excursions 0.84 0.992 success

Random excursions variant 0.575 0.992 success

Serial 0.392 0.991 success

Linear complexity 0.845 0.989 success

Unpredictability is another important property of random
numbers. To analyze the unpredictability of the aABN entropy

source, the RNG is repeatedly restarted in the same experi-
mental conditions and the chaotic sequences are observed.[31]

Figure 8 shows the experimental results, and figure 8(a) shows
that the restarting sequences for each restarting time series of
80 ns are generated. The initial values of all nodes are set to
be at a low level (0 V) which is maintained for 10 ns, which
is shown in the gray shadowed region. After this stage, the
RNG begins to evolve. Figure 8(b) shows 100 restarting se-
quences: we cannot see any repeating structure after the 10-
ns initial time and the 10-ns dispersed time, indicating that
the values of each restarting sequence are different and ran-
dom after the short autonomous evolution time. Shannon en-
tropy is used to evaluate the randomness.[32] Figure 8(c) shows
the Shannon entropy of 1000 restarting random number se-
quences, and Shannon entropy is 0 because the sequences are
the same before 10 ns. Then, Shannon entropy increases with
time increasing and approaches to 1 at about 20 ns, it fluctu-
ates slightly after 20 ns. We conclude that the random numbers
generated by RNG based on the aABN are unpredictable.
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Fig. 8. Restarting experimental results, showing (a) restarting chaotic sequences, (b) map of restarting sequences 100 times, and (c) Shannon
entropy of restarting sequences 1000 times.

5. Conclusions and perspectives
In this paper, an aABN composed of 12 nodes is pro-

posed and its performance is analyzed in detail. Simulation
results indicate that the oscillations of the aABN do not de-
pend on the incommensurate time delays along links. Exper-
imental results show that our aABN may offer performance
comparable to that of sABN1 and sABN2 in terms of the the
largest Lyapunov exponents, spectra, autocorrelation function,
and permutation entropy, however with using a reduced num-
ber of nodes. Thus, it is instrumental in reducing the power
consumptions of ABN systems. A novel aABN-based RNG is
also proposed and experimentally implemented on an FPGA.
Experimental results show that our RNG may generate ran-
dom numbers passing NIST statistical tests suite at 100 Mbit/s.
Compared with the RNG proposed in Refs. [24,28], the power
consumption of our RNG is reduced due to the reduced num-
ber of required logical gates. Experimental results also show
that the output sequences generated after 10 ns of autonomous
evolution follow totally different trajectories, i.e., the gener-
ated random numbers are unpredictable.
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