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Reference-frame-independent quantum key distribution (RFI-QKD) can allow a quantum key distribution system to
obtain the ideal key rate and transmission distance without reference system calibration, which has attracted much attention.
Here, we propose an RFI-QKD protocol based on wavelength division multiplexing (WDM) considering finite-key analysis
and crosstalk. The finite-key bound for RFI-QKD with decoy states is derived under the crosstalk of WDM. The resulting
secret key rate of RFI-QKD, which is more rigorous, is obtained. Simulation results reveal that the secret key rate of
RFI-QKD based on WDM is affected by the multiplexing channel number, as well as crosstalk between adjacent channels.

Keywords: quantum key distribution, wavelength division multiplexing, secret key rate
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1. Introduction

Unlike classical cryptography, security of quantum cryp-
tography does not depend on mathematical complexity, but
rather, is based on the fundamental principles of quantum
physics.['=3] However, during the implementation of a quan-
tum key distribution (QKD) system, equipment defects lead
to vulnerability of the security vulnerability of the QKD
protocol.[®”] To improve the security of a QKD system, many

8121 In general, exist-

QKD protocols have been proposed.!
ing QKD protocols must perform real-time reference frame
calibration between Alice and Bob on both sides of com-
munication to ensure stable operation of the QKD system.
However, this operation is very complex and reduces the se-
cret key rate of the QKD system. To avoid complex real-
time reference frame calibration, Laing et al. proposed a
reference-frame-independent quantum key distribution (RFI-
QKD) protocol.!'3 This protocol not only simplifies the op-
eration of existing devices, but can also be applied to new
scenarios, such as earth-to-satellite links and integrated pho-
tonic waveguides, which have recently attracted significant
attention, 14171

In a QKD system, the communication distance may in-
crease to 100 km or more. If the signals are transmitted
through separate channels in different fibres, the efficiency of
the fibres will be reduced, which will lead to temporal devi-
ation between different signals. If long-distance QKD is per-
formed, the key rate may not meet the requirements of actual

communication. Wavelength division multiplexing (WDM)
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technology solves this problem effectively.!'®! The transmis-
sion of multiple wavelength signals in a single fibre can ef-
fectively increase the number of channels and greatly improve
the secret key rate. At present, WDM technology is widely
used in classical channels and plays an increasingly important
role in the construction of a QKD network. WDM technol-
ogy can integrate the classical communication channel into the
quantum channel of a QKD system, which provides a feasible
scheme for combination of the QKD system and the existing
fiber communication network. Therefore, the application of
WDM technology can greatly improve practicability and com-
patibility of a QKD system. In addition, WDM technology can
be used to merge two QKD systems to increase the secret key
rate between two nodes.

The combination of WDM technology and an optical fi-
bre QKD system has attracted widespread attention. In 1997,
Townsend proposed and implemented the combination of an
optical fibre system and classical optical fibre network.!'”! In
the experiment, a WDM module was used to input the quan-
tum signal carrying the key into a 1.2-GB/s standard com-
mercial optical fibre and the transmission was performed over
28 km in London, which demonstrated the possibility of im-
plementing QKD using a classical optical fibre network. In
2005, the Telecommunications Science Laboratory in Mary-
land further verified the feasibility of transmitting classical op-
tical signals and quantum signals in a single fibre.>"! In 2008,
the research team of NEC and NICT in Japan built a WDM
QKD system with clock signals and conducted field tests, with
the actual transmission distance exceeding 97 km. (21 1n 2013,
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these two institutions improved on the basis of the previous
system by adding stability modules such as temperature con-
trol and conducted a QKD test over 30 d over a transmis-
sion distance of 22 km with a bit error rate as low as 1.7%
and an estimated secret key rate as high as 112.4 kB/s.!??! In
2010, the Gisin team at the University of Geneva combined
the quantum channel with the classical channel to realise real-
time key transmission and data encryption.!>’! In 2014, the
Toshiba Europe Cambridge Research Center studied the use
of the DWDM multiplexing quantum channel, clock channel
and classical channel. The experimental results revealed that
the maximum number of classical communication channels
that can be supported over 50 km is greater than 10, which
can support classical channels of more than 100 Gb/s.>*! Un-
der this circumstance, the QKD secret key rate can still reach
342 kB/s.[>3] In 2018, the feasibility of combining QKD with
classical data transmission in existing backbone fibre networks
was proposed. The experimental demonstrated show that the
real-time secret key rate of quantum signals transmitted in the
same and reverse directions with classical signals can reach
4.5 kB/s and 5.1 kB/s,[20] respectively. In 2019, the fea-
sibility of the joint transmission of QKD and multi-channel
WDM coherent data was experimentally verified. The exper-
iment demonstrated that the continuous-variable QKD could
successfully generate the key within 24 h and classical data
transmission rate could reach 18.3 Tb/s.[?]

The aforementioned studies demonstrate that it is feasible
to combine an existing communication network with a QKD
network by WDM technology and that WDM is an effective
means of improving the secret key rate, which plays a cru-
cial role in the construction of a QKD network. However, the
aforementioned schemes did not consider crosstalk between
adjacent channels. In this paper, we propose an RFI-QKD
scheme, based on WDM technology, considering the crosstalk
between adjacent channels. In this scheme, Alice sends multi-
ple signals of different wavelengths at the legitimate transmit-
ting end and combines optical signals of different wavelengths
through an optical multiplexer for long-distance transmission
in the optical fibre. After reaching the receiving end for Bob,
these optical signals are separated by an optical demultiplexer
and are then measured separately in multiple channels. The
feasibility of the proposed RFI-QKD protocol based on WDM
technology is analyzed through numerical simulation.

2. Protocol

In RFI-QKD based on WDM, Alice sends signals with
different wavelengths to Bob. All signals that are modulated
by Alice are integrated into a fibre by WDM and sent to Bob.
When Bob receives the pulse, an optical demultiplexer is used
to decompose the optical pulse and Bob then performs inde-
pendent interference measurement for each wavelength pair

and announces the results. This approach employs the follow-
ing steps:

(a) One of four states |oz), |¢1z), |dox), and |doy)
is emitted and prepared by Alice with equal probability.
¢ja> denotes Alice’s state with bit j in the a ba-
sis. In addition, the intensity of each laser pulse is modu-

Here,

lated equiprobably for three different intensity values, uy, U,
us (g > U >0, uz =0), representing the signal, decoy and
vacuum state, respectively.

(b) Thereafter, Bob measures the received pulses with a
probability of 50% in the Z basis and 25% in the X and Y
bases. An optical demultiplexer is used to demultiplex the op-
tical pulse.

(c) Alice and Bob announce their basis and intensity
choices over an authenticated public channel and compute
the statistical result, which is denoted by Nygq ., Where k €
{1, 2,143}, s,j € {0,1}, and o, f € {X,Y,Z}, indicate the
number of events when Alice sends with ’(]) ja> in k intensity
while Bob receives |sf). It should be noted that |sf3) repre-
sents the state with bit s in the 8 basis in the following de-
scription.

(d) According to the results of the parameter estimation,
Alice and Bob obtain the final secret key by performing error
correction and security amplification. Alice and Bob consume
at most Agc bits to perform the error correction and ensure that
they share a pair of identical keys. Alice and Bob share the se-
cure keys via the Z basis encoded by the time-bin because it is
easy to maintain stability in a fibre-based channel. The calcu-
lation method of Agc is given by Agc = facNzzh (Ezz). Here,
fec is the error correction coefficient and /(x) is the binary en-
tropy function. Nzz represents the sum of the detection counts,
where both preparation and measurement are operated in the
Z basis, whereas the corresponding bit error rate is denoted by
Ezz. According to the above process, the final key rate is given
by

R=sy,, (1-1g) — Agc. 1)

Here, 512271 denotes the lower bound of single-photon events
when both Alice and Bob use the Z basis, whereas I]E:J denotes
the upper bound of the leakage information. Superscripts U
and L denote the upper and lower bounds, respectively.

The specific experimental model is shown in Fig. 1. The
proposed scheme is based on WDM technology. Therefore,
the choice of the signal wavelength has an important effect on
the QKD system. In the C-band, the relationship between the
specific wavelength A,, and attenuation coefficient 1, is as fol-

lows:

0.2119—0.2102
1565 — 1525 (A = 1525).

Moreover, due to an unavoidable phase drift. Alice (Bob) en-

Nn=0.2119 —

codes quantum states in three orthogonal bases Z, X and Y.
Alice randomly sends signals under Zs, X5 and YA bases to
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Bob, and the Z basis is assumed to be aligned, i.e., Zy = Zg.
If the phase drift is represented by ®, the X and Y bases can
be related as follows:

XB = cos WX + sin @Yy,

Yg = coswYs —sinwXy. 2)

The secret key is generated using the information in the Z
basis, and the quantum bit error rate is defined as
1 —(ZaZg)

Ezz=—75— 3)

In an RFI-QKD system, Ezz is typically less than
15.9%.113] The amount of information that can be eaves-
dropped by Eve in a decoy-state RFI-QKD system is

Ig = (1-Ez;)h (1 +2V"‘”> —Ezzh <1 ”év‘“a")) . (4)

EDFA

(a)

classical signal

QKD
transmitter

(b)

optical fiber

where
. 1 CL |
Vimax = min [ ————1/ —, ,
e 1-EY, V 2
L 2
\/% B (1 _EEZ) Vlznax
J (Vmax) = 5 : (5)
Ezz
H(x) = —xlogyx — (1 — x)log, (1 —x) is the two-dimensional

Shannon entropy function. Parameter C, which is independent
of the relative angle, performs a crucial role in the RFI-QKD
protocol,

(XaXp)® + (XaYp)> + (YaXp)® + (Ya¥s)?

Y (14153,3), 6)

o, fe{XY}

C

where Eqp(, B € {X,Y}) is the phase error rate in the QKD
process.

—i classical receiver |

QKD
receiver

(c)

laser 1 }-AM THAMZ HIMIH{PM 1 HATT 1}>

SPD

(Taser 2 HIM 2HAMZ -IM 2}{PM 2 HATT 2}

->{DWDMH pm HAMZ

(Taser nHIM nHAMZ o-{a)—{PM » HATT nf>

Fig. 1. (a) A scheme for multiplexing quantum channels with classical channels. DWDM: dense wavelength division multiplexer. EDFA:
erbium-doped fiber amplifier. MUX: multiplexer. DEMUX: demultiplexer. (b) QKD transmitter. IM: intensity modulator. PM: phase modula-
tor. ATT: attenuator. (c) QKD receiver. AMZ: asymmetrical Mach—Zehnder interferometer. SPD: single photon detector.

These parameters are usually derived under the “infinite
key limit” assumption, i.e, the assumption that an infinite num-
ber of quantum states are sent and that all the subprotocols of
the scheme (especially privacy amplification) are executed on
these infinite blocks. This assumption usually simplifies the
analysis; however, it may also lead to overly optimistic values
about the parameter discussed.?®?%! In the finite-key case, *°!
the lower bound of single-photon events Sgg ;4 1 is as follows:
Tk (%NSLﬁ/muz B %N%ja#s)

mi (p2 — p3) — p3 + 13

oo s (et U a0
1K u? Py sBiou T o
(M2 — p3) — p3 + p3 ’

L _
Ssﬁja,l -

—kpn
where Ty = Yie () s % is the probability that Alice
sends an n-photon state and py is the probability of preparing
a signal, decoy or vacuum state. The lower bound of vacuum

events3% is given by

eM3 A7l . ef2 AU
1. ‘le Pus NSﬁjO!JJ,} 'Ll3 Puy N\‘ﬁja,ﬂz
ssﬁ jo0 = 0 ! ®)
' Mo — M3
According to the Hoeffding inequality,?!! detected counts de-
noted by Ns%jmk and N;ijk are written as
Ngg ; 1
U sBja
Nepjoie = Nopjeus 4 [ 5 I
SeC
Negio 1
Nypjai = Nopjook = ||~ In ©
8SCC
In the WDM system, optical noise with power

Pgob (An,Bq) at the wavelength A, within the quantum chan-
nel bandwidth Bg, which is present in the input of Bob’s re-
ceiver, induces excessive noise, which is expressed as

PBOb (X'Q7BQ) (10)

P = anob hVQBQ
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Here, vq is the optical central frequency of the quantum signal,
NBob 1s the inherent loss of devices at Bob’s site and / is the
Planck constant. To quantify Nyg ;4 . the modeling formula of
the corresponding gain denoted by Qg jq « 1s written as

1 _ —Cou
Osjak = 5[1—(€dark+Pc—1)(e kn(1=Copja)

eikncsﬁja +eikn (edark +PC) - 1)] an

3. Numerical simulations

We also perform a simulation to illustrate our results.
The parameters are chosen as fgc = 1.15, e = 102 and
NBob = 4.8 dB. In the simulation, it is assumed that the in-
tensity of the signal state is 0.7 and the intensity of the decoy
states is 0.2. The probabilities that Alice selects the signal
state and decoy states are 0.8 and 0.2, respectively. The dark
count rate is ey = 2 X 107, and the total number of phase-
randomized weak coherent pulses is 10!, The wavelength is
selected for intensive WDM in the C-band; for the 40-channel
WDM system, the channel interval is approximately 0.8 nm.
The wavelength range is from 1529.55 nm to 1560.61 nm.

1011
— RFI-QKD with 20 channels

—— RFI-QKD with 40 channels
—— RFI-QKD without DWDM

1010
10°
108
107
106
105

Secure key rate (bit/s)

104

3 I 1 I 1 I 1 I
10 0 50 100 150 200
Distance (km)

Fig. 2. Simulation results of the secret key rate with wavelength di-
vision multiplexing technology. The lines from top to bottom are the
secret key rates for different number (n = 40, 20, and 1) of channels
(N =10°).

As illustrated in Fig. 2, it is evident that the key rate of
RFI-QKD without WDM is lower than that of RFI-QKD based
on DWDM for the same transmission distance. The key rate
of the protocols increases with an increase in the multiplex-
ing number N. Furthermore, the communication distance can
reach approximately 190 km. However, multiplexing greatly
reduces the channel spacing, which introduces crosstalk be-
tween adjacent channels. If the quantum channel is launched
into a fibre accompanied by other quantum signals, channel
crosstalk can severely degrade the QKD system operation, or
worse, prevent it completely. Therefore, we consider the n
QKD channel as an example and investigate its performance
in the presence of other channels. In Figs. 3 and 4, the red line
represents the secret key rate with crosstalk only affected by
one channel, corresponding to the first and last channels, while

the blue line represents the secret key rate with crosstalk af-
fected by two channels, corresponding to the middle channels.
If the quantum signal is multiplexed with the classical signal,
the crosstalk between channels will be greatly increased, in
which the key rate corresponds to the green line.

100
—P.=0
10-1 — P,=2x10"¢
— P,=4x10"6
— P,=10X10"5

Secure key rate (bit/pulse)

10-6 s 1 s 1 1 s
0 50 100 150 200
Distance (km)

Fig. 3. Secret key rate per pulse of RFI-QKD based on WDM when
considering crosstalk.

2.0
1.9+
(&)
=
g 1.8}
)
—P.=0
17l — P.=2x10"¢
— P,=4x10-6
— P,=10x10"6
16 I 1 I 1 I 1 I
0 50 100 150 200

Distance (km)

Fig. 4. Values of C at crosstalk signals intensities in RFI-QKD when
N = 10"

4. Conclusion

In summary, we have investigated the performance of
RFI-QKD based on WDM technology considering finite-key
analysis and channel crosstalk. The simulation results demon-
strate that WDM technology can improve the secret key rate
of RFI-QKD. However, the performance of a single channel
is significantly reduced when considering multiplexing chan-
nel crosstalk. Therefore, RFI-QKD based on WDM improves
the secret key rate of the entire system at the expense of the
communication distance of each channel. According to finite-
key analysis of and crosstalk, the secret key rate of RFI-QKD,
which is more rigorous, is obtained. This paper thus presents a
method to improve the secret key rate and provides a reference
for the implementing QKD based on WDM technology in the
near future.
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