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Conservative chaotic flows have better ergodicity, therefore researching dynamics and applications of conservative
systems has become a hot topic. We introduce a constant-perturbation into a 5-dimensional (5D) conservative model.
Consequently, the line equilibria of original model have been changed to non-equilibrium. Plentiful chaos phenomena such
as coexisting conservative flows can be observed in this modified system. In addition, by increasing the magnitude of the
disturbance, the conservative system can be transformed to a dissipative system. Then, the modified system is realized by
an xc7z020clg400 field programmable gate array (FPGA) chip. The designed chaotic oscillator consumes fewer resources
and has high iteration speed. Finally, a pseudo random number generator based on this novel digital oscillator is designed.

Keywords: perturbation method, coexistence hidden chaotic sea, FPGA realization

PACS: 05.45.Gg, 05.45.Pq, 05.45.~a

1. Introduction

Chaos-based encryption algorithms have been widely
reported.!!=3] However, chaotic attractors can be reconstructed
Thus, the en-
cryption systems employing dissipative chaotic oscillator are

by the delay embedding of captured data.

vulnerable to deciphers from attackers. In contrast, conser-
vative chaotic systems have conserved phase space volumes
and their integer dimension equals the system’s dimension, !
which are a great candidate for encryption. Therefore, obtain-
ing a conservative system with more complex dynamics can
attract a number of researchers in recent years. A high di-
mensional generalized conservative Hamiltonian system with
multi-stable was proposed.>! Coexisting conservative flows
generated by 4D inductor-capacitor circuits were designed. 6]
Similarly, another conservative system, constructed by a me-
minductor and a capacitor, with self-reproducing chaos was
proposed.”) From the perspective of system equilibrium, a
chaotic oscillator can be divided into hidden and self-excited
ones.[®! Since there is no systematic method to locate the hid-
den chaotic flow,”! dynamics analysis of hidden chaotic sys-
tems is favored by researchers. A simple method to create a
hidden chaotic system is adding micro-perturbation in a self-
excited system. Wei modified Sprott’s system via adding a
constant parameter.['’l A hidden chaotic system with only
one stable equilibrium was discovered by Pham et al. us-
ing the tiny perturbation method.!''! A memristive chaotic
oscillator generating hidden extreme metastability was dis-
covered by introducing micro-perturbation into an original
system.!'?] It is obvious that a high-dimensional conservative
system having hidden multi-stability can be well applied in
real world such as random-number generators and informa-
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tion encrypting systems.[!3 Inspired by these works, perturba-
tion method is employed to modify a 5D conservative chaotic
system. Thence, a novel model without equilibrium is con-
structed. Then, via adjusting perturbation magnitude and pa-
rameters, various dynamics, such as coexisting conservative
flows, chaotic sea and hyperchaotic attractor, can be observed
in this novel system. Furthermore, the complexity of the novel
system is better than the original one. Thus, the real-world ap-
plication ability of the system is improved by employing the
tiny perturbation method. The rest of this paper is organized
as follows: In Section 2, the chaotic model is proposed. Its
dynamics are analyzed in Section 3. The field programmable
gate array (FPGA) realization of chaotic models is displayed
in Section 4. Finally, some conclusions are included.

2. Chaotic model

The novel 5D chaotic system is expressed as follows:

X = aerwz,

y = —ax,

Z=xu++c,

U=w-—xz,

W= —U—XW, (D

where x, y, z, u and w are state variables; a is the system pa-
rameter; ¢ represents perturbation. Setting the right-hand side
of system (1) to zero, the equations can be expressed as

ay+w2 =0,
—ax =0,

xu+c=0,
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w—xz=0,

—u—xw=20.

2

When perturbation ¢ = 0 and resolving the equations, line
equilibria are (0, 0, 0, R, 0), where R denotes real number.
Then, adjusting value of ¢ to a nonzero number, Eq. (2) cannot
obtain real solutions. Consequently, chaotic flows created by
system (1) are all hidden. Linearizing the right hand of system
(1), the Jacobian matrix J can be obtained as follows:

0 a0 0 2w
—-a00 0 O
J=1u 00 x O 3)
—z0—x 0 1
w0 0 —1 —x

According to Eq. (3), existence of ¢ does not change the ex-
pression of Jacobian matrix. Thus, dynamics of system (1) are
not greatly affected when c is micro-value.

(1,1,1,1,1)

/ ‘
(-1,-1,1,-1,—1) (=1L,=1L,-1,11)
1.5 2.0 2.5 3.0

a

2
1.0

3. Coexisting conservative flows and complexity
analysis

Selecting the value of perturbation ¢ = 0.001 and param-
eter b = 1, the bifurcation diagram varying with a is displayed
in Fig. 1. There are three coexisting hidden flows in bifurca-
tion diagram when the value of parameter a > 1.5. The rela-
tion between initial conditions and color of images is defined
as follows: initial conditions (1, 1, 1, 1, 1) are corresponding
to khaki image; initial conditions (—1, —1, 1, —1, —1) are cor-
responding to green image; initial conditions (—1, —1, —1, 1,
1) are corresponding to blue image. To obtain concise results,
the value of parameter a is designated as 2. Phase portraits of
coexisting chaotic flows in x—y plane are plotted in Fig. 2.

The phase portrait projections in other planes are shown
in Fig. 3. Moreover, with increasing parameter a, hyper-
chaotic sea, chaotic sea and quasi-period state can be observed
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Fig. 1. Dynamic behaviors of the modified system. (a) Bifurcation diagram versus parameter a. (b) Lyapunov exponent spectrum.
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Fig. 2. Phase portraits in x—y plane. (a) Coexisting conservative flow. (b) Phase portrait when a = 2.55. (c) Phase portrait when a = 3.
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Fig. 3. Phase portraits of the system (a) in x—z plane, (b) in x—u plane, and (c) in x—w plane.
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when initial conditions are (1, 1, 1, 1, 1). These dynamic
behaviors can be further explained by the Lyapunov expo-
nent spectrum shown in Fig. 1. With increasing parameter a,
the maximum Lyapunov exponent decreases gradually. When
a = 2.5, the maximum Lyapunov exponent is close to zero.
Quasi-period state of system (1) occurs in a = 2.55, the corre-
sponding phase portrait is shown in Fig. 2. When a = 3, the
Lyapunov exponents are 0.007, 0.003, 0, —0.003 and —0.007,
invariant tori created by system (1) are plotted in Fig. 2.
Then, we consider to adjust magnitude of perturbation c.
The Lyapunov exponent spectrum varying with ¢ under the
condition (—1 —1 —1 1 1), a=2 and b =1 is displayed in
Fig. 4. Increasing perturbation ¢ will result in the fact that
the sum of Lyapunov exponents gradually becomes less than
zero. Accordingly, the phase space volume of system (1) be-
comes non-conservative. Correspondingly, conservative flows
are substituted by hyper-chaotic attractor. In addition, the Lya-
punov exponent spectrum is almost symmetric about ¢ = 0.
This means that system dynamics behavior is only related to
the magnitude of disturbance, instead of the sign. Complex-

ity characteristic of chaotic system (1) under different pertur-
bations is tested using the shannon entropy (SE) complexity
method.!"*) The relation between SE value and perturbation
magnitude is shown in Fig. 4. Obviously, within a certain
range, the system has a larger SE value when the perturbation
magnitude increases. However, excessive disturbance leads
to Lyapunov exponents unbalanced, and affects the volume of
system phase space. When ¢ = 0.1, the SE value of the mod-
ified system is 0.15 larger than the original one. When ¢ =5,
the SE value is only 0.07 greater than ¢ = 0.1. The sum of Lya-
punov exponents is —0.0001 when ¢ = 0.1. Therefore, setting
ct0 0.1, the system has an ideal hyper-chaotic state and a better
SE value. The phase portrait of the system under this condi-
tion is shown in Fig. 4. In addition, 01 test results of system
(1) when ¢ = 0 and ¢ = 0.1 are shown in Fig. 5. According to
figures, these systems all exhibit the irregular Brownian mo-
tion in p—s plane. As compared with the original system, the
system under perturbation has more vast motion scale. This
indicates that the novel system has better randomness.
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Fig. 4. Dynamics and complexity analysis: (a) the Lyapunov exponent spectrum, (b) the SE spectrum, (c) the phase portrait when ¢ = 0.1.
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Fig. 5. The 0-1 test results (a) when ¢ = 0 and (b) when ¢ = 0.1.

4. FPGA implementation
4.1. Digital oscillator

As compared with analog circuits, digital circuits have
more benefit such as consuming low resources, fast calcula-

tion speed, and low power consumption.'>) Commonly used

digital chips are microcontrollers,!'®! digital signal process-
ing (DSP) chips!'”! and FPGA chips.!'320! In this section, a
digital chaotic oscillator is designed by a Xilinx FPGA chip.
The Runge—Kutta-4 (RK-4) numerical method and 32-bit fixed
point number (1-bit sign part, 7-bit integer part and 24-bit
decimal part) are employed to realize this work. In general,

100502-3
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researchers coded a chaotic system in an FPGA chip using
state machine and DSP builder.?!:*?! A chaotic system with-
out complex nonlinear terms and trigonometric function can
be easily constructed by the DSP builder model. Yet, the state
machine method is applicable to almost every chaotic system.
The state machines to implement 5d conservative system in-
clude ten states: So—S9. Here, So—S4: calculate the differential
equation; S5—S7: implement the RK-4 numerical method; Sg:

add a positive offset into the results generated by S7; So: trun-
cate 32-bit outputs to 14-bit for adapting digital to analog con-
verter (DAC) input. The top-level register transfer level (RTL)
diagrams and timing analysis are shown in Fig. 6.

There are two modules in the top-level diagram: phase
locked loop (PLL) and chaotic oscillator. PLL module is used
to create a 100 MHz system clock, and the main work of the
chaotic oscillator is running state machine So—Sy.

CLKO u1
(a)
ok [ > ‘
clk_in1 clk_out1 daclk_1
reset0_i = - = = D daclk_1
10 o reset l clk daclk_2
rst > > daclk_2
RTL_INV clk_wiz_0 ‘ locked ws_1 D o
rst ws_2 D
- ws_2
2130 x[13:0]
_&D 2[13:0]
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> R X(13:0]
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Fig. 7. Experimental results. (a) Coexisting chaotic flow under initial conditions (1, 1, 1, 1, 1) (1 V per scale). (b) Coexisting chaotic flow under initial
conditions (—1, —1, 1, —1, —1) (1 V per scale). (c) Coexisting chaotic flow under initial conditions (—1, —1, —1, 1, 1) (1 V per scale). (d) Conservative
flows when a =3 (1 V per scale). (e) Hyper-chaotic flows when ¢ = 0.1 (§ V per scale). (f) Quansi-period state (1 V per scale).
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The output signals of FPGA chip are four 1-bit signals,
i.e., wsl, ws2, daclkl and daclk2, and two 14-bit signals, i.e.,
x and y. The first four signals are the driving signals of the
14-bit AN9767 DAC chip. According to timing analysis, the
time interval between two iterations is merely 310 ns. That
means finishing one iteration costing 31 clock periods in the
RK-4 numerical method. While the Euler method cost 8 clock
periods, the RK-2 numerical method cost 14 clock periods.
Considering the precision issue of these two methods, we still
use the RK-4 numerical method to realize the chaotic oscilla-
tor. The total resources consummation is displayed in Table 1.
The FPGA experimental results are visualized by an oscillo-
scope as shown in Fig. 7.

Table 1. Recourse consummation.

System Dimension LUTs FFs  DSPs Power
This work 5 1092 1097 16 0.231W
Ref. [18] 3 2894 1681 25 -
Ref. [23] 3 4847 4938 93 0.589 W
Ref. [24] 3 92061 86944 - -
Ref. [25] 4 129731 131202 10 -

4.2. Pseudo random number generator realization on
FPGA

Chaos-based RNG obtaining high attract for their appli-
cation, it can be designed by 2D maps!*®! or other chaotic

oscillators.[27-28

I The proposed pseudo random number gen-
erator (PRNG) is constructed by the following step. Step 9
in state machine is truncated for 32-bit output to 14-bit out-
put for fitting the input of DAC. The normal truncated range is
25th bit to 12th bit, which contains 2-bit integer part and 12-
bit decimal part. In this subsection, we change the truncated
range from [25th bit—12th bit] to [18th bit—5th bit]. This means
that we can merely select the last decimal part in chaotic se-
quences x and y. Then we can use the XOR operation on these
two chaotic sequences and output the operation results. The
specific truncation range of data and flow chart of PRNG are
shown in Fig. 8.

truncated data

(a)

(b)

14-bit output

Fig. 8. (a) Schematic diagram of truncating data. (b) Flow chart of
PRNG.

Then, we record over 750000 results (total 10500000-bit
data) and divide them into 100 groups to test their randomness.
The test tool is National Institute of Standards and Technology

(NIST) Special Publications (SP) 80022 testing suites. This
suit tests 15 different indices about bitstream randomness. If
the bitstream is random, the calculated P-value will be higher
than the initial reference value 0.01. The final test results are
displayed in Table 2, which indicates that the bitstreams pass
the statistical tests of the NIST test suite. This tests prove the
possible application of the proposed PRNG to secure systems.

Table 2. NIST suite testing results.

Statistical tests P-value Proportion Result
Frequency 0.2133 100/100 Passed

Block frequency 0.4011 99/100 Passed
Cumulative sums 1/2 0.5141/0.2622 99/100, 99/100 Passed
Runs 0.5955 98/100 Passed

Longest run 09114 99/100 Passed

Rank 0.8513 99/100 Passed

FFT 0.2622 98/100 Passed
Non-overlapping template 0.7197 98/100 Passed
Overlapping template 0.6993 97/100 Passed
Universal 0.1153 100/100 Passed
Approximate entropy 0.0805 100/100 Passed
Random excursions 0.2248 59/59 Passed
Random excursions variant 0.6786 59/59 Passed
Serial 1/2 0.0521/0.8977 99/100, 99/100 Passed

Linear complexity 0.0487 98/100 Passed

5. Conclusion

In summary, a 5D conservative system is modified us-
ing a perturbation method. Due to the novel model without
equilibrium, the chaotic flows obtained by this system are all
hidden. According to the bifurcation diagram, the model has
three coexisting chaotic seas under different initial conditions.
Simultaneously, when initial conditions are chosen as (1, 1, 1,
1, 1), abundant chaos phenomena under different parameter a
can be observed. After that, the effects between dynamics and
perturbation are analyzed. The results show that perturbation
indeed not only increases the complexity of the system, but
also affects the phase space volume. Finally, this model is re-
alized by an FPGA chip. This digital oscillator utilizes little re-
source and has low power consumption and high through puts.
Moreover, a PRNG based on this digital oscillator is designed.
The evaluation of NIST SP800-22 testing suite confirms the
randomness of the produced chaotic sequences, enabling the
possible application of the proposed PRNG to secure systems.
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