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The digitization, informatization, and intelligentization of physical systems require strong support from big data
analysis. However, due to restrictions on data security and privacy and concerns about the cost of big data collection,
transmission, and storage, it is difficult to do data aggregation in real-world power systems, which directly retards the
effective implementation of smart grid analytics. Federated learning, an advanced distributed learning method proposed
by Google, seems a promising solution to the above issues. Nevertheless, it relies on a server node to complete model
aggregation and the framework is limited to scenarios where data are independent and identically distributed. Thus, we
here propose a serverless distributed learning platform based on blockchain to solve the above two issues. In the proposed
platform, the task of machine learning is performed according to smart contracts, and encrypted models are aggregated via
a mechanism of knowledge distillation. Through this proposed method, a server node is no longer required and the learning
ability is no longer limited to independent and identically distributed scenarios. Experiments on a public electrical grid
dataset will verify the effectiveness of the proposed approach.

Keywords: smart grid, physical system, distributed learning, artificial intelligence
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1. Introduction

As a typical physical system, the power grid is data
rich,[1] especially with the recent provision of advanced in-
formation and communication technologies (ICTs). However,
the power industry is not yet so much data driven,[2] and
we have to rely on traditional physics-based methods to an-
alyze the grids most of the time. Due to the fast develop-
ment of digital innovations and technology-enabled model in-
novations, artificial intelligence (AI), mainly driven by deep
learning research,[3] is important to power the smart grid be-
cause it promises to take full advantage of the historical data
and revolutionize the century-old industry from the ground.[4]

As a consequence, AI has recently attracted much attention
from academia, industry, and government in the field of power
engineering.[5]

Having gone through several ups and downs, the AI’s
most recent resurgence is powered by deep learning, which be-
longs to a broader family of machine learning methods based
on the concept of artificial neural networks. After the huge
success of deep learning in fields such as computer vision and
natural language processing,[6–8] scholars have tried to apply
the method of deep learning to problems of smart grid ana-
lytics as well,[9–11] with the hope to tackle the issues that re-
main unsolved by traditional methods. In fact, an increasing
number of data are generated in the power industry due to the

wide spread of advanced ICTs such as phasor measurement
units (PMU), micro phasor measurement units (µPMU), and
advanced meter infrastructures. Deep learning can handle the
big data situation[12] while traditional machine learning meth-
ods often fail.

By default, deep learning technologies are developed
based on the aggregation of big data.[13] In other words, huge
amounts of data collected from end users or various sensors
must be transmitted to and then stored in a central server or a
cluster of servers for modeling and analysis. This will cause
technology issues in power systems because real-world elec-
tric power data are generally distributed among a large number
of regions,[14] and it will also be cost-ineffective to collect,
transmit, and store so much data. What is worse, data regu-
lations for security and privacy protection[15] will become a
critical issue that forbid the data aggregation process.

To overcome the above limitations, AI technologies that
support distributed machine learning and data security and pri-
vacy protection are highly required. A promising solution is
federated learning, which was proposed by Google[16,17] with
the original aim of fixing the regulation issue arose from im-
proving keyboard query suggestions. This technique is quite
different from the distributed computing,[18] which is a more
traditional concept in the field of distributed machine learning
and does not deal with the issue of security and privacy pro-
tection. Federated learning has now been generalized to sce-
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narios, where a machine learning model is trained while raw
data remain distributed, and Ref. [19] extended the concept
of federated learning to horizontal federated learning, vertical
federated learning, and federated transfer learning, according
to the characteristics of different datasets. Recently, federated
learning has also been applied to the field of smart grid. For
example Ref. [20], proposed a federated learning approach to
predict energy demand for electric vehicle charging stations
Ref. [21], started the first use of federated learning to fore-
cast electrical load Ref. [22], provided a distributed framework
based on federated learning to train power-related model for
smart grid metering system.

The security and privacy of electric power data can be
protected by the above federated learning approach. How-
ever, federated learning can be regarded as a partial solution
just because a server node is required. The server-based dis-
tributed learning method suffers from the risk of single point
of failure when the central server gets damaged. In addi-
tion, as Refs. [23–25] pointed out, the above federated learn-
ing method will have unacceptable performance for scenar-
ios where data are not independent and identically distributed
(IID), which are often the cases we meet in the real-world
physical systems.

Regarding the above challenges, we propose a serverless
distributed machine learning platform for smart grid analytics
in this paper. In the proposed platform, we deploy an initial
model to a decentralized blockchain network with the form of
smart contracts[26] and use the blockchain network as com-
munication infrastructure. The initial model is trained indi-
vidually by different grids or different parts of a grid, and then
gets aggregated by all the training participants through a mech-
anism of knowledge distillation. Thus, a server node is no
longer required to derive a global model. Moreover, the mech-
anism of knowledge distillation takes better advantage of elec-
tric power data and makes the learning of smart grid deeper,
which could improve the performance of distributed learning
for non-IID scenarios. The major contributions of this article
are twofold: (1) we present a serverless distributed learning
platform that will have wide applications in smart grids; (2)
we propose an effective algorithm to deal with the non-IID is-
sue during distributed learning process.

The remainder of this article is organized as follows. In
Section 2, we will propose the components and the designed
workflow of smart grid distributed learning platform. In Sec-
tion 3, we will propose our serverless algorithm for distributed
learning. Experiments for smart grid will be given in Sec-
tion 4. Finally, we will conclude this article in Section 5.

2. Smart grid distributed learning platform
In this section, we will present our distributed learning

platform for smart grid analytics. Both the components and

workflow of this platform will be introduced.

2.1. Components

In general, three roles are involved in a machine learning
process, namely data provider, model provider, and computa-
tion provider.[15] For smart grid applications, however, inde-
pendent computation provider is seldom involved due to con-
siderations of asset security. Thus, we focus on data provider
and model provider in the distributed learning platform, as fol-
lows:

1. Data provider Data providers can be at different gran-
ularity levels. For example, different grids that are indepen-
dent from each other can be viewed as different data providers,
and end users or various sensors in a grid can also be viewed as
different data providers. The latter is made possible due to the
advance of ICTs, which empower terminal nodes whose orig-
inal responsibility is to collect data the ability of doing com-
putation. Thus, distributed learning is made possible. Before
the data are contributed to learning a machine learning model,
data providers need to evaluate the quality of data and provide
data validation as well as its schema. We need to emphasize
that when we say “data providers provide their data”, we mean
the data are granted for being used rather than being given out
to others.

2. Model provider The model provider can be anyone
that has the desire to start a machine learning task. For exam-
ple, if a dispatch center wants to have a power grid stability
prediction model, he may need to collect as much data as pos-
sible and train a machine learning model from the perspec-
tive of traditional deep learning method, but he needs only
to release his need from the perspective of distributed learn-
ing methods. To be more specific, the model provider acts as
a training task provider who initializes a model training task
with data schema for required training data and validation data
to evaluate the aggregated model. In traditional paradigms, the
model provider has to set up training infrastructures for models
and collect training data; in our distributed machine learning
paradigm, it needs only to provide an initial model as smart
contracts to data providers. Note that the initial model here
can be a blank model with random parameters or a pretrained
model saved by the model provider.

In addition to the above components, there are three other
nodes supporting the platform in the blockchain network: 1)
distributed file system, which provides a generic interface to
access intermediate data during the machine learning process;
2) blockchain node, which records the addresses of partici-
pating nodes and the model/data; 3) notification node, which
takes the responsibility of communication and event triggers.

2.2. Workflow

The whole workflow of the smart grid distributed learn-
ing platform is illustrated in Fig. 1, where all tokens used
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within the workflow are transferred according to smart con-
tracts. Whisper,[27] providing communications to two corre-

spondents that know a hash only, is used to signal to each other
in order to ultimately collaborate between nodes.

data
preprocessing

repeat

model
initialization

distributed
learning

distributed file system blockchain notificationmodel providerdata provider

encrypt the initial model

pre process data

initiate smart contract

generate KH ↼KH) address

download the encrypted model

upload the trained model address

distill the models

download trained models

request the distilled model

addressupload data schema 

request data

upload encrypted model address

request data

approve the request

download  KH

download the distilled model

perform model provisioning

encrypt the data

train the model

upload the distilled model address

P

SP

Fig. 1. An illustration of the workflow of smart grid distributed learning platform. Herein, KP
H (KS

H) represent the pair of homomorphic
encryption keys.

The workflow consists of the following steps:
1. Data preprocessing This step is performed offline lo-

cally by data providers. There are several sub-steps involved
in this step:

Sharding might be performed to divide data into small
portions, as it is often difficult to scale with big chunks of
data and some model providers might only wish to leverage a
small subset of data instead of everything. Data quality scores
are calculated using a commonly agreed quality measurement
function. Metadata (e.g., device id, data description) are also
prepared.

Data providers store data schema (including quality
scores, metadata) on the distributed file system. The schema
addresses are broadcasted to the blockchain network. Any
node then can locate and view schema using the corresponding
address.

2. Model initialization The model provider initiates a

distributed learning task by performing the following steps:
As discussed in Section 2, the model provider per-

forms model provisioning and deploys the training task as a
smart contract. The smart contract is then initiated on the
blockchain.

The model provider locally generates a pair of homomor-
phic encryption keys[28] (KP

H/KS
H), which is partially opened

to the blockchain network (i.e., the public key KP
H is written

into smart contracts and broadcasted to all nodes). Note that
the model provider should never reveal the private key KS

H.
The model provider encrypts the initial model parame-

ters M0 using the public key KP
H. Then, the encrypted model

fH(M0) is stored on the distributed file system with the hash
uploaded to the blockchain.

3. Distributed learning The following sub-steps are ex-
ecuted in sequence, and the training process will be repeated
until the distilled model is converged or the maximum learning
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round is met.
The model provider determines the active data providers

for training and then asks for approval from corresponding
data providers.

When the data providers accept the request, they down-
load the public key KP

H. Training data (Di) are encrypted using
the public key, and encrypted data fH(Di) will be used for the
training process:

(a) Data providers download the encrypted model fH(M0)

and perform the training. The results ( fH(M0
i )) will be saved

in the distributed file system and uploaded to the blockchain.
(b) Data providers download the trained models

( fH(M0
j 6=i)). Then, the mechanism of knowledge distillation is

utilized to distill the knowledge of models into the local one.
The details will be introduced in Section 3.

When the distilled model is converged or the maximum
learning round is met, the model provider can be notified and
will request the distilled model. The serverless distributed
learning process is complete after the distilled model is down-
loaded.

3. Serverless distributed learning algorithm
In the last section, we have introduced our distributed

learning platform for smart grid analytics. This platform is
based on blockchain, and the machine learning task is per-
formed according to smart contracts, thus no server is re-
quired. In this section, we will further present the details of
our serverless distributed learning algorithm. We note that
our proposed algorithm differs from current federated learning
method by requiring no server, and the model aggregation pro-
cess is inspired by the concept of knowledge distillation.[29]

3.1. The mechanism of knowledge distillation

The most representative method of model aggregation for
distributed machine learning is FederatedAveraging.[17] This
method, however, requires a central server. Moreover, this
type of algorithms oversimplifies the model aggregation pro-
cedure as an average calculation or a weighted average calcu-
lation. The general process of server-based distributed learn-
ing algorithm is presented in Algorithm 1.

In Algorithm 1, we assume there are N data providers,
which are denoted as D1, . . . ,Di, . . . ,DN . Each data provider
generates an initial local model Mk

i by training the global
model Mk on the local dataset Di. Then, the server receives the
trained models and computes an updated global model Mk+1

through average calculation or weighted average calculation.
The updated global model is used to start the next round of
distributed learning process, and the algorithm will stop when
the global model gets converged or the maximum round of
distributed learning is arrived.

We note that a server is of necessity in the above server-
based distributed learning algorithm, which will suffer from
the risk of single point of failure when the server gets dam-
aged. In order to remove the dependence upon servers, we here
introduce the mechanism of knowledge distillation, which re-
quires no server and could leverage the power of data during
model aggregation process. The distillation process happen-
ing at data provider i during aggregation round k is illustrated
in Fig. 2. Here, local data is leveraged to calculate not only the
local loss of local model Mk

i but also the distilled loss of other
trained models Mk

j 6=i. Then, the total loss is used to update the
local model to Mk+1

i .

Algorithm 1 Server based distributed learning algorithm

1: The model provider initiates a distributed learning task

2: The server initiates a global model M0

3: repeat

4: The server determines the active data providers in round k

5: The server sends the global model Mk to active data providers

6: repeat

7: Data provider i receives global model Mk

8: Data provider i computes a local model Mi with its own data Di
 k

9: Data provider i sends the trained model Mi to the serverk

k

10: until Every data provider is traversed

11: The server downloads the trained models Mi

12: The server computes an updated global model Mk⇁ through (weighted) average calculation

13: until The global model converged or maximum learning round repeated

14: The model provider requests the learned model

15: The learned model is downloaded for use
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loss

data D1 data Di data DN

model Mi
kk

model MN
k

model M

model Mi
k⇁

Fig. 2. An illustration of the mechanism of knowledge distillation.

While the calculation of local loss is straightforward, the
calculation of distilled loss can be implemented via a measure-
ment of difference between different models (e.g., the relative
entropy). After the local model is updated from Mk

i to Mk+1
i ,

the one with the best validation accuracy will be picked up for
the next round of model aggregation.

3.2. Distributed learning algorithm

Based on the above mechanism of knowledge distillation
in Subsection 3.1, we here present the whole process of our
serverless distributed learning method in Algorithm 2.

Similar to that in Subsection 3.1, we also assume there
are N data providers (i.e., D1, . . . ,Di, . . . ,DN). Data provider
i generates an initial local model Mk

i by training the global
model Mk on the local dataset Di. Then, the trained models are
aggregated via the mechanism of knowledge distillation pro-
posed in Subsection 3.1. By this step, an updated global model
Mk+1

i will be derived, and it is used to start the next round of
distributed learning process at data provider i. The major dif-
ference between our serverless distributed learning algorithm
and traditional server-based distributed learning algorithm is
the introduction of the mechanism of knowledge distillation.
This innovation removes the dependence upon servers and fur-
ther leverages local data to derive the global model for each
data provider, which could deal with the non-IID issue during
distributed learning process. The effectiveness of the proposed
distributed learning algorithm will be verified in the next sec-
tion.

Algorithm 2 Serverless distributed learning algorithm

1: The model provider initiates a distributed learning task

2: A global model M0 is stored on the distributed file system with its hash uploaded to the blockchain

3: repeat

4: The model provider determines the active data providers in round k

5: repeat

6: Data provider i downloads global model Mk

7: Data provider i computes a local model Mi with its own data Di

8: Data provider i saves the trained model Mi to the distributed file system

9: Data provider i downloads the trained models Mj≠i

10: Data provider i updates the global model to derive Mk⇁ through the mechanism of knowledge

distillation

11: until Every data provider is traversed

12: until The global model converged or maximum learning round repeated

13: The model provider requests the distilled model

14: The distilled model is downloaded for use

k

k

k

4. Experiments

To show the effectiveness of our proposed method, exper-
iments on the task of grid stability analysis are given here as
an example. Our experiments are based on the Electrical Grid
Stability Simulated Dataset[30] hosted in the UCI Machine
Learning Repository. The task is actually a two-class classifi-
cation problem, where the input shape is 12-dimensional and

the output is one-dimensional. The original dataset has 10000

samples, and we randomly divide them into two subsets with

the assumption that these data are collected from two grids

with similar structures. The subsets can be independent and

identically distributed (IID), which is an ideal assumption for

academic research. However, the subsets can also be non-IID,

which is more realistic. In this paper, we will investigate the
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performance of our proposed method in both scenarios. We
will compare the serverless distributed learning method with
traditional distributed learning method via the FederatedAv-
eraging algorithm. As a baseline, centralized learning results
will also be provided.

4.1. Baseline

Centralized learning is the traditional deep learning
method with the assumption that all the training data can be
collected to form a centralized dataset. This assumption, how-
ever, is too strong, which will violate the regulation of data and
cause privacy and security issues. Nevertheless, this method
could provide a baseline for the performance evaluation of dis-
tributed learning methods, thus we present it firstly here.
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Fig. 3. The network architecture of the learning model.

For the smart grid stability prediction task, we use a four-
layer neural network as the learning model. The network
structure of the learning model is shown in Fig. 3, which
includes one 12-dimensional input layer, two hidden layers
(24-dimensions and 12-dimensions, respectively), and one 1-
dimensional output layer in sequential order. The activation
function for the output layer is Sigmoid and the others are rec-
tified linear units (ReLU). We note that better neural network
structure might exist, but this is beyond the scope of this arti-
cle. The experiments are carried out on a 2.60-GHz Intel(R)
Xeon(R) CPU E5-2690 based workstation, and PyTorch[31] is
used to implement the deep learning method. Adaptive mo-
ment estimation (Adam)[32] is used as the solution method

with learning rate set as 0.05. L2 regularization is also in-
cluded in order to avoid the overfitting issue during training
process, and the regularization factor is set as 0.0001.

We randomly divide the original data into training dataset,
validation dataset, and testing dataset with the ratio of 8:1:1.
As the centralized dataset is assumed to be available in
the baseline, training dataset, validation dataset, and testing
dataset will include 8000 samples, 1000 samples, and 1000
samples, respectively. While the training dataset is used to
perform machine learning task, the validation dataset is used
to select the trained model whose performance is the best. We
use the independent testing dataset to evaluate the quality of
the final model, thus reflects the performance of different ma-
chine learning methods. By setting the maximum training
epoch as 500, the above deep learning method can reach an
accuracy of 90.3% when predicting the stability of smart grid.
Table l shows the detailed testing results.

Table 1. Testing results of centralized learning method.

Predicted unstable Predicted stable
Actual unstable 528 96
Actual stable 1 375

From the above results, we can see that the deep learning
method works well for smart grid analytics. Only one sta-
ble state and 96 unstable states within the 1000 samples are
wrongly predicted to be unstable or stable, and the rest sam-
ples (903 samples in total) are all correctly identified. To have
a closer look at the training process, the centralized learning
method accuracy on the validation dataset during the training
process is shown in Fig. 4.

0.95

0.85

0.75

0.65

0 100 200 300 400 500

Training epoch

A
c
c
u
ra

c
y

Fig. 4. Accuracy of centralized learning method on the validation
dataset.

4.2. The IID scenario

The IID assumption is common in the field of machine
learning, which indicates that all the training data are indepen-
dent and identically distributed. Following this assumption,
we randomly divide the training dataset and validation dataset
into two subsets, represented as grid 1 and grid 2, respectively.
Thus, each grid will include 4,500 samples in total, and the
ratio of training dataset and validataion dataset is kept as 8:1.
The testing dataset is kept exactly the same as that in Subsec-
tion 4.1.
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Running the same neural network model in grid 1 and
grid 2 separately, we apply the traditional distributed learning
method to aggregate the trained model in each training epoch.
Through these efforts, we get the accuracy of 90.2% on the
testing dataset. The detailed results for stable states and unsta-
ble states are as follows:

Table 2. Testing results of traditional distributed learning method in the
IID scenario.

Predicted unstable Predicted stable
Actual unstable 526 98

Actual stable 0 376

The above results verify the effectiveness of the tra-
ditional distributed learning method under the IID assump-
tion. In fact, the traditional distributed learning method per-
forms almost the same as that via centralized learning method.
902 samples of the testing dataset among total 1000 samples
are correctly predicted. The traditional distributed learning
method accuracy on the validation dataset during the training
process is shown in Fig. 5.
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0.75

0.65

0.55
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Training epoch
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c
c
u
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c
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grid 1
grid 2

Fig. 5. Validation accuracy of traditional distributed learning method in
the IID scenario.

As a comparison, we also run the serverless distributed
learning method proposed in Section 3. Grid 1 and grid 2 keep
the same subsets of the original dataset as that for the tradi-
tional distributed learning method. Running the same aggre-
gation round and the same training epoch in each round, we
finally get the accuracy of 90.5% on the same testing dataset,
with the following detailed results.

Table 3. Testing results of serverless distributed learning method in the
IID scenario.

Predicted unstable Predicted stable
Actual unstable 546 78

Actual stable 17 359

We can see from Table 3 that the proposed method per-
forms slightly better than the traditional distributed learning
method. For the 1000 testing samples, 905 samples are pre-
dicted correctly. This performance is almost the same as that
via the centralized learning method and traditional learning
method. In fact, the performance of our proposed method and
that of the traditional learning method are quite similar, which
could be further verified by the validation accuracy of server-
less distributed learning method during the training process
(see Fig. 6).
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Fig. 6. Validation accuracy of serverless distributed learning method in
the IID scenario.

4.3. The non-IID scenario

While the IID assumption is often made for machine
learning research, it indeed deviates from the reality. In real-
world applications, there is significant difference in data dis-
tribution across different data holders.[33] For example, some
grid might be much less resilient than others, thus the ratio of
unstable states will be much greater. To reflect the non-IID
scenario, we keep one grid the same as that in Subsection 4.2
and change the other one to have a different ratio of unstable
states. This indicates a non-IID scenario between grid 1 and
grid 2.

We run the exactly same traditional distributed learning
method as Subsection 4.2. This time, surprisingly, the accu-
racy on testing dataset reduces from 90.2% to 78.8%. This
performance is much worse than the baseline setting in Sub-
section 4.1, which indicates that the IID assumption has a great
impact on the effectiveness of traditional distributed learning
method. Table 4 shows the detailed testing results.

Table 4. Testing results of traditional distributed learning method in the
non-IID scenario.

Predicted unstable Predicted stable
Actual unstable 623 1
Actual stable 211 165
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Fig. 7. Validation accuracy of traditional distributed learning method in
the non-IID scenario.

To understand why the traditional distributed learning
method fails in the non-IID scenario, we also present the vali-
dation accuracy during the training process in Fig. 7. From this
figure, we see that the validation process has a much more vi-
olent shaking phenomenon than that in the IID scenario. This
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might be caused by the huge difference between the data char-
acteristics owned by grid 1 and grid 2: Due to the non-IID
effect, the local models trained by grid 1 and grid 2 will be
quite different in every aggregation round, thus the updated
global model in every round will deviate much from both of
them. This side effect makes the wrong predictions increase
from 98 samples to 212 samples in the non-IID scenario.

With the same dataset for grid 1 and grid 2, we run our
proposed serverless distributed learning method as well. The
detailed testing results are given in Table 5, and the accuracy
of our proposed method on the testing dataset is 90.6%.

Table 5. Testing results of serverless distributed learning method in the
non-IID scenario.

Predicted unstable Predicted stable
Actual unstable 551 73

Actual stable 21 355
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Fig. 8. Validation accuracy of serverless distributed learning method in
the non-IID scenario.

The above results verify the effectiveness of our server-
less method even in the non-IID scenario. While the results of
traditional distributed learning method change a lot from the
IID scenario to the non-IID scenario, the performance of our
proposed method is quite stable. Actually, we can correctly
predict 906 samples from the 1000 testing samples, which is at
the same accurate level as the baseline in Subsection 4.1 and
the IID scenario in Subsection 4.2. The validation accuracy
of our proposed method during the training process (shown
in Fig. 8) further proves the above observation. We can see
that the accuracy change shares the similar pattern as those in
Figs. 5 and 6, which are more stable than that in Fig. 7.

5. Conclusion
We propose a serverless distributed learning method for

smart grid analytics in this article. Both the blockchain-based
distributed learning platform and the distillation-driven server-
less distributed learning algorithm are provided. Due to the
introduction of smart contracts in blockchain, no server is re-
quired to communicate between different data providers. With
the help of the mechanism of knowledge distillation, our dis-
tributed learning method will not be limited to non-IID scenar-
ios which are more common in real-world physical systems.
Experiments on the electrical grid stability simulated dataset

have verified the effectiveness of the proposed method. We
hope this article will encourage more research into the devel-
opment of smart grid and other physical systems from the per-
spective of distributed machine learning.
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