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The algorithm is an image encryption algorithm based on the improved baker transformation and chaotic substitution
box (S-box). It mainly uses the initial values and parameters of a one-dimensional logistic chaotic system as an encryption
key. Specifically, in the image scrambling stage, the algorithm primarily uses an improved baker transform method to
process the image. In the image diffusion stage, the algorithm first uses the chaotic S-box method to process the encryption
key. Secondly, an exclusive OR (XOR) operation is performed on the image and the encryption key to initially diffuse the
image. Finally, the image is again diffused using the method of ortho XOR. Simulation analysis shows that the algorithm
can achieve good encryption effect, simple and easy implementation, and good security. In the digital image communication

transmission, it has good practical value.

Keywords: image encryption, improved baker transformation, chaotic S-box, chaotic sequence
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1. Introduction

With the continuous development of computer network
technology, the confidentiality of network information has at-
tracted more and more attention. Because digital images have
the advantages of long-term preservation, multiple replication,
and easy transmission, they have gradually become the main
way for people to obtain information on the network. How-
ever, there are also hidden dangers. Mainly because the im-
age involves a lot of information, it is easy to be stolen in
the transmission of the network, thereby bringing great trou-
ble to people. Due to the rapid development of the network, it
is possible for one to collect the digital image information in
the network.[!! Therefore, it is extremely important to transmit
digital image information over the network to ensure its secu-
rity. Nowadays, many image protection schemes have been
proposed, such as encryption, watermarking, steganography,
and other methods. > For image encryption, designing a safe
and effective encryption algorithm has become an inevitable
option. Since the classical encryption algorithm does not take
into account the inherent characteristics of large data capacity
and high redundancy of images, these algorithms are not suit-
able for image encryption. Chaos is not only a new form of
existence in nonlinear dynamic systems, but also closely re-
lated to fractals in nonlinear science. It can be said that chaos
is the fractal of time, and fractal is the chaos of space.>~7]
In the chaotic image encryption algorithm used cleverly are

DOI: 10.1088/1674-1056/abdea3

the initial conditional sensitivity, pseudo-randomness, ergod-
icity, and reproducibility of the motion law of the chaotic
system. These properties can meet the requirements for the
security sensitivity characteristics of encryption algorithms.
Based on this, many researchers home and abroad have pro-
posed many efficient and secure chaotic image encryption al-
gorithms. Chaos-based image encryption algorithms have be-
come a research hotspot.

In general, chaotic-based image encryption algorithms
mainly include two steps: scrambling of image pixel positions
and diffusion of image pixel values. At present, common im-
age scrambling methods cover scrambling methods based on
Arnold transform, magic square transform, and baker trans-
form. The baker transformation method is a transformation
technique that stretches and folds continuous planar regions.®!
Applying the traditional baker transformation method to the
image scrambling, if the number of transformations is unrea-
sonable, it will get a bad scrambling effect. In addition, when
the continuous plane area processed by the conventional baker
transformation method is too large, there is a disadvantage
that the transformation randomness is poor and the transfor-
mation time is long. Therefore, this article proposes an im-
proved method of applying the baker transformation to the
image scrambling stage. The encrypted image is divided into
16 small blocks on average, and the image is scrambled by
using a conventional baker transform method for each block,
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and the number of transformations is controlled by the chaotic
sequence, so that the scrambling effect is more random. In ad-
dition, the S-box is a module that plays a central role in a block
cipher system, and mainly plays a role of confusion and pro-
liferation. The security strength of the S-box determines the
security of the encryption algorithm. Traditional cryptogra-
phy uses algebraic methods to construct the S-box. Although
a high degree of nonlinearity can be obtained, the differen-
tial performance is relatively weak due to the simplistic struc-
ture and cannot resist algebraic attacks.!>!%! The application
of chaotic systems to the design of nonlinear S-box is more
effective. Based on this, this paper cites the chaotic S-box
designed in Ref. [11] to process the encryption key of the al-
gorithm. Therefore, the main contribution of this paper lies in
proposing a new chaotic image encryption algorithm. In the
algorithm,the improved baker transformation and chaotic S-
box are utilized. Experimental results prove that the algorithm
proposed in this article is more efficient and safer.
The rest of this article is organized as follows. In Sec-
tion 2 presented is the initial preparation, describing the theo-
retical knowledge and chaotic systems used in the algorithm.
In Section 3 given is an algorithm description that describes
the encryption process of the algorithm and comes with an en-

(2x,2y—1),
(2x—M,2y),

PO =0 (- 12N —2y+2).
(2x—M—1,2N —2y+1),

where the plain image Ay «n pixel value is represented by
p(x,y). An example of a traditional baker transformation is
shown in Fig. 1.
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Fig. 1. Traditional baker transformation process of 6x6 matrix.

It can be seen that there are certain limitations to applying
the traditional baker transformation to the image scrambling.
On the one hand, when the number of transformations is too
small, the visual scrambling effect is not good. In Ref. [12], it
was proved experimentally that the original image is unrecog-
nizable when the number of transformations exceeds 4 times;
on the other hand, the continuous plane area of processing is
very large, and there will be disadvantages such as long time-
consuming and poor randomness of scrambling. Therefore, in

cryption flowchart. In Section 4 the results of the simulation
experiment are provided. Several digital images are selected
and the simulation results are presented. In Section 5 analyzed
is the security of the algorithm from various attack methods. In
Section 6,some conclusions are drawn from the present study
and the direction of future work is also suggested.

2. Initial preparation work
2.1. Improved baker transformation

In fact, the baker transformation can produce stretch-like
and folding effects in the state space, just like a baker rubbing a
piece of dough. Imagine that adding a blue food colorant to the
dough, which is repeatedly stretched and folded by the baker,
the blue color is evenly mixed in the dough. The stretching
and folding mechanisms cause adjacent points to eventually
separate in an exponential manner, creating a sensitive depen-
dence on the initial state. Therefore, the baker transformation
has chaotic dynamic characteristics, and thus very much suits
an image scrambling method.[!?]

In this paper, a baker discrete transformation method for
data dot matrix scrambling of digital images is designed and
described as follows:

1<x<M/2,1<y<N/2,

M/2<x<M,1<y<N/2,
1 <x<M/2,NJ2<y<N,
M]2<x<M,N/2<y<N,

ey

this paper the traditional baker transformation is improved to
some extent. On the one hand, the original image is divided
into multiple blocks, and each small image is separately trans-
formed into a traditional baker, and finally each small image
after being scrambled is spliced into a scrambled image. In ad-
dition, the number of times the Baker transforms is controlled
by the chaotic sequence, so that the number of times of each
small image transformation is different, so the scrambling ran-
domness is better.

2.2. S-box description

In general, the S-box is also known as the replacement
box. It is a nonlinear transformation tool. There are three
main methods of constructing the S-box. They are stochas-
tic construction methods, mathematical construction methods,
and a combination of the two methods.!'>!4 In actual use, it
can be considered that the S-box is a Boolean map, and the
S-box of size M x N has the form F2M — F2N , that is, the data
of the number of bits M are input to the S-box, and the data of
the N bits are output. The M-bit data change nonlinearly and

can become seemingly random N-bit data.!!!
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Table 1. 16x 16 matrix representation of S-box.

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
1 3 167 29 139 249 80 34 165 250 251 238 110 33 38 140 17
2 0 41 135 164 236 71 16 209 99 143 151 70 188 184 252 242
3 60 120 231 105 49 66 128 121 125 218 178 196 89 154 244 192
4 155 82 162 185 138 97 213 50 10 113 54 237 183 22 202 194
5 208 191 129 136 197 137 26 152 168 103 13 65 132 39 79 61
6 119 160 44 207 102 175 95 72 74 235 55 63 247 144 203 20
7 8 177 223 92 254 90 228 118 224 219 117 240 7 6 19 147
8 21 186 241 48 1 216 122 93 69 73 5 15 158 114 106 187
9 88 130 87 68 78 98 245 47 84 234 176 141 255 51 149 53
10 225 214 123 35 28 166 233 220 248 211 101 45 198 115 71 52
11 94 193 86 133 76 85 67 200 226 14 62 4 40 146 239 126
12 36 230 148 150 11 75 56 153 96 215 30 145 25 100 58 174
13 181 172 190 57 163 64 171 124 217 111 18 131 31 243 195 253
14 246 182 201 104 221 27 109 107 232 157 199 83 161 42 227 112
15 179 159 12 210 169 127 170 189 2 206 108 204 173 23 81 116
16 229 91 24 37 32 43 134 222 59 142 180 205 9 46 156 212

In addition, applying the chaotic system to the design and
generation process of the S-box will achieve more desirable

1] proposed a robust S-box construction

results. Khan et al.
technique based on the chaotic Lorenz system. This S-box can
effectively eliminate the need of using a separate key in the
scrambling diffusion structure, and the generated S-box has
an ideal nonlinear performance. Simulation experiment anal-
ysis shows that the S-box has a good encryption performance.
The chaotic S-box discussed in Ref. [11] is cited in this paper,

and its compositions are shown in Table 1.

2.3. Chaotic system

The one-dimensional logistic mapping is a typical nonlin-
ear iterative equation. The equation is as follows:

2

where the logistic mapping system is in a chaotic state when
3.5699 < u < 4, x;, refers to the iterative state value, defined
between consecutive real fields from O to 1, and xy is the itera-

Xk+1 = uxk(l ka).

tion initial value. For a given initial value xy, the sequence gen-
erated under the action of Eq. (2) is aperiodic, non-convergent
and sensitive to initial conditions. Because the logistic map-
ping is a simple nonlinear one-dimensional discrete iterative
mapping, it is easy to implement in hardware. So it has be-
come one of the most widely used chaotic maps in digital

chaotic systems.[1-18]

3. Algorithm description

The encryption algorithm proposed in this paper has the
same encryption steps as most of previous algorithms, that is,
image processing, scrambling and diffusion of images. Be-
cause the security and effectiveness of the proposed algorithm
should be strengthened, different encryption keys are used in
different image encryption stages. Aiming at the encryption
algorithm proposed in this paper, the specific implementation
process is presented as follows.

3.1. Image processing

The image encryption algorithm proposed in this paper
and most of previous algorithms have the same requirements
for image sizes, that is, the original encrypted image is in the
form of a square matrix. In other words, for a pair of grayscale
digital images of size M X N, M = N is required. If M # N, the
method of zeroing the original image is taken, so that the num-
ber of rows and the number of columns of the original image
are equal.

3.2. Scrambling process

Step 1 Enter the keys ap and u;, and substitute the two
into the formula of the logistic chaotic map. The 1000 it-
erations eliminate the transient effects. After 16 consecu-
tive iterations, the obtained chaotic sequence is recorded as
a;(i=1,2,...,16). The substitution of a chaotic sequence a;
of length 16 into Eq. (3) yields a one-dimensional sequence
a(i=1,2,...,16).

d; = floor(a; x 10) +20. 3)
Step 2 The original image P is divided into 16 sub-
The
sub-image obtained after the division is recorded as p; (i =

images according to the rank and column average.

1,2,...,16). The baker transformation is performed separately
for each small image, and the number of baker transforma-
tions is controlled by the one-dimensional sequence a;. The 16
small images obtained by the baker transformation are sequen-
tially spliced into a large decrypt image, which is recorded as
Pr.

Step 3 Similarly, the keys bg and u, are substituted into
the formula of the logistic map. The 1000 iterations eliminate
the transient effects. After continuing to implement M x N
iterations, the obtained chaotic sequence is recorded as b;
(i=1,2,...,M x N). And the substitution of b; into Eq. (4)
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yields

b} = sort(b;), 4

where sort(-) represents the sorting function. Using the sort-
ing function, the corresponding subscript of each value in the
sequence b’ in the sequence b is stored as the sequence D. A
scrambled arrangement in which D is a sequence of integers
from 1 to M x N can be obtained. The image Py, from the first
pixel point to establish Pyj; to Pp; mapping. The positions are
exchanged from the first element to the last element one by
one. After that, image P; is converted into image P, with a
size of M X N.

At this point, the scrambling process for the encrypted
image is completed.

3.3. Diffusion process

Step 1 First, enter the keys xg and u3, and substitute the
two keys into the logistic chaotic mapping formula. The 1000
Then M X N con-
secutive iterations are implemented. The chaotic sequence x;
(i=1,2,...,M x N) is obtained and substituted into the fol-
lowing formula:

iterations eliminate the transient effects.

x} = floor(x; x W) mod W, 5)

where W = max(M,N). Thus, a one-dimensional sequence x;
is obtained, and the sequence length is M x N.

Step 2 Let key, = floor(Puean) + R, where keyy refers to
an initial key in the encryption process, Ppean represents an av-
erage pixel value of the image P, and R is a given integer. The
initial key key, converted from a decimal number to an 8-bit
binary number is still denoted as key,,.

Step 3 Take the 3rd to 6th digits of the 8-bit binary num-
ber key, and record it as keyy;. Convert these 4-bit binary
numbers into decimal numbers. Then take the first 2 bits and

the last 2 bits of the 8-bit binary number key, and record it as
keyg,. Convert these 4-bit binary numbers into decimal num-
bers. Enter the chaotic S-box for nonlinear transformation.

The specific operation is indicated by the following formula:

key = Sbox((bin2dec(keyy, ) + 1),

(bin2dec(keyy,) +1)). (6)

Here, the bin2decc(.) function converts binary numbers into
decimal numbers. The key is the value obtained by process-
ing the initial key key into the chaotic S-box. It is a decimal
number.

Step 4 Use the left shift operator. For the decimal num-
ber key, the respective loops are shifted leftward by 2 bits and
5 bits. The specific operation is as shown in the following for-
mula:

key’ = key @ (key < 5) @ (key < 2). O

Step 5 Expand the two-dimensional image matrix P,
with a size of M X N into a one-dimensional vector A; (i =
1,2,...,M x N). Then use the following formula to operate:

I __ AL / /
e
Yo =4
The obtained one-dimensional vector A (i =1,2,...,M x

N) is converted into an image M x N and referred to as P;.
Step 6 Enter the keys yo and uy4, and substitute the two

The 1000

iterations eliminate the transient effects. Implement the se-

keys into the logistic chaotic mapping formula.

lected M x N iterations again. The chaotic sequence y; (where
i=1,2,...,M x N) is obtained. The chaotic sequence y; is
substituted into the following formula to obtain the processed
one-dimensional sequence y:

yi = floor(y; x 10'*) mod W. ©))

sort function

scrambling image P»

logistic mapping
logistic mapping
sequence
improved Baker
transformation
logistic mapping
key’

—

4%» image P; A; cipher image C

16 small images

chaotic S-box cyclic
shift tansformation

segmentation processing

orthotopic XOR

plaintext image P keyo <

Fig. 2. Flowchart of encryption process.
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Step 7 Convert a one-dimensional sequence ! into a two-
dimensional array B with a size of M x N. The adjacent-side
XOR operation is performed with the encrypted image P; ob-
tained from the first step of diffusion. The specific description

{

where E; refers to the i-th element of image P;.

is as follows:

Ci=E @B, i=1,

C
Ci=E®E_19B;, i#1,

(10)

In summary, the diffusion process for the encrypted im-

age P> ends. And the diffused image is denoted as C.

(k)

Thus, the cipher image C is obtained. The encryption flow

chart of the algorithm is shown in Fig. 2.

4. Results of simulation experiment

The simulation experiments in this paper are performed
with the software Matlab R2017a. The computer configura-
tion used is a 2.80-GHz CPU, 8§ GB of memory and Microsoft
Windows 10 operating system. In order to verify the effec-
tiveness of the above algorithm, in this paper, Lena, Girl, and
House gray digital images with a size of 256256 are selected
as the plain images in the simulation experiment.

Fig. 3. Four image encryption/decryption experiment results: (a) Lena, (b) cipher image, (c) decoding image, (d) Girl, (e) cipher image, (f) decoding
image, (g) House, (h) cipher image, (i) decoding image, (j) Lena2, (k) cipher image, (1) decoding image.
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The encryption and decryption results of Lena, Girl, and
House grayscale images are shown in Fig. 3. In addition, the
chaotic image encryption algorithm is also suitable for the en-
cryption of color images. We only need to decompose the
color image into three grayscale images, and then use the algo-
rithm to encrypt the three grayscale images, and finally com-
bine them into a color cipher map. Experiments are performed
using a Lena color image, and the results are still shown in
Fig. 3.

5. Security analysis

5.1. Exhaustive attack analysis

5.1.1. Key space analysis

The key is the core of the entire cryptosystem. Usu-
ally, the more the parameters and the larger the key space, the
higher the difficulty in deciphering is and the more secure the
encryption system. The key space analysis in the algorithm is
mainly to prevent possible exhaustive attacks.'>?"! The key
of this paper is as follows: the chaotic initial value and con-
trol parameters of the logistic chaotic mapping formula in the
scrambling and diffusion stage of the plain image; and key,,

specifically, ao, bo, X0, Yo, U1, U2, U3, us, and key. If the com-

(b)

puting precision of the computer is 1074, the key space of
the algorithm proposed in this paper is 10'2°. In Refs. [21,22]
proposed was the algorithms with key spaces of 10%° and 108
respectively. Therefore, the algorithm proposed in this paper
has a larger key space value, and this value meets the security

requirements of the key space.

5.1.2. Key sensitivity analysis

In order to test the sensitivity of the key, the initial val-
ues xo and yo of the chaotic system are increased by 10~
respectively, with the other keys unchanged. The image is de-
crypted using the correct key and a slightly altered key. The
experimental object is a Lena grayscale image. Figure 4 shows
the test results. Figure 4(a) shows that using the correct key
for decryption, the original image can be correctly decrypted.
Figure 4(b) shows the use of the key xo = xo + 10~ !4 for de-
cryption. Figure 4(c) shows the use of the key yo = yo + 10~
for decryption. It can be clearly observed that the two images
obtained by being decrypted with the wrong key have no in-
formation containing the original image at all. Therefore, the
algorithm is very sensitive to encryption keys and has high

confidentiality.

Fig. 4. Key sensitivity test: (a) decrypt with the correct key, (b) decrypt with wrong key, (c) decrypt with wrong key.

5.2. Statistical attack analysis

5.2.1. Histogram analysis

The histogram statistics of the encryption system is
mainly the area that reflects the distribution of image pixel
values. After the image is encrypted, the image is not rec-
ognized after encryption, and its statistical characteristics will
also change accordingly. Generally, the histogram distribution
of the plain image is concentrated. After processing by the
encryption algorithm, the more uniform the pixel value dis-

tribution of the cipher image, the more ideal it is. That is,

the more uniform the histogram looks, the better the image
is.[?3-2] Figure 5 shows the histograms of the plain and ci-
pher images of Lena, Girl, and House, respectively. The ex-
perimental results show that the pixel values of the plain im-
age are unevenly distributed, and the pixel values of the cipher
image obtained by the algorithm are evenly distributed in the
whole pixel space, and the pixel gray value appears in a range
of [0, 255]. The probabilities are almost equal, and it can be
analyzed that it is difficult for an illegal attacker to use the sta-
tistical properties of image pixel values to recover the original

image.
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Fig. 5. Histogram of plain and cipher images: (a) Lena plain histogram, (b) Lena cipher histogram, (c) Girl plain histogram, (d) Girl cipher histogram,

(e) House plain histogram, (f) House cipher histogram.

5.2.2. Adjacent pixel correlation analysis

The high correlation of adjacent pixels of an image is an essential feature of digital images. In order to resist the statistical
attacks, the correlation of adjacent pixels must be reduced, and the smaller the correlation coefficient, the better the encryption
performance is.[?27! In order to analyze the correlation of adjacent pixels, taking the Girl gray image for example, 10* pixel
points are randomly selected for correlation analysis. Their correlation coefficients are calculated according to Eqs. (11) and
(12).1281 Table 2 shows the correlation coefficients of the three grayscale images in three directions before and after encryption.
Figures 6(a), 6(c), and 6(e) show the distribution of adjacent pixel correlations of the plain image of Girl in three directions.

Figures 6(b), 6(d), and 6(f) show the adjacent pixel correlation distributions of the cipher image of Girl in three directions.

Table 2. Correlation of adjacent pixels.

Direction Plain image Cipher image
Lena Girl House Lena Girl House
Horizontal 0.9721 0.9599 0.9874 —0.0005 0.0053 0.0018
Vertical 0.9775 0.9561 0.9831 —0.0057 —0.0086 —0.0166
Diagonal 0.9675 0.9330 0.9699 0.0032 —0.0012 —0.0022
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Fig. 6. Adjacent pixel correlation between pre-encrypted and encrypted images:
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(a) horizontal correlation of Girl image, (b) horizontal correlation of

cipher, (c) vertical correlation of Girl image, (d) vertical correlation of cipher, (e) diagonal correlation of Girl image, (f) diagonal correlation of cipher.

Table 3. Comparisons among correlation coefficients of images.

Image Lena Ref. [21] Ref. [22] Ref.[29] Ref. [30]
Horizontal —0.0005  0.0214 0.0114 —0.0074  0.0008

Vertical —0.0057  0.0465 —0.0011 0.0069 0.0016
Diagonal 0.0032 —0.0090 —0.0032 —0.0191 0.0115

In addition, in Table 3 the gray-scale image Lena is taken
for example, and the experimental results of its adjacent pixel
correlation with other algorithms are compared. All experi-
mental results prove that the cipher image correlation is greatly
reduced after encryption by the algorithm, which can better re-
sist statistical attacks based on correlation analysis.

cov(x,y)

Ty = —F——, 11
= /Db) o

where
1 N
cov(x,y) = N Y i—E®)(i—EW)),
i=1
DW=V EW2 Ew=L1Tx (2
Ni+1 l ’ Ni=l "

5.2.3. Information entropy

In this subsection the information entropy analysis in se-
curity analysis is conducted. It is a measure of the order of
information. The closer to a uniform distribution the proba-
bility distribution of image pixel values, the larger the infor-
mation entropy is and the smaller the information entropy. In
particular, When there is a probability that the pixel values are

equal, the image information is the largest.[*!3>] The image
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information entropy is given by Eq. (13). In Table 4 listed are  this paper is effective.

the information entropy of the plain and cipher maps of the o
three grayscale images. The experimental results show that H(s) = i p(s)log, 1 (13)
i=0

the information entropy of each plain image is significantly p(si)

different from the theoretical value, and all pixel values of the Table 4. Information entropy of plain images and cipher images.

cipher image appear with almost equal probability. In Table 5
. . Images Lena (256x256) Girl (256x256) House (256x256)
the gray-scale image Lena is taken for example to compare the

Plain images 7.3218 7.2575 6.3323

results of the information entropy experiment with those from T
Cipher images 7.9975 7.9973 7.9975

other algorithms. This proves that the algorithm proposed in

Table 5. Comparison among results of information entropy.

Image Lena (256x256) Ref. [21] Ref. [22] Ref. [29] Ref. [30]
Plain image 7.3218 - - - -
Cipher image 7.9975 7.9993 7.9969 7.9963 7.9970

5.3. Cropping attack analysis

Cropping attack is also a common attack method for an attack to image encryption, launched exerted by an illegal attacker. 33!

Therefore, in order to test the resistance of the image encryption algorithm to the cropping attack, proposed in this paper, the
cipher graph of the experimental object House in four degrees is cut, then the correct encryption key is input to execute the
decryption program, and the decrypted image is observed. Figure 7 shows the experimental results. It can be seen that even if
the cipher image is cropped by 1/2 degrees, the plain image can still be recognized after being correctly decrypted. Therefore,
the chaotic image encryption algorithm proposed in this paper possesses a certain resistance to cropping attacks.

(b)

Fig. 7. Recovery after tailoing attacke at different degrees: (a) 1/16-degree cropping and decrypting image, (b) 1/8-degree cropping and decrypting image,
(c) 1/4-degree cropping and decrypting image, (d) 1/2-degree cropping and decrypting image.

5.4. Noise attack analysis

In a real-time transmission channel, there is often noise that affects the plain image. Noise attacks are also a way to verify
the robustness of cryptosystems.>*=%! In order to evaluate the ability of the encryption algorithm to resist noise in this paper,
different salt and pepper noise are added to the House cipher image, and the correct key is used for decryption. The experimental
results are shown in Fig. 8. The experimental results show that the encryption algorithm of this paper has better resistance to
noise attacks.
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(c)

Fig. 8. Cipher image adds different degrees of noise and corresponding de-
cryption maps: (a) cipher and decrypted image with noise intensity of 0.01,
(b) cipher and decrypted image with noise intensity of 0.05, (c) cipher and
decrypted image with noise intensity of 0.1.

6. Conclusions

In this work, a new image encryption algorithm is pro-
posed. It is based on an improved baker transform and chaos
S-box.
manipulated primarily using an improved baker transform

In the image scrambling phase, the plain image is

method. On the other hand, in the image diffusion stage, the
chaotic S-box is referenced and the initial key is processed.
It also performs XOR operations on image, key, and chaotic
sequences. The experimental results and security analysis
prove that the digital image encryption algorithm proposed in
this paper is effective in resisting multiple attacks; in other
words, the image encryption algorithm proposed in this pa-
per is highly secure and excellent encrypted randomness. In

addition, in the future direction of work, we can not only start-

ing from the existing encryption methods, improve or propose
new encryption methods for chaotic image encryption, but also
starting from the chaotic system, improve or propose a more
efficient chaotic system, which can be applied to the image
encryption algorithms.
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