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The image’s least significant bit (LSB) covers lots of the details that have been commonly used in image encryption
analysis. The newly proposed fractal sorting vector (FSV) and FSV-based LSB chaotic permutation (FSV-LSBCP) is
a novel chaotic image encryption cryptosystem introduced in this article. The FSV-LSBCP effectively strengthens the
security of the cryptographic scheme concerning the properties of the FSV. Key analysis, statistical analysis, resistance
differential attack analysis, and resistance to cropping attacks and noise attacks are the focus of the suggested image
encryption cryptosystem. The security experiment shows that the cryptosystem is adequate to achieve the desired degree of

security.

Keywords: chaotic image encryption, fractal sorting vector, bit-level permutation, FSV-based LSB chaotic

permutation
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1. Introduction

Research on image security has gained widespread pub-
licity in recent years.!'™ With the development of cryptogra-
phy as an important image authentication tool, image encryp-
tion has attracted a great deal of attention.>°! The researchers
incorporated the chaos technique into image encryption and
provided several useful chaotic image encryption studies.!’~!7}

Image encryption algorithm based on chaos consists of
pixel scrambling and pixel diffusion within the context of
the cryptanalysis image encryption scheme of Fridrich.!'®! In
the design of chaotic image encryption algorithms, bit-level
permutation simultaneously realized the pixel uncertainty and
pixel diffusion, which enhances the security of image encryp-
tion algorithm.!'=2% In Ref. [23], the original image was di-
vided into 8 binary images, then the 8 binary images were en-
crypted respectively, and then synthesized into a gray-scale
encrypted image. In Refs. [24,25], a bit-level permutation ap-
proach was implemented to color the image encryption. The
pixel-based bit exchange could exert a certain encryption ef-
fect, but it would do better with bit-level scrambling based on
bit planes. In Ref. [26], the bit in the pixel was scrambled into
its neighboring pixel, so that the direction of the bit varied be-
tween each plane. In Ref. [27], by applying rank and column
encryption to each binary bit plane, the image algorithm real-
ized the bit-level permutation. In Ref. [28], the 8 bits of each
pixel were split into the four most important bits on the left

DOI: 10.1088/1674-1056/abda35

and the four least significant bits on the right. The LSBs were
independently encrypted. In Ref. [29], the right four bits of
each pixel were scrambled separately, while the left four bits
were encrypted as a whole part. In Ref. [30], the bit positions
of the image’s LSB planes were scrambled, and thus leaving
the other planes on the left unchanged.

By analyzing the above-mentioned bit-level permutation
methods, they can be divided into two categories: bit permu-
tation on all bit planes and bit permutation on least signifi-
cant bit planes. The bit permutation on LSB planes does not
scramble all bits, while the result is almost the same as that on
all planes. The normal LSB-based bit-level image encryption
method only performs independent bit scrambling in each bit
plane. There is no bit position conversion between bit layers in
the process of scrambling. Therefore, there is also more space
for progress in the encryption effect obtained by the present
chaotic image encryption methods based on bit permutation
on LSB planes. To solve these problems, a novel LSB chaotic
permutation based on FSV is proposed to exchange all neces-
sary bit positions of the image. The proposed method changes
the bit positions of the four different planes of the LSB of the
image and reduces the information about the relation among
the four LSB planes that contain the main information about
the image. The proposed bit-level permutation can not only
increase the range of pixel values changed by bit permutation,
but also improve the ability to resist cryptanalysis with the ap-
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plication of chaotic systems. It is worth noting that the itera-
tively generated FSV will enhance the algorithm’s encryption
performance to some degree.

The rest of this article is structured as follows. The ba-
sic principles and iterative algorithm of FSV, and chaotic LSB
permutation based on FSV, are given in detail in Section 2. In
Section 3, the FSV-LSBCP based image encryption and de-
cryption algorithms are presented. In Section 4, the experi-
mental results are discussed. Finally, some conclusions are
drawn from the present study in Section 5.

2. Proposed methods

Inspired by Refs. [31-37], we introduce a new vector with
fractal properties in order and analyze its characteristics in the
application of image encryption in this section.

2.1. Basic concepts of FSV

Definition 1 A vector V = {vj,va,...,v,} € R is
called a sorting vector if the elements in the vector are com-
posed of positive integers 1,2,...,N and the element values at
any two different positions are different. In other words, V is a
sorting vector such that any of the following statements holds
true:

vieNT i=12....n,
min(V) =1,

max (V) = n,

vqe =V if and only if a =b.

(1

Based on Definition 1, we define a class of vector with prop-
erties similar to the fractals as follows.

Definition 2 Sorting vector V = {v{,v2,...,v,} € R*"
is called fractal sorting vector (FSV), if there are the following
properties:

1) the distribution of elements in the vector is overall ir-
regular;

2) the ordering of elements in each sub-vector with the
same length is self-similar;

3) vector V can be generated by iteration.

2.2, Iterative algorithm of FSV

According to the definitions above, we give a class of
fractal sorting vector construction method based on addition
and multiplication between vector and number as follows.

Based on any initial vector V[l € R™!V'")  where 1(V)
represents the length of the vector V, we iterate it according to
the following steps to obtain FSV V*.

Step 1 Calculate the iteration vector V2 according to the
following iteration rules:

VE = (v} VR 2}, BV} e RV,
VR = vl (vl ) — 1)+ v @
i=1,2,..., (v,

l(v[2]) = l(V“]) X l(vll]) = [2(\/[1])7

where V{i} represents the i-th sub-vector of V, and V(i) de-
notes the i-th element of V.

Step 2 Repeat the following general term formulas to
obtain the higher-order FSV, v,

vil={yil{} vily vt e RO,
vingy = v vty — 1y v, 3)
i=1,2,..., (v,

(Vi) = 1=ty (vt = v i),

Step 3 Obtain an FSV V* of any length from the follow-
ing equation:

vi={veviy<ivy, )

where V" is a generated FSV calculated from steps 1 and 2,
and (V") > 1(V*).

Through the above steps, we can obtain the FSV V* of
any length, by combining the actual needs and the appropriate
number of iterations. The relationship between FSV and the
initial iteration vector can be expressed as a function:

ve= i iv)). ©)

Based on these steps, we propose the pseudo-code to im-
plement the iterative calculation of FSV as shown in Table 1.

Table 1. Pseudo-code of algorithm for FSV.

Algorithm 1. The pseudo-code of iteratively generating algorithm for FSV

1. Set initial vector V with the length n

2. While length(V)<length(V*), Do

3. Vimax ¢ max(V)% Calculate the maximum value of V.
4., Forj=1:n

5. B{j} + (V(j)—1) X Vmax +V

6. End

7. A<« [B{1},B{2},...,B{n}]

8. n<length(V)

9. i+i+l

10. End

11.Fork=1:n

12. If V(k) >=length(V*), Delate(V (k))
13. End

14. Return V* «V

2.3. FSV based LSB chaotic permutation

The least significant bit of the image covers most of the
information,?®! and the eight binary planes of peppers are
shown in Fig. 1. The human eyes can clearly distinguish the
information among the first four planes, but nothing from the
last four. The information weight of the eight binary planes
and their cumulative rates are shown in Table 2. The right four
bits cumulatively contain 94.12% of the information. Process-
ing the right four bits can be applied to the image encryption
to improve the efficiency of the algorithm while ensuring se-
curity.
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(e) ()

Fig. 1. Eight binary planes of peppers: (a) 8th, (b) 7th, (c) 6th, (d) 5th, (e) 4th, (f) 3rd, (g) 2nd, (h) Ist.

Table 2. Information weights of bit planes.

Bit plane Weight Rate (%) Cumulative rate (%)

8th 128 50.20 50.20
7th 64 25.10 75.29
6th 32 12.55 87.84
S5th 16 6.27 94.12
4th 8 3.14 97.25

3rd 4 1.57 98.82
2nd 2 0.78 99.61

1st 1 0.39 100.00

Based on FSV and LSB permutation, a novel FSV-based
LSB chaotic permutation method is proposed as follows.

Step 1 Represent each pixel in grayscale image into 8
bits. And use a tensor T3 to represent the image represented
by the bit.

Step 2 Denote the 8 layers of the tensor as P3, Py, P, Ps,
Py, P3, P, P; in sequence, where P is a binary image com-

f
s

bit exchange based o
FSV & index of
chaotic sequence

no change

posed of the highest bit and P is a binary image consisting of
the lowest bit.

Step 3 Press the upper left, upper right, lower left, and
lower right sub-block positions to compose Ps, Py, Ps, Ps into
a binary image P sp.

Step 4 Exchange the position of each bit in P gg by the
permutation vectors of the FSV and the ascending chaotic se-
quence index, successively.

Step 5 Split the new permuted binary image P’y ob-
tained in Step 4 into Py, P;, F¢, P according to the sub-block
positions in Step 3.

Step 6 Restore P, Py, F;,
grayscale image.

With the above six steps, the FSV-based LSB shaotic per-
mutation of the image is realized. For better understanding,

5> P4, P3, P>, Py to a new

the flow chart is shown in Fig. 2.

4

Fig. 2. Process of FSV-based LSB chaotic permutation.
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3. Image encryption algorithm based on FSV-
LSBCP

3.1. Two-dimensional chaotic system

In many chaotic systems, the Henon map has simple oper-
ations and can generate two chaotic sequences. And the Henon

map is defined as[*®

{xn-&-l:]_a'x%"")’m 6)

Y1 = b-xy,

where a = 1.4 and b = 0.3 make the map reach a chaotic state.
The application of the Henon map can make the image encryp-

tion method more difficult to predict and efficient to operate.

3.2. Encryption method

Image encryption method based on FSV-LSBCP is intro-
duced in detail step by step in this subsection. Due to the flex-
ibility of the proposed FSV construction algorithm, the pro-
posed encryption algorithm, which is suitable to the images of
any size and shape, mainly consists of six steps as follows.

Step 1 Read the plaintext image into the computer and
mark it as P.

Step 2 Obtain an FSV of the appropriate length accord-
ing to the proposed construction algorithm.

Step 3 Generate a 128-bit character string A by us-
ing SHA-512 from P, and convert A into 3 decimals K =
[ki, k2, k3] as follows:

k=

a2t —1)+a(21)+1 12 o
_"_1 - 7 )

a2t)+a1+1)
ks = (a(6)+ 1) x (a(7) +a(8)+1)+1000,  (8)

a(i) = & (AG+87)10,
j=0

i=1,2,...,8. ©)

Step 4 Obtain the appropriate length chaotic sequences
Ci and C; by Henon map with the parameters [k}, &}, k3],
where k3 is the length of the deleted sequence to ensure chaotic
state, while k| and &}, are the initial parameters of chaotic sys-
tem. Setting private key [k4, k5], the parameters of the gener-

ated chaotic sequence are calculated as follows:

{k’l = mod (k; X k4, 1), (10)

k/2 = mod (k2 X ks,l),

where mod(,) is the remainder function, and [k4, ks] is the pri-
vate keystream.

Step 5 Permutate P into P’ by FSV-LSBCP according to
the FSV and the chaotic sequence C;.

Step 6 Diffuse re-segmented image P’ with C, by us-
ing the method shown below and denote the diffused image as

P =[p"(i)]:
P O={ e
h(i) = modqcz(i) X7 % 105J ,256), (12)

i>2 (1D

)

where @ denotes XOR operation, and | | is the round-up func-
tion.

The ciphertext image is obtained by using the above six
steps. The key sequence consists of [k;,k»,k3,ka,ks], which
are used for both image encryption and decryption. For easy
understanding, flow charts and examples of the above basis are
shown in Figs. 3 and 4, respectively.

plaintext kg’;é?{m private key
image kg ks
& [k1,k2, k3] [feasos]
A A 4
FSV generated initial value
. . FSV-LSBCP | |« o
by iteration [k1,K5, ks3]
)
chaotic
h 4 1 A 4
—_— sequence
repermuted Henon
image map
~— @@ chaotic
sequence 2
y _
encrypted pixel-level <
image diffusion

Fig. 3. Flow chart of encryption algorithm based on FSV-LSBCP.
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Remark 1 When the parameters of Eq. (6) are deter-
mined, different initial values can obtain different pseudo-
random sequences after the same iteration. The k| and k) cal-
culated from Eq. (10) are used as the initial values of Eq. (6),
that is, xo = k| and yo = k. Then the pseudo-random se-
quences generated by k| and k) can be obtained. The lengths
of these two sequences are determined by the size of the im-
age. At the same time, to avoid the unsatisfactory pseudo-
randomness caused by the system in the front part of the se-
quence not entering the mixed state, the first k3 elements of
each sequence are deleted and k3 elements are iterated and
converged at the end. The resulting pseudo-random sequences
conform to the size of the image and can be well applied to
encryption algorithms.

Remark 2 The hexadecimal sequence obtained by SHA-
512, after the calculation of Eqs. (7)—(9) can obtain k1, ky, k3.
These three keys are used as the keys generated by the plain-
text image, which can make the encryption algorithm have
good resistance to brute force attacks. The subjectively set
keys k4 and ks can effectively improve the ability of the en-
cryption algorithm to resist the selected plaintext attacks. This
key design method guarantees the comprehensive security of
the algorithm. At the same time, the keys pass through a se-
cure channel to avoid the possibility of the keys being stolen,
thereby ensuring the security of ciphertext information in the
key management.

(a)

—-——

3.3. Decryption algorithm

Using inverse transformation, the decryption and corre-
sponding experimental test can be completed by using the key
sequence provided in the encryption algorithm.

Step 1 Read the encrypted image into the computer. Call
the image matrix Pz = [pe(i)].

Step 2. Obtain an FSV of the appropriate length accord-
ing to the proposed construction algorithm.

Step 3. Obtain the chaotic sequences C; and C; by using
the previously described system and processing method with
the group key [k1, k2, k3, ks, ks].

Step 4. Back-diffuse re-segmented matrix Pz with C;
through using the method shown below and denote the back-
diffused image matrix as P; = [pL(i)]:

/(l):{pe(l)®h(l)7 l:1,

¢ Pe(i) ® pe(i—1) Dh(i), 13)

i>2.

Step 5 Permutate P, into Pf by reverse process of FSV-
LSBCP.

This concludes the decryption process, which is the re-
verse of the encryption process.
longer illustrated as space limitations.

The demonstration is no

3.4. Encryption and decryption simulation results

MATLAB 2017a software is used to conduct the en-
cryption and decryption in this study. The operation system of

e

Fig. 4. Image encryption/decryption results, showing (a) image of Fullgold, (b) encrypted Fullgold, (c) decrypted Fullgold, (d) image of Lena, (e)
encrypted Lena, (f) decrypted Lena, (g) image of peppers, (h) encrypted peppers, (i) decrypted peppers.
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the computer is a Microsoft Windows 10 system with Intel(R)
Core(TM) i5-7500 CPU. The encryption and decryption sim-
ulation results of three representative images, each with a size
of 512x512, are shown in Fig. 4. The simulation results il-
lustrate the accurate process of encryption and decryption in
terms of visual effect.

3.5. Encryption runtime comparison

LSB chaotic permutation reduces the operation of bit po-
sition transformation. This design can effectively reduce the
running time of the proposed encryption algorithm, and its
comparisons with the running times of some classic algorithms
are shown in Table 3. Through the comparisons, it can be

found that the proposed encryption method can effectively im-
prove the efficiency of image encryption.

Table 3. Comparisons among runtimes.

Method Ref. [21] Ref.[22] Ref. [24] Ref.[27] Ref.[30] Proposed

Runtime (s) 7.750 0.459 2.414 0.324 1.283 0.189

4. Security analysis

Numbers of experimental results and data comparisons
are provided in this section to check the supremacy and pro-
tection of proposed image encryption and decryption algo-
rithms based on FSV-LSBCP. The images, each with a size of
512x512 used for the experimental test, are shown in Fig. 5.

Fig. 5. Images used for experimental test on (a) baboon, (b) Barbara, (c) bridge, (d) couple, (e) crowd, (f) Fullgold, (g) Lena, (h) man, (i) peppers, (j)

plane.

4.1. Key analysis

According to the conclusion in Ref. [39], the cryptosys-

tem with keyspace larger than 210

is better at resisting brute-
force attacks. Due to the calculation accuracy and the selected
space of the initial matrix, the keyspace can be calculated as

follows:
1014><4 X 103 > 2195, (14)

where the selection space of ki, kp, k4, ks is 10' as the cal-
culation accuracy of the computer is assumed to be 1014, the
selection space of ks is 10°.

The key sensitivity test can detect the effect of small
changes of the correct key on the decryption of ciphertext.
Any accurate image cannot be decrypted unless the right key
K: = [ki, ko, k3, ka, ks] is used in the proposed cryptosys-
tem. The error keys Kj = [k; + 1074, ko, k3, k4, ks] and
Ky = [k1, ko +1071, k3, k4, ks] are used to decrypt the cipher-
text, respectively. There is no doubt that the wrong key cannot
obtain the correct decrypted image, and even if the two im-

ages are subtracted, no relevant information can be obtained.
The detailed simulation process of key sensitivity analysis is
shown in Fig. 6.

4.2. Statistical analysis

Kinds of statistical experiments and analysis are enumer-
ated to verify the reliability of the proposed algorithm as fol-
lows.

4.2.1. Histogram analysis

The ciphertext image histogram is a method used to cal-
culate the ability of an encryption system to object to a statisti-
cal analysis attack. This suggests that it is difficult to attack the
ciphertext image obtained by the encryption algorithm when
the histogram is smooth. As shown in Fig. 7, the histograms of
the encrypted and decrypted images have obvious characteris-
tics, where the histograms of the original images have various
fluctuations but the histograms of these ciphertext images are
very stable.
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(d)
Fig. 6. Key sensitivity test on (a) encrypted peppers with K;, (b) decrypted peppers with K, (c) decrypted peppers with K, (d) decrypted peppers with

K>, (e) absolute value of (c) minus (d), and (f) histogram of panel (e).

0

0 50 100 150 200 250

(f)

4000 4000 4000
(a) (b) (c)
3000 3000 3000
2000 2000 2000
1000 1000 1000
0 0 0
0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 25
4000 4000 4000
(d) (e) (f)
3000 3000 3000
2000 2000 2000
1000 1000 1000
0 0 0
0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250

Fig. 7. Histograms of (a) Fullgold, (b) Lena, (c) peppers, (d) encrypted Fullgold, (e) encrypted Lena, and (f) encrypted peppers.

4.2.2. Correlation coefficient

The correlation coefficient is a description of the correla-
tion between two adjacent pixels. For a flat image, its adjacent
pixel relationship is divided into three categories: horizontal,
vertical, and diagonal. The correlation coefficients of the three
directions of the ciphertext image obtained by a secure image
encryption algorithm should be small enough to resist attacks.
The correlation coefficients of the flat image are calculated as

follows: [40]

_cov(x,y)
™= JD/D0) (42

where
1N
E(x) = N ;x,,
_1 .
cov(x,y) = N Z (xi —E(x))(yi —E(y)),
i=1
| N
D(x) =5 ¥ (i~ E()?

Table 4 shows the comparisons of correlation coefficients
between the ciphertext images and the original images. The
correlation coefficients of the representative encrypted images
are generally very small. The mean values in the horizontal,
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vertical, and diagonal directions of the correlation coefficients
are —0.000271, —0.000358, and 0.000654, respectively. The
small standard deviations in the three directions indicate that
the proposed method is safe and stable.

The visual correlation results of the image peppers before
encryption and after encryption are shown in Fig. 8. The corre-
lations in the three directions of the two original images are all

concentrated around the line y = x of the coordinate system,
while most of the points are close to the line, which means
that the original images are relevant to each other. In contrast
to the correlation image of the ciphertext image, each point is
evenly distributed in the image range, which reveals that the

correlation of the encrypted image is weak.

Table 4. Correlation coefficients of images before and after being encrypted.

Plaintext image

Ciphertext image

Test image
Horizontal Vertical Diagonal Horizontal Vertical Diagonal
Baboon 0.865114 0.759020 0.726597 -0.000592 0.000489 0.001954
Barbara 0.862016 0.957878 0.840457 —-0.002477 -0.000677 -0.000377
Bridge 0.940173 0.928434 0.898313 0.002905 0.002018 —-0.001207
Couple 0.946397 0.953172 0.912011 0.001141 -0.002344 -0.000530
Crowd 0.973059 0.967565 0.943311 —0.002019 0.003986 0.000013
Fullgold 0.971099 0.974115 0.952639 0.001068 —-0.002412 0.001086
Lena 0.970906 0.984655 0.958729 0.000488 —0.000549 0.004539
Man 0.960615 0.969541 0.942613 0.002485 0.000598 0.000837
Peppers 0.980582 0.982251 0.970974 -0.004707 -0.000211 -0.001087
Plane 0.971448 0.964058 0.942496 -0.001002 -0.004474 0.001316
Mean -0.000271 —-0.000358 0.000654
Std 0.002364 0.002390 0.001726
E(a) 250 = Maso o (as0
2 = 200 ) o3
85 E —5 200 g > 200
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Fig. 8. Adjacent pixel correlation in (a) horizontal direction of peppers, (b) vertical direction of peppers, (c) diagonal direction of peppers, (d) horizontal
direction of encrypted peppers, (e) vertical direction of encrypted peppers, and (f) diagonal direction of encrypted peppers.

4.2.3. Information entropy
An important parameter that represents the randomness of
information is information entropy, which is expressed as[*!]

2L

H(sL)= Y p<si>log2$,

i=0 i

(16)

l

where descriptions of parameters such as s = [s;],., p(s;), and

s; are detailed in Ref. [41].

Table 5 accurately reflects the change in information en-
tropy of the image before and after encryption, that the in-
formation entropy after encryption is closer to the theoreti-
cal limit value. The standard deviation is 0.000060, which
is small, implying that the proposed algorithm is both safe and
stable.
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Table 5. Information entropy of plaintext and ciphertext images.

Test image Plaintext image Ciphertext image
Baboon 7.139099 7.999388
Barbara 7.459910 7.999256
Bridge 5.705560 7.999415
Couple 7.058103 7.999345
Crowd 6.789261 7.999411
Fullgold 7.477784 7.999253
Lena 7.218498 7.999309
Man 7.192588 7.999281
Peppers 7.592451 7.999341
Plane 6.705888 7.999310
Mean - 7.999331
Std - 0.000060

4.3. Analysis of resistance to differential attack

The resistance of encryption algorithms to differential
attacks can be tested by the number of pixels changing
rate (NPCR) and unified averaged changed intensity (UACI),
which are acquired as follows: 7!

LN 07 Cl(ivj):CZ(iaj)a
D(”)‘{l, e1(i, ) # €200, ) an
NPCR_Zw (I;)XIOO, (18)
UACI = l 1) — = 2N 00, (19)

where ¢ (i, j) and ¢, (i, j) are two pixel values of the same po-
sition (i, ) in the two different encrypted images; M and N
represent the image dimensions.

Table 6 shows the average values of the NPCR and UACI
among 100 random pixels at different positions. Selecting

the mean value of NPCR and UACI at random positions can

(a)

avoid the particularity of special positions in the calculation
process and the waste of time in obtaining the overall value.
The NPCR and UACI values of each image and their aver-
age values are close to the theoretical level 99.6094% and
33.4635%, respectively. Although the standard deviation of
UACI is slightly larger than that of NPCR, they are not very
large. This makes our algorithm stable while being safe, and
the proposed method is suitable for various types of images. In
general, the proposed method has a high resistance to the dif-
ferential attack. Therefore, the proposed encryption scheme is
verified to resist differential attacks.

Table 6. NPCR and UACI values of ciphertext images (%).

Test image NPCR UACI
Baboon 99.6086 33.4709
Barbara 99.6080 33.4727
Bridge 99.6147 33.4799
Couple 99.6147 33.4626
Crowd 99.6101 33.4436
Fullgold 99.6078 33.4874

Lena 99.6094 33.4215
Man 99.6125 33.4595
Peppers 99.6087 33.4707
Plane 99.6072 33.4633
Mean 99.6102 33.4632
Std 0.0028 0.0189

4.4. Resistance to cropping attacks and noise attacks

The cropping attacks and noise attacks are used to disrupt
the integrity of the ciphertext image, which will prevent the
attacker from obtaining the correct decryption information. In
the resisting cropping attacks experiment, the encrypted im-
ages at the degrees of 1/16 and 1/4 cropping are decrypted as

shown in Fig. 9.

()

Fig. 9. Decryption results after cropping attacks, showing (a) encrypted peppers with 1/16 degree cropping, (b) decrypted image of panel (a), (c)
encrypted peppers with 1/4 degree cropping, and (d) decrypted image of panel (c).

@)

Fig. 10. Decryption results after salt pepper noise attacks, showing (a) decrypted Lena after 1% noise, (b) decrypted Lena after 5% noise, (c) decrypted

Lena after 10% noise, and (d) decrypted Lena after 25% noise.
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Table 7. Comparisons of proposed method with other bit-level permutation encryption methods.

Criteria Ref. [21] Ref. [22] Ref. [26] Ref. [27] Ref. [42] Proposed
Information entropy 7.999350 7.998754 7.9976 7.998683 7.9967 7.999331
H 0.001465 —0.001600 0.0047 0.001847 -0.0020 —-0.000271

Correlation \Y 0.002711 0.000300 0.0118 0.001098 0.0010 —0.000358
D 0.001816 0.002200 0.0021 0.002304 -0.0259 0.000654

NPCR 0.995937 0.996093 0.9959 0.996083 0.9965 0.996102

UACI 0.334607 0.334640 0.3349 0.334521 0.3332 0.334632

In the experiment on resisting salt and pepper noise at-
tacks, the encrypted images with noise strengths of 0.01, 0.05,
0.10, and 0.25 are decrypted as shown in Fig. 10. The pro-
posed cryptosystem can effectively resist cropping attacks and
noise attacks and can decrypt identifiable plaintext images
from ciphertext images that have been damaged to varying de-
grees.

4.5. Comparison with other algorithms

In the previous part, the experimental results of several
indicators were introduced, and finally, the average values are
used to compare with the experimental indicators, and thus
comparing the proposed algorithm with other methods. The
comparisons of performance between the proposed encryption
scheme and other pixel-level permutation image cryptosys-
tems are list in Table 7.

The proposed algorithm presents good comprehensive ex-
perimental performance, showing that the proposed cryptosys-
tem is both safe and reliable.

5. Conclusions

A chaotic image encryption cryptosystem based on FSV-
LSBCP is proposed for achieving the image with any size in
this work. The basic concepts and iterative algorithm of FSV
The fast iterative FSV can effec-
tively improve the efficiency of encryption algorithms. The

are introduced in detail.

bit permutation of LSB can not only ensure the encryption
effect but also improve the encryption efficiency. Combined
with the dynamic characteristics of FSV, a new FSV-LSBCP
is presented. The chaotic image encryption and decryption al-
gorithm based on the FSV-LSBCP is constructed to encrypt
and generate ciphertext images with stronger resistance to at-
tacks. Through the comparison of encryption time, statistical
analysis, and analysis of resistance to differential attacks, the
proposed method proves to have a large enough keyspace, suf-
ficiently sensitive key, and unrivaled resistance to statistical
attacks and differential attacks.
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