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We generalize BB84 quantum key distribution (QKD) to the scenario where the receiver adopts a heralded quantum
memory (QM). With the heralded QM, the valid dark count rate of the receiver’s single photon detectors can be mitigated
obviously, which will lower the quantum bit error rate, and thus improve the performance of decoy-state BB84 QKD
systems in long distance range. Simulation results show that, with practical experimental system parameters, decoy-state
BB84 QKD with QM can exhibit performance comparable to that of without QM in short distance range, and exhibit
performance better than that without QM in long distance range.

Keywords: quantum key distribution, quantum communication, quantum memory, decoy state
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1. Introduction

Quantum key distribution (QKD)!!! can generate secure
keys between two distant users (usually named as Alice and
Bob), despite the presence of an eavesdropper (Eve), which
has made remarkable progress since 1984.12-% Generally, the
performance of QKD deteriorates with the increase of trans-
mission distance. To improve the performance of QKD, quan-
tum memory (QM) which has capability of receiving, storing,
and retrieving photons, can be applied in QKD systems. "]

Despite the technology of QM is not mature yet, the
characteristics of QM have been greatly improved, such as
long storage times,!3°! high fidelities,!'>'?! and high stor-
age efficiencies.!'3) More importantly, QM can work at
room temperature,'4161 which makes it more applicable
than before. Recently, works on QKD with QM have been
reported.[”-!7] The authors in Ref. [7] adopted heralded QMs to
enhance the performance of measurement-device-independent
QKD (MDI-QKD),!"8! while the authors in Ref. [17] utilized
a portable QM to realize free-space QKD.

In this paper, we investigate the performance of BB84
QKD with a heralded QM, which does not need entangle-
ment sources and can work with the widely used weak co-
herent sources (WCS). In order to combat the photon num-
ber splitting attacks!'???! caused by multi-photons in WCS,

21-24

the decoy-state method!>'=?4l is applied in our scheme. With

practical experimental parameters, we demonstrate that decoy-
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state BB84 QKD with QM can exhibit performance better than
that of without QM especially in long distance range.

2. Theory and security analysis of BB84 QKD
with QM

The QM can be used to receive, store and retrieve pho-
tons. According to Ref. [25], we denote the writing efficiency
as 1j,, which is the probability that the pulse sent by Alice
is stored in the QM. Alice and Bob know whether the pulse is
stored or not, because the QM is supposed to send out a herald-
ing signal when a photon state is successfully stored.?¢-28]
Tout TEPrESents retrieving probability of a pulse from the QM.

In our scheme (Fig. 1), Alice sends a sequence of en-
coded BB84 states to Bob. At Bob’s side, the QM stores
Alice’s pulses with probability 7;,, and reads out the stored
pulses with probability 1Moy In the present quantum key dis-
tribution systems, in order to reduce the dark count rate, Bob’s
single-photon detectors usually work with a gating mode, i.e.,
they only open when there is triggering signal. Usually Bob’s
single-photon detectors are triggered by the synchronization
signal of laser pulses, i.e., the gating repetition rate is the same
as the laser. Considering the heralding characteristic of the
QM, Bob can discard those recording events without being
heralded, i.e., the photon pulses are not successfully stored in
QM, resulting in substantially reduced dark count rate at Bob’s
side.
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Fig. 1. Scheme of BB84 QKD with a heralded QM. EM: encoding module;
DM: detection module.

Let 1, denote the transmittance in Bob’s side, which in-
cludes the internal transmittance of optical components and
detector efficiency. And 1, can be boiled down to the channel
transmittance.?°! Hence, the overall transmittance between
Alice and Bob, 1, can be expressed as

n=mnp10~ /10, (1)

where o denotes the channel loss coefficient, and L is the fiber
length.

In the framework of BB84 QKD with QM, n,,, repre-
sents the transmittance of an n-photon state given that Alice
sends an m-photon state before QM. Y, and nl;‘m respec-
tively represent the yield and transmittance at Bob’s side given
that the QM successfully stores and retrieves an n-photon state
when Alice sends an m-photon state. And Y,,, mainly comes
from two parts, one coming from the detector dark count rate,
the other from the detection of true signal. The combination
gives

Yn‘m = Yon\m + (1 - Yon\m) nl{l‘m ~ Yon\m + n::\m’ (2)

where YOn\m represents the conditional probability of a detec-
tion event at Bob’s side given that the QM successfully stores
an n-photon state but fails to retrieve it when Alice sends an
m-photon state, i.e.,

Y0, = YoCun™ (1 =)™ " Min (1 — Now)- 3)

And other quantities can be expressed as

Ny = Cpn" (1 =1)"", )
Mo = " (1= 1) " Min Nour. )

Note that, due to the assumption that the QM is heralded,
there will be no heralding signal if the QM stores no photons.
Hence, we have m > n > 0 in Egs. (2)—(5).

According to Egs. (2)—(4) and Ref. [24], we have the error
rate e,

eoYon‘m +eaMnjm

€nlm = Y‘ )
nlm

(6)

where eq is the probability that a photon hits a wrong detector,
and e is the error rate of the background.

Combining Eqgs. (1)—(6), the corresponding average gain
Q¢ and the average quantum bit error rate (QBER) E¢ Q¢ can
be expressed as

0: =Y Y YuPs )
m=1n=1
Ec‘;Qc‘; = Z ZYn\mPnéerdmv ®

m=1n=1

where & denotes the average photon number, and
P5 =e 5™ /m! represents the photon number distribution
for £ intensity.

Below let us give brief security analysis for our scheme

1301 the lower bound of secure

according to information theory,
key rate of QKD system is equal to the mutual information be-
tween Alice and Bob /(A : B) minus the mutual information

between Eve and Bob (Alice) I (B: E) (I(A : E)), that is
R=I(A:B)—I(B:E). 9)

When Bob’s detector has a no-click event or Bob chooses
the wrong measurement basis, there is no correlation be-
tween Bob’s measurement results and the data sent by Al-
ice, that is, /(A:B)=0. When Bob selects the right ba-
sis and detector has a click event, /(A:B)=1—H, (E¢).
H, (x) = —xlog, (x) — (1 —x)log, (1 —x) represents the bi-
nary Shannon information function. Therefore,

I(A:B)=(1-0¢) x0+Q¢ x [1 —Hy (E¢)].  (10)

For Eve, when Bob’s detector has a no-click event or
Bob chooses the wrong measurement basis, the data is dis-
carded and Eve cannot obtain valid information, I (B : E) = 0.
When Bob selects the right basis and detector has a click
event, there are two cases to discuss considering that QM has
heralding characteristic. First, when the sifted key is gener-
ated by the single-photon state, Eve can obtain information of
Hy (e)1).B" Second, when the sifted key is generated by the
multiple-photon state, Eve can obtain all information.

From what has been discussed above, the mutual infor-
mation / (B : E) can be expressed as

I(B:E)= Q) xHa (ey);) + Omui X 1. (11)

© m
Where Onui = Y Y Yn‘mPf,, representing the gain gener-
m=2n=1

ated by multiple-photon state. Then,
R=IA:B)—I(B:E)
= Q¢ [1 —Hy (E¢)| — Q11 Ha (€1)1) — Omuti X 1
= —Q¢Hh (Eg) + Qi [1 - Ha (enn)] - (12)

Considering that the error correction efficiency f is
slightly bigger than one, and Q; = YmPg, this formula can
be modified as

R=—Q¢fH (Ee) +YVi\ Py [l —Ha (eqy)].  (13)
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From the above security analysis, we now obtain the lower
bound of secure key rate for the asymptotic case.

3. The three-intensity decoy-state BB84 protocol
with QM
To implement the scheme of BB84 QKD with a heralded
QM, we employ the three-intensity decoy-state method, >*]
where Alice randomly modulates the WCS pulses into three
different intensities u, v, and 0 (u > v > 0).
Similar to Eq. (7), the gains of these two decoy states are

given by
oo m
Ou=Y Y YuPu, (14)
m=1n=1
oo m
Q=Y ) YuubPi (15)
m=1n=1

When any m > 2, the m-photon probability of WCS sat-
isfies
Bu s B B
PR TR
Combining Egs. (14)—(16), we have

(16)

;Qv_PgQu:YI\I(PIVPZM_PZVPIu)

+Z [(Ylln+Y2\n+' ’ '+Yn|n) (P;P;_PZVP;)}

n=3

> Yy (PP — Py PY). a7

By solving inequality (17), the lower bound of the single-
photon yield Y, lL“ is given by

quQv_szQu

L _
=N e

(18)

When & = v, we can use Eq. (8) to work out the upper
bound of the single-photon error rate e%’“,

EVQV
PYy;

el < e = (19)

4. Numerical simulations

In practical QKD systems, statistical fluctuations have
to be considered. Here for simplicity, we assume the
channel fluctuation satisfies a Gaussian distribution, and we
adopt the Gaussian analysis method to estimate the chan-
nel parameters.3?] Here the number of standard deviations in
Gaussian approximation analysis method is reasonably set as
6.4, corresponding to a failure probability of 10710, We sim-
ulate all results in this section based on the experimental pa-
rameters listed in Table 1.

Table 1. Simulation parameters for decoy-state BB84 QKD with and with-
out the heralded QM.

M (%)
14.5 6.02 1.5 0.5 0.2 1.16

Yo (1076) eq (%) ep o (dB/km) f

First, considering different 1, and 7oy, We investigate
the performance of decoy-state BB84 QKD with the her-
alded QM. For comparison purpose, we also investigate the
performance of decoy-state BB84 QKD without QM. Here
for simplicity, we assume 10, and 7oy, With the same value,
i.e., MM = Min = Mout-
efficiency of the state-of-art quantum memory can reached

Moreover, considering the storage

92%,1°! we reasonable set Nom = 1,0.8,0.5 in our simula-
tions, corresponding simulation results are shown in Fig. 2.
As shown in Fig. 2, with reasonable ngm < 1,13 the perfor-
mance of BB84 with QM is slightly worse than that of without
QM in short distance range; However, due to the heralding
feature of QM, which can reduce the valid dark count rate of
Bob’s single photon detectors, the performance of BB84 QKD
with QM is obviously better than that of BB84 without QM in
long distance range.

< _ R
% - — QM= . \
< 0.8 \
ngm = 0.
ol QM : .
- Nqu=0.5 | |
—— BB84
—_12tL

0 80 160 240

Transmission distance (km)

Fig. 2. Comparison between decoy-state BB84 QKD with and without
QM.

Then, we study the effect of statistical fluctuations on
decoy-state BB84 QKD with and without QM, and corre-
sponding results are shown in Fig. 3. From Fig. 3, we can see
that the performance of BB84 with and without QM degrades
with the decrease of the total number of pulses N. However,
due to the reduce of valid dark count rate by QM, the perfor-
mance of BB84 with QM is still better than that of without
QM.

Qig _g| — —BB8410O Vo
S — — BB84 10'°

- — — BB84 10°

—— BB84-QM 10'!

—— BB84-QM 10'°

R p— BB84-QM 10°

n 1 n 1 n 1 n 1 n
0 60 120 180 240 300
Transmission distance (km)

Fig. 3. Statistical fluctuations on decoy-state BB84 QKD without QM
and with QM. Here, we reasonably set 1qu as 0.8.
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5. Conclusion

In conclusion, we have investigated the performance of
decoy-state BB84 QKD with a heralded QM. Due to the mit-
igation of the valid dark counts of Bob’s single photon de-
tectors, the transmission distance of decoy-state BB84 QKD
can be greatly extended, which shows the feasibility of adopt-
ing QM in practical QKD systems. Furthermore, our present
method can also be extended to the measurement-device-
independent quantum key distribution (MDI-QKD) protocol,
and it could show even more interesting characteristics. We
believe our work will provide a valuable reference for re-
searchers both in QKD and QM.
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