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It is shown that the non-Gaussian operations can not only be used to prepare the nonclassical states, but also to
improve the entanglement degree between Gaussian states. Thus these operations are naturally considered to enhance the
performance of continuous variable quantum key distribution (CVQKD), in which the non-Gaussian operations are usually
placed on the right-side of the entangled source. Here we propose another scheme for further improving the performance of
CVQKD with the entangled-based scheme by operating photon-addition operation on the left-side of the entangled source.
It is found that the photon-addition operation on the left-side presents both higher success probability and better secure key
rate and transmission distance than the photon subtraction on the right-side, although they share the same maximal tolerable
noise. In addition, compared to both photon subtraction and photon addition on the right-side, our scheme shows the best
performance and the photon addition on the right-side is the worst.

Keywords: non-Gaussian operations, continuous variable, quantum key distribution, photon-addition opera-

tion
PACS: 03.67.—a, 05.30.—d, 42.50.Dv, 03.65.Wj

1. Introduction

Quantum key distribution (QKD)!!'=3] has been con-
sidered to be an unconditional security scheme, which is
protected by the quantum mechanics principle, such as
the Heisenberg uncertainty principle!® and the noncloning
theorem.!”) Generally, there are two kinds of types for real-
izing the QKD proposal, i.e., discrete variable (DV) QKD and
continuous variable (CV) QKD.[8-15! In the CVQKD proto-
col, the information of key bits is usually encoded by Alice
(the sender) in two quadrature components of the optical field,
while for the DVQKD protocol, the information of key bits is
transmitted by the polarization of a single photon. This point
is different from each other. On the other hand, for the former,
Bob (the receiver) at the recipient port can decode the secret
information by using high-speed and high-efficiency coherent
detections, instead of a single-photon detection used in the lat-
ter. Thus the CVQKD protocol can achieve higher secret key
rates especially in short transmission distance. In addition, the
CVQKD protocols are more compatible with most classical
telecommunication technologies. Based on these two reasons,
much attention has been paid to the CVQKD systems. How-
ever, the performance of CVQKD for long distances is unsat-
isfactory.

In order to eliminate the short-distance problem, many
efforts have been devoted to improving the secure transmis-
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sion distance of CVQKD and lots of remarkable progress have

[16] and experimentally.[17!8]

been made both theoretically
For instance, due to the efficient error correction codes, the
CVQKD protocols with the discrete modulation, 920! first
proposed by Leverrier and Grangier theoretically,?!! can be
used to improve the secure distance to a great extent un-
der the condition of the low signal-to-noise ratio (SNR). In
addition, when the discrete-modulated scheme is applied to
the measurement-device-independent (MDI) CVQKD,?? it
is shown that the maximal transmission distance can be im-
proved compared to that of the MDI CVQKD with the Gaus-
sian modulation.?3! Here we should notice that, in these
discrete-modulated CVQKD protocols, the corresponding se-
curity proofs have not been rigorously demonstrated both the-
oretically and experimentally, and a way equivalent to the
Gaussian modulation is still employed under the condition of
a very small modulation variance. Actually, in the conven-
tional Gaussian modulation CVQKD, the security of CVQKD
against collective attack/?*! and coherent attack>>! has been
proved theoretically, say the Gaussian-modulated coherent
states CVQKD (i.e., the well-known “GG02” protocol).[26]
Based on the Gaussian-modulation idea, a scheme of CVQKD
with a multidimensional harmonic is proposed to improve the
secure transmission distance.[?” In experiment, the field tests
of CVQKD systems have lengthened the maximal transmis-
sion distance to 50 km over commercial fiber.!!'”! Very re-
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cently, a remote experiment CVQKD proposal has been pro-
posed to extend the transmission distance to 202.81 km, which
shortens the performance gap with the current point-to-point
DVQKD systems. 8]

Except these methods above for extending the transmis-
sion distance of CVQKD, on the other hand, some local
non-Gaussian operations are introduced to achieve this same
purpose, 8371 due to the fact non-Gaussian operations can be
used to further distill the entanglement, such as photon addi-
tion (PA),[8401 photon subtraction (PS),383%41421 quantum

5,431 and photon catalysis operations. 8] For ex-

scissor:
ample, the noiseless linear amplification (NLA) has been used
to improve the maximal transmission distance roughly by the
equivalent of 201log;, g dB losses (g is the gain of the NLA) be-
cause of its compensation of the losses.[**>% The PS-CVQKD
protocol 236 has been proposed to improve its performances
including secret key rate, maximal tolerable excess noise, and
transmission distance. It is worth mentioning that the event
of implementing non-Gaussian operations is probabilistic, es-
pecially for the success probability of the PS being less than
25%, which inevitably makes Alice and Bob lose more effec-
tive information. Recently, the performance of CVQKD is in-
vestigated when non-Gaussian operations are acted on both
sides of the channels,** including PS, PA, and photon catal-
ysis. It is shown that the PA operation performs the worst,
although the PA presents higher success probability than the
PS. However, the non-Gaussian operations are usually placed
in mode B on the right-side of the entangled source. Here
we propose another scheme for further improving the perfor-
mance of CVQKD by operating PA operation in mode A on
the left-side of the entangled source, under the entanglement-

It is shown that the PA operation on the left-side presents bet-
ter secure key rate and transmission distance than the PS on
the right-side, although both of them share the same maximal
tolerable noise. Compared to both PS and PA on the right side,
the proposed scheme shows the best performance. It is worth
noting that the right (left) side of the entangled source means
the mode from the entangled source to the quantum channel
(from the entanglement source to the heterodyne detection at
Alice’s port (see Fig. 1)).

The rest of this paper is organized as follows. In Sec-
tion 2, we first introduce the EB version of the APA-CVQKD
and then achieve the relationship between input and output
characteristic functions (CF) after general non-Gaussian oper-
ations, which is helpful to obtain the covariance matrix before
the detections of both Alice and Bob. In Section 3, we give the
performance analysis of the APA-CVQKD under the security
against the collective attack. Finally, our main conclusions are
drawn in Section 4.

2. The EB version of the APA-CVQKD

Figure 1(b) is our scheme, i.e., the EB version of the
APA-CVQKD. Here the sender, Alice, first prepares an EPR
entangled source (also called two-mode squeezed state) on
modes A and B, keeping mode A for going through the single-
photon addition and the heterodyne detection on the left side of
Fig. 1(b), while sending the other mode B through an insecure
quantum channel to the receiver, Bob, for performing the ho-
modyne detection. After Alice and Bob share two correlated
Gaussian variables, the secret key rate can be extracted by the
post-processing including reconciliation and privacy amplifi-

based (EB) version of CVQKD, denoted as the APA-CVQKD. cation.

: p—>LS<—o| F»RSe—
B(T) | |m) P T 5 : ;
A - A E : Alice :A ﬂ [1) } A H @ E . Bob :
L_ 1 H 1 /) | B H 4 1 H
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Fig. 1. (a) The schematic diagram of non-Gaussian operation. States |m) and |n) are, respectively, Fock state in auxiliary mode C |¥), :

in: any input

state; |¥),,: output state after non-Gaussian operations; B(T'): beam splitter with a transmittance 7. (b) The schematic diagram of the PA-embedded
CVQKD; Einstein—Podolsky—Rosen (EPR): two-mode squeezed vacuum state, LS: left-side, RS: right-side, 7. and €: quantum channel parameters.

In theory, the EPR entangled resource can be gen-
erated by acting a two-mode squeezing operator S (r) =
exp{rla’s" —ab]} on a two-mode vacuum state [0,0)5p on
modes A and B, which is expressed as

|TMSV>AB =9 (r) |070>AB

= V1-22*""10,0) a3, (1)

where A = tanhr = /(V—1)/(V+1) with a modulation

variance V. The CF of EPR entangled resource can be calcu-
lated as

1 1
(@) = exp | - Jnlaf = SmlpP
X exp B(aﬁ+a*ﬁ*)b3} (2

with by = by = cosh2r, by = sinh2r.
In order to discuss the performance of APA-CVQKD, we
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need to achieve the covariance matrix before Alice and Bob’s
detections. For this purpose, we first introduce the relation
of CF between the input and output states after general non-
Gaussian operations. As shown in Fig. 1(a), non-Gaussian op-
erations, including PS, PA, and photon catalysis, can be real-
ized with an asymmetrical beam splitter and condition mea-
surement of photon number detector. The case for m > n
means the PA, while the cases for m < n and m = n are the
PS and the quantum catalysis, respectively. In particular, for
the case of single-photon as input and zero-photon detection,
the single PA is achieved. In the following, we shall consider
the single PA on Alice’s left-side, which is different from pre-
vious works that the non-Gaussian operations are often placed
on Alice’s right-side.

For an arbitrary input state p, using the Weyl representa-
tion of density operators, i.e.,

+oo dzn
p =/_w 7x(n)D(—n)7 (3)

where x (1) denotes the CF of p and D (1) = exp(na’ —n*a)
denotes the displacement operator, then the CF of the output
state after undergoing the general non-Gaussian operation is
shown as

+oo 42
Xout (@) :/ 1

. ﬁ%in (M) 2m (M) X (M2), “4)

where n; = o/vR — n\/T/R,n2 = n/vVR — a/T/R
(R=1-T). xin(n) is the CF of input state and x; (x) (j =
m,n) denotes the CF of the Fock state |j) with

1
1500 =exp (= 5 b L) ®

where L;(-) are the Laguerre polynomials, and T is the trans-
missivity of the asymmetrical beam splitter.

Thus, according to Egs. (2), (4), and (5), the CF after the
single PA operation can be calculated as

tou(@.B) = it (@B)F (@) (©
where A = A+/T and
2

is the success probability of performing the single PA,
Xin2 (@, B) denotes the CF of the EPR obtained by replacing
A with A = AT in Eq. (2), and F(c, ) denotes the non-
Gaussian term resulted from the single PA, which is given by

1-A%)R
mmmz%_p¥u@f) ®)

withC=a—AB*/\/1— A2,

In general, we assume that Eve is more powerful to con-
trol the quantum channel which is characteristic of transmit-
tance 7 and excess noise €. If Bob received the resulting state
Pa,B, after going through the quantum channel, then the final
CF of output state is given by

eT./R.+1
exp (_C/C+R0|ﬁ2)

2
Afin ((X’B) = F (0 0) xin,i(a’ \/TCB)
xF(a,VTp), ©)

with R, = 1 — T,.. When the CF is known, we can derive some
average values of operators consisting of two orthogonal com-
ponents, such as

82
(@) == 5510,p:0,0) (10)
P P1=0
2 82
(A1) =~ 532(01,0:0,0)| (11)
dq
1 q1=0
2
< 1 2> aplapz ( 1 2) p1,p2=0
82
<ﬁ]ﬁ2> = %(QI,O;(]Z,O) ) (13)
941992 91,92=0

where & = g1 +ip1,f = g2+ ips.
Thus, using Egs. (9)—(13), the covariance matrix I" of the
final CF prior to the homodyne detection can be expressed as

[ wl zo,
r= (7). a9

where [ is a 2 x 2 identity matrix, 0, = ((1) f)l ) is a Pauli

matrix and

w =28 +¢&,
v =20 +&,
7 =206 +8, (15)
with
(1+T)by +R
T+Rb+1 '
(14+T)by+R (b1by —b3) T
T+Rb;+1
+(eT./R.+ 1),
VTNTh;
Rbi+14+T’
(b1 +1)
VRby +1+T’
[VTbs//(bi + VIVT

& = VRb 14T (16)

Equation (14) is just the covariance matrix corresponding

& =
&=

& =
& =

to the non-Gaussian states before Alice and Bob’s detections.
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However, for non-Gaussian states, it should be noticed that
equation (14) cannot be directly used to calculate the secret
key rate. It is fortunate that one can employ a lower bound
on secret key rate to describe the secure performance based
on a Gaussian state with the same covariance matrix shown in
Eq. (14), where K™ > KOG (K™" and K© are the secret key
rates of the non-Gaussian and Gaussian states with the same
covariance matrix, respectively).

3. Performance analysis of APA-CVQKD

In this section, we shall pay attention to the calculation
of secret key rate for our scheme in the asymptotic limit, and
provide the corresponding performance analysis.

3.1. Secure key rate

From the viewpoint of attack strategies executed by Eve,
there exist three kinds of attacks: individual attack, collec-
tive attack, and coherent attack. For simplicity of calculations,
here let us focus on the asymptotic secret key rate for reverse
reconciliation under the collective attack which is the optimal-
ity of Gaussian attacks. According to the extremality theorem
of Gaussian quantum states, the secret key rate K™" for our
scheme in the asymptotic limit can be written as

K™ = F (0,0){BI(A: B)—S(B: E)}, 17)

where F (0,0) is the success probability for implementing the
single-photon addition given in Eq. (7), B is the reconcili-
ation efficiency, I (A: B) is the Shannon mutual information
between Alice and Bob. It is noticed that Alice and Bob per-
form heterodyne and homodyne detections, respectively, thus
I(A: B) can be derived using Eq. (14), i.e.,

I(A:B):llogz( (w+ 1y (18)

2 w+1)v—2z2’
and S(B: E) is the Holevo bound which means the maximum
information available to Eve on Bob’s key, i.e.,

S(B: E) = S(E)—S(E|B)
= S(AB)—S(A|B). (19)

Here we have assumed that Eve can purify the whole sys-
tem so that S(E) = S(AB) and S(E|B) = S(A|B), in which
S(AB) is a function of the symplectic eigenvalues A;, of I"
and S(A|B) is a function of the symplectic eigenvalue A3 of
rhem — i —z0,(vI+1)"" (z0,)", S(AB) and S (A|B) can be
calculated as

2 | —
S(AB) = Y.G Wz 1],
j=1
S(A|B) = G[’hzl}, (20)

with G (x) = (x+1)log, (x+ 1) — xlog, x and

Mo = 5 Vst a2z v,

do = M=) @1

1%

3.2. Performance analysis

After deriving the secret key rate in the asymptotic limit,
in this subsection, we shall first compare the success proba-
bilities for the PS and PA cases, and then mainly focus on the
security analyses for our scheme in terms of the secret key rate,
the transmission distances and the tolerable excess noises.

According to Eq. (17), one can see that the success prob-
ability is closely related to the secret key rate. Thus, we first
compare the success probabilities between the PS and the PA
as a function of A and T, as illustrated in Fig. 2. Distinctly, the
success probability of implementing the PA is always higher
than that of the PS, especially at the ranges of small squeezing
A and low transmittance 7. This case makes it possible that
the secret key rate with the PA-CVQKD can be higher than
that with the PS-CVQKD.

1.0

a, 0.5

0.5
A

Fig. 2. The success probability as a function of squeezing parameter A
and transmittance 7 for single-photon subtraction and single-photon addi-
tion operations.

Actually, there are some non-Gaussian operations em-
ployed to improve the performance of EB-based CVQKD,
such as the PA in mode A, the PA in mode B (denoted as BPA-
CVQKD) and the PS in mode B (denoted as BPS-CVQKD).
The latter two cases correspond to the case where the non-
Gaussian operation is on the right side of the entangled source.
Here we make a comparison about the performance of the se-
cret key rate under these three schemes above. In Fig. 3, we
show the secret key rate as a function of transmission dis-
tance and squeezing parameter A at given some parameters
€=0.01, § =0.95, and A = 0.45, 0.50, 0.55, 0.60, 0.65, 0.70,
0.75, 0.80, 0.85, 0.90, 0.95, 0.999, when optimized over the
transmittance 7. From Fig. 3, it is not difficult to see that
the maximal transmission distance and the optimal secret key
rate of both APA-CVQKD and BPS-CVQKD show a clear
advantage over the BPA-CVQKD. In addition, our proposed
APA-CVQKD scheme under the same accessible parameters
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presents higher secret key rates than the BPS-CVQKD. To fur-
ther see these points, at fixed parameters € = 0.01, f = 0.95
and A = 0.95, we further compare the three schemes in terms
of secret key rates changing with the transmission distance for
optimal choices of T in Fig. 4(a), and the optimal values of T
corresponding to the maximum secret key rates are shown in
Fig. 4(b). From Fig. 4(a) it is shown that the secret key rate for
the original CVQKD (black solid line) shows the best perfor-
mance within a short distance. The reason is that the secret key
rate for several non-Gaussian schemes may be restricted by

its implementation probability at short-distance ranges. How-
ever, it can be surpassed by both our scheme (APA-CVQKD)
and BPS-CVQKD at long-distance ranges, especially for our
scheme because of the higher probability of the PA compared
to the PS case (see Fig. 2). The corresponding optimal T
is about 0.666 < T < 0.670 for the long distance transmis-
sion, see Fig. 4(b). In addition, the PA operation in mode B
is the worst one among these schemes including the original
CVQKD. The main reason may be that the PA operation on
right side introduces more noise.[**]

N 0.4 —— [ - -
041 BPA- CVQKD . BPS-CVQKD| 041 o) APA-CVQKD
v )
% 0.3 0.3 =
> 2 >
2 0.2 % 0.2 g
= *5 ey
9 0.1 \ o Y
) O
19} n 19}
0 1.0 % \\\ 1.0
5 " \ . 7
Tra QIJS . ang
nSIis 30 Ibl&& A
on . 400.7 On 0.4
d]sta d1St
e e ,
In) 1“111)

Fig. 3. The secret key rate of (a) the BPA-CVQKD, (b) the BPS-CVQKD, and (c) the APA-CVQKD as a function of transmission distance and A for
given tolerable excess noise € = 0.01, f = 0.95. A = 0.45, 0.50, 0.55, 0.60, 0.65, 0.70, 0.75, 0.80, 0.85, 0.90, 0.95, 0.999.

O T T T T
<o 10 (a)  redline APA-CVQKD 4
- ] blue line BPS-CVQKD
& 107 E green line BPA-CVQKD 3
ﬁ lo—2b black line original- CVQKD
Q 2.5%10-1F "
s 103L s H
- T BN
\2.0X10~ R

g 104L .. Nl
W
8 1075 " 108 112
9 3 ~. 1
n N

1076 1 1 1 LN
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1.0 — : : :
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: N green lines BPA-CVQKD
\
\
g 0.8+ \ .
N
0.7} S~ .
0.6 j
0-54 50 100 150 200

Transmission distance (km)

Fig. 4. (a) The optimal secret key rates over transmittance 7' of the APA-CVQKD (red line), the BPA-CVQKD (green line), the BPS-CVQKD (blue
line), and the original protocol (black line) as a function of transmission distance when € = 0.01, A = 0.95, = 0.95. (b) The optimal 7' changing with

transmission distance for the maximal secret key rates in panel (a).

Next, we further consider the effects of different reconcil-
iation efficiencies 3 and tolerable excess noises € on the whole
system performance. For several different values of § and &,
we plot the secret key rate as the function of the transmission
distance in Fig. 5. For a comparison, both the BPS-CVQKD
and the BPA-CVQKD cases are also shown here. From Fig. 5,
it is shown that the transmission distance of all these schemes
increases with either the increase of § or the decrease of &€,
as expected. It is interesting that, for different excess noises
(Fig. 5(b)) or reconciliation efficiencies (Fig. 5(a)), the perfor-
mance of our scheme is the best, allowing a longer transmis-
sion distance and a better secret key rate. While the perfor-
mance of the BPA-CVQKD is still the worst.

On the other hand, the tolerable excess noise is often

used as an important factor of evaluating the performance of
the CVQKD. Figure 6 shows the tolerable excess noise of all
the schemes as the function of the transmission distance at
given parameters 3 = 0.95 and A = 0.95. It is worth men-
tioning that the two curves for both APA-CVQKD and BPS-
CVQKD schemes are exactly coincident, which implies that
the success probability of non-Gaussian operations has no ef-
fect on the maximal tolerable excess noise corresponding to
the condition of K™" = 0, but on the special case when the
distance is given. In addition, it is interesting that our scheme
at long distance range can present better stability in contrast of
the original CVQKD and BPA-CVQKD schemes, because the
curve for APA-CVQKD has a tiny change with the increase of
transmission distance. For instance, for our scheme, the max-
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imal tolerable excess noise can approach about 0.0183 over
the transmission distance of 293 km, which implies that when
the tolerable excess noise of quantum channel has a low value
€ € (0,0.0183), the proposed scheme can satisfy the require-
ment of long-secure transmission distance with higher secret

key rates.
100 T . T T T
i~ red lines APA-CVQKD (a)
—'; 10-1 blue lines BPS-CVQKD ]
& v\green lines BPA-CVQKD
wn
h=t —2F \ -
3 10 |
% 10-3F . o -
SO NN L e
o NN e
g 1074 60 3
-
15}
5 1075f E
o}
n .
10-6 1 i 1 1 A 1
0 50 100 150 200 250
Transmission distance (km)
100 T T T T
/%\ red lines ~ APA-CVQKD (b)
S 10-1 blue lines BPS-CVQKD ]
& ™ green lines BPA-CVQKD
wn A
= -
3 10—2f 4
< 10k ]
b
>
g 104} i
-
[
5 107°F 4
[
N A
10-6 ! I AT N
0 50 100 150 200 250

Transmission distance (km)

Fig. 5. The secret key rate of the APA-CVQKD, the BPA-CVQKD, the BPS-
CVQKD, and original protocol as a function of transmission distance when
the transmittance 7 is optimized for given different values of (a) f = 0.95
(solid lines), B = 0.90 (dash lines), B = 0.85 (short-dot lines), A = 0.95
and € = 0.01; (b) € = 0.01 (solid lines), € = 0.02 (dash lines), € = 0.03
(short-dot lines), A = 0.95 and 8 = 0.95.
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Fig. 6. The tolerable excess noise of the APA-CVQKD (red line), the BPS-
CVQKD (blue line), the BPA-CVQKD (green line), and the original proto-
col (black line) as a function of transmission distance when T is optimized
for given f = 0.95 and A = 0.95.

4. Conclusions

In this paper, we have shown an improved performance
of CVQKD with the photon-addition on the left-side of the

entangled source under the EB scheme. Using the relation
between the CF and the average values, we derived the co-
variance matrix between the legitimate communication par-
ties prior to the corresponding detections. Then based on the
Gaussian optimality theorem, we further discussed the lower
bound of secret key rate for our scheme against the collective
attack. It is found that the photon-addition operation on left
side presents both higher success probability and better secure
key rate and transmission distance than the photon subtraction
on right side, although they share the same maximal tolera-
ble noise. In addition, compared to both photon subtraction
and photon addition on right side, our scheme shows the best
performance and the photon addition on right side is the worst.
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