CHrinese PuysicaL Sociery | IOP Publishing

CPB

Chinese Physics B

http://cpb.iphy.ac.cn https://iopscience.iop.org/journal/1674-1056

Dynamical robustness of networks based on betweenness against multi-node attack

Zi-Wei Yuan (% %£7%), Chang-Chun Lv(2 K45), Shu-Bin Si(7] 34%), Dong-Li Duan(B% %< °7)
Citation:Chin. Phys. B, 2021, 30 (5): 050501. DOI: 10.1088/1674-1056/abd468
Journal homepage: http://cpb.iphy.ac.cn; http://iopscience.iop.org/cpb

What follows is a list of articles you may be interested in

Electrical properties of mxn cylindrical network

Zhi-zhong Tan(i% 5 1), Zhen Tan(i#5z)
Chin. Phys. B, 2020, 29 (8): 080503.  DOI: 10.1088/1674-1056/ab96a7

Explosive synchronization of multi-layer frequency-weighted coupled complex systems

Yan-Liang Jin(4:Z 5%), Lin Yao(&k#K), Wei-Si Guo(¥B4E ), Rui Wang(F i), Xue Wang(F %), Xue-Tao Luo(¥ 5
%)
Chin. Phys. B, 2019, 28 (7): 070502. DOI: 10.1088/1674-1056/28/7/070502

Detecting overlapping communities based on vital nodes in complex networks

Xingyuan Wang(F % 7t), Yu Wang(EF), Xiaomeng Qin(Z=/)N5), Rui Li(Z*%), Justine Eustace
Chin. Phys. B, 2018, 27 (10): 100504. DOI: 10.1088/1674-1056/27/10/100504

Empirical topological investigation of practical supply chains based on complex

networks

Hao Liao(Z#7F), Jing Shen(iL.1#), Xing-Tong Wu(5 24 ), Bo-Kui Chen([%:1#4%), Mingyang Zhou(J& HH )
Chin. Phys. B, 2017, 26 (11): 110505.  DOI: 10.1088/1674-1056/26/11/110505

Pattern dynamics of network-organized system with cross-diffusion

Qiangian Zheng(X8 {1 A1), Zhijie Wang(F E.7), Jianwei Shen(H 2 )
Chin. Phys. B, 2017, 26 (2): 020501. DOI: 10.1088/1674-1056/26/2/020501


http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/abd468
https://doi.org/10.1088/1674-1056/abd468
http://cpb.iphy.ac.cn/
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/ab96a7
https://doi.org/10.1088/1674-1056/ab96a7
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/28/7/070502
https://doi.org/10.1088/1674-1056/28/7/070502
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/27/10/100504
https://doi.org/10.1088/1674-1056/27/10/100504
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/26/11/110505
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/26/11/110505
https://doi.org/10.1088/1674-1056/26/11/110505
http://cpb.iphy.ac.cn/EN/10.1088/1674-1056/26/2/020501
https://doi.org/10.1088/1674-1056/26/2/020501

Chin. Phys. B Vol. 30, No. 5 (2021) 050501

Dynamical robustness of networks based on
betweenness against multi-node attack”

Zi-Wei Yuan(3 472, Chang-Chun Lv(&K:#)!2, Shu-Bin Si(7] 43 5%)12>7,

and Dong-Li Duan(EB{ %573

1 School of Mechanical Engineering, Northwestern Polytechnical University, Xi’an 710072, China

2Key Laboratory of Industrial Engineering and Intelligent Manufacturing (Ministry of Industry and Information Technology), Xi’an 710072, China

3School of Information and Control Engineering, Xi’an University of Architecture and Technology, Xi’an 710311, China

(Received 2 September 2020; revised manuscript received 4 December 2020; accepted manuscript online 17 December 2020)

We explore the robustness of a network against failures of vertices or edges where a fraction f of vertices is removed
and an overload model based on betweenness is constructed. It is assumed that the load and capacity of vertex i are
correlated with its betweenness centrality B; as Bie and (1+ (x)Bie (6 is the strength parameter, « is the tolerance parameter).
We model the cascading failures following a local load preferential sharing rule. It is found that there exists a minimal o,
when 6 is between 0 and 1, and its theoretical analysis is given. The minimal ¢, characterizes the strongest robustness of
a network against cascading failures triggered by removing a random fraction f of vertices. It is realized that the minimal
o, increases with the increase of the removal fraction f or the decrease of average degree. In addition, we compare the
robustness of networks whose overload models are characterized by degree and betweenness, and find that the networks
based on betweenness have stronger robustness against the random removal of a fraction f of vertices.

Keywords: complex network, robustness, betweenness, critical threshold

PACS: 05.10.—a, 64.60.aq, 89.75.-k, 89.75.Hc

1. Introduction

Complex networks have become a common focus in dif-
ferent fields such as biology, medicine, transportation and
power grid due to the fact that many real-world systems can be
represented as complex networks.[!~1% The robustness of net-
works is one of the central topics of complex networks.!!1=17]
Robustness refers to a network’s ability to keep its normal
functioning when errors, failures or environmental changes
occur. The robustness of networks can be classified into two
categories: static robustness and dynamical robustness. Static
robustness is about how the structure of a network changes
after removing vertices or edges from the network. Obvi-
ously a network will be discomposed into several small-scale
networks after removing a group of vertices or edges, which
makes the network disable to function properly. Dynamical
robustness discusses the ability of a network with dynamical
behaviors to adjust its activity to retain its basic function when
the network is subject to errors or failures. The dynamical
behavior in networks complicates the cascading process, and
maybe a single-node failure can induce the whole network to
collapse.

Many studies have been devoted to discussing static ro-
bustness. Callaway et al. studied percolation on graphs with
completely general degree distribution, giving exact solutions
for a variety of cases, including site percolation, bond percola-
tion, and models in which occupation probabilities depend on
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vertex degree.!'8 Albert e al. explored error and attack toler-
ance of complex networks, and they found that scale-free net-
works are extremely vulnerable to the selection and removal of
a few nodes that play a vital role in maintaining the network’s

(191 Holme et al. studied the response of complex

connectivity.
networks subject to four different attacking strategies includ-
ing: removals by the descending order of the degree and the
betweenness centrality, calculated for either the initial network
or the current network during the removal procedure. Several
existing complex network models as well as real-world net-
works of scientific collaborations and Internet traffic are nu-
merically investigated.**! Lyer et al. studied the effect on the
change of the network structure of removing vertices based on
four centrality measures./?!! Zhang et al. studied the robust-
ness of small-world networks under three attacks and it was
found that the increase in rewiring probability and average de-
gree effectively enhances the network robustness.'??) Buldyrev
et al. extended the study on complex networks from a single
non-interacting network to interdependent networks, and they
developed a model for understanding the robustness of inter-
acting networks subject to the failure of a fraction of nodes. >3]
Gao et al. developed a general analytical framework for study-
ing percolation of 7 interdependent networks.>*! The network
topology plays an important role in static robustness. For ex-
ample, the response of homogeneous networks to random and
targeted attack is identical, while heterogeneous networks are

robust to random attack but fragile to targeted attack.[!"]
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Researchers have found that the dynamical behavior of
networks considering the physical quantities on vertices and
the flow of physical quantities between vertices is in agree-
ment with some cases in reality because vertices of the real-
world networks always carry materials, energy, information
or other forms of load, for example, each vertex deals with a
load of power in power transmission grid. Thus the dynami-
cal robustness has attracted much attention. Motter et al. in-
troduced a model for cascading failures in complex networks
in which the initial load of a vertex is related to the shortest
paths passing through the vertex and its capacity is propor-
tional to its initial load.[?>! The authors of Refs. [26,27] also
studied the cascading process using the model that is based on
the shortest paths. In Ref. [26], the capacity of a vertex was
represented as the Heaviside step function in which whether
or not each vertex was assigned to some extra capacity was
controlled by two parameters. In Ref. [27], the capacity al-
location mechanism of a vertex considered not only the extra
capacity but also the topological structure. Wu ef al. stud-
ied the onset and spreading of cascading failures on weighted
heterogeneous networks by adopting a local weighted flow re-
distribution rule where the weight and tolerance of a node is
correlated with its link degree.”8! Wang e al. investigated the
cascading failure on weighted complex networks by removing
a single edge and adopting a local weighted flow redistribu-
tion rule based on degree.!*”! Mirzasoleiman e al. studied
the tolerance of cascaded failures in weighted networks with
three weighting strategies including the betweenness central-
ity of the edges, the product of the degrees of the end nodes
and the product of their betweenness centralities. >’ Wang ef
al. proposed a local protection strategy to address the problem
of the optimal defense in the cascading propagation where the
neighboring nodes of an overload node provide some protec-
tion resource to this node.’!! Lv et al. developed a quanti-
tative approach to examine the cascading overload condition
based on the structure connectivity when a fraction f of nodes
were attacked randomly and explored the critical threshold
against cascading failures with two types of load redistribu-
tion rule.3? The above references are about cascading failures
based on overload models. Network self-recovery is another
topic of dynamical robustness, which refers to the capacity of
spontaneous recovery after networks collapse by restoring the
failed nodes or edges. Majdandzic et al. explored the behavior
of dynamical networks when node recovery is taken into ac-
count and found the spontaneous emergence of macroscopic
‘phase-flipping’ phenomena, which showed that the fraction
of active nodes z switches back and forth between the two net-
work collective modes characterized by high network activity
and low network activity.[33] Shang discussed the robustness
of complex networks by considering localized recovery (LR)
strategy and developed a theoretical framework to compare

the effect of random recovery (RR) and localized recovery
(LR) strategy.®* Gallos et al. proposed a simple and effective
self-healing strategy where each node decides independently
whether to create a new link depending on the fraction of
neighbors it has lost.[3>) Shang revealed the effect of varying
self-healing capability on network robustness and developed
analytical tools to deal with this problem using degree dis-
tribution as the only input.’®! Besides node recovery, Shang
also studied a network model with arbitrary degree distribu-
tions possessing natural link oriented recovery mechanisms, in
which a failed link can be recovered if its two end nodes main-
tain sufficient proportions of functional links. It was found
that the self-healing effect induces distinct resilience charac-
teristics for scale-free networks under random failure and in-
tentional attack, and a resilience crossover has been observed
at certain level of self-healing. 3]

Many works mentioned above on cascading failures
based on overload models refer to the case of a single ver-
tex or edge being removed. Malfunction in real systems may
be also caused by failures of a part of their components. An
example is the blackout in Northern America, which was in-
duced by the voltage overload of three circuits. Another ex-
ample that exists in our daily is public traffic system. In trans-
portation network, it can be seen that several road sections are
blocked at the same time, which gives rise to traffic conges-
tion especially during the evening rush hour. Thus multi-node
attack on networks should attract more attention to understand
the failure mechanism in real systems further. Furthermore,
betweenness is a centrality measuring the number of shortest
paths between pairs of vertices that pass through a given ver-
tex. Betweenness has practical significance in many real-work
systems. For example, the shortest paths are common choices
in the transportation networks and on the internet data always
travels along the shortest paths. Therefore, in this article, we
explore a dynamical process that seizes two aspects: a frac-
tion of vertices is removed and an overload model is related to
betweenness.

In the rest of this article, in Section 2 we describe the
overload dynamic model and the normalized avalanche size
that quantifies the robustness of the whole network. In Section
3 we give the theoretical analysis of critical threshold o,. In
Section 4, simulation results about the critical threshold o
are presented. In Section 5, we compare the robustness of
networks against cascading processes based on two overload
models. The conclusion is given in Section 6.

2. Overload dynamic model

In the dynamical process, the load on vertices and the flow
of the load between vertices are considered. According to the
local load preferential sharing rule, the load of each removed
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vertex is redistributed to its neighboring vertices. If the up-
dated load of a vertex exceeds its capacity after redistribution,
the overload failure occurs and redistribution continues. The
iterative process does not stop until there are no overload fail-
ures or the system collapses. We assume that the initial load
of the vertex i is

F,=BY, (1)

where 0 is the strength parameter, B; is the betweenness of the
vertex i. If the vertex j is a neighbor of the vertex i, the extra
share added to the vertex j from the vertex i is proportional to
the initial load of the vertex j

0 po
B; Bj
ZaGF,-Bg’

where [ is the set of neighboring vertices of the vertex i. When

AFj; = 2)

a fraction f of vertices is removed from a network at random,
these removed vertices belonging to the neighbors of the ver-
tex j will redistribute their load to the vertex j, so the total
additional load of the vertex j, which is denoted as AFj, is

A, j)BYBY

AFj=Y"

9 I
i=1 Zaeﬂ Ba

where fN is the number of initial removed vertices, A is the

3)

adjacent matrix of a network, where A(i, j) = 1 if the vertex
i and the vertex j are connected and A(i, j) = O otherwise. In
addition, each vertex has its capacity that is the maximum load
a vertex can handle. The capacity of a vertex is proportional
to its initial load

Cj=(+a)F;, “)

where « is the tolerance parameter. If F; 4 AF; > C;, the ver-
tex j fails and its load is redistributed to its neighboring ver-
tices, which may induce other vertices to fail. Obviously the
larger the tolerance parameter « is, the less likely the total load
of a vertex will exceed its capacity.

Following the previous measure index of networks’ ro-
bustness against cascading failures,?>38! we adopt the nor-
malized avalanche size S = ZQ’I S;/ (N — fN) to quantify the
robustness of the whole network, where S; is the avalanche
size caused by removing the vertex i, fN is the number of ini-
tial removed vertices. When fN vertices are removed, N — fN
is the largest number of vertices that can fail. Figure 1 shows
the normalized avalanche size S as a function of the tolerance
parameter ¢. As is expected, the avalanche size S becomes
smaller as the tolerance parameter « increases. The value
of o which makes the avalanche size S change from a finite
value to zero is called critical threshold a.. When a > o,
the avalanche size S is equal to 0 and no cascading failure oc-
curs. When a < o, the avalanche size S is greater than 0,

which means some vertices or the whole network is broken.
The smaller the threshold ¢ is, the more robust the network
is against cascading failures.

1.0

Fig. 1. Normalized avalanche size S as a function of tolerance param-
eter @ for different removal fractions f with the overload model based
on betweenness. The avalanche sizes for f = 0.1 (squares), f = 0.2
(circles), f = 0.3 (triangles) are presented. These results of numerical
simulations are the average of 10 realizations of a single BA network
with N = 1000, m = 2, my = 2. o is the critical threshold where phase
transition appears and any value « that is greater than o, ensures there
are no cascading failures in a network.

3. Theoretical analysis of critical threshold

In manmade networks the capacity of a vertex is limited
by cost and resource. To acquire the strongest robustness by
using minimal cost and resource, we attempt to find the min-
imal tolerance parameter that ensures there is no cascading
failure in the network. First the initial load and capacity of a
vertex can be seen in Egs. (1) and (4), respectively. The redis-
tribution rule according to which the load of a removed vertex
is redistributed to other vertices is presented in Eq. (2). The
additional load that an intact vertex gets is shown in Eq. (3).
To avoid cascading failures, the total load of a vertex after a
fraction f of vertices is removed should remain

Fi+AF; < Cj, 5

the following condition should be satisfied,
IN A(i, j)B? BY
B§+i21;a;;95g(1+am. ©)
The first term of the left hand side of the inequality is the load
of the vertex j, the second term of the left hand side of the in-
equality is the total additional load from removed vertices, so
the left hand side of inequality represents the total load of the
vertex j. The right hand side of the inequality is the capacity
of the vertex j. To avoid cascading failures, the total load of a

vertex should be no more than its capacity.
If the betweenness of the vertex i is B;, the probability of
a vertex that has betweenness B’ being connected with the ver-
tex i can be represented as the condition probability P(B'|B;),

we have
B/=Bmi\x 0
Y BS= Y kP(B|B)B", ©)
acl; B/:Bmin

050501-3



Chin. Phys. B Vol. 30, No. 5 (2021) 050501

where Bpax and B, are the maximum and minimum of be-
tweenness; k; is the number of neighboring vertices of the ver-
tex i.

It has been shown in Ref. [30] that BA networks do not
show any significant betweenness-betweenness correlations,
thus we can write

P(B'|B;) = P(B'). (8)

From Egs. (7) and (8), we have

B'=Bpax
Y B = Z k;P(B = k;(B®). )
aEE B, mm
From Egs. (6) and (9), we have
DB _ (10)

i=Zl ki <B 9> -

The critical threshold ¢ is set to the maximum value of
the left hand side of the inequality (10) so that for any value
of o that is larger than the critical threshold ¢, there are no
cascading failures in networks

& AGJ)BY

0. = max — 1), (11)
¢ (,Zi ki(B?) )

To get the maximum value of the left hand side of the

inequality (10), we need to make some approximations. For

Eq. (11), in the case of 6 > 0, we have BY/(k;(B%)) <
Bglax/ (kmin <B

ac—max<zk(zm>“> Zmax<§’m>, (12)

i=1

9>) < Bglin/(kmin<36>)’

%)), o can be approximated as

in the case of 8 < 0, we have B? /(k;(B
0, can be approximated as

SN 0 SN A \RO
(xcmax(ZA()Bmm) 2max<ZA(l’])Bi) (13)

i=1 kmin (B) i=1 ki(BY)

Here the extreme case is considered to get the critical
threshold. Assume that all the fN initially removed vertices
are neighboring vertices of the vertex j, thus each removed
vertex will redistribute extra load to the vertex j. The total
load of the vertex j is the largest in this case. Of course the
number of vertices redistributing extra load to the vertex j is
limited by the degree k; of the vertex j. Thus it needs to be
discussed separately. When the number of initial removed ver-
tices is less than the degree of the vertex j, i.e., fN < k;, there
are at most fN vertices that are neighboring vertices of the ver-
tex j redistributing load to the vertex j. When the number of
removed vertices is more than the degree of the vertex j, i.e.,
fN > kj, there are at most k; vertices as neighboring vertices
of the vertex j redistributing load to the vertex j. Thus two
conditions are considered:

when fN < kj,
for6 > 1
ax (fZNA(i,j)Br%ax) _ SNBhw
i=1 kmin<Be> kmm<B9>
NB NB,
= SNBmax — _J]: : ?’le;—(xc (6=1); (14)
kmm]{/ Z Bi(Bi;x) e
=
for 6 <0
i=1 kmin<Be> kmm <B >
N N
= 1{ > f =0 (60=0). (15)
X LZ(B, )9 Kmin
min
Nl:] Bl“ln
when fN > k;,
for6 > 1
i=1 kmm <B9> km1n<B9>
_ k'BmaX > ]f’BIZ; = (6=1); (16)
IHIl’lN Z B (Bmdx> i
for 6 <0

= (6=0). (17)

k
ko lg B; o Kmin
miny | : Bunin

i=

As we can see, we have (0 >1) > . (60 =1) and
0 (6 <0) > 0 (6 =0) in two conditions. Thus the network
has its strongest robustness at 0 < 6 < 1. Although our for-
mula can not deduce exactly the value of 6 at which the min-
imal o is obtained, we can roughly estimate where the mini-
mal o appears by the numerical analysis.

4. Simulation result

Simulations are performed to verify the result of theoret-
ical analysis. The simulation processes are as follows: Step
one: build a BA network with N vertices.?1 (1) Start with a
small number my of vertices, there is no link between pairs of
these vertices. (2) Add a new vertex and link the vertex to my
initial vertices. (3) Calculate the cumulative degree distribu-
tion of all vertices beginning with a vertex so that each vertex
has a probability value p, then add a new vertex. (4) Generate
a random value r. (5) Compare r with probability p of each
vertex already at present one by one. If r < p, link the new
vertex to the vertex corresponding to p and stop comparing.
(6) Repeat process (4) and (5) m times, create m links between
the new vertex and vertices already at present. (7) Repeat pro-
cess (3), (4), (5) and (6) N —mg — 1 times, a network with size
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N is built. Step two: randomly choose and remove a fraction f
of vertices. Step three: redistribute the load of these removed
vertices to their neighboring vertices, giving rise to the change
of the load of intact vertices. Step four: compare the load of
each vertex with its capacity. If the load of a vertex is greater
than its capacity, remove the vertex and redistribute its load
to neighboring vertices, which stops until the load of all re-
maining vertices is no more than their capacity. Step five: the
existing load subtracts the initial load for each vertex to obtain
the total additional load of a vertex. The maximum total ad-
ditional load of all remaining vertices is the critical threshold.
Step six: repeat step two to five 10 times, average 10 critical
thresholds as the final critical threshold.

According to theoretical analysis the removal fraction f,
the strength parameter 8 and network connectivity are factors
that affect the cascading process triggered by removing ver-
tices. In Fig. 2, we illuminate the effect of the removal frac-
tion f and the strength parameter 6 on the threshold o. It
can be seen that for a given removal fraction f, there exists a
minimal value of critical threshold when the strength parame-
ter O ranges from O to 2. For different f, there always exists
the minimal o, which is in agreement with the result of theo-
retical analysis. It is also found that the minimal ¢ increases
with the increase of the removal fraction f. The trend of the
minimal o changing with removal fractions f is illustrated in
Fig. 2(b), which is an upward curve. A larger proportion of
vertices is removed from a network means more load will be
redistributed to existing vertices, which induces the network
to be prone to cascading failures.

o LiZov @ ®
S .
I F=025 | ~
) 4 3 s =03 > 5 .
3 >  min(oe 4 B
AV (@) > 3%, Z 1.0} '
L™ 4 IS / > ° |
2 .'.A‘ [ ISYS 3 4 a" .
L] L] A“‘ A
S .
‘ ‘ 0.5 ‘ ‘ ‘
0 1 2 0 0.1 0.2 0.3

0 !

Fig. 2. (a) Critical threshold o as a function of 6 for different removal
fractions f with the overload model based on betweenness. Critical
threshold o for f = 0.05 (squares), f = 0.1 (circles), f = 0.15 (upper
triangles), f = 0.2 (lower triangles), f = 0.25 (left triangles), f = 0.3
(right triangles) are presented. Every point is a critical threshold o
corresponding to 8. The min(o) represents the minimal critical thresh-
old which is the lowest point of the curve for a given removal fraction.
(b) The minimal ¢ for different removal fractions f. Every simula-
tion result is the average of 10 realizations of a single BA network with
N =1000, m =2, my = 2.

Figure 3 illustrates the effect of the average degree on ¢,
showing the simulation results of three average degrees k = 4,
k=8, k=12 when f =0.1, f = 0.2, f = 0.3 respectively,
in (a), (b) and (c). It can be seen that the critical threshold
o, decreases with the increase of the average degree. We can

conclude that a network with a large average degree is more
robust than that with small average degree. A large average
degree means more neighboring vertices for a vertex. When
a vertex fails in such a network, its load will be shared by
more vertices, giving rise to a small additional load for each
neighbor, possibly without inducing further cascading failures.
Figure 3(d) shows the minimal ¢ as a function of the removal
fraction f. It displays that for a given removal fraction f the
minimal o increases with the decrease of the average degree,
which means the larger the average degree is, the stronger the
robustness of the network against cascading failures is.

. L] <k'> =4 (a)-' . - <k> =4 (b)
2. LM=8 4 - (k) =8
s(k)=12 S aky=12
A'-- min(ac).-- N Lo" o
S A’ L ° S on "
8 1 A® u " ." 2 A‘-- -
A® Ugaw L] -
a® '..-: adds L oo
f222228aa04 “llll!!!l:::AAA
0 1 2 0 1 2
0 0
6" «(ky=4 () = (k)=4 (d)a
o (k)y=38 . 1.5f * (k) =38
ot a(ky=12 > a(k)=12 .
4 ALm . 3 - A
9 . g
° . . E 1.0 .
2 Agn et . .
g HATTTH T
05"
0 1 2 0.1 0.2 0.3
0 f

Fig. 3. Effect of the average degree on the robustness against remov-
ing a fraction f of vertices. (a), (b), (c) Simulation results of critical
thresholds on BA networks with (k) = 4 (squares), (k) = 8 (circles),
(k) = 12 (triangles) for f = 0.1, f = 0.2, f = 0.3, respectively. (d) The
minimal ¢ as a function of f for different average degrees. Every sim-
ulation result is the average of 10 realizations of a single BA network
with N = 1000, mo = 2.

5. Comparison of two overload models

Betweenness centrality is the number of shortest paths
passing through a vertex, which can measure the importance
of some vertices that have a small degree but play an im-
portant role in connecting different parts of a network. Be-
sides betweenness centrality, among many measures used to
indicate the importance of a component, the degree of a ver-
tex plays a fundamental role in networks. Many studies
have been devoted to exploring cascading failures based on

32381 Hereafter we investigate the robustness of BA

degree.!
networks against the random removal of a fraction f of ver-
tices where the overload model is based on degree and com-
pare this result with the previous result whose overload model
is based on betweenness. The initial load, the capacity and
the redistribution rule based on degree can be represented as
Egs. (1)-(4) by substituting B with k. B and k account for the

betweenness and degree of a vertex.
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Figure 4(a) depicts the critical threshold ¢ as a function
of the strength parameter 6 for different removal fractions f
with the overload model based on betweenness, which is the
three-dimensional form of Fig. 2(a). Figure 4(b) illustrates the
critical threshold ¢ as a function of the strength parameter
0 for different removal fractions f with the overload model
based on degree. According to Figs. 4(a) and 4(b), we can
observe that there exists a minimal ¢ in two overload mod-
els. Compared Fig. 4(a) with Fig. 4(b), when 6 ranges from
0 to 2, the change of the critical threshold o, based on be-
tweenness is more prominent. Therefore, although the crit-
ical thresholds ¢ corresponding to 6 that is close to 0 or
2 in Fig. 4(a) are greater than those in Fig. 4(b), the mini-
mal o based on betweenness is smaller than that based on
degree, which means that the overload model based on be-
tweenness has stronger robustness. From Fig. 4(c) it can be
seen that the minimal ¢ are obtained at 6 = 1 when the over-
load model is based on degree, while the minimal o appears
when 6 is between 0 and 1 in the betweenness-based overload
model. From this point, compared with the overload model
based on betweenness, the overload model based on degree
can provide a precise robustness prediction. The minimal o
values obtained from the betweenness-based overload model
are slightly greater than those obtained from the degree-based
overload model in Fig. 4(d), which also shows the overload
model based on betweenness has stronger robustness.

6. Conclusion and discussion

In summary, we have investigated the robustness of net-
works against cascading failures concerning removing a frac-
tion f of vertices at random. We construct a simple cascad-
ing model and apply it to BA networks to mimic the cascad-
ing process. The initial load of a vertex is based on its be-
tweenness and its capacity is proportional to its initial load. In
the model the critical threshold ¢ is explored to measure the
robustness of BA networks against cascading failures. For a
fixed removal fraction f, it is found that there exists a minimal
o, when 0 is between 0 and 1. The minimal ¢ increases with
the increase of the removal fraction f or the decrease of the av-
erage degree. Also, we investigate the robustness of networks
against the random removal of a fraction f of vertices whose
overload process depends on their degree. Then we compare
the robustness of the overload modes based on betweenness
and degree and find the networks with the betweenness-based
overload process have better robustness. The derivation of the-
oretical analysis relies on the property of BA networks and the
simulations are performed on BA networks, so the finding is
applicable to BA networks. We will explore the robustness
against the random removal of a fraction f of vertices where
an overload model is based on betweenness on other synthetic
networks such as ER networks and SW networks as well as
realistic networks in near future.
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