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The memiristor is a kind of non-linear element with memory function, which can be applied to chaotic systems to
increase signal randomness and complexity. In this paper, a new four-dimensional hyper-chaotic system is designed based
on a flux controlled memristor model, which can generate complex chaotic attractors. The basic dynamic theory analysis
and numerical simulations of the system, such as the stability of equilibrium points, the Lyapunov exponents and dimension,
Poincare maps, the power spectrum, and the waveform graph prove that it has rich dynamic behaviors. Then, the circuit
implementation of this system is established. The consistency of simulation program with integrated circuit emphasis
(SPICE) simulation and numerical analysis proves the ability to generate chaos. Finally, a new image encryption scheme
is designed by using the memristor-based hyper-chaotic system proposed in this paper. The scheme involves a total of two
encryptions. By using different security analysis factors, the proposed algorithm is compared with other image encryption
schemes, including correlation analysis, information entropy, etc. The results show that the proposed image encryption
scheme has a large key space and presents a better encryption effect.
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1. Introduction

Chaos exists in nonlinear deterministic systems, which is
sensitive to initial conditions and possesses a complex and un-
predictable long-term behavior. Lorenz discovered a chaotic
system from a simple mathematical model of weather in
1963.11 Subsequently, various complex chaotic systems were
studied. In 1999, Chen proposed a novel chaotic system. %!
Bao et al.l3 discovered a three-dimensional (3D) chaotic sys-
tem with simple equations and more complex attractors in
2009. In order to construct more complex chaotic systems,
one has found various chaotic attractors in the past ten years,
such as single-scroll, double-scroll and multi-scroll chaotic
attractors. [l

Memristor was proposed as the fourth basic circuit el-
ement in 1971.15 It is a non-linear resistor with memorable
function, which is easy to generate chaotic signals. It can re-
member the quantity of charge flowing through it and change
its own resistance value by controlling the change in cur-
rent. However, it was not until 2008 that the first physi-
cal model of memristor was successfully implemented in HP
Labs, which has triggered a comprehensive study of mem-
ristor by scholars.®) Due to its small size, low power con-
sumption, and high potential application value, the memristor
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is widely used in computer science,!’! electrical engineering,
and other fields.!®! Ttoh and Chua!®! replaced Chua’s diodes
with memristor and obtained several nonlinear oscillators,
which aroused the research interest in memristive chaotic cir-
cuits. Then Kyprianidis et al. discovered a simplest third-order
memristive chaotic circuit.['%! Stork ez al. proposed a feedback
system based on the memristor, and verified the feasibility
with performance of the system by the circuit simulation.!'!!
Yan et al. proposed a flux-controlled memristor model and ap-
plied it to chaotic systems, obtaining many complex chaotic
attractors.!'?! Lv and Min!"3! introduced the flux-controlled
memristor model into the improved Chua’s circuit, and con-
structed a new memristive chaotic circuit. Wang et al. pro-
posed a four-wing chaotic system based on the memristor in
2019, and implemented dynamic analysis and circuit simula-
tion of the system.[!] The above researches have greatly pro-
moted the development of memristor-based chaotic circuits,
which give us a detailed introduction about the new chaotic
dynamical characteristics. How to better apply the non-linear
characteristics of memristor and design various new chaotic
circuits based on memristor have become a research focus.
In this paper, a new hyper-chaotic system based on the flux-
controlled memristor is proposed and its simulation program
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with integrated circuit emphasis (SPICE) circuit is established.
The proposed system has abundant dynamic behaviors and the
main features of its circuit are as follows. Firstly, the circuit
based on the flux-controlled model makes the system exhibit
more superior dynamic characteristics; secondly, only three
multipliers and some basic electronic components are used in
this circuit; thirdly, the whole circuit contains three analog unit
circuits: adder, inverter and integrator. Its structure is simple
and easy to implement. These advantages enable the proposed
system to be better applied.

To ensure the security of digital image, it is necessary
to encrypt the image information in the transmission process.
Unlike text data, digital images not only have a large number
of data, but also have high redundancy and high correlation
between datum points. Therefore, traditional encryption al-
gorithms are time-consuming and difficult to meet the require-
ments for modern encryption. Because of its good randomness
and sensitivity to initial values, chaotic systems have become a
research hotspot in the field of image encryption. In 2017, Li et
al."">) proposed an image encryption scheme based on chaotic
tent mapping, and proved the effectiveness and security of the
scheme through analysis. Wang et al.!'! applied the proposed
novel one-dimensional LP and PCLML chaotic systems to im-
age encryption to improve the effectiveness and security of
the encryption scheme. Ye ef al.!'’l designed a seventh-order
memristive chaotic circuit in 2019 and used this system to gen-
erate chaotic keys for image encryption. Wang et al. studied
the finite-time synchronization of memristive chaotic systems
and proposed an image encryption scheme based on the mem-
ristive chaotic systems.!'® Zhang and Tang!!”! discovered a
symmetric image cryptosystem based on the piecewise lin-
ear map. Yang et al. proposed a color image compression
and encryption algorithm based on fractional order memris-
tor chaotic circuit.?”! A color image encryption scheme using
fractional-order hyper-chaotic system and DNA sequence cal-
culation was studied by Zhang et al.”>!! Wang et al. proposed a
chaotic system based on memristor and applied it to the image
encryption.'??! Wang et al.[>3! presented a new symmetric key
encryption algorithm based on the ergodicity property of a lo-
gistic map. Wang et al. proposed a new hyper-chaotic system
based on two memristors and applied it to the image encryp-
tion process.”*! Shi et al.”*>! presented an image encryption
scheme based on compressed sensing and multidimensional
chaotic system. From all the above researches, we can find
that the application of chaotic systems to the field of image
encryption has become a very important trend. Therefore, in
this article, we design an encryption scheme based on the pro-
posed hyper-chaotic system, and proved its superiority by ex-
perimental results and encryption performance evaluations.

Compared with other simple systems, high-dimensional
complex chaotic systems based on memristor have many ad-
vantages especially in the process of image encryption. On
this basis, a four-dimensional hyper-chaotic system based on
the flux-controlled memristor model is proposed in this paper.
The rest of this paper is organized as follows. In Section 2,

we introduce the mathematical model of this system and the
dynamic characteristics, including phase diagram, equilibrium
point, Poincare maps, the Lyapunov exponents, power spec-
trum, waveform, efc. The SPICE circuit simulation of the pro-
posed system is realized in Section 3. The consistency of the
circuit simulation and numerical simulation proves the ability
of this hyper-chaotic system to produce chaos. An image en-
cryption scheme based on the system is designed in Section 4.
In order to increase the security of image encryption, three test
images are encrypted twice by using the Lorenz chaotic sys-
tem and the proposed hyper-chaotic system, the performances
of which are evaluated by key space, histogram analysis, cor-
relation analysis, differential attack, information entropy, etc.
Finally, some conclusions are drawn in Section 5.

2. New hyper-chaotic system based on memris-
tor

2.1. Hyper-chaotic system based on flux-controlled mem-
ristor model

The mathematical model of a new hyper-chaotic system
based on memiristor is as follows:

X=y—ax+yz,

y = by —xz—Ww,

o )
Z=xy—cz,

W =my+ef(—|x),

when the system parameters area =3, b=1,¢c=9,e¢=0.2,
m = 1, the system exhibits complex chaotic behaviors, x, y, z,
and w are the states of the hyper-chaotic system and a, b, c,
e, and m are parameters of it. The function f(-) represents the
charge of the memristor, and we can describe it as

X—C3 <
) X < Cs,
Roff :
kx +M(0)2 —M(0
flx) = dort s{) (), 5 <x < cg, (2)
ij4a .XZC6,
Ron

where x is the input of the memristor, and the memristor model
parameters are set as follows:

_ (R —M(0))?
2k ’
oh = (Ron —M(0))?
, ko ©
Ry M)
5 2% )
Ce = R%n _M(O)z
6 2% y

where Ryt = 20 kQ, D = 10 nm, R,, = 100 Q, M(0) = 16000,
u, =107 m2.s71.v—1 and k is a constant,

k= (Ron - Roff) uyRon /Dz- )

The initial conditions are assigned as follows: x(0) = 1,
¥(0) =1, z(0) = 1, and w(0) = 1, and the system produces the
hyper-chaotic attractors as shown in Fig. 1.
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Fig. 1. Phase portraits of system (1) witha=3,b=1,¢c=9,e=0.2, m = 1 in (a) x—y plane, (b) y—z plane, (c) x—z plane, and (d) x-w plane.

The phase—orbit diagram is a record of the system’s mo-
tion trajectory, reflecting changes in the state of the system.
It is the most direct way to observe the dynamic behaviors of
the system. Therefore, one usually observes the projection of
the phase diagram on the plane and uses it to judge the dy-
namic behaviors of the system. As can be seen from Fig. 1,

this system can generate complex chaotic attractors.

2.2. Equilibrium stability analysis

Setting the state variables of this system to be zero and the

equilibrium of it can be obtained by the following equations:

0=y—ax+yz,
0=by—xz—w,
0=xy—cz, )

0 =my+ef(—|x]).

Sincef (—|x|) is a piecewise function in the above formula, we
need to find the equilibrium point of the system in pieces.

When x < Cs, that is, x < —0.3618, formula (5) has three
equilibrium points. The calculated results are shown in the
following Table 1.

Table 1. Equilibrium points of formula (5) when x < Cs.

X y Z w
S1 —155885327979.4965 -519616.0680 5.1961 -300000.9767
S>  155885376219.5367  519616.1484 -5.1961 -300001.0232
S3 0 0 0 0

As can be seen from Table 1, there is one equilibrium
point, i.e. Sy, which satisfies the condition.

While C5 < x < Cg, that is, —0.3618 < x < 0.6431, we
can see the equilibrium points from Table 2.

Table 2. Equilibrium points of formula (4) when Cs < x < Cs.

X y z w
Sy -5.9999x107%  —2.0020x107%®  -5.999x 10738 0
Ss -0.00003216 —0.00001072 —-0.00003216 0
Se 260428016091  -67162084306 —5.19615242  38776047452.94
S§7 26043446442  -67162915693 5.196152427  -38776527455.9

There is only one point that meets the condition, which is
Ss.
When x > Cg, that is, x > 0.6431, the equilibrium points

of formula (5) are shown in Table 3.

Table 3. Equilibrium points of formula (5) when x > Cg.

X y z w

Sy —3899109.2976  -2598.3098032  5.1978846064  —-1500.63494764
So  3902904.93013  2599.57438182  -5.197883763  —1501.36505241
S0 0.00126415720  0.00042138576  0.0012641572  0.000000059188

Point Sg is the only equilibrium point that satisfies the
condition.

In summary, there are three equilibrium points of the sys-
tem, namely S, S5, So which meet the requirements. Through

equilibrium points, the Jacobi matrix of the system can be ob-
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tained as follows:

-3 1+z vy 0

. -z 1 —x -1
I = y x -9 0 [ ©)

02f(—x) 1 0 0

According to the Jacobi matrix corresponding to each

equilibrium point, the special values are calculated as follows:

S] : 2,1 = 1.5589i, 122 —1.5589i, 13 = ),4 =0.
Ss: AMi=-3, A,=-9, A3=0.5+0.866i,
A4=0.5—0.866i.

So: A1 =3.9029i, A, =-3.9029i, A3=A4=0.

2.3. Poincare maps

The Poincare maps are proposed by Poincare at the end of
the 19th century and played a very important role in analyzing
the complex dynamic behaviors. If the points on the Poincare
maps are dense points with a fractal structure, the system is
considered to be chaotic. On the contrary, the system is non-
chaotic . The Poincare maps of the proposed system is illus-
trated in Fig. 2. We can draw conclusions from Fig. 2 that the

system has extremely rich dynamic characteristics.

6

. Poincare (a)
5LF Co.

0.4
Poincare (b) =

0.3

0.1

Fig. 2. Poincare map of (a) x =0 and (b) y = 0.

2.4. Lyapunov exponents and Lyapunov dimension

The Lyapunov exponent (LE) can characterize the motion

of the system. The positive and negative values indicate how

long the system diverges or converges in the direction of the
adjacent orbit in the attractor. Therefore, the largest Lyapunov
exponent determines the orbital coverage of the entire attrac-
tor. The smallest Lyapunov exponent determines the orbital
convergence and the sum of all Lyapunov exponents can ex-
press the orbital average divergence or convergence. The Lya-
punov exponent is a useful tool to measure whether the sys-
tem is chaotic or hyper-chaotic. In particular, the system with
one positive Lyapunov exponent is termed chaotic system, and
the system with two or more positive Lyapunov exponents are
called hyper-chaotic system.

The Lyapunov exponents of the system (1) are obtained
numerically, which are shown in the following Fig. 3. The
Lyapunov exponents are LE; = 0.1260, LE; = 0.1263, LE3 =
—2.1515, and LE4 = —9.100. Since LE; > 0, LE, > 0,
LE4 <0,and LE | LE> LE4 < 0, the system is a hyper-chaotic

system.

— LE,=0.1260

— LE;=0.1263
LE;=—2.1515

— LE;= —9.1000

Lyapunov

6 8 10 12
t

Fig. 3. Lyapunov exponents of the system witha=3,b=1,c=9,¢=0.2,
m=1.

The Lyapunov dimension of this system can be calculated

from the following expression:!?}
1
b=t |Lj1] ;=21Li
:3+ﬁ(L1+L2+L3)£2.7913. %)

It can be seen from the above result that the system is of
fractal dimension. In other words, under these parameters the

system is a hyper-chaotic system.

2.5. Power spectrum analysis

As is well known, the power spectrum analysis is an im-
portant means to study chaos. According to the Fourier anal-
ysis, any periodic motion can be expanded into a Fourier se-
ries and the power spectrum of periodic motion is a discrete
spectrum. While the power spectrum of aperiodic motion is a
continuous spectrum. Under the initial conditions the power

spectrum of this system is shown in Fig. 4.
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Fig. 4. Power spectrum of the system.

100 150

2.6. Time domain waveform

The time domain waveform of system (1) is obtained by
using the Matlab 2016 as shown in Fig. 5. The first image is
that it is a time-domain waveform of t—y, and the second image
is that it is a time-domain waveform of —w. The time-domain
waveform diagram reflects that the system’s motion orbit is a
seemingly random and non-periodic orbit, which is exactly the
phenomenon of chaos.

0 200 400 600 800
t

1000

(b)

0 200 400 600 800
t

1000

Fig. 5. Time domain waveform of (a) 7—y and (b) t-w.

3. Circuit design and SPICE simulation

In practical engineering applications, hardware experi-
ment is an important part of a chaotic system. The circuit is
the most direct and effective method to implement the hyper-
chaotic system. In this paper, the SPICE circuit simulation ex-
periment diagram is shown in Fig. 6. The circuit of new hyper-
chaotic system based on the flux-controlled memristor is com-

prised of the capacitor, resistor, operational amplifier and mul-
tiplier. The operational amplifier mainly performs functions
such as addition, subtraction, and integral calculation in the
system equation, whose model used in this paper is LM675
OPMAPs. The analog multiplier completes the multiplication
function and performs nonlinear operation of the system equa-
tion. In this paper, the SPICE circuit consists of four channels
corresponding to four ordinary differential equations. The cir-
cuit nodes V;, V,, V,, and V,, represent the state variables of x,
¥, z, w respectively. In the actual circuit analysis, considering
the allowable voltage range of the analog multiplier and the
operational amplifier, the power supply voltage applied to the
system is Voc = +30 V and Vgg = —30 V.

According to the characteristics of the nonlinear circuit
and the basic principle of the circuit, the mathematical equa-
tions of the state variable in the simulation circuit shown in
Fig. 6 are obtained as follows:

dx R4R» + Ry + Ry

_— = V. Vy VyV

dt RsC1R3R; * RsC1Rg ) RsCi Ry M
dy Ry RoRy> RoR15

= vy + VeV + ———————Vy,
dt  RioGRs * RioCaRi3R11 *° RigCaRi6R1s "
dz R RisRy
dt  Ri9C3Ri7 " Ri9C3RpnRy
dw R33 R33
. = vy + f —|Vx|),
dt  RsCsRz * " R3sCuRis (=Ivs)

®)

where f(—|x|) is the mathematical model of the flux-
controlled memristor. This model consists of diodes and am-
plifiers to realize the function of the absolute value. The pa-
rameters of components in the circuit are set as follows:

Ry =Ry =Ri1 =Ri2 = Ris = Ri5 = R0 = Ry1 = 10kQ,
Rs = R0 = R19 = R34 = 1000 k€,
Ci=C,=C3=Cy=1uF, Ry =250Q,
Ri=Rs=R7=3kQ, Ryy=Rig=9kQ,
Rao = Ry = 500 Q,
R3 =Rg = Rg = R13 = Ri6 = Ryp = Rog = Rys

= Rog = Ro7 = Rag = R30 = R33 = R36 = 1 kQ.

In the circuit simulation software SPICE, set the running
time to be 4000 s in steps of 0.001 s. The circuit simulation
results of this system are shown in Fig. 7.

We can see from the above that the circuit structure is so
simple that it is easy to implement. The whole circuit con-
tains only some basic electronic components such as multipli-
ers and operational amplifiers, and three analog circuit units:
adder, inverter and integrator. Moreover, the model of the flux-
controlled memristor is applied to the circuit, which makes the
circuit possible to produce more complicated chaotic attrac-
tors. The consistency between circuit simulation and numeri-
cal simulation can prove the ability of the system to generate
chaos, and to further illustrate that the proposed system will
be widely used in many fields.
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Fig. 7. SPICE simulation results in (a) x—y, (b) y—z, (c) x—z, and (d) x—w planes of the system.

4. Image encryption process based on new system

Because a chaotic system has the characteristics of initial value sensitivity and unpredictability, applying chaos theory to
digital image encryption and improving the security of encrypted images has become a hot topic. Image scrambling is a simple
and effective encryption method, but the single image encryption algorithm of the scrambling process has the drawback of poor
security performance. On the basis of a simple scrambling, in this paper the proposed new hyper-chaotic system is used based on
memristor to perform the secondary encryption on a scrambled image, thus further improving the security of image encryption.
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4.1. Encryption scheme

If only one chaotic system is used to encrypt the image, the computational cost is low, easy to implement, but the parameters

are less and the output is easy to predict. In this paper, in order to improve the safety of the encrypted image, we introduce

multiple chaotic systems to encrypt images twice. The block diagram of the proposed scheme is given in Fig. 8.

| plain image I 2 cipher image 1|

| the cat map
i

i pseudo-random |

numbers a b

. :
s arbitrarily choose |
| two sequences :
| random numbers x;, y;, 2; :
|

i the Lorenz system i

the first
encryption

)II cipher image 2 |

I |
i scramble—>forward diffusion—> back diffusiont

T T T

i
random numbers x;, y;, z;, W;

the proposed hyper-chaotic 1
systembased on memristor

key 2

the second
encryption

Fig. 8. Block diagram of proposed image encryption.

4.1.1. First image encryption

The three-dimensional Lorenz system is used to generate
random numbers, which are used as parameters of the cat map
to realize the first encryption of the image. The specific steps
are as follows.

Step 1 Convert the input plaintext image into a matrix
of M x N size, where M and N represent the row and column
numbers of the image, respectively.

Step 2 The Lorenz system is used to generate three ran-

(d)

Fig. 9. Plain image of (a) Lena, (b) Cameraman, and (c) Girl; first encrypted image of (d) Lena, () Cameraman, and (f) Girl.

dom sequences. Since the system is a very typical chaotic sys-
tem, the generated sequence is unpredictable and can be used
in the image encryption process. The mathematical model of
the Lorenz system is as follows:!!]

x=aly—x),
y=CcXx—y—xz, ©
Z:Xy—bz,

where a = 10, b =8/3, ¢ =28, x0 = 0.2, y9o = 0.2, z0 = 0.2,
and this system generates three random sequences x;, y;, z;.

()
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Step 3  Arbitrarily choose the two random sequences
generated in the second step, and assign their values to a and
b. Then the first encryption of the images is realized by for-
mula (9),1%°!

Xne1 | _ |1 b X M 1
o] = Lo w5 e [V] ] 0o

The experimental results of the first image encryption are
shown in Fig. 9.

4.1.2. Second image encryption

The first encrypted image and the proposed hyper-chaotic
system are used to realize the second encryption in this paper.
The specific process is as follows.

Step 1 Expand the first encrypted image into a one-
dimensional vector of M X N (M and N are the row or column

number), and record it as A;.

Step 2 With the help of the proposed hyper-chaotic sys-
tem based on memristor, a pseudo-random sequence of length
3M x N is generated, which can further generate a pseudo ran-
dom sequences X; for scrambling the image and a pseudo ran-
dom sequences S; for disffusing the image.

Step 3 Scrambling A; and §; without duplication. The
scrambled image and §; are diffused based on the GF(257)
multiplication domain. Finally, the second encrypted image is
obtained.

As is well known, the decryption algorithm is the inverse
process of the encryption algorithm. If one wants to decrypt
images, one needs to decrypt images in reverse steps.

The experimental results of the second encryption and the

decrypted image are presented in Fig. 10.

(d)

Fig. 10. Second encrypted image of (a) Lena, (b) Cameraman, and (c) Girl; decrypted image of (d) Lena, (¢) Cameraman, and (f) Girl.

4.2. Experimental results and analysis

4.2.1. Histogram analysis

Histograms are used to reflect the distributions of pixel
values in digital images. Generally, the abscissa of a grayscale
histogram represents grayscale level, and the ordinate denotes
frequency at which the grayscale level appears. The more
uniform the pixel distribution, the better the encryption ef-
fect is,so that an attacker cannot obtain any useful information
from the encrypted image. The histograms of the original and
encrypted images used in this paper are shown in Fig. 11.

As can be seen from the figure above, the histogram of
the encrypted images are evenly distributed, which can already
hide useful information well. Therefore, the encryption algo-

rithm proposed in this paper has a good performance in resist-
ing statistical attacks.

4.2.2. Correlation between two adjacent pixels

For general digital images, there is a high correlation be-
tween adjacent pixels. For an ideal ciphered image, there
should be no correlation between adjacent pixels. By testing
the correlation of adjacent pixels in encrypted images, the su-
periority of the encryption scheme can be shown.

The correlation coefficient can reflect the degree of dif-
ference between adjacent pixels in the image. The smaller
the correlation coefficient, the worse the pixel correlation of
the image is. The closer to 1 the correlation coefficient, the

stronger the correlation between the image pixels is.
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The N pairs of adjacent pixels are selected from the
image, whose gray values are recorded with (u;,v;), i =
1,2,...,N, the calculation formula of the correlation coeffi-
cient is as follows: 2!

The calculated correlation coefficients of the adjacent pix-
els in horizontal, vertical, and diagonal directions are given in
Table 4. Figures 12—14 show the distributions of the pixels in
plain image and cipher images in the horizontal, vertical, and
diagonal directions for test images of Lena, Cameraman, and
Girl.

From Table 4 we can find that the correlation coefficients
between adjacent pixels in encrypted images are close to zero
in the proposed scheme, which can further explain that the en-

cryption scheme has good performances.

o covimy)
Y /D(u)\/D()

N
cov (u,v) = ]lvzl< Ew) (i—E(v)),

i= (1)
D)= L (1 —Ew)?

N
lf( ) }Vlzilh
3000 (a) 4000

3000
2000

2000

1000 1000

4000

(b)

(c)

3000

2000

1000

9050 100 150 200 250 00 50 100 150 200 250 % 50 100 150 200 250
2500 2500 2500
(d) (e) (f)
2000 2000 2000
1500 1500 1500
1000

1000 H

500

|

0 50

100 150 200 250 0 50

100 150 200 250 0 50

1000 H

|
|

100 150 200 250

|

0

Fig. 11. Gray histogram of plaintext of (a) Lena, (b) Cameraman, (c) Girl; gray histogram of ciphered image of (d) Lena, (¢) Cameraman, and (f) Girl.
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Fig. 12. Correlation distribution of (a) plaintext and (b) ciphertext image in horizontal, vertical, and diagonal direction of Lena.
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Table 4. Correlation coefficients of plain image and cipher image.

. Plain image Cipher image
Test image
Horizontal Vertical Diagonal Horizontal Vertical Diagonal
Lena (proposed) 0.99570 0.98470 0.99080 —-0.00570 0.00160 0.00210
Lena (Ref. [17]) 0.97190 0.94260 0.91990 0.01020 0.00670 0.00520
Lena (Ref. [20]) 0.96457 0.97864 0.95098 -0.02457 —0.02264 —-0.01930
Cameraman 0.99290 0.98040 0.98810 0.00590 0.00800 —-0.00170
Girl 0.99620 0.98970 0.99270 0.00830 0.00520 —0.00460
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Fig. 13. Correlation distribution of (a) plaintext and (b) ciphertext image in horizontal, vertical, and diagonal direction of Cameraman.
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Fig. 14. Correlation distribution of (a) plaintext and (b) ciphertext image in horizontal, vertical, and diagonal direction of Girl.
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4.2.3. Information entropy analysis

Information entropy reflects the uncertainty of image in-
formation. It is generally believed that the larger the entropy
value, the greater the uncertainty of the image information is.

The entropy of the image is given by!>!

L
H(X)=—Y P (l;)log, A (L), (12)

where X is the information entropy, and P;(I;) is the probabil-
ity of ;. In the formula, the L is the number of gray levels of
the pixel. For an image with 256 Grey levels the theoretical
value of H(X) is 8 bits per pixel. Therefore, for an encrypted
image, the closer to 8 the information entropy, the better the
security performance of the encryption is. In Table 5 recorded
are the information entropy of plaintext images and ciphertext
images of test images used in this paper and other literature.
We can find that the encrypted scheme has excellent perfor-
mance as the information entropy of the cipher images is close
to 8.

Table 5. Information entropy of test images.

Test image Plaintext image Ciphertext image
Lena (proposed) 7.39820 7.96920
Lena (Ref. [17]) - 7.99740
Lena (Ref. [20]) 7.43087 7.98859

Cameraman 7.00060 7.96820

Girl 7.49570 7.98780

4.2.4. Plaintext sensitivity analysis

A new ciphertext image can be obtained by changing the
pixels of the plaintext image slightly. By comparing the differ-
ences between the two ciphertext images, we can see whether
the encryption system has strong plaintext sensitivity, a sys-
tem with good plaintext sensitivity can effectively resist any
selected plaintext attack or known plaintext attack. Therefore,
if a small change in the plaintext image can cause a big change
in the ciphertext image, the encryption system cannot be bro-
ken by selected plaintext attack or known plaintext attack. In
general, there are qualitative method and quantitative method
to measure the differences between two images of the same
size. This paper mainly uses the following three indicators to
quantitatively analyze the performance of encryption scheme
against known plaintext attacks.

Compare the pixel values of the corresponding positions
of two images and record the proportions of different pixel
numbers to all pixel points. The calculation formula of num-
ber of pixel change rate (NPCR) is as follows:[*!

N

NPCR (P}, Py) = —ZZ\Slgn (P1 (i, ) = P2 (i, )))]
l li=1

x100%, 13)

where P; and P, represent two images of the same size, whose
sizes are M x N. Sign(-) denotes the sign function and its rep-

resentation is shown below: (2]
I, x>0,
Sign(x)=< 0, x=0, (14)
-1, x<0.

If two images are random images, then for any position,
the probability with which the pixel values of two images are
the same is 1/256 and the probability with which the pixel val-
ues of two images are different is 255/256. Due to the random-
ness of the location, the theoretical expected value of NPCR
for two random images is about 99.6094%.

Compare the values of the pixels at the corresponding po-
sitions of the two images,record their differences and then cal-
culate the average valuess of the ratio of the differences of the
pixels at all corresponding positions to the maximum differ-
ence. The expression of unified average changing intensity
(UACT) is shown below: [26]

ZZ

lll

| P1(i, J) = P2 (i, J)]
2550

UACI (P, P,) = x 100%, (15)
where P; and P, represent two images of the same size. UACI
is used to compare different degrees of pixels at the corre-
sponding positions of two images. When NPCR = 1, the the-
oretical expectation of UACI is 33.4635%.

Now, we come to compare the differences between two
images P; and P».
D=|P — P
into (M —1)
Third, we compute the average value of the absolute value of

First we calculate their difference image
Second, we divide an image of size M x N
x (N — 1) image blocks, each with a size of 2x2.

the difference between any two elements in each small image.
For example, the i-th little image block is denoted as!*!
din dp
Di=|" = 16
' l:dB di4 } (16)
The average value of the absolute value of the difference

between any two elements is as follows: >

1
m; = 6(|di1—diz\-l-ldn—di3\+|di1—di4|
+ |dip — di3| + |dip — dia| + |diz — da]).  (17)

Finally, we calculate the ratio of the average value of the
my; of all small image blocks to the maximum difference among
the pixel points, and name it block average changing intensity
(BACI), whose definition is shown in Eq. (15),!*!

1 (M-1)(N-1)

BACI(PI,Pz)z—(Mil)(Nil) ; ﬁ (18)

where P and P, represent two images of the same size. For
two images, when NPCR and UACI are close to their own
ideal values, it is also possible to present a similar visual ef-
fect. This indicates that the NPCR and UACI are defective
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in describing the difference between two images, while BACI
can make up for the deficiency. The expected value of BACI
i8 26.7712%.

In this paper, we modify one pixel value of test images.
In two different encryption processes, the values of NPCR,
UACI, and BACI are calculated and listed in Table 6.

Table 6. Values of NPCR, UACI, and BACI of different images after
modifying one pixel value.

Test image NPCR/% UACI/% BACI/%
Lena 99.62 33.42 26.73

Cameraman 99.59 33.54 26.79
Girl 99.60 3343 26.76

As we can see from the table given above, within a cer-
tain error tolerance range, the three values are relatively close
to the ideal value, which shows that the encryption scheme
proposed in this paper can better resist differential attacks.

4.2.5. Key space

Key space is a collection of all legal keys. A good en-
cryption scheme should have enough key space to resist brute
force attacks. On 64-bit computers, the precision of a dou-
ble floating-point number can attain 10!, In this paper, the
key is composed of seven initial values of two chaotic systems.
Therefore, the key space can reach 1013 x 1013 x 1013 x 1015 x
1015 x 101 x 101 ~ 23*°_ In other words, the length of the key
is 349 bits. Obviously, the encryption system has a very large
key space, which can effectively withstand exhaustive attacks
and brute force cracking.

5. Conclusions

In this paper, we proposed a novel four-dimensional
hyper-chaotic system based on the flux-controlled memristor
model, which has abundant dynamic behaviors. The basic dy-
namic theory analysis and numerical simulation, such as the
stability of equilibrium point, the Lyapunov exponents, and
dimension, Poincare maps, power spectrum, and waveform
graph, prove that the system can produce complex chaotic at-
tractors. Furthermore, the SPICE circuit of the system is estab-
lished. The results of circuit simulation and numerical simula-

tion are consistent, which proves the feasibility, effectiveness,
and the ability to generate chaos of this system. Finally, an
image encryption scheme is designed based on the proposed
novel hyper-chaotic system. In order to improve the security of
image information, the scheme includes double encryptions.
The performances of the encryption scheme are further ver-
ified through key space, information entropy, differential at-
tack, and correlation analysis. The above experiments provide
a certain foundation for the applications of novel hyper-chaotic
systems in image encryption, hoping that this field will have a
major breakthrough in the future.
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