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The robustness of infrastructure networks has attracted great attention in recent years. Scholars have studied the
robustness of complex networks against cascading failures from different aspects. In this paper, a new capacity allocation
strategy is proposed to reduce cascading failures and improve network robustness without changing the network structure.
Compared with the typical strategy proposed in Motter—Lai (ML) model, the new strategy can reduce the scale of cascading
failure. The new strategy applied in scale-free network is more efficient. In addition, to reasonably evaluate the two
strategies, we introduce contribution rate of unit capacity to network robustness as evaluation index. Results show that
our new strategy works well, and it is more advantageous in the rational utilization of capacity in scale-free networks.
Furthermore, we were surprised to find that the efficient utilization of capacity costs declined as costs rose above a certain
threshold, which indicates that it is not wise to restrain cascading failures by increasing capacity costs indefinitely.

Keywords: capacity, cascading failure, complex network, robustness
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1. Introduction

In the past few years, complex network theory has devel-
oped rapidly and has been used to study robustness of infras-
tructure network against cascading failures, such as transporta-
tion networks, 12! logistics network, supply chain networks, !
and power grids.!*! Cascading failure can make great dam-
age to infrastructure networks, which can be described as fol-
lows. If there are some nodes fail, it can cause the redistri-
bution of loads, which may make the loads of some nodes
exceed their capacities, so the failures scale will be continu-
ously expanded, eventually, resulting in collapse of the entire
network. Cascading failure is fatal to the functioning of in-
frastructure networks. These infrastructure networks are im-
portant for us, once they are destroyed, it will seriously affect
people’s production and life and cause great property losses.
In June 2019, Argentina and Uruguay suffered massive power
outages across the country. The blackout also affected cities in
Paraguay, southern Brazil, and parts of Chile. What is worse,
the power outages have led to water and gas shortages in five
South American countries, as well as the closure of subway,
bus and intercity railway, which have severely affected resi-
dents’ lives. So cascading failures!®®! and robustness!'%!!]
of infrastructure networks are paid more attention by scholars

U2] pesearched

because of their great importance. Chen et al.
controllable robustness on networks with considering the ex-
ternal or internal failure. Jing et al.!'3] constructed a cascading
failure model by considering time delay in failure propagation
process and considered the effect of the node recovery proba-
bility on cascading failures.

As we all know, there exists load on nodes in infrastruc-
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ture networks.!'#! So the failure of nodes can cause the redis-
tribution of the load. And it will make the load of some nodes
exceed their capacities, which can lead to further overload fail-
ures and ultimately spread over the entire network. In order to
improve the robustness of complex networks against cascading
failure, scholars have researched from different perspectives,
such as the initial load of node, the capacity allocation strat-
=181~ Motter et al.!!”]

proposed a classical ML load model, which consider that net-

egy, and load redistribution strategy. !

work information was exchanged along the shortest path be-
tween nodes, so they defined the betweenness of a node as
its initial load. At the same time, they assume that the ca-
pacity of a node is proportional to its initial load due to the
cost limit, this capacity allocation strategy is adopted in many
researches.!'8-2!1 The ML model requires each node to master
the whole information of the network. So, it is appropriate for
small networks. In fact the global information is hard to ob-
tain, especially for large scale networks. And in the actual net-
work system the load may not be transmitted along the shortest
path, such as public transport network. Wang et al.!*?! defined
the initial load of node as the product of the degree of node
and the sum of the degree of its neighbors, which is in positive

(231 Considering both

correlation with betweenness centrality.
local and global information, Liu et al. [24] defined the load of a
node by combining the node degree with the betweenness. We
all know that cascading failures do not occur as long as the ca-
pacity of the node is large enough. However, capacity is costly,
the capacity of a node cannot be infinite. So it is very mean-
ingful to study the capacity allocation strategy under limited

resources, which has great effect on the network robustness.

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn
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However, there is not much literature on the dynamical capac-
ity allocation procession to resist the cascading failure. Wang
et al.”>! proposed an improved capacity model based on ML
model, and defined the cost to protect vertices. According to
the definition of cost, their model has always a lower value of
the cost than ML model. However, in this model, there will
be no fault-tolerant capacity for some nodes if  # 0, which
is unreasonable. Because the load on a node usually fluctuates
in real network, and the network will not work properly due
to the presence of these nodes without fault-tolerant capac-
ity. Li et al.l* also proposed an improved capacity model
based on ML model. Different from ML model, the fault-
tolerant capacity and topological structure are interrelated in
their model, which can achieve better network robustness. But
the model considered that network information was exchanged
along the shortest paths between nodes. In fact, the loads in
some real networks are not always exchanged along the short-

[17 [17

est paths.!!”! To solve this problem, Wang et al.!'” proposed a

load redistribution strategy based on local information. Since

then, more and more scholars!20-21:27

! began to study the load
redistribution strategy based on local information or to use the
load local redistribution strategy to study the cascading fail-
ure. And most of them considered that the capacity of the
node is proportionate to its initial load which was proposed in
ML model.

Based on the above analyses, we put forward a new ca-
pacity allocation strategy based on the community structure,
meanwhile we use the load local redistribution strategy to re-
search the robustness of complex networks. And in order to
demonstrate the effectiveness of the new strategy, a compar-
ison was made with the capacity allocation strategy of ML
model.

2. Capacity allocation strategy and cascading
failure model

Cascading failures of the network can be described as fol-
lows, each node has an initial load L(0) and load capability
C, under normal circumstances, L(#) < C, the network is in
the steady state. After the node is removed (attacked or me-
chanical failure), the load on the failed node is redistributed to
its neighbors. If the capacity of the neighbor is not enough to
handle the extra loads, the neighbor would collapse, which can
lead to load-redistribution and further overload failures and fi-
nally result in the collapse of the entire network. Assume that
the potential cascading failure is caused by the removal of one
single node, then we pay attention to the following dynamic
process of the network. Cascading failure model used in this

paper is briefly described as follows.

2.1. Definition of initial load

The initial load of node j is set as
Lj(o):(kamerjkm)", (1)

where L;(0) is the initial load of node j, k; and I are the
degree of node j and the set of neighbors of node j, respec-
tively. 0 is a tunable parameter and governs the strength of
the node load. The definition of initial load is reasonable be-
cause the product of the degree of node and the sum of the
degree of its neighbors is in positive correlation with between-

ness centrality. 82!

2.2. Capacity allocation strategy

In the existing model, one model should be paid special
attention: the capacity allocation strategy in Motter—Lai (ML)
model, '3 which is widely used to study cascading failures in
complex networks. The ML model assumes the capacity of
node j is proportional to its initial load as

Cj:Aij:(l—s-[S)Lj, ]':],2,3,...,]\77 2)

where (> 0) is a tolerance parameter representing the extra
capacity.

In this paper, we put forward a new capacity allocation
strategy against cascading failures, as folows:

D\’
cj:Aij:{Hﬁ(D’) }Lﬁ j=1,2.3,....,N, (3

where (> 0) is a tolerance parameter representing the extra
capacity, ¥ is an adjustable parameter. D; is the average node
degree of community i which contains node j, and

_ 1
D=y Y. Dy )

™=

j=1
where N is the number of nodes in the network. D; is the de-
gree of node j. Among the proposed methods for addressing
the community detection problem, Louvain method*"! is the
most prosperous solution, which uses modularity as a qualifi-
cation parameter.

[25

According to the previous works,>! the cost e to protect

a network can be defined as
| N
ezﬁj_;(/lj—l). S
In ML model, the cost is
1N
eMLZﬁJ;(%‘—l):ﬂ (6)

In the new capacity allocation strategy model proposed in
this paper, the cost is

016401-2



Chin. Phys. B Vol. 30, No. 1 (2021) 016401

N m opn [ <B 0<ry<l,
€NEW=%Z(7U—1):%% =B, vy=1, @)
j=1 >B, y>1,
\
where s; is the number of nodes in community i. can be defined as
Different from ML model, the fault-tolerant capacity and C;—Lj(t)
community structure are interrelated in the current model, and ALj; = Li(t) x t=0,1,2,...., (¥

the intensity of correlation is controlled by y. Considering that
each component of the network may have different fault toler-
ance capabilities, this work proposes a more general allocation
strategy to allocate additional capacity.

2.3. Load-redistribution strategy

Considering the time-varying load and the time-varying

residual capacity, we adopted the method in Ref. [31], which
|

Lj(t),

Lj(t+1) = G —L;(t)

Yoer; (Co—La(t))’

where ALj; is the extra load that node j should obtain from the
failure node i, C; is the capacity of node j, L;(t) is the load of
node j at the time step ¢, g is the number of time steps before
the cascading process stops. j is the nearest neighbor of node
i, I is the set of the nearest neighbors of node i.

So at the time step 7 + 1, if L;(t) < C}, the load of node j

Li(t) < CiieT;,

t:05132a"'7CI7 (9)

Lj(t) + Yier; Li(t)

where I; is the set of the nearest neighbors of node j.

3. Simulation and analysis

According to Ref. [31], P; is used to evaluate the size of
the cascade due to the removal of node i
F;

P=
1 N—l’

(10)

where F; is the number of failure nodes caused by the removal
of node i. N is the total number of nodes in the complex net-
work.
The average size of the cascade due to the removal of one
node can be described as
N
In this paper, we focus on cascading failure triggered by

P= (11)

the removal of a single node. And to measure the overall level
of the network robustness against cascading failures due to the
removal of a single node, we randomly remove only one node
(such as node i) each time, and calculate the proportion of fail-
ure nodes (P;) induced by removing node i. Remove a different
node each time until all nodes have been removed once. Then
the average proportion of failure nodes P is calculated accord-
ing to Eq. (11) to evaluate the overall level of the network ro-
bustness against cascading failures. Each result is the average
value of more than 20 realizations for the same topology.
Two artificial network models are tested, i.e., Erdos—
Rényi model and the Barabasi—Albert (BA) model.!*?! The
two typical complex networks used in this paper are all gener-
ated by Pajek with network size N = 1000 and average degree

01640

ZnEFi (Cﬂ — L, (t

3’ Li(t) > Cii €I},

(k) = 8. Furthermore, US power grid network as real complex
network is considered. US power grid network is the high-
voltage power grid in the Western States of the United States of
America. There are 4941 nodes and 6594 edges in the power
grid of the western United States. The nodes are transform-
ers, substations, and generators, and the ties are high-voltage
transmission lines.

Many literatures assume that node load is constant when
studying network robustness, but in fact, node load is variable.
Hence, in order to verify the effectiveness of our method, we
conduct experiments from two aspects, i.e., the load in the net-
work is constant during normal operation and the load in the
network is time-varying during normal operation.

The time-varying load L;(0) of node i can be defined as

Li(0) = L + Al (12)
where Al is the disturbance variable, it can be defined accord-
ing to the variation trend of the load. Here, in order to explore
the effectiveness of the model for simplicity, Al = ﬁL?ei, g is
a random number between —1 and 1.

First of all, we compare and analyze the new strategy and
ML method based on two typical networks.

Figure 1 shows the experimental results in BA network.
From Fig. 1 one can see that the new strategy (as shown in the
line) can effectively reduce the scale of cascade failure com-
pared with ML model (as shown in the dotted line) in BA net-
work regardless of whether the load is variable or fixed. And

with other parameters unchanged, the cascading failure scale

1-3
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decreases as the value of Y increases. 7 is an adjustable pa-
rameter in Eq. (3), the smaller the value of ¥ is, the more ho-
mogeneous the capacity of node is. With the increase of v,
capacity resources tend to be allocated to communities with
high average node degree. The experimental results indicate
that allocating more capacity resources to the community with
high average node degree is beneficial to reduce the scale of
cascading failure. In Fig. 1, with the increase of 3, the scale
of cascading failure decreases, and one can see that cascading
failures can be avoided if the capacity is large enough, which

is consistent with the actual situation. Meanwhile, we can find

1.0—=
©— ML model
0.91 new strategy y=0.1 1
0.8l (a) —— new strategy y=0.4 |
' new strategy y=0.7
0.7t —o6— new strategy y=1.0 1
0.6} \ new strategy y=1.3 |
' \  —8— new strategy y=1.6
A 0.51 \ new strategy y=1.9 1
0.41 ]
0.31 1
0.2} BA network
0=0.4
0.1p
0 L L L L B
0.02 0.06 0.10 0.14 0.18
0
0.7 T - .
O~ ML model

new strategy y=0.1
—— new strategy y=0.4

0.5F \“ new strategy y=0.7 |
’ —o6— new strategy y=1.0
4t new strategy y=1.3 |
0. —8— new strategy y=1.6
~ new strategy y=1.9
0.3 J
0.2} J
BA network
0.1¢ A ]
6=1
0. . 0.10 0.14 0.18
0
0-30 (e) 60— ML model 7
—— new strategy y=0.1
0.25 —«— new strategy y=0.4 |
—— new strategy y=0.7
—o— new strategy y=1.0
new strategy y=1.3
—8— new strategy y=1.6
A —— new strategy y=1.9 -

BA network

0

that the scale of cascading failure decreases with the increase
of 6 for the same 3, ¥, which means that the more hetero-
geneous the initial load of the network nodes is, the stronger
the overall destruction resistance of the network will be. But
this kind of network can be vulnerability to deliberate attack
with the increase of 6 (shown in Fig. 7). Furthermore, com-
paring Figs. 1(a), 1(c), and 1(e) with Figs. 1(b), 1(d), and 1(f),
we can find that the scale of cascading failure under constant
load condition is lower than that under time-varying load con-
dition, which indicates that BA network is more vulnerable

under time-varying load condition.

1.0
O ML model
0.9 new strategy y=0.1 ]
(b) —e— new strategy y=0.4 |
0.8
new strategy y=10.7
0.7 —o— new strategy y=1.0 T
new strategy y=1.3 |
0.6
—8— new strategy y=1.6
R 05 new strategy y=1.9 1
0.4 ]
0.3 ]
0.2} BA network ]
(time-varying load)
0.1 0=0.4
0.02 0.06 0.10 0.14 0.18
0
0.7 7
(d) O~ ML model
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. —e— new strategy y=0.4
——— new strategy y=0.7
0.5 —o6— new strategy y=1.0 ]
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A, —— new strategy y=1.9
0.3 1
0.2 BA network |
’ (time-varying load)
0.1
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0
0.30 ©- ML model
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0.25 —«— new strategy y=0.4
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a, 0.15 new strategy y=1.9 A

0.10 BA network i}
(time-varying load)
0.05F
0 ———=—
0.02 0.06 0.10 0.14 0.18
0

Fig. 1. The average proportion of failure nodes P as a function of 3 and y based on ML model and new strategy in BA networks for different 6. (a)
Constant load, 6 = 0.4; (b) time-varying load, 6 = 0.4; (c) constant load, 6 = 1; (d) time-varying load, 6 = 1; (e) constant load, 8 = 1.6; (f) time-
varying load, 6 = 1.6. The dotted curves reflect the relationship between P and 8 for different 8 and y based on ML model. The solid curves present

the relationship between P and 8 for different 6 and 7y based on new strategy.
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Fig. 2. The average proportion of failure nodes P as a function of 8 and y based on ML model and new strategy in ER networks for different 6.
(a) Constant load, 6 = 0.4; (b) time-varying load, 6 = 0.4; (c) constant load, 6 = 1; (d) time-varying load, 8 = 1; (e) constant load, 6 = 1.6;
(f) time-varying load, 8 = 1.6. The dotted curves reflect the relationship between P and f for different 6 and y based on ML model. The solid
curves present the relationship between P and 3 for different 6 and y based on new strategy.

Figure 2 shows the experimental results in ER network.
As can be seen from the experimental results, compared with
the capacity allocation strategy proposed in ML model, the
new strategy also can reduce the scale of cascading failure
most of the time even though it is not obvious. For the ran-
dom network, the average degree of each community does not
differ much, so the effect of the new strategy is not obvious. In
Fig. 2, P is decreasing with the increase of 8 for the same 6, 7,
which is consistent with the basic theory that there will be no
cascading failures as long as the network has sufficient capac-

ity. And focus on the effect of 6 on the robustness of complex

network, one can see that in ER network P is decreasing with
the increase of 6. But the effect is not obvious in ER network
compared with that in BA network. Moreover, considering
the comparative analysis under constant node load and time-
varying load, almost all the results (Figs. 1 and 2) show that
the network is more vulnerable under time-varying load con-
dition. Although the load redistribution strategy adopted in
this paper has considered the time-varying characteristics of
the load, the random variation of the load makes the distri-
bution of the residual capacity in the network uncontrollable.

For example, large load nodes may have little surplus capacity
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while low load nodes have relatively high surplus capacity. So
capacity cannot be fully utilized due to the unreasonable dis-
tribution of residual capacity, which increases the network’s
vulnerability.

In order to show the effect of the new strategy more intu-

itively, we introduce indicator w, as

_ PML *PNew

A

where Py is the average size of the cascade under the ML

(PuL # 0), 13)

model, Pnew is the average size of the cascade under the new
capacity allocation strategy.

Considering that the overall destruction resistance of the
network is stronger with 8 = 1.6, we analyze the effects of 3
and Y on w with 8 = 1.6 in two typical networks.

From Fig. 3 one can see that the new strategy improved
the robustness of BA network compared with the strategy of
ML model, and the robustness of BA network is gradually en-
hanced with the increase of y regardless of whether the load
is variable or fixed. The performance of the BA network

against cascading failures has been improved by nearly 90%
when B =0.13 and y = 1.9 (as shown in Fig. 3(a)). Mean-
while, we find that wincreases as Bincreases, but wpresents a
downward trend when 8 > 1.3, which indicates that there is
a B = PBmax that maximizes w for each 7. A similar conclu-
sion can be drawn on random networks, which can be seen in
Fig. 4. However, the performance of the ER network against
cascading failures has been improved by nearly 10% based on
the new strategy, which is much less than that in BA network.

Although the cost for the two methods (i.e., ML model
and the new strategy) can be calculated by Eq. (5), cost cannot
be used to judge the merits of the two methods. And the impact
of capacity cost on network destructiveness is more suitable as
an evaluation index. So we introduce contribution rate of unit
capacity to network robustness Q, which is defined as

1-P YVaC X AL

Q:77 U: = N
j=1Lj

= (14
v ij=1Lj

The larger Q is, the higher the capacity utilization is.
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Fig. 3. Indicator w as a function of 8 and  for fixed 6 = 1.6 in BA network, with N = 1000 and (k) = 8. (a) Constant load and (b) time-varying load.
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Fig. 4. Indicator w as a function of 8 and 7 for fixed 8 = 1.6 in ER network, with N = 1000 and (k) = 8. (a) Constant load and (b) time-varying load.

From the results shown in Fig. 5, one can see that Q goes
up and then goes down with the increase of § in BA network.

In other words, there is a f = Bax that maximizes Q for each

0. It indicates that it is not economical to increase the cost of
capacity when 8 > Bnax. Meanwhile, the scale of cascading

failure has been reduced to a very low level when 8 = PBnax,
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which can be seen in Fig. 1. So B < Bnax is a more reason-
able range of f in the actual networks. Compared with ML
model, our method can achieve a higher Q for the samef3,
when B < Bnax. It indicates that the new strategy is more ef-
ficient in using network capacity. Figure 6 shows the experi-
mental results in ER network. As shown in Fig. 6, at the begin-
ning Q increases with the increase of 3, but once 3 reaches a

1.0

0.9} , (a) |
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BA network
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B

certain value, Q stops growing as 3 goes up. Meanwhile, com-
pared with ML model, the new strategy can achieve a higher
Q for the same f in ER network even though it is not obvious.
Comparing Fig. 5 with Fig. 6, one can see that the new strat-
egy is more advantageous in the rational utilization of network

capacity in BA scale-free network.
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Fig. 5. O as a function of Band v for different 6 under different strategies in BA networks: (a) constant load, 6 = 0.4; (b) time-varying load, 6 = 0.4;
(c) constant load, 6 = 1; (d) time-varying load, 6 = 1; (e) constant load, 8 = 1.6; (f) time-varying load, 6 = 1.6. The dotted curves are the results of

ML model. The solid curves are the results of the new strategy.

Although typical model networks are useful in under-
standing how real networks behave, they cannot catch many
of the structural properties of the real systems. Therefore, we

consider a real complex network, i.e., US power grid network.

Here we mainly study its robustness against deliberate attacks.
So we selected the top 10 highest degree nodes in US power
grid network. And each time only one of the ten nodes is re-

moved, then the size of the cascade P; due to the removal of
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the node is calculated. The average size of the cascade due to

the removal of one node can be described as

_ Yier B
10

where I represents the set of the top 10 highest degree nodes.

Pio , (15)

As you can see from Fig. 7, our new strategy still per-
forms well against deliberate attacks on real network, whether
the load is fixed or time-varying. When parameter 8 is small,
cascading failure scale is more sensitive to the change of f3. it

can be seen in Fig. 7(a), When f3 increases from 0.09 to 0.21,
Pj can decrease from 1 to 0. However, with the increase of 6,
the effect of the increase of f on improving the robustness of
the network against deliberate attacks becomes less obvious. It
indicates that the increase of 6 can reduce the robustness of the
network against deliberate attacks if the capacity cost is fixed.
Moreover, the increase of y can improve the robustness of the
network against deliberate attacks when other parameters are
fixed.
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Fig. 6. Q as a function of 8 and v for different 6 under different strategies in ER networks: (a) constant load, 8 = 0.4; (b) time-varying load, 6 = 0.4;
(c) constant load, 6 = 1; (d) time-varying load, 6 = 1; (e) constant load, 8 = 1.6; (f) time-varying load, 6 = 1.6. The dotted curves are the results of
ML model. The solid curves are the results of the new strategy.
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Fig. 7. Pjo as a function of 8 and y for different 6 under different strategies in US power grid networks. (a) Constant load, 6 = 0.4; (b) time-varying
load, 6 = 0.4; (c) constant load, 6 = 1; (d) time-varying load, 6 = 1; (e) constant load, 8 = 1.6; (f) time-varying load, 6 = 1.6. The dotted curves are
the results of ML model. The solid curves are the results of the new strategy.

Furthermore, we research the contribution rate of unit ca-
pacity to network robustness Q in US power grid network.
From the experimental results, we can see that our new strat-
egy has a higher capacity utilization. And from Fig. 8, one can
see that Q is decreasing with the increase of 6. It is reason-
able because the heterogeneity of the network becomes more
obvious with the increase of 6. And heterogeneous networks
are vulnerable to deliberate attacks by high degree nodes. So
the contribution rate of unit capacity decreases as 0 increases.

When 6 is small, the value of Q increases rapidly with the
increase of 8, which indicates that the network with homoge-
neous load distribution can effectively improve its robustness
against deliberate attacks by increasing capacity cost. When
6 is big, the value of Q grows slowly with the increase of j3,
which indicates that network with heterogeneous load distri-
bution cannot resist the deliberate attack on generous nodes

simply by increasing capacity cost.
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Fig. 8. Q as a function of Band ¥ for different 6 under different strategies in power grid networks: (a) Constant load, 6 = 0.4; (b) time-varying load,
6 = 0.4; (c) constant load, 6 = 1; (d) time-varying load, 6 = 1; (e) constant load, 6 = 1.6; (f) time-varying load, 8 = 1.6. The dotted curves are the

results of ML model. The solid curves are the results of the new strategy.

4. Conclusions

The cascading failure is a crucial process in many real
systems, which can cause significant damage to network func-
tions. Limited network capacity is a necessary condition for
cascading failures, but the capacity of real system cannot be
infinite. Changing the topology of the network can effectively
improve the robustness of the network, but the topology of
many existing network systems is not easy to change. So it
is very important to allocate the limited network capacity rea-
sonably without changing the network topology.

In this paper, we developed a new strategy to allocate
the limited capacity for suppressing cascade failure. Through
comparison experiments, one can see that the new strategy can

effectively reduce the scale of cascading failure. And it works
better in scale-free networks than in random networks. Fur-
thermore, we find that capacity efficiency is not monotonically
increasing as the cost of capacity increases, that is to say, there
is a cost threshold Byax. It is not economical to improve net-
work robustness by increasing capacity costs when the cost is
higher than .. And the capacity utilization of the new strat-
egy is higher than that of ML model when the cost is lower
than Bpax. Meanwhile, the increase of ¥ can improve capacity
utilization when 8 < Bpax. Furthermore, it is found that cas-
cading failures are more likely to occur when the network load

is time-varying through comparative analysis.
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