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Continuous-variable quantum key distribution (CVQKD) can be integrated with thermal states for short-distance
wireless quantum communications. However, its performance is usually restricted with the practical thermal noise. We
propose a method to improve the security threshold of thermal-state (TS) CVQKD by employing a heralded hybrid linear
amplifier (HLA) at the receiver. We find the effect of thermal noise on the HLA-involved scheme in near-and-mid infrared
band or terahertz band for direct and reverse reconciliation. Numerical simulations show that the HLA-involved scheme can
compensate for the detriment of thermal noise and hence increase the security threshold of TS-CVQKD. In near-and-mid
infrared band, security threshold can be extended by 2.1 dB in channel loss for direct reconciliation and 1.6 dB for reverse
reconciliation, whereas in terahertz band, security threshold can be slightly enhanced for the gain parameter less than 1 due

to the rise in thermal noise.
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1. Introduction

Continuous-variable quantum key distribution (CVQKD)
allows two distant parties, Alice and Bob, to share ran-
dom secret keys over an untrusted environment controlled by
an eavesdropper, Eve.l!l"#l Compared with discrete-variable
quantum key distribution (DVQKD), ) CVQKD can be ap-
plied on off-the-shelf optical fiber system with relative higher
secret key rate, avoiding the imperfection for using single pho-
ton counting.!'%!11 In a typical optical fiber system,!>~141 Al-
ice encodes Gaussian-distributed random numbers on weak
coherent states and then sends them to Bob through an opti-
cal fiber. However, such infrastructure is built on high power
laser, may well be impractical for a plethora of attractive
low-power ultra-high-speed quantum communications, such
as WiFi, Bluetooth and chip-to-chip communications.!">! For
example, customers in a supermarket may use mobile phone
to scan the two-dimensional code wirelessly, in order to ex-
change secret keys with cash registers.

Unlike an optical fiber system that usually works in
near infrared band, %) modern wireless communication works
in microwave and far infrared band.!'"!8] In the above-
mentioned frequency band, Alice may send thermal states to
Bob instead of traditional coherent states because environment
thermal noise is extremely high. Therefore, it is inevitable to
deploy thermal-state CVQKD (TS-CVQKD) if we want to ex-
tend the application of quantum communication to a common
wireless system. On the other hand, as the transmission rate of
CVQKD has been growing dramatically over the years,!1%20]
preparing quantum state precisely becomes challenging. Us-
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ing TS-CVQKD will loosen the stringent requirements for op-
tical amplitude and phase modulators since it needs no exact
Guassian modulation.?!! Although TS-CVQKD is suitable to
wireless communication and low cost to implement, thermal
noise would dramatically reduce the actual performance of
TS-CVQKD.[>223] Thus, how to improve the performance of
TS-CVQKD is a significance issue.

Currently, an amplifier has been used for combating
the channel loss and other decoherence, resulting in the
performance improvement of CVQKD.[**-28] The noiseless
linear amplifier (NLA) is the most typical one.[?*2%301 Tt
can increase the performance in a nondeterministic manner
theoretically.[*!3>) However, the actual success rate of a phys-
ical realization is far below the theoretical prediction ow-
ing to experimental limitation.33! Alternative to the physical
counterpart, the measurement-based noiseless linear amplifier
(MB-NLA) is a virtualization version of NLA by simple data
processing.>>! The MB-NLA offers a fully tunable cutoffs be-
tween probability and fidelity and hence more flexible. At the
same time, a deterministic linear amplifier (DLA) can com-
pensate for the imperfection of detector at receiver’s side, lead-
ing to an improvement of maximal transmission distance.>6!
However, the DLA cannot increase the signal-to-noise ratio
(SNR) owing to the bosonic nature of photons.[** Interest-
ingly, a combination of DLA and MB-NLA, called the hy-
brid linear amplifier (HLA), was proposed and realized in
experiments.>’! It inherits advantages of both MB-NLA and
DLA and hence sets effective gain g. free from success rate,
which means one could fix g. when the probability changes. It
can be used to enhance the secret key rate and the transmission
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distance of the traditional CVQKD system. 3!

In this paper, we consider the deploy of HLA on Bob’s
side for the performance improvement of TS-CVQKD in near-
and-mid infrared band or terahertz band. We find that in near-
and-mid infrared band, the HLA-involved scheme can bring
performance improvement of TS-CVQKD in direct reconcilia-
tion (DR), although the performance of the HLA-involved TS-
CVQKD in reverse reconciliation (RR) is vulnerable to ther-
mal noise. As the thermal radiation increases, the improved
channel loss will decrease rapidly. In terahertz band, we find
that DR is vastly superior to RR, where gpp A plays a more im-
portant role than gnpa. In addition, we find that the optimized
gnLa Will lie in the area gnpa < 1 if we want to extend security
threshold.

The rest of this paper is organized as follows. In Sec-
tion 2, we propose the HLA-involved scheme for performance
improvement of the TS-CVQKD system and demonstrate the
interaction of gpr A and gnpa. In Section 3, we derive the se-
cret key rate and security threshold in near-and-mid infrared
band and terahertz band. Meanwhile, we achieve the suitable
parameters gppa and gnpa for maximizing security threshold

of channel loss. Finally, we conclude in Section 4.

2. The HLA-involved TS-CVQKD
2.1. The scheme design of TS-CVQKD

The prepare and measure (PM) scheme of TS-CVQKD
is shown in Fig. 1. Alice displaces thermal states with a bi-
dimensional Gaussian distribution and sends signal model By
to Bob. The signal mode By can be given by

ey

X = X + X,

where x,, without a hat is the classical variable for the coded
information and X; with a hat is an operator that denotes un-
certain quantum noise. The vectorial operator £ involves both
quadratures O and P. The entire variance of signal state can
be given by

V=W+Vs, @

where V\ is modulated variance obeying Gaussian distribu-
tion and Vg is the shot noise variance, as shown in Fig. 1(c).

Y e
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N _- l\ cryostat Fy
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D cool down homodyne
Alice Eve Bob d y
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Fig. 1. (a) Schematic diagram of the standrad TS-CVQKD. (b)Schematic diagram of the HLA-involved TS-CVQKD. (c) Phase space rep-
resentation of thermal state. As the frequency goes down from infrared regime to microwave regime, thermal noise would be enhanced. (d)
Schematic of HLA achieved with a feed-forward loop. EOM, electro-optic modulator.
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We assume that Vs is equal to 1 for unit vacuum shot-noise
(SNU), as the yellow circular region shown in Fig. 1(c). As
frequency band moves down from near infrared regime to mi-
crowave regime, however, the shot noise Vs will rise up and
adapt to the environment noise. The environment noise over
different frequencies is given by

Vs =Ny=2n+1, 3)
where 71 is the average photon number for any wavelength
given by!1°]

1
= “4)

exp(hf/kBTK) —1 ’

where h is Planck’s constant, f is the frequency of quantum
signals, kp is Boltzmann’s constant, and 7k is the tempera-
ture. Even if without environment thermal fluctuations, ther-
mal noise will still exist due to the imperfect modulation. Con-
sequently, the shot noise Vg becomes Vs = 1+ ut, where . > 0
is for the thermal state case and y = 0 is for the coherent state
case.

Subsequently, signal mode By goes through a noisy and
lossy channel controlled by Eve, as depicted in Fig. 1. With the
existing environment thermal noise, Eve has to first cool down
her thermal mode Ey so as to produce pure vacuum mode and
then add known noise to the pure vacuum mode by modulating
Ey. This added known noise should match the level of envi-
ronment noise Ny in order to cover her tracks.'%! Then, Eve
performs an entangling cloner attack!*-38] by a beam splitter
with transmission 7 and interacts one of her ancilla modes E|
with By, resulting in By. E3 and E; are stored in a quantum
memory.

Finally, Bob performs homodyne detection to recover in-
formation. We model Bob’s detection efficiency by a beam
splitter with transmission efficiency 1 and detector electron-

1391 After collecting correlated strings from Alice,

ics with vg.
the postprocessing begins, which can be either DR or RR. For
DR, the previous experiment result shows that TS-CVQKD is
robust against thermal noise.'% However, a channel loss of
no more than 1.5 dB is possible, >3] which is not far enough
for metropolitan transport networks. For RR, the performance
would become terrible since the possible channel loss will

rapidly decline to zero as thermal noise rises up.'>*!

Shia(Ve, +1)+ka(Ve, — 1)

_ VB, +1_812\ILA(VB1 -1
7B3 -

0

2.2. The HLA-involved scheme for enhancing TS-CVQKD

In what follows, we propose an approach for improving
TS-CVQKD by inserting an HLA before Bob’s detector, as
shown in Fig. 1(b). Figurel(d) shows the practical implemen-
tation of HLA. When the signal mode enters the HLA, it will
first pass through a beam splitter with transmission constant 7

given by!?7!

2 2
Ty = gnLa/8DLA- (5)

The reflected mode is measured and selected via the MB-
NLA, which virtualizes the physical NLA by Gaussian post-
selection. It consists of a filter function and a rescaling factor
whose probabilistic gain is gy ».1**' The effect of the MB-
NLA can be described as a covariance matrix (CM) transfor-

mation given by 3!

Your = gNLAIGNLA + 1 —Yin(gRea — ]
< [¥in(gRea + 1) — (98ea — 1)]gni s (©)
dow = 2gN1A[RA + 1 = Yin(gRia — D] 'din, (D)

where i, and o are covariance matrices of input and output
respectively, and gnpa = Diag(gnia,gnra) is the amplifying
matrix for the individual mode. For gnpa > 1, the success

probability can be given by

®)

i exp(|xm\2 - |XC|2)(1 _8{\112/%)7 | < xe,
Paia =
17 |xm‘ sz7

where Xy, = (pm +igm)/+/2 is the measurement outcome and
Xc is the cutoff parameter which truncates the original post-
selection filter in an appropriate amplitude and hence makes a
trade-off between probability and fidelity. For gnpa < 1, the
success probability is given by

2
ENLA
PnLa = ) ©
g%LA +2Vin (1 - 812\1LA)

where Vj, is the variance of input mode. After signal mode
goes through the MB-NLA, it is further amplified by g o =

\/2(g3 o — 1) times deterministically. Finally, the signal
mode will be injected into the electro-optic modulator (EOM)
to fulfill the displacement operation. The CM of output mode
Bs is given by

0

(10)
ghia(Ve, + 1) +gxia(Ve, — 1)

VB, + 1 _gIZ\ILA(VBl - 1)

with Vg, = TV + (1 —T)Vg. By solving for the singularity for the output Eq. (10), we can obtain the restriction of gnp.a given by

gxea < (Ve +1)/(Ve, —1). (11)
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In order to show how the HLA improves the performance
of TS-CVQKD protocol, we compares the signal-to-noise ra-
tio (SNR) of mode B4 with and without HLA as shown in
Fig. 1(b). When a thermal state passes through the HLA, the
improvement of SNR at B4 can be expressed as

ASNR = SNRp, with — SNRp, without- (12)
2.07 e 3:3
gNLA>JDLA
2.8
1.8 1
L2.4
@ =4L%
i L 2.0
_ 16
g -1.6
(=)
1.4+ ASNR =3 L1.2
- 0.81
1.2 1
0.41
1.0 ik 0
1.0 2.0 3.0 4.0 5.0
9gDLA

Fig. 2. The ASNR as functions of gnpa and gpra. The blank area
indicates unphysical region of gnpa > gpra. The two white dashed
lines represent ASNR when gnpa changes from 1 to 2. The white solid
line represents contour line of g. = gnpLagpra. Modulation variance
VM = 1, shot noise Vs = 1.2, transmission efficiency 11 = 0.6 and detec-
tor electronics ve; = 0.05.

Figure 2 illustrates ASNR for the given parameters Wiy =
1, Vs = 1.2, vgg = 0.05 and n = 0.6. We find the larger the
gNLA Or gpLa means the more improvement of the SNR. In
addition, the parameters gnpa and gpra may have interacted
with each other. For example, for gppa = 2, a unit increase

of gnpa will give birth to the improved SNR by ASNR=2.8.
For gpra = 4.5, ASNR becomes 3. That is to say, gnLa
(gpLa) may exhibit different effect when the other gain factor
changes. Furthermore, we should point out the same effective
gain g = gnLagpLa does not signify the same improvement
of SNR.

Actually, we note the SNR improvement does not mean
the increased secret key rates because it ignores the influence
of Eve. The most typical example is the so-called fighting
noise with noise, *!] where noise is added to the reference side
to increase secret key rates when Eve’s attack is strong. How-
ever, it may enhance the performance of TS-CVQKD for the
tunable parameters in suitable ranges.

3. Security analysis

We demonstrate the performance improvement of the
HLA-involved TS-CVQKD with the numerical simulations
in near-and-mid infrared band (6 THz—400 THz) or terahertz
band (60 GHz—-1 THz). The secret key rates of TS-CVQKD
with and without HLA are derived in Appendix B. Table 1
shows the parameters setting. In near-and-mid infrared band,
the average photon number is very low and hence thermal
noise is small, whereas thermal noise in terahertz band is ex-
tremely high. Consequently, the HLA-involved scheme makes
a difference in terms of the secret key rates. In addition, the
emerging terahertz band is identified as one of the promising
spectrum bands to enable ultra-high-speed quantum commu-
nications.

Table 1. Parameter setting. The N-M represents near-and-mid infrared and T represents terahertz.

Value in N-M band Value in T band

Symbol Parameter setting
8NLA Gain of NLA
8DLA Gain of DLA

Vs Shot noise

T Transmission efficiency
f Frequency

Vi Channel noise

€ Channel excess noise
™ Modulation variance
Vel Electronic noise

n Detection efficiency

B Reconciliation efficiency
Tk Temperature

Independent variable
Independent variable
Independent variable
Independent variable

Independent variable

Independent variable
Independent variable
Independent variable
Independent variable

Independent variable

- Independent variable

0.05 -
4 40
0.05 0.05
0.6 0.6
0.981421 0.98
288 288

3.1. Near-and-mid infrared band

In near-and-mid infrared band, the performance of the
HLA-involved TS-CVQKD is compared with standard TS-
CVQKD in numerical simulations. We take into account the
configuration of homodyne detection in both the DR and RR
cases. As shown in Fig. 3, the thermal noise in near infrared
band comes from imperfect modulation. Once the frequency
exceeds a certain threshold in mid infrared regime, thermal
noise will rise up quickly.

We find that the HLA can improve standard TS-CVQKD
for both DR and RR in terms of security threshold as shown
in Fig. 4. For DR, the added security threshold maintains
at 1.8 dB as Vg changes, corresponding to an improvement
over 125%. For RR, the added security threshold will de-
crease from 1.3 dB to 0.2 dB as Vs changes, leading to an
improvement of no more than 6%. Then, we compare the
performance of HLA-involved TS-CVQKD (dashed line) and
LOCM-involved TS-CVQKD (dash-dotted line) in homodyne
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detection. It is shown that inserting an HLA on Bob’s side
is better than inserting an LOCM no matter in DR or RR. For
DR, LOCM even decreases the security threshold as compared
to the standard protocol.

The performance of the HLA-involved TS-CVQKD will

1.6

-

|

1.4} mid infrar

|
d near infrared (a)

—
N
-0

—
=]

[y

20 THz

0.6

Thermal noise

Thermal noise

0.4

imperfect

0.2 modulation

0 L
5 50 100 150 200 250 300 350 400
Frequency f/THz

also be influenced by frequency f in DR. In Fig. 5, it shows
that the security threshold can be extended by 2.1 dB for
f =120 THz, resulting in an improvement of 117% compared
with the standard TS-CVQKD. However, when the frequency
moves down to 6 THz, as shown in Fig. 5(b), the maximum

200 T T 0.12
T o b)
microwave infrared /

160 0.10 -
o
~

0.08 T

120 £

8

0.06 &=

-

80 I
0.04 E

3

oy

10 0.02 -

therma] noise ’
0 . . 0
60 300 600 900

Frequency f/THz

Fig. 3. (a) Near-and-mid infrared band and (b) terahertz band.
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>
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It
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Channel loss/dB

100

Secret key rate/(bits/use)

Channel loss/dB

Fig. 4. Secret key rate as a function of channel loss (dB) using (a) Direct reconciliation (b) reverse reconciliation. The solid line is the
standard TS-CVQKD, while the dashed line represents the HLA-involved TS-CVQKD with gnpa = 1.2, gpra = v/20 in DR and gnpa = 1.5,
gpLa = V20 in RR. The dash-dotted line represents the LOCM-involved TS-CVQKD with 7 = 0.9 and A = 1.02 in both the cases.

(a)
4.0 3.8 3.5 3.3 3.1 2.9 2.7 2.5 2.2 2.0 1.8

4.0

Security threshold

(b)
3.5 3.4 3.2 3.0 2.8 2.7 2.5 2.3 2.2 2.0 1.8

Security threshold

Fig. 5. Secure threshold of channel loss as functions of gpp.a and gnpa in DR for (a) f = 120 THz and (b) f = 6 THz.
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value of gnpa will be shrunk from 1.43 to 1.34, and hence
the improved security threshold declines to 1.6 dB. It is note-
worthy that although the security threshold increases mono-
tonically with both gnpa and gpra, the amplification effect of
gnLa on TS-CVQKD is more than that of gpp A no matter what
the frequency is, as shown by the dashed line in Fig. 5.

In Fig. 6, we find that the security threshold becomes
the peak value (black circle) in RR for gppa = V2 instead
of gpLa = /20, which means that decreasing SNR of signal
model can, at least within a certain range, improve security
threshold. This situation is the so-called fighting noise with
noise,*!i.e., noise enhances the performance of TS-CVQKD.
The same phenomenon can be seen for the parameter gy a as
the peak value located at gnpa = 1.54. At the same time, we
also find HLA-involved TS-CVQKD in DR is superior to that
in RR when the frequency drops quickly. In RR, the peak value
fades from 7.52 dB to 0.8 dB as the frequency goes down from
f =120 THz to f = 6 THz. In DR, however, the peak value
only slightly fades from 4 dB to 3.5 dB.

(a)
75 74 7.3 7.1 T.0 6.9 6.8 6.6 6.5 6.4 6.2

Security threshold

(b)

0.83

0.80 0.77  0.74

= Ty

ROASQ dB ‘\
|
|

0.78 ‘

0.81

Security shreshold
<]
~
ot

Fig. 6. Secure threshold of channel loss as functions of gppa and gnra
in RR for (a) f = 120 THz and (b) f = 6 THz.

3.2. Terahertz band

It is known that thermal noise in terahertz band is extraor-
dinary high. Even so, the terahertz band communication has
some advantages for future wireless communication since the

terahertz wave can integrate advantages of microwave and op-
tical wave. Compared with the microwave communication,
the terahertz communication possesses larger capacity and bet-
ter direction. Compared with the optical wave, the terahertz
wave holds advantages of high energy efficiency and good
penetrability.[** In addition, it allows to transfer huge mes-
sages very quickly and expects to offer applications for high
speed data links. [4+43]

As shown in Fig. 3(b), the terahertz band is the bridge
of microwave band and infrared band through boundary at
300 GHz. In near-and-mid infrared band, thermal noise is
very tiny. However, it can be up to 200 in terahertz band at
frequency of 60 GHz. Consequently, the security threshold is
extremely small compared with that of near-and-mid infrared
regime. Here we let Tx = 15 °C and f € {1 THz,300 GHz}
to demonstrate the amplification effect of the HLA-involved
scheme. We focus on DR instead of RR since thermal noise
here is extremely high and therefore DR is far beyond RR.

102

103+

10—4F

Secret key rate/(bits/use)

Secret key rate/(bits/use)

fixed secure interval

0.6 07 08 09 10 11
gNLA

Fig. 7. The optical parameter gni.a for the tunable channel loss at differ-
ent frequencies: (a) channel loss fixed at {0.04,0.05,0.06}, (b) channel
loss fixed at {0.16,0.18,0.20}.

Bob’s electronic noise v will change when it comes to
terahertz band. This electronic noise v is basically due to
thermal noise introduced by the intrinsic amplifier circuit pos-
terior to photon detection (not HLA) and it will still exist even
when no signal light enters homodyne detector.!*! This ther-
mal noise can be influenced by temperature, which means that
one may use cryogenic amplifier circuit to suppress thermal
fluctuations. *®! However, cryogenic amplifier circuit is too ex-

pensive for the practical implementation and hence we do not
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apply this setup in the proposed scheme. As a result, the orig-
inal noise should adopt to terahertz band and change to v Np.

In Fig. 7, we achieve the optimal value of gnpa to maxi-
mize the secret key rate at f =300 GHz and f = 1 THz. The
parameter gnpa must satisfy the restriction in Eq. (11). Thus,
the gnpa in terahertz band nearly cannot exceed 1 and thus
the signal mode cannot be amplified. Fortunately, it has been
pointed out that noiseless attenuation is also able to increase
secret key rate and secure range of the protocol in the high-

(23] This inspires us because it happens

noise low-loss regime.
to suit our case for high-noise and low-loss. Consequently, we
consider the range of gnpa < 1 and obtain the optimal gnpa
for various channel loss. As shown in Fig. 7(b), the secret
key rates reach the highest value for the optimized parameter
gnLa = 0.96 in a fixed secure interval. As channel loss has
been decreasing from 0.2 dB to 0.14 dB, the optimized pa-
rameter gnpa Will get closer to one and hence the fixed secure

interval would become wider.

100 T . T
(a) — —gba=1, gna=1
— — — G3La=5, gnra=1
% 10-1 9]§LA:207 gnpa =1
> gbra=1Inf, gnpa=1
':i — glz)LA:Inf, gnLa = 0.96
< 1072%f |
2
£ : \ gnia=0.96
5 103} | !
7 [ (
® L5 20
s 4
o 1070 |
I I 9DLA
<+ | <—>|
0 0.02 0.04 0.06 0.08
Channel loss/dB
100 T - : .
(b) _— g]QJLA: 1, gnea=1
R \ — — gha=5, gnua=1
o _ \ hra=20, gna=1
E 10— A —— gbra=Inf, gnra=1
= \ ~ N g3ia=Inf, gxpa=0.96
é \ N N
> 102 \ \ NLA = 0.96 3
= 1 \
o |
& 103} !
i I 1
o
g 1] 51 20 |perifec
w» 107 [ [
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| . L. . .
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Channel loss/dB

Fig. 8. The secret key rates versus channel loss in terahertz band with
the tunable parameters gnpa and gppa for (a) f = 300 GHz and (b)
f =1 THz. The three dashed lines show the secret key rates as gppa
is increased from 1 to v/20 without amplification effect of gnpa. The
purple lines signify the secret key rates when gnpa = 0.96 is used on
the basis of perfect detector.

As shown in Fig. 8, the performance of the HLA-involved
TS-CVQKD can be improved in 300 GHZ and 1 THz. In
Fig. 8, when gppa increases from 1 to 1/20, the imperfection
of a practical detector will be compensated and gnp.a will fur-
ther enhance the secret key rate. Although the HLA-involved

scheme can still improve TS-CVQKD, which is similar to the
counterpart in near-and-mid infrared band, there are different
results. The parameter gpp A plays a much more important role
than gnpa. An ideal DLA can compensate for imperfections
of Bob’s practical detector in order to approach perfect detec-
tion apparatus. In near-and-mid infrared band, the electronic
noise ve is relative small so that gpp o will not help too much.
However, the electronic noise is much higher in terahertz band
and therefore sensitive to gpra.

In addition, controlling channel noise is another useful
approach for enhancing the secret key rate. In the above anal-
ysis, we demonstrate that the HLA-involved scheme is relative
robust against thermal noise in DR. However, we should point
out that channel noise Vg, unlike thermal noise, can dominate
the HLA-involved scheme in the very limited range of secu-
rity. The smaller the channel noise Vg, the greater the secure
distance. In Fig. 9, we compare the secret key rates with and
without HLA for Vg € {5,12,20}. When Vg decreases from
20 (green dashed line) to 5 (red dashed line), the maximal
transmission distance of the HLA-involved TS-CVQKD will
be extended from 15 cm to 56 cm. We note that 56 cm, de-
spite being a small secure region, is enough for some specific
scenarios in near field communication (NFC, 10 cm), such as
mobile payment and access control system.

—~ 100
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® \
5 N
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2 AN Tl
? 5 \\\ \\ _VEZS‘\‘~\\
£ 10~ ' N - Ve=5HLA
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Fig. 9. How channel noise Vg influences the security of CVQKD with
(dashed line, gpra = m, gnLa = 0.96) and without HLA (solid line)
at f = 1 THz. The green, blue, and red line denote Vg =5, 12, 20 re-
spectively. The attenuation is around 850 dB/km. A decrease in channel
noise Vg will enhance the performance of TS-CVQKD protocol rapidly.

4. Conclusion

We have proposed an HLA-involved scheme for perfor-
mance improvement of TS-CVQKD. Numerical simulations
show that inserting an HLA before Bob’s detector can enhance
the security of TS-CVQKD no matter in near-and-mid infrared
band or terahertz band. The direction of reconciliation and the
frequency will influence performance of TS-CVQKD. We find
that at 300 GHz and 1 THz, the optimal parameter gnpa lies in
the area of gnpa < 1, which is not only confined to 300 GHz
and 1 THz but also suitable for all frequency band of high ther-
mal radiation. In addition, the HLA-involved scheme can ex-
tend the maximal transmission distance at 1 THz from 15 cm
to 56 cm, which indicates a potential application for not only
NFC but also other wireless system requiring longer secure
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distance. Furthermore, future work may extend this scheme
deeply to microwave band (300 MHz-300 GHz) which seems
more attractive in the microwave regime. 47481

Appendix A: Calculation of von Neumann en-
tropy

In this Appendix, we will give the formulas about how to
calculate von Neumann entropy of a 4 x 4 two-mode covari-
ance matrix -y characterized as

(£5)

where A, B, C are all 2 x 2 matrix.
Firstly, we need to find symplectic eigenvalues vy 5 of ~

(AL)

1

Vi, = A+ — 4dety], (A2)

where det is the determinant of the covariance matrix ~ and
A = detA 4 det B+ 2detC are global symplectic invariants.

After finishing the calculation of symplectic eigenvalues,
we need to plug vy > into the following equation to obtain the
von Neumann entropy S.

S=g(v1)+g), (A3)

+1 +1 -1 -1
o= (7)o (37) (177 (7) a0

Appendix B: Calculation of secret key rate

In this Appendix, we will specify the calculative process
to obtain the secret key rates for HLA-involved TS-CVQKD in
both RR and DR respectively. For standard TS-CVQKD, we
emphasize that it is only a particular case of gnpa = gprLa = 1.

The secret key rates is given by

K = Blag — (S(E) -

S(E|b)), (B1)

where I5p is the mutual information between Alice and Bob,
S(E) and S(E|b) describe the total and conditional von Neu-
mann entropies of Eve’s EPR states.

The first step is to calculate the mutual information /ap.
As we can see from Fig. 1, the output variance of mode By, E3
and E is given by

VB, ZTV+(1 —T)VE, (B2)
Ve, =TV + (1 — T)V, (B3)
Vg, = VE. (B4)

After mode B, entered HLA, the action of NLA will
change Vg, via Eq. (6), which is described as

o — Ve, +1+8ka(Ve, — 1)
? Vg, +1 _gﬁLA(VBl -1

(BS)

Then, we use the joint action of DLA and imperfection of
detector to obtain Vg4,

VB +l+gNLA(VBl ) Vel
Ve, = NgbraVe, + (1= 1)V = Nghra—— +(1=m)(1+
4 DLA VB, DLAV1+1 gNLA(VBl ) ( ) -7
TV+(1=T)Veg+1+8% ,(TV+(1-T)Vg—1
g VA DVe kL VATV 1) (B6)
TV+(1—=T)WVe+1—gs(TV+(1-T)Vg—1)

In order to obtain the mutual information /5g, we still need to find conditional variance V4|, This is realized by replacing

V with shot noise Vs in Eq. (B6),

s TVs+(1—T)Ve+1+gqa(TVs+(1-T)Vg—1)
Voala = M8DLA Ty T Y 4 1= g2 ATV (1= T)Ve—1) 1T B
\
Using Eqgs. (B6) and (B7) we can calculate Alice and  zeros anywhere else. Z and I are given by
Bob’s mutual information /5p to be 1 0 1o
Z(O—l)’ I(O 1>. (B10)
In = (B8)

The second step is to obtain Eve’s entropy S(E). After
interaction with signal mode, Eve’s covariance matrix is made
up from two modes E; and Ej3,

diag[Ve., Vi.] 0Z
’YE2E3:< g[Vey, Ve, @ )7

0Z Vg I (B9)

where @ = [T(VI%1 —1)]? and the symbol “diag” represents a
matrix with equal numerical value of diagonal elements and

In the usual case, Eve’s covariance matrix ~vg,g, will re-
main until Bob has conducted his measurement. However, due
to the effect of NLA, Eve’s CM ~g,g, will make a difference
and changes to

 (diag[Ve, Ve, ] cppZ (B11)
7E2E3 - CEéEg 7 dlag [Véz 5 Véz] ’

where
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, (=T +TVe+VVe+ gl a(TVE—VVe+(1-T)V)

(B12)

B Vet TV —TVi — Vegdy o + 83 n — TV A+ TVegh A+ 1

VI =V — (Vé—l)(g%\ILA—l)(T—l) (B13)

E Ve+TV —TVe — Vigh o +8un —TVeaa + TVega+1
T(VE—1)(V-Vgiia+8at] B14)

Cpl gl = .

BB Ve TV — TV — Vegia + 8hua — TVERia + TVigkia +1

After we get CM of Eve, we can obtain the von Neumann entropies S(E) by the method showed in Appendix A.
The third step is to obtain Eve’s conditional entropy S(E|b). After mode B4 has been measured using homodyne detection,
iy, can be converted as!'!

YE,E, b = YELE, — (e, )X TTXT, (B15)

where

10
I[1= ( 0 o) , (B16)
and X denote the correlations between EPR states E», E4 and mode By. It is described as

x - (< E:§)§B4 >I\ _ (< \/ml?é)g& >1 (B17)
<EXp, >1T < \/NgpLaE X, > 1)’

where (E}Xg,) and (E}Xg3) can also be calculated using Eq. (6). It is given by

JUR ZgNLA (VEz—l)(l—T)
) = TV TV Ve T o n —TV R+ TV R 1
E+ LV —1VE—VEgNa +8n1a — 1 V8at1VESNIA T
—2gnLa(V =V T(1-T))

EiXp,) = . (B19)
(Ea%y VE+TV —TVg - VEg%LA +g12\ILA - TVglz\ILA + TVEglz\ILA +1

(B18)

Now, we get the covariance matrix VELE, and YELE, b in Egs. (B11) and (B15), respectively. Using these CM, the von
Neumann entropies of S(E) and S(E|b) can be computed as shown in Appendix A but are not written down explicitly here due
to their lengths. Finally, we can get the secret key rates as three components of K (Iap, VELE,» ’YE’ZE_g\b) are all determined.

The secret key rates for DR using homodyne detection is given by

K = Blas — (S(E) — S(Ela)). (B20)

Here the calculation would be much more simple since Iag and VELE, have already been shown in Eqgs. (B8) and (B11). The

only thing we need to do is to calculate covariance matrix YELE, a2 which can be obtained by replacing Véz, Vé} , and CE,E, in by

;o (I=T)Vs+TVe+VsVe+ gk A(TVE—VsVE+ (1 —T)Vs)

— , (B21)
Balo ™ Ve 4 TVs — TV — Viegdy o + 2 a — TVs&2 o+ TVigi o +1
V= Vg — (VEz_l)(gIz\ILA_l)(T_l) (B22)
Exfa Ve+TVs — TV — Vegdy o+ 8xia — TVs&ua + TVigia+1
T(VE—1)(Vs— Vsgiia+8kiat+1)
CELE,Ja = (B23)

Ve+TVs —TVe —Viegh o +85a — TVsga+TVegH A+ 1

This is realized by changing V — Vs in Eq. (B11).['6] We emphasize that this replacement is only conducted in anyone of
quadrature Q (P) and the other quadrature P (Q) would remain unchanged as denoted in Eq. (B11), because we use homodyne
detection here instead of heterdyne detection.

Y. H. accomplished the formula derivation and numerical simulations and drafted the article. Y. G. provided feasible advice
and critical revision of the manuscript. H. Z. provided critical advice and reviewed relevant studies and literature. D. H. performed
critical revision of the manuscript. All authors have read and approved the final manuscript.
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