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Hybrid-triggered consensus for multi-agent systems with time-delays,
uncertain switching topologies, and stochastic cyber-attacks∗
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We propose a new approach to discuss the consensus problem of multi-agent systems with time-varying delayed con-
trol inputs, switching topologies, and stochastic cyber-attacks under hybrid-triggered mechanism. A Bernoulli variable is
used to describe the hybrid-triggered scheme, which is introduced to alleviate the burden of the network. The mathematical
model of the closed-loop control system is established by taking the influences of time-varying delayed control inputs,
switching topologies, and stochastic cyber-attacks into account under the hybrid-triggered scheme. A theorem as the main
result is given to make the system consistent based on the theory of Lyapunov stability and linear matrix inequality. Markov
jumps with uncertain rates of transitions are applied to describe the switch of topologies. Finally, a simulation example
demonstrates the feasibility of the theory in this paper.

Keywords: hybrid-triggered consensus, multi-agent system, time-delay and cyber-attacks, switching topolo-
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1. Introduction
In the recent decade, multi-agent systems have been

extensively studied due to the wide applications in many
fields, for example, unmanned aerial vehicle (UAV) coop-
erative control,[1,2] formation control,[3–5] etc. The consen-
sus problem is a critical issue in multi-agent systems, con-
sistency means that some variables of all agents in a multi-
agent system must converge to the same state in the end.
There are plenty of results about the consistency of multi-
agent systems. In Ref. [6], the concept of partial compo-
nent consensus in multi-agent system was proposed firstly, and
then the consensus problem of partial component in a leader–
following multi-agent system with the directed topology was
investigated. In Ref. [7], the consensus problem of fractional-
order multi-agent systems by sampled-data control based on
directed topology with order 0 < α < 1 was addressed. In
Ref. [8], under the Markov switching topologies, the mean
square consensus problems of multi-agent systems with and
without non-linear dynamics were considered. And in Ref. [9],
under asynchronous switching, the exponential consensus of
multi-agent systems with both stochastic delayed and nonlin-
ear dynamics was studied. In order to achieve consistency,
generally a controller is established, according to the locally
exchanged information, distributed control actions can be gen-
erated by the controller to guarantee that all agents agree on
some physical quantities, for instance, the position or the ve-
locity. It is worth mentioning that the information exchanges
among agents are affected by the time delay. The network
communication channel is limited, the agent cannot sample the

state instantaneously, and the agent needs to spend time on re-
lated calculations, which both will cause the time delay,[10,11]

so the designed controller must be robust. Moreover, there is
often a situation that the communication topologies alter over
time, i.e., switching topology,[12,13] owing to temporary com-
munication losses or changes in the layout of the agents, which
cause the transformation in the action of the consensus proto-
col. In this paper, the switching topology is also considered.

Because the event-triggered mechanism can greatly re-
duce information transmission among agents and the time of
agent controller adjustment, its application is more and more
extensive. In Ref. [14], the leader–following consensus prob-
lem of discrete multi-agent systems with parameter uncertain-
ties was solved based on the event-triggered control strate-
gies. In Ref. [15], aiming at the consensus problem of leader–
follower under fixed and switching communication topologies,
a decentralized event-triggered controller was designed. The
event-triggered scheme provides a useful method to improve
the communication efficiency compared to the time-triggered
scheme. Nevertheless, most of the event-triggered mecha-
nisms mentioned above always come at the expense of system
performance, and it should usually strike a balance between
the amount of communication and system performance. In
multi-agent systems, optimizing data transmission methods re-
mains a challenge. In an actual control system, the utilization
of the communication bandwidth is sometimes low, and infor-
mation transmission can be less in a certain period of time. For
this system, neither the event triggering scheme nor the time
triggering scheme can guarantee the best system performance.
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How to fully cope with this situation is still a challenge, there-
fore, we propose a hybrid-triggered mechanism,[16] which in-
cludes time-triggered scheme and event-triggered scheme, the
purpose is to shorten this gap. There are plenty of results
about the hybrid-triggered scheme. For example, the issue
of quantized state estimation for neural networks with cyber-
attacks was addressed with the hybrid-triggered mechanism in
Ref. [17]. In Ref. [18], the hybrid-triggered scheme was pro-
posed to exclude the Zeno behavior. The issue of H∞ filter
design for neural networks with hybrid-triggered mechanism
and cyber-attacks was studied in Ref. [19].

In recent years, the rapid development of the network has
made the connection between the control field and the network
more tight. The introduction of the network has improved the
efficiency in many aspects of the control system, for instance,
the processing speed of the control system becomes faster.
Nevertheless, it also brings huge challenges, e.g., packet loss,
cyber-attacks, network induced delay, etc, among which the
cyber-attack is the hottest issue. Therefore, the majority of
scholars began to consider cyber-attacks from the perspec-
tive of control theory. In Ref. [20], the issue of decentralized
event-triggered H∞ control for neural networks was consid-
ered, where the neural networks had limited network band-
width and were subject to cyber-attacks. In Ref. [21], Takagi–
Sugeno fuzzy system’s quantized stabilization was addressed,
and the stochastic cyber-attacks were considered under the
hybrid-triggered scheme. In order to guarantee the security
of the cyber physical system, a new risk assessment method
was proposed to quantify the impact of cyber-attacks on the
system in Ref. [22].

Inspired by the above mentioned works, we concentrate
on the design of a hybrid-triggered consensus controller with
random network attacks, time-varying delayed control inputs,
and uncertain switching topologies. The main contributions of
this paper are as follows.

1) The multi-agent system can be described by a linear
system, linearizable system, and time invariant system. And a
hybrid-triggered scheme is introduced, which includes time-
triggered scheme and event-triggered scheme to reduce the
burden of network transmission. Switching between the two
strategies follows a random Bernoulli distribution.

2) Cyber-attacks are taken into account, the probability
of a random network attack occurring also obeys the Bernoulli
distribution and the time-varying delay of each agent control
input can be non-differentiable and non-uniform.

3) Topologies switching has an uncertain transition prob-
ability, which is used to describe network system communica-
tion failures or changes in neighbor relationships.

It should be noted that the topology states do not neces-
sarily contain a spanning tree, and the topologies switching
can be regarded as a continuous-time Markov chain with an

uncertain transition probability. Therefore, the Markov jump
linear system can be used to replace the original multi-agent
system, and the analysis of the original system consistency is
completed by analyzing the stability of the Markov jump lin-
ear system. To solve the problem of uncertain conversion rate,
we are inspired by Refs. [23]–[26]. As far as we know, there
is no research on hybrid-triggered consensus for multi-agent
systems with time-varying delayed control inputs, uncertain
switching topologies, and stochastic cyber-attacks.

The remainder of this paper is organized as follows. In
Section 2, knowledge related to graph theory is stated. The
mathematical model of the multi-agent system is constructed
in Section 3. And in Section 4, sufficient conditions are ob-
tained to ensure the multi-agent system consistent. In Section
4, a simulation example is used to illustrate the validity of the
theory in this paper. In the last section, the conclusion is given.

In this article, the following symbols are used: Rn rep-
resents the n-dimensional Euclidean space, 𝐼n is n-order unit
matrix, 𝑀T represents the transposed matrix of 𝑀 , the Kro-
necker product is denoted by ⊗, 𝑀 > 0 denotes that 𝑀 is a
positive definite matrix, E{𝑀} means the mathematical ex-
pectation of 𝑀 , and ∗ indicates a symmetrical part.

2. Basic theory of graphs

Graph theory is an important tool for studying multi-agent
systems. Each agent can be represented as a node in graph
theory. The information interaction among agents is repre-
sented as an edge in graph theory. A simple directed graph
can be expressed as G̃ = (V,ε,A), for a multi-agent system
with m agents, the node set is V (G̃) = {v1,v2, . . . ,vm} and the
edge set is ε ∈V (G̃)×V (G̃) = {ei j = (vi,v j) : i, j ∈f}, where
f = {1,2, . . . ,m} is the indicator set. 𝐴 = [ai j] ∈ Rn×n is the
adjacency matrix of graph G̃, if and only if ei j = (vi,v j) ∈ ε ,
aii = 0 and ai j = a ji > 0, the set of nodes vi neighbors is Ni =

{ j|ei j = (vi,v j) ∈ ε, j 6= i}. The degree matrix is 𝐷 = [dii],
where dii = ∑

j=m
j=1 ai j, dego(vi) and degi(vi) respectively in-

dicate the degree of outbound and in degree of node vi, and
dego(vi) = ∑ j 6=i ai j, degi(vi) = ∑ j 6=i a ji. If G̃ is an undirected
graph, then dego(vi) = degi(vi) is satisfied.

Therefore, the Laplacian matrix 𝐿= [li j] can be obtained
as follows:

𝐿=𝐷−𝐴. (1)

Then

li j =

{
∑mk

aik, i = j,
−ai j, i 6= j.

(2)

The Laplacian matrix has an important property, i.e., 0 is one
eigenvalue of 𝐿 and 1m is its corresponding eigenvector.
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3. Problem formulation
3.1. Consensus problem

Consider a multi-agent system with m agents, each with
the following dynamic mathematical model:

𝑥̇i(t) =𝐴𝑥i(t)+𝐵𝑢i(θt , t− τi(t)), i = 1,2, . . . ,m, (3)

where 𝑥i ∈ Rn represents the state variables of the i-th agent,
the order of the agent dynamics is determined by n, and
𝑢i ∈ Rn is the control input of the i-th agent. θt changes
with time, and represents the connected agents of the multi-
agent system at each instant of time t. τi(t) is the time-
varying delay that affects the control input of the i-th agent.
Let τi(t) = τ + λi(t), where τ is a constant, λi(t) is distur-
bances that change with time, which satisfies |λi(t)| ≤ λ̄ < τ ,
therefore τi(t) ∈ [τ− λ̄ ,τ + λ̄ ] is satisfied for all agents in the
multi-agent systems.

The consensus controller in this paper is proposed as fol-
lows:

𝑢i(θt , t) =−
m

∑
j 6=i, j=1

ai j(θt)𝐾(𝑥̂i(t)− 𝑥̂ j(t)), (4)

where 𝐾 ∈ Rn×n is the constant matrix gain, ai j(θt) de-
termines the current topology state, for instance, if there is
no communication between nodes i and j, then ai j(θt) = 0,
and 𝑢i(θt , t) represents the control input based on the current
topology of agent i. The initial conditions of agents’ states are
shown as follows:

𝑥i(ς) = 𝜇i(ς), ∀ς ∈ [−τ− λ̄ ,0], (5)

in interval [−τ − λ̄ ,0], the function 𝜇i is arbitrary and corre-
sponds to the set of initial conditions.

According to Ref. [27], the continuous time Markov
chain determines the dynamics of the parameter θt , where the
Markov chain has discrete states, the discrete states are given
by a set of sets S̃ = 1,2, . . . ,s, where s is the number of differ-
ent topologies of the multi-agent systems. The expression of
the probability transfer matrix 𝛹 = [ψpq] is

ψpq = P{θt+∆ = q|θt = p}

=

{
(πpq + εpq)∆ +o(∆), p 6= q,
1+(πpq + εpq)∆ +o(∆), p = q. (6)

In the above formula, ψpq represents the probability of switch-
ing from topology p to topology q in interval ∆ > 0 at time t,
for p,q ∈ S̃, lim4→0 o(∆)/∆ = 0 holds, (πpq + εpq) are the
elements of the uncertainty transfer rate matrix

𝛱 =


π11 + ε11 π12 + ε12 · · · π1s + ε1s
π21 + ε21 π22 + ε22 · · · π2s + ε2s

...
...

. . .
...

πs1 + εs1 πs2 + εs2 · · · πss + εss

 , (7)

where πpq represents an estimated value of the probabil-
ity of switching from state p to state q, and εpq represents
an error of the estimated value. Here εpq is unknown and
εpq ∈ [−δpq,δpq] with 0 < δpq < πpq. It is obvious that both
πpq and δpq are positive, and πpp = −Σs

q=1,q6=pπpq, εpp =

−Σs
q=1,q6=pεpq, therefore, Σs

q=1(πpq + εpq) = 0 is obtained. Fi-
nally, let the initial distribution of the Markov chain be ν =

(ν1, . . . ,νs).
The dynamic mathematical model (3) and the consistency

controller (4) of the agent are written in a compact form as fol-
lows:

𝑥̇(t) = (𝐼m⊗𝐴)𝑥(t)+(𝐼m⊗𝐵)
m

∑
k=1

𝑢̄k(θt , t− τk(t)), (8)

𝑢̄k(θt , t) =−(𝐿k(θt)⊗𝐾)𝑥̂(t). (9)

Here 𝑥(t) is a complete stacked state vector and 𝑥(t) =

[𝑥1(t)T𝑥2(t)T · · · 𝑥m(t)T]T, 𝑢̄k(θt , t) is the current input vec-
tor of the k-th agent, moreover, 𝑢̄k(θt , t) and 𝜗k⊗𝑢k(θt , t) are
arranged in the same form, where 𝜗k is a column vector of nm
dimension, its k-th term is one, and the other terms are zero,
and 𝐿k(θt) is the Laplacian matrix of the current subgraph,
only the edge pointing to the vertex 𝜗k is considered at this
time. Notice that Σm

k=1𝐿k(θt) = 𝐿(θt), where 𝐿(θt) is the the
Laplacian matrix which contains all the edges in the current
topology θt .

The structure of the hybrid-triggered consensus for the
multi-agent systems with time-varying delayed control inputs,
uncertain switching topologies, and stochastic cyber-attacks
is shown in Fig. 1. As is shown in Fig. 1, in order to save
network resources, a hybrid-triggered mechanism consisted of
time-triggered mechanism and event-triggered mechanism is
introduced. The two triggered mechanisms are discussed be-
low respectively.

x↼t↽

hybrid triggered scheme 

  time triggered

scheme

   event triggered

scheme

sensor

plant

actuator

network controller
cyber attacks

networkx(t)

x↼t↽

uk↼θt↪t↽

↩

^-

Fig. 1. Structure of hybrid-triggered consensus for multi-agent systems
with time-varying delayed control inputs, uncertain switching topolo-
gies, and stochastic cyber-attacks.

When the time-triggered mechanism is used in the hybrid-
triggered mechanism, the sampled data will be transmitted as
follows:[28]

𝑥1(t) = 𝑥(trh),

t ∈ (trh+ τtr , tr+1h+ τtr+1), r = 1,2, . . . , (10)
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where tr are positive integers, which satisfy {t1, t2, . . .} ⊂
{0,1,2, . . .}, τtr is the corresponding delay caused by the net-
work, and h is the sampling period. According to Ref. [29], let
τ(t) = t− trh, therefore equation (10) can be rewritten as

𝑥1(t) = 𝑥(t− τ(t)), (11)

where τ(t) ∈ [0,τM], with τM being the maximum value of the
delay.

According to Fig. 1, when the event-triggered scheme is
chosen in the hybrid-triggered scheme, which is introduced to
determine if the current measurement should be sent by com-
paring the latest sampled data with the error between two con-
secutive instants. The condition of the event-triggered scheme
is given as follows:[30]

tr+1h = trh+ inf
ϖ≥1
{ϖh |𝑒T

r (t)𝛺𝑒r(t)

≥ σ𝑥T(trh)𝛺𝑥(trh)}, (12)

where 𝛺 > 0, 0 ≤ σ < 1, and ϖ = 1,2, . . . The expression of
the threshold error is er(t) = x(trh)− x(trh+ϖh).

For the convenience of operation, according to Refs. [31]
and [32], we can divide interval [trh+ τtr , tr+1h+ τtr+1) into
several subintervals. Suppose there is a constant ς that sat-
isfies [trh+ τtr , tr+1h+ τtr+1) =

⋃ς

ϖ=1 Tϖ , where Tϖ = [trh+
ϖh+ dtr+ϖ , trh+ϖh+ h+ dtr+ϖ+1], ϖ = {1,2, . . . ,ς}, ς =

tr+1−tr−1. Define d(t)= t−trh−ϖh, where 0≤ τtr ≤ d(t)≤
h+dtr+ϖ+1 , dM.

The sampled signal in the event-triggered mechanism can
be written as follows:

𝑥2(t) = 𝑥(t−d(t))+𝑒r(t). (13)

Remark 1 In the event-triggered control strategy, σ de-
termines the frequency of event triggers. For example, σ = 0
means that set {t0h, t1h, . . .} ⊆ {0,h, . . .} will be released com-
pletely.

According to Ref. [32], in order to make full use of the
limited network resources, the hybrid-triggered mechanism is
introduced. The probability of switching between the time-
triggered mechanism and the event-triggered mechanism is de-
scribed by the random Bernoulli variable α(t). By combining
Eqs. (10) and (13), 𝑥̄(t) in Fig. 1 can be written as follows:

𝑥̄(t) = α(t)𝑥1(t)+(1−α(t))𝑥2(t)

= α(t)𝑥(t− τ(t))+(1−α(t))[𝑥(t−d(t))+𝑒r(t)],

(14)

where 0≤ α(t)≤ 1. Here α(t) has the following properties:

E{α(t)}= ᾱ, E{(α(t)− ᾱ)2}= ᾱ(1− ᾱ) = ρ
2
1 ,

where ᾱ is the expectation of α(t), and ρ2
1 represents the vari-

ance of α(t).

Remark 2 According to Eq. (14), when α(t) = 0, 𝑥̄(t) =
𝑥(t − d(t)) + 𝑒r(t), i.e., the controller is under the event-
triggered scheme, if α(t) = 1, then 𝑥̄(t) = 𝑥(t − τ(t)), it il-
lustrates that the time-triggered mechnasim is used for data
transmission, i.e. the data is transmitted periodically.

Because of the introduction of networks in multi-agent
systems, not only the delay caused by the network, but the
stochastic cyber-attacks should be considered, in fact, the
stochastic cyber-attacks are deception attacks, which will tam-
per with and destroy data from multi-agent systems in a net-
work environment, which will result in each agent in the multi-
agent system failing to receive correct and complete informa-
tion, and degrade the performance and even cause system sys-
tem crashes. In this paper, cyber-attacks are represented by a
nonlinear function 𝑓(𝑥(t)). From Fig. 1, the control input is
𝑥̂(t), whose expression is

𝑥̂(t) = β (t)𝑓(𝑥(t−η(t)))+(1−β (t))𝑥̄(t)

= β (t)𝑓(𝑥(t−η(t)))+(1−β (t)){α(t)𝑥(t− τ(t))

+(1−α(t))[𝑥(t−d(t))+𝑒r(t)]}
= β (t)𝑓(𝑥(t−η(t)))+(1−β (t))α(t)𝑥(t− τ(t))

+(1−β (t))(1−α(t))𝑥(t−d(t))

+(1−β (t))(1−α(t))𝑒r(t), (15)

where 𝑓(𝑥(t −η(t))) is the expression of the cyber-attacks,
and 0 ≤ η(t) ≤ ηM represents the time-delay of the cyber-
attacks. Here 0≤ β (t)≤ 1 is also a random Bernoulli variable,
which indicates the probability of occurrence of the cyber-
attacks and E{β (t)}= β̄ , E{(β (t)− β̄ )2}= β̄ (1− β̄ ) = ρ2

2 .
Therefore, by substituting Eq. (15) into Eq. (9), the con-

sensus controller (9) can be rewritten as follows:

𝑢̄k(θt , t) = −(𝐿k(θt)⊗𝐾)𝑥̂(t)

= −(𝐿k(θt)⊗𝐾)β (t)𝑓(𝑥(t−η(t)))

−(𝐿k(θt)⊗𝐾)(1−β (t))α(t)𝑥(t− τ(t))

−(𝐿k(θt)⊗𝐾)(1−β (t))(1−α(t))𝑥(t−d(t))

−(𝐿k(θt)⊗𝐾)(1−β (t))(1−α(t))𝑒r(t). (16)

Remark 3 If β (t) = 0, then 𝑢̄k(θt , t) = −(𝐿k(θk)⊗
𝐾)α(t)𝑥(t − τ(t))− (𝐿k(θk)⊗𝐾)(1− α(t))𝑥(t − d(t))−
(𝐿k(θk)⊗𝐾)(1−α(t))𝑒r(t), i.e., there is no malicious at-
tack in the signal transmitted to the controller. When β (t) =
1, 𝑢̄k(θt , t) = −(𝐿k(θk)⊗𝐾)𝑓(𝑥(t −η(t))), the signals re-
ceived by the controller are all cyber-attacks.

The closed-loop equation for the system can be obtained
by substituting Eq. (16) into Eq. (8)

𝑥̇(t) =𝐴𝑥(t)

−
m

∑
k=1

𝐵k(θt)β (t− τk(t))𝑓(𝑥(t−η(t− τk(t))− τk(t)))
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−
m

∑
k=1

𝐵k(θt)(1−β (t− τk(t)))α(t− τk(t))

×𝑥(t− τ(t− τk(t))− τk(t))

−
m

∑
k=1

𝐵k(θt)(1−β (t− τk(t)))(1−α(t− τk(t)))

×𝑥(t−d(t− τk(t))− τk(t))

−
m

∑
k=1

𝐵k(θt)(1−β (t− τk(t)))

×(1−α(t− τk(t)))𝑒r(t− τk(t)), (17)

where 𝐴= 𝐼m⊗𝐴 and 𝐵k(θt) =𝐿k(θt)⊗(𝐵𝐾). Therefore,
the definition of consistency is given as follows.

Definition 1 According to Ref. [33], when the consensus
controller (4) is used and the hybrid-triggered scheme is in-
troduced, multi-agent systems (3) can reach mean-square con-
sensus under stochastic cyber-attacks and uncertain switching
topologies. i.e., for all i 6= j, limt→∞ E‖𝑥i(t)−𝑥 j(t)‖2→ 0 is
true in the mean square sense under all initial conditions and
initial distributions ν = {ν1,ν2, . . . ,νs} of θt .

An assumption and some lemmas are introduced in the
following.

Assumption 1[34,35] The function of cyber-attacks
𝑓(𝑥(t)) satisfies the following inequality:

‖𝑓(𝑥(t))‖2 ≤ ‖𝐺𝑥(t)‖2, (18)

where 𝐺 is the constant matrix upper bound of the nonlinear
function 𝑓(𝑥(t)).

Lemma 1[36] For any scalars t > t− τ ≥ 0 and constant
matrix 𝑀 =𝑀T > 0, the following inequality holds:∫ 0

−τ

∫ t

t+ζ

𝑧T(ξ )𝑀𝑧(ξ )dξ dζ

≥ 2
τ2

∫ 0

−τ

∫ t

t+ζ

𝑧T(ξ )dξ dζ𝑀
∫ 0

−τ

∫ t

t+ζ

𝑧(ξ )dξ dζ . (19)

Lemma 2 (Wirtinger inequality)[37] For any scalars t >
t − τ ≥ 0 and constant matrix 𝑀 = 𝑀T > 0, the following
inequality is true:∫ t

t−τ

𝑧̇T(ξ )𝑀𝑧̇(ξ )dξ

≥ 1
τ

∫ t

t−τ

𝑧̇T(ξ )dξ𝑀
∫ t

t−τ

𝑧̇(ξ )dξ +
3
τ
𝛺1

T𝑀𝛺1, (20)

where 𝛺1 = 𝑧(t− τ)+𝑧(t)− 2
τ

∫ t
t−τ

𝑧(ξ )dξ .
Lemma 3[38] A real number γ ∈ R and a matrix 𝑀 ∈

Rn×n are given, 𝑁 ∈ Rn×n is a symmetric positive definition
matrix, then the following inequality is well defined:

γ(𝑀 +𝑀T)≤ γ
2𝑁 +𝑀𝑁−1𝑀T. (21)

Lemma 4[39] For any 𝑥,𝑦 ∈ Rn with an appropriate di-
mension and an arbitrary symmetric positive definite matrix
𝑋 ∈ Rn×n, the following inequality holds:

2𝑥T𝑦 ≤ 𝑥T𝑋𝑥+𝑦T𝑋−1𝑦. (22)

3.2. Transformed multi-agent system

According to Refs. [40] and [41], the method of tree-type
transformation is used to translate the consensus problem into
a stability problem. This is finished by introducing new vari-
ables that represent the disagreement of variables

𝑧i(t) = 𝑥1(t)−𝑥i+1(t), (23)

𝐸i(t) = 𝑒r1(t)−𝑒ri+1(t), (24)

𝐹i(𝑧(t)) = 𝑓1(𝑥(t))−𝑓i+1(𝑥(t)), (25)

for i= 1,2, . . . ,m−1. The above equations are written in com-
pact forms as follows:

𝑧(t) = (𝑈 ⊗𝐼n)𝑥(t), (26)

𝐸(t) = (𝑈 ⊗𝐼n)𝑒r(t), (27)

𝐹 (𝑧(t)) = (𝑈 ⊗𝐼n)𝑓(𝑥(t)), (28)

𝑥(t) = 1m⊗𝑥1(t)+(𝑊 ⊗𝐼n)𝑧(t), (29)

𝑒r(t) = 1m⊗𝑒r1(t)+(𝑊 ⊗𝐼n)𝐸(t), (30)

𝑓(𝑥(t)) = 1m⊗𝑓1(𝑥(t))+(𝑊 ⊗𝐼n)𝐹 (𝑧(t)), (31)

where 𝑧 = [𝑧T
1 𝑧T

2 . . . 𝑧T
m−1]

T, 𝐸 = [𝐸T
1 𝐸T

2 . . . 𝐸T
m−1]

T,

𝐹 = [𝐹 T
1 𝐹 T

2 . . . 𝐹 T
m−1]

T, 𝑈 = [1m−1 − 𝐼m−1], and 𝑊 T =

[0m−1 −𝐼m−1].
We calculate the derivative of time of Eq. (26), and obtain

𝑧̇(t) = (𝑈 ⊗𝐼n)𝑥̇(t). (32)

substituting Eq. (17) into Eq. (32), then combining with
Eqs. (29)–(31), and applying the fact that 𝑈1m = 0m−1,
𝐿k1m = 0m, and 𝑈W = 𝐼m−1 to eliminate the terms that have
𝑥1(t), 𝑓1(𝑥(t − η(t − τk(t))− τk(t)), 𝑥1(t − τ(t − τk(t))−
τk(t))), 𝑥1(t − d(t − τk(t))− τk(t))), and 𝑒r1(t − τk(t)), then
the following disagreement system (33) could be obtained:

𝑧̇(t) = 𝐴̄𝑧(t)

−
m

∑
k=1

𝐵̄k(θt)β (t− τk(t))𝐹 (𝑧(t−η(t− τk(t))− τk(t)))

−
m

∑
k=1

𝐵̄k(θt)(1−β (t− τk(t)))α(t− τk(t))

×𝑧(t− τ(t− τk(t))− τk(t))

−
m

∑
k=1

𝐵̄k(θt)(1−β (t− τk(t)))(1−α(t− τk(t)))

×𝑧(t−d(t− τk(t))− τk(t))

−
m

∑
k=1

𝐵̄k(θt)(1−β (t− τk(t)))

×(1−α(t− τk(t)))𝐸(t− τk(t)), (33)

where 𝐴̄ = 𝐼m−1 ⊗ 𝐴, 𝐵̄k(θt) = 𝐿̄k(θt) ⊗ (𝐵𝐾), and
𝐿̄k(θt) =𝑈𝐿k(θt)𝑊 ∈ R(m−1)×(m−1).
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Therefore, the consistency of system (17) is assessed by
analyzing the stability of system (33) and Definition 1 can be
rewritten as follows.

Definition 2 When the consensus controller (4) is used
and the hybrid-triggered scheme is introduced, multi-agent
system (3) can reach mean-square consensus under stochas-
tic cyber-attacks and uncertain switching topologies if sys-
tem (33) is stochastically stable in the mean-square sense,
i.e., limt→∞E[𝑧T(t)𝑧(t)]→ 0 is true in the mean square sense
under any initial conditions and initial distributions of the
Markov chain.

Notice that for the convenience of derivation and calcula-
tion, θt is represented by ℓ in the following.

4. Consensus analysis
The following theorem gives the sufficient conditions

that can guarantee the consistency of the multi-agent system
with time-varying delayed control inputs, switching topolo-
gies, and stochastic cyber-attacks under the hybrid-triggered
mechanism.

Theorem 1 Positive constant ᾱ , β̄ , τM, dM, ηM and the
trigger parameter σ are given, where τM, dM, and ηM are the

upper of the time-delays. Discuss the multi-agent system (17)
with τ > 0, τ ≥ λ̄ ≥ 0, and 𝛱 is defined as in Eq. (7), in
formula (7), −δpq ≤ εpq ≤ δpq, where δpq > 0, ∀ p,q ∈ S̃,
furthermore, the time-varying delay τk(t) ∈ [τ − λ̄ ,τ + λ̄ ] for
k = 1,2, . . . ,m. Then the system (17) achieves consistency
in the mean square sense if there exist n(m− 1)× n(m− 1)
matrices 𝐹ℓ, 𝐺ℓ, 𝑄 j = 𝑄T

j > 0 ( j = 1,2,3,4), 𝑅h̄ = 𝑅T
h̄ >

0 (h̄ = 1,2,3,4), 𝑃1ℓ = 𝑃 T
1ℓ, 𝑃2ℓ, 𝑃3ℓ = 𝑃 T

3ℓ, 𝑍1 = 𝑍T
1 > 0,

𝑍2 = 𝑍T
2 > 0, and 𝑆 = 𝑆T > 0 such that the following in-

equalities hold ∀ℓ= 1,2, . . . ,s:[
𝑃1ℓ 𝑃2ℓ
∗ 𝑃3ℓ

]
> 0, (34)[

𝛯 λ̄ (1− β̄ )2𝛤ℓ

∗ 𝛤

]
< 0, (35)

where

𝛤 =− λ̄ 2(1− β̄ )2

ᾱ2(τM + λ̄ )
𝑍1−

λ̄ 2(1− β̄ )2

(1− ᾱ)2(dM + λ̄ )
𝑍2,

𝛯 =

[
𝛯1 𝛯2

∗ 𝛯4

]
,

with

𝛯1 =

[
𝛯11 𝛯12

∗ 𝛯14

]
, 𝛯2 =

[
𝛯21 𝛯22

𝛯23 0

]
, 𝛯4 =

[
𝛯41 𝛯42

∗ 𝛯44

]
,

𝛯11 =


𝛾1 𝑃1ℓ−𝐹ℓ+ 𝐴̄T𝐺T

ℓ −𝑃2ℓ− 2
τ
𝑅1 +(β̄ −1)𝐹ℓ𝐵̄ℓ 𝑃3ℓ+

6
τ2 𝑅1 +

2
τ
𝑆

∗ 𝛾2 −𝐺ℓ𝐵̄ℓ(1− β̄ ) 𝑃2ℓ
∗ ∗ − 4

τ
𝑅1−𝑄1 −𝑃3ℓ+

6
τ2 𝑅1

∗ ∗ ∗ 𝛾3

 ,
𝛾1 = 𝑃2ℓ+𝑃 T

2ℓ+
s

∑
q=1

πℓq𝑃1q +
s

∑
q=1

5
4

δℓq𝑃1q−
4
τ
𝑅1 +𝑄1−2𝑆+𝑄2 +𝑄3 +𝑄4 +𝐹ℓĀ+𝐴T𝐹 T

ℓ −𝐴T𝑅̂𝐴̄

− 1
τM

𝑅2−
1

dM
𝑅3−

1
ηM

𝑅4,

𝛾2 = τ𝑅1 +2(λ̄ + τM)𝑍1 +2(λ̄ +dM)𝑍2 +
τ2

2
𝑆−𝐺ℓ−𝐺T

ℓ , 𝛾3 =
s

∑
q=1

πℓq𝑃2q +
s

∑
q=1

5
4

δℓq𝑃2q−
12
τ3 𝑅1−

2
τ2𝑆,

𝛯12 =


1

τM
𝑅2 +

1
τM

𝑆2 −
1

τM
𝑆2

1
dM

𝑅3 +
1

dM
𝑆3

0 0 0
0 0 0
0 0 0

 , 𝛯14 =


− 2

τM
𝑅2−

2
τM

𝑆2
1

τM
𝑅2 +

1
τM

𝑆2 0

∗ −𝑄2−
1

τM
𝑅2 0

∗ ∗ − 2
dM

𝑅3−
2

dM
𝑆3

 ,

𝛯21 =


− 1

dM
𝑆3

1
ηM

𝑅4 +
1

ηM
𝑆4 −

1
ηM

𝑆4 𝛾4

0 0 0 0
0 0 0 0
0 0 0 0

 , 𝛾4 =−
1
2
𝐴̄T𝑅̂𝐵̄ℓ(1− β̄ )ᾱ− 1

2
𝐵̄T

ℓ 𝑅̂𝐴̄(1− β̄ )ᾱ,

𝛯22 =


𝛾5 0 𝛾6 𝛾7
0 0 −𝐺ℓ𝐵̄ℓ(1− β̄ )(1− ᾱ) −𝐺ℓ𝐵̄ℓβ̄

0 0 0 0
0 0 0 0

 , 𝛾5 =−
1
2
𝐴̄T𝑅̂𝐵̄ℓ(1− β̄ )(1− ᾱ)− 1

2
𝐵̄T

ℓ 𝑅̂𝐴̄(1− β̄ )(1− ᾱ),
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𝛾6 = −1
2
𝐵̄T

ℓ 𝑅̂𝐴̄(1− β̄ )(1− ᾱ)− 1
2
𝐴̄T𝑅̂𝐵̄ℓ(1− β̄ )(1− ᾱ)−𝐹ℓ𝐵̄ℓ(1− β̄ )(1− ᾱ),

𝛾7 = −1
2
𝐵̄T

ℓ 𝑅̂𝐴̄β̄ − 1
2
𝐴̄T𝑅̂𝐵̄ℓβ̄ −𝐹ℓ𝐵̄ℓβ̄ ,

𝛯23 =


0 0 0 0
0 0 0 0

1
dM

𝑅3 +
1

dM
𝑆3 0 0 0

 , 𝛯41 =



− 1
dM

𝑅3−𝑄3 0 0 0

∗ − 2
ηM

𝑅4−
2

ηM
𝑆4

1
ηM

𝑅4 +
1

ηM
𝑆4 0

∗ ∗ − 1
ηM

𝑅4−𝑄4 0

∗ ∗ ∗ −𝐵̄T
ℓ 𝑅̂𝐵̄ℓ(1− β̄ )2ᾱ2


,

𝛯42 =


0 0 0 0
0 0 0 0
0 0 0 0

𝐵̄T
ℓ 𝑅̂𝐵̄ℓ(1− β̄ )2ρ2

1 0 𝐵̄T
ℓ 𝑅̂𝐵̄ℓ(1− β̄ )2ρ2

1 𝐵̄T
ℓ 𝑅̂𝐵̄ℓρ

2
2 ᾱ

 ,

𝛯44 =


−𝐵̄T

ℓ 𝑅̂𝐵̄ℓ(1− β̄ )2(1− ᾱ)2−σ𝛺 0 𝐵̄T
ℓ 𝑅̂𝐵̄ℓ(1− β̄ )2(1− ᾱ)2−σ𝛺 𝐵̄T

ℓ 𝑅̂𝐵̄ℓρ
2
2 (1− ᾱ)

∗ −𝐺T𝛺2𝐺 0 0
∗ ∗ −(σ +1)𝛺 𝐵̄T

ℓ 𝑅̂𝐵̄ℓρ
2
2 (1− ᾱ)

∗ ∗ ∗ −𝛺2

 ,

𝛺 = 𝐵̄T
ℓ (1− β̄ )2(1− ᾱ)2𝑅̂𝐵̄ℓ, 𝛺2 = 𝐵̄T

ℓ β̄
2𝑅̂𝐵̄ℓ,

𝛤 T
ℓ = [𝐵̄T

ℓ 𝐹
T
ℓ 𝐵̄T

ℓ 𝐺
T
ℓ 0 · · · 0︸ ︷︷ ︸

13

]T, 𝑅̂= τM𝑅2 +dM𝑅3 +ηM𝑅4.

Proof The following Lyapunov–Krasovskii stochastic functional 𝑉 (zt , ℓ) is chosen:

𝑉 (𝑧t , ℓ) = 𝑉1(𝑧t , ℓ)+𝑉2(𝑧t)+𝑉3(𝑧t)+ 𝑉4(𝑧t)+𝑉5(𝑧t)+𝑉6(𝑧t), (36)

where 𝑧t corresponds to the state vector 𝑧(ρ) value and t− τ− λ̄ ≤ ρ ≤ t,

𝑉1(𝑧t , ℓ) = 𝜒T(t)𝑃ℓ𝜒(t), (37)

𝑉2(𝑧t) =
∫ t

t−τ

𝑧T(ξ )𝑄1𝑧(ξ )dξ +
∫ t

t−τM

𝑧T(ξ )𝑄2𝑧(ξ )dξ +
∫ t

t−dM

𝑧T(ξ )𝑄3𝑧(ξ )dξ +
∫ t

t−ηM

𝑧T(ξ )𝑄4𝑧(ξ )dξ , (38)

𝑉3(𝑧t) =
∫ 0

−τ

∫ t

t+ζ

𝑧̇T(ξ )𝑅1𝑧̇(ξ )dξ dζ , (39)

𝑉4(𝑧t) =
∫ t

t−τM

∫ t

ζ

𝑧̇T(ξ )𝑅2𝑧̇(ξ )dξ dζ +
∫ t

t−dM

∫ t

ζ

𝑧̇T(ξ )𝑅3𝑧̇(ξ )dξ dζ +
∫ t

t−ηM

∫ t

ζ

𝑧̇T(ξ )𝑅4𝑧̇(ξ )dξ dζ , (40)

𝑉5(zt) =
∫

λ̄+τM

−λ̄−τM

∫ t

t−τ+ζ

𝑧̇T(ξ )𝑍1𝑧̇(ξ )dξ dζ +
∫

λ̄+dM

−λ̄−dM

∫ t

t−τ+ζ

𝑧̇T(ξ )𝑍2𝑧̇(ξ )dξ dζ , (41)

𝑉6(𝑧t) =
∫ 0

−τ

∫ 0

θ

∫ t

t+ζ

𝑧̇T(ξ )𝑆𝑧̇(ξ )dξ dζ dθ , (42)

with 𝜒T(t) = [𝑧T(t)
∫ t

t−τ
𝑧T(ξ )dξ ]. Each matrix variable in each term of (36) is assumed to be positive definite, therefore,

𝑉 (𝑧(t), ℓ) is positive definite.
According to Eq. (33), firstly, the following null term is researched:[42,43]

0 = 2𝛬ℓ(t)[−𝑧̇(t)+ 𝐴̄𝑧(t)−
m

∑
k=1

𝐵̄k(θt)β (t− τk(t))𝐹 (𝑧(t−η(t− τk(t))− τk(t)))

−
m

∑
k=1

𝐵̄k(θt)(1−β (t− τk(t)))α(t− τk(t))𝑧(t− τ(t− τk(t))− τk(t))

−
m

∑
k=1

𝐵̄k(θt)(1−β (t− τk(t)))(1−α(t− τk(t)))𝑧(t−d(t− τk(t))− τk(t))

−
m

∑
k=1

𝐵̄k(θt)(1−β (t− τk(t)))(1−α(t− τk(t)))𝐸(t− τk(t))], (43)
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where 𝛬ℓ(t) = [𝑧T(t)𝐹ℓ+ 𝑧̇T(t)𝐺ℓ], and 𝐹ℓ and 𝐺ℓ are both matrices that have appropriate dimensions. And we know the fact
that

𝑧(t− τ(t− τk(t))− τk(t)) = 𝑧(t− τ)−
∫ −τ

−τ(t−τk(t))−τk(t)
𝑧̇(t +ξ )dξ ,

𝑧(t−d(t− τk(t))− τk(t)) = 𝑧(t− τ)−
∫ −τ

−d(t−τk(t))−τk(t)
𝑧̇(t +ξ )dξ . (44)

Combine Eq. (43) with Eq. (44) and the mathematical expectation is used at both ends of the equation simultaneously, so
the following formula can be obtained:

0 = 2𝛬ℓ(t)[−𝑧̇(t)+ 𝐴̄𝑧(t)−
m

∑
k=1

𝐵̄kℓβ̄𝐹 (𝑧(t−η(t− τk(t))− τk(t)))−
m

∑
k=1

𝐵̄kℓ(1− β̄ )ᾱ𝑧(t− τ)

−
m

∑
k=1

𝐵̄kℓ(1− β̄ )(1− ᾱ)𝑧(t− τ)−
m

∑
k=1

𝐵̄kℓ(1− β̄ )(1− ᾱ)𝐸(t− τk(t))]+𝜐ℓ(t), (45)

with

𝜐ℓ(t) = 2𝛬ℓ(t)
m

∑
k=1

𝐵̄kℓ(1− β̄ )ᾱ
∫ −τ

−τ(t−τk(t))−τk(t)
𝑧̇(t +ξ )dξ + 2𝛬ℓ(t)

m

∑
k=1

𝐵̄kℓ(1− β̄ )(1− ᾱ)
∫ −τ

−d(t−τk(t))−τk(t)
𝑧̇(t +ξ )dξ . (46)

Next, we apply Lemma 4, and have

𝜐ℓ(t) ≤
m

∑
k=1

(𝛬ℓ(t)𝐵̄kℓ)(1− β̄ )2
ᾱ

2m(τM + λ̄ )𝑍1
−1(𝛬ℓ(t)𝐵̄kℓ)

T +
m

∑
k=1

(𝛬ℓ(t)𝐵̄kℓ)(1− β̄ )2(1− ᾱ)2m(dM + λ̄ )𝑍2
−1(𝛬ℓ(t)𝐵̄kℓ)

T

+
∫ t−τ+λ̄+τM

t−τ−λ̄−τM

𝑧̇T(ξ )𝑍1𝑧̇(ξ )dξ +
∫ t−τ+λ̄+dM

t−τ−λ̄−dM

𝑧̇T(ξ )𝑍2𝑧̇(ξ )dξ . (47)

Substituting Eq. (47) into Eq. (45), we can obtain

0 ≤ 2𝛬ℓ(t)[−𝑧̇(t)+ 𝐴̄𝑧(t)−
m

∑
k=1

𝐵̄kℓβ̄𝐹 (𝑧(t−η(t− τk(t))− τk(t)))−
m

∑
k=1

𝐵̄kℓ(1− β̄ )ᾱ𝑧(t− τ)

−
m

∑
k=1

𝐵̄kℓ(1− β̄ )(1− ᾱ)𝑧(t− τ)−
m

∑
k=1

𝐵̄kℓ(1− β̄ )(1− ᾱ)𝐸(t− τk(t))]

+
m

∑
k=1

(𝛬ℓ(t)𝐵̄kℓ)(1− β̄ )2
ᾱ

2m(τM + λ̄ )𝑍1
−1(𝛬ℓ(t)𝐵̄kℓ)

T +
m

∑
k=1

(𝛬ℓ(t)𝐵̄kℓ)(1− β̄ )2(1− ᾱ)2m(dM + λ̄ )𝑍2
−1(𝛬ℓ(t)𝐵̄kℓ)

T

+
∫ t−τ+λ̄+τM

t−τ−λ̄−τM

𝑧̇T(ξ )𝑍1𝑧̇(ξ )dξ +
∫ t−τ+λ̄+dM

t−τ−λ̄−dM

𝑧̇T(ξ )𝑍2𝑧̇(ξ )dξ . (48)

Furthermore, according to Eq. (36), we have

E{𝑉̇ (𝑧t , ℓ)} = E{𝑉̇1(𝑧t , ℓ)}+E{𝑉̇2(𝑧t)}+E{𝑉̇3(𝑧t)}+E{𝑉̇4(𝑧t)}+E{𝑉̇5(𝑧t)}+E{𝑉̇6(𝑧t)}. (49)

In the above formula, E{𝑉̇1(𝑧t , ℓ)} is discussed firstly. Based on Eq. (37) and appling Lemma 3, we have

E{𝑉̇1(𝑧t , ℓ)} = 2𝜒̇T(t)𝑃ℓ𝜒(t)+𝜒T(t)

[
s

∑
q=1

(πℓq + εℓq)𝑃q

]
𝜒(t)

≤ 2𝜒̇T(t)𝑃ℓ𝜒(t)+𝜒T(t)

(
s

∑
q=1

πℓq𝑃q

)
𝜒(t)+𝜒T(t)

s

∑
q=1

[
1
4

ε
2
ℓq𝑁 +𝑃q𝑁

−1𝑃 T
q

]
𝜒(t). (50)

we know −δpq ≤ εpq ≤ δpq and let 𝑁 =
1

δℓq
𝑃q , therefore the following inequality can be obtained:

E{𝑉̇1(𝑧t , ℓ)} ≤ 2𝜒̇T(t)𝑃ℓ𝜒(t)+𝜒T(t)

[
s

∑
q=1

(πℓq +
5
4

δℓq)𝑃q

]
𝜒(t). (51)

We can also obtain

E{𝑉̇2(𝑧t)} = 𝑧T(t)(𝑄1 +𝑄2 +𝑄3 +𝑄4)𝑧(t)−𝑧T(t− τ)𝑄1𝑧(t− τ)−𝑧T(t− τM)𝑄2𝑧(t− τM)
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−𝑧T(t−dM)𝑄3𝑧(t−dM)−𝑧T(t−ηM)𝑄4𝑧(t−ηM), (52)

E{𝑉̇3(𝑧t)} = τ𝑧̇T(t)𝑅1𝑧̇(t)−
∫ t

t−τ

𝑧̇T(ξ )𝑅1𝑧̇(ξ )dξ . (53)

Applying Lemma 2 to Eq. (53), we have

E{𝑉̇3(𝑧t)} ≤ τ𝑧̇T(t)𝑅1𝑧̇(t)−
1
τ

∫ t

t−τ

𝑧̇T(ξ )dξ𝑅1

∫ t

t−τ

𝑧̇(ξ )dξ − 3
τ
𝛺T

1 𝑅1𝛺1, (54)

with 𝛺1 = 𝑧(t− τ)+𝑧(t)− 2
τ

∫ t
t−τ

𝑧(ξ )dξ .

For 𝑉̇4(𝑧t), we have

𝑉̇4(𝑧t) = 𝑧̇T(t)𝑅̂𝑧̇(t)+ , (55)

where 𝑅̂ = τM𝑅2 + dM𝑅3 +ηM𝑅4, = −
∫ t

t−τM
𝑧̇T(ξ )𝑅2𝑧̇(ξ )dξ −

∫ t
t−dM

𝑧̇T(ξ )𝑅3𝑧̇(ξ )dξ −
∫ t

t−ηM
𝑧̇T(ξ )𝑅4𝑧̇(ξ )dξ . For

in the above formula, we have

≤ 1
τM

𝑧T(t− τM)𝑅2𝑧(t− τ(t))− 1
τM

𝑧T(t− τM)𝑅2𝑧(t− τM)− 2
τM

𝑧T(t− τ(t))𝑅2𝑧(t− τ(t))

+
1

τM
𝑧T(t− τ(t))𝑅2𝑧(t− τM)+

1
τM

𝑧T(t− τ(t))𝑅2𝑧(t)+
1

τM
𝑧T(t)𝑅2𝑧(t− τ(t))

− 1
τM

𝑧T(t)𝑅2𝑧(t)+
2

τM
𝑧T(t− τ(t))𝑆2𝑧(t)−

2
τM

𝑧T(t− τ(t))𝑆2𝑧(t− τ(t))− 2
τM

𝑧T(t− τM)𝑆2𝑧(t)

+
2

τM
𝑧T(t− τM)𝑆2𝑧(t− τ(t))+

1
dM

𝑧T(t−dM)𝑅3𝑧(t−d(t))− 1
dM

𝑧T(t−dM)𝑅3𝑧(t−dM)

− 2
dM

𝑧T(t−d(t))𝑅3𝑧(t−d(t))+
1

dM
𝑧T(t−d(t))𝑅3𝑧(t−dM)+

1
dM

𝑧T(t−d(t))𝑅3𝑧(t)

− 1
dM

𝑧T(t)𝑅3𝑧(t)+
1

dM
𝑧T(t)𝑅3𝑧(t−d(t))+

2
dM

𝑧T(t−d(t))𝑆3𝑧(t)−
2

dM
𝑧T(t−d(t))𝑆3𝑧(t−d(t))

− 2
dM

𝑧T(t−dM)𝑆3𝑧(t)+
2

dM
𝑧T(t−dM)𝑆3𝑧(t−d(t))+

1
ηM

𝑧T(t−ηM)𝑅4𝑧(t−η(t))

− 1
ηM

𝑧T(t−ηM)𝑅4𝑧(t−ηM)− 2
ηM

𝑧T(t−η(t))𝑅4𝑧(t−η(t))+
1

ηM
𝑧T(t−η(t))𝑅4𝑧(t−ηM)

+
1

ηM
𝑧T(t−η(t))𝑅4𝑧(t)−

1
ηM

𝑧T(t)𝑅4𝑧(t)+
1

ηM
𝑧T(t)𝑅4𝑧(t−η(t))+

2
ηM

𝑧T(t−η(t))𝑆4𝑧(t)

− 2
ηM

𝑧T(t−η(t))𝑆4𝑧(t−η(t))− 2
ηM

𝑧T(t−ηM)𝑆4𝑧(t)+
2

ηM
𝑧T(t−ηM)𝑆4𝑧(t−η(t)), 𝛷̂, (56)

and
[
𝑅2 𝑆2
∗ 𝑅2

]
≥ 0,

[
𝑅3 𝑆3
∗ 𝑅3

]
≥ 0,

[
𝑅4 𝑆4
∗ 𝑅4

]
≥ 0 are established. Then substitute Eq. (33) to Eq. (55) and apply Assumption

1 and the event-triggered condition, combine with Eq. (56) at the same time, finally, both ends of the inequality take mathematical
expectations simultaneously, we can obtain

E{𝑉̇4(𝑧t)}
≤ Φ̂−𝑧T(t)𝐴̄T𝑅̂𝐴̄𝑧(t)−𝑧T(t)𝐴̄T𝑅̂𝐵̄ℓβ̄𝐹 (𝑧(t−η(t− τk(t))− τk(t)))

−𝑧T(t)𝐴̄T𝑅̂𝐵̄ℓ(1− β̄ )ᾱ𝑧(t− τ(t− τk(t))− τk(t))−𝑧T(t)𝐴̄T𝑅̂𝐵̄ℓ(1− β̄ )(1− ᾱ)𝑧(t−d(t− τk(t))− τk(t))

−𝑧T(t)𝐴̄T𝑅̂𝐵̄ℓ(1− β̄ )(1− ᾱ)𝐸(t− τk(t))−𝐹 T(𝑧(t−η(t− τk(t))− τk(t)))𝐵̄T
ℓ β̄𝑅̂𝐴̄𝑧(t)

−𝐹 T(𝑧(t−η(t− τk(t))− τk(t)))𝛺2𝐹 (𝑧(t−η(t− τk(t))− τk(t)))

−𝑧T(t−η(t− τk(t))− τk(t))𝐺T𝛺2𝐺𝑧(t−η(t− τk(t))− τk(t))

+𝐹 T(𝑧(t−η(t− τk(t)))− τk(t))𝐵̄T
ℓ ρ

2
2 ᾱ𝑅̂𝐵̄ℓ𝑧(t− τ(t− τk(t))− τk(t))

+𝐹 T(𝑧(t−η(t− τk(t)))− τk(t))𝐵̄T
ℓ ρ

2
2 (1− ᾱ)𝑅̂𝐵̄ℓ𝑧(t−d(t− τk(t))− τk(t))

+𝐹 T(𝑧(t−η(t− τk(t)))− τk(t))𝐵̄T
ℓ ρ

2
2 (1− ᾱ)𝑅̂𝐵̄ℓ𝐸(t− τk(t))

−𝑧T(t− τ(t− τk(t))− τk(t))𝐵̄T
ℓ (1− β̄ )ᾱ𝑅̂𝐴̄𝑧(t)

+𝑧T(t− τ(t− τk(t))− τk(t))𝐵̄T
ℓ ρ

2
2 ᾱ𝑅̂𝐵̄ℓ𝐹 (𝑧(t−η(t− τk(t))− τk(t)))
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−𝑧T(t− τ(t− τk(t))− τk(t))𝐵̄T
ℓ (1− β̄ )2

ᾱ
2𝑅̂𝐵̄ℓ𝑧(t− τ(t− τk(t))− τk(t))

+𝑧T(t− τ(t− τk(t))− τk(t))𝐵̄T
ℓ (1− β̄ )2

ρ
2
1 𝑅̂𝐵̄ℓ𝑧(t−d(t− τk(t))− τk(t))

+𝑧T(t− τ(t− τk(t))− τk(t))𝐵̄T
ℓ (1− β̄ )2

ρ
2
1 𝑅̂𝐵̄ℓ𝐸(t− τk(t))

−𝑧T(t−d(t− τk(t))− τk(t))𝐵̄T
ℓ (1− β̄ )(1− ᾱ)𝑅̂𝐴̄𝑧(t)

+𝑧T(t−d(t−dk(t))− τk(t))𝐵̄T
ℓ ρ

2
2 (1− ᾱ)𝑅̂𝐵̄ℓ𝐹 (𝑧(t−η(t− τk(t))− τk(t)))

+𝑧T(t−d(t−dk(t))− τk(t))𝐵̄T
ℓ (1− β̄ )2

ρ
2
1 𝑅̂𝐵̄ℓ𝑧(t− τ(t− τk(t))− τk(t))

−𝑧T(t−d(t−dk(t))− τk(t))𝐵̄T
ℓ (1− β̄ )2(1− ᾱ)2𝑅̂𝐵̄ℓ𝑧(t−d(t− τk(t))− τk(t))

+𝑧T(t−d(t−dk(t))− τk(t))𝐵̄T
ℓ (1− β̄ )2(1− ᾱ)2𝑅̂𝐵̄ℓ𝐸(t− τk(t))

−𝐸T(t− τk(t))𝐵̄T
ℓ (1− β̄ )(1− ᾱ)𝑅̂𝐴̄𝑧(t)+𝐸T(t− τk(t))𝐵̄T

ℓ ρ
2
2 (1− ᾱ)𝑅̂𝐵̄ℓ𝐹 (𝑧(t−η(t− τk(t))− τk(t)))

+𝐸T(t− τk(t))𝐵̄T
ℓ ρ

2
1 (1− β̄ )2𝑅̂𝐵̄ℓ𝑧(t− τ(t− τk(t))− τk(t))

+𝐸T(t− τk(t))𝐵̄T
ℓ (1− β̄ )2(1− ᾱ)2𝑅̂𝐵̄ℓ𝑧(t−d(t− τk(t))− τk(t))

−𝐸T(t− τk(t))(1+σ)𝛺𝐸(t− τk(t))−𝐸T(t− τk(t))σ𝛺𝑧(t−d(t− τk(t))− τk(t))

−𝑧T(t−d(t− τk(t))− τk(t))σ𝛺𝐸(t− τk(t))−𝑧T(t−d(t− τk(t))− τk(t))σ𝛺𝑧(t−d(t− τk(t))− τk(t)), (57)

where 𝛺 = 𝐵̄T
ℓ (1− β̄ )2(1− ᾱ)2𝑅̂𝐵̄ℓ and 𝛺2 = 𝐵̄T

ℓ β̄ 2𝑅̂𝐵̄ℓ. We also have

E{𝑉̇5(𝑧t)} = 2(λ̄ + τM)𝑧̇T(t)𝑍1𝑧̇(t)−
∫ t−τ+λ̄+τM

t−τ−λ̄−τM

𝑧̇T(ξ )𝑍1𝑧̇(ξ )dξ +2(λ̄ +dM)𝑧̇T(t)𝑍2𝑧̇(t)−
∫ t−τ+λ̄+dM

t−τ−λ̄−dM

𝑧̇T(ξ )𝑍2𝑧̇(ξ )dξ ,

(58)

E{𝑉̇6(𝑧t)} =
τ2

2
𝑧̇T(t)𝑆𝑧̇(t)−

∫ 0

−τ

∫ t

t+ζ

𝑧̇T(ξ )𝑆𝑧̇(ξ )dξ dζ , (59)

according to Lemma 1, we can obtain

E{𝑉̇6(𝑧t)} ≤
τ2

2
𝑧̇T(t)𝑆𝑧̇(t)−2𝑧T(t)𝑆𝑧(t)+

4
τ
𝑧T(t)𝑆

∫ t

t−τ

𝑧(ξ )dξ − 2
τ2

∫ t

t−τ

𝑧T(ξ )dξ𝑆
∫ t

t−τ

𝑧(ξ )dξ , (60)

Therefore, the following inequality can be obtained:

E{𝑉̇ (𝑧t , ℓ)} ≤ 𝛶 T𝛯𝛶 +
m

∑
k=1

(𝛬ℓ(t)𝐵̄kℓ)[(1− β̄ )2
ᾱ

2m(τM + λ̄ )𝑍1
−1 +(1− β̄ )2(1− ᾱ)2m(dM + λ̄ )𝑍2

−1](𝛬ℓ(t)𝐵̄kℓ)
T

= 𝛶 T𝛯𝛶 +
m

∑
k=1

(𝛬L̄kℓ)[(1− β̄ )2
ᾱ

2m(τM + λ̄ )𝑍1
−1 +(1− β̄ )2(1− ᾱ)2m(dM + λ̄ )𝑍2

−1](𝛬𝐿̄kℓ)
T, (61)

where

𝛶 T = [𝜉T
1 𝜉T

2 𝜉T
3 𝜉T

4 ],

𝜉T
1 = [𝑧T(t) 𝑧̇T(t) 𝑧T(t− τ)

∫ t

t−τ

𝑧T(ξ )dξ ], 𝜉T
2 = [𝑧T(t− τ(t)) 𝑧T(t− τM) 𝑧T(t−d(t)) 𝑧T(t−dM)],

𝜉T
3 = [𝑧T(t−η(t)) 𝑧T(t−ηM) 𝑧T(t− τ(t− τk(t))− τk(t)) 𝑧T(t−d(t− τk(t))− τk(t))],

𝜉T
4 = [𝑧T(t−η(t− τk(t))− τk(t)) 𝐸T(t− τk(t)) 𝐹 T(𝑧(t−η(t− τk(t))− τk(t)))], (62)

and 𝛯 is defined in Theorem 1. We must know that 𝛬𝐿̄kℓ = 𝛶 T𝛤kℓ and

𝛤 T
kℓ = [𝐵̄T

kℓ𝐹
T
ℓ 𝐵̄T

kℓ𝐺
T
ℓ 0 · · · 0︸ ︷︷ ︸

13

]T. (63)

Therefore, equation (61) can be rewritten as

E{𝑉̇ (𝑧t , ℓ)} ≤ 𝛶 T𝛯𝛶 +
m

∑
k=1

𝛶 T𝛤kℓ
[
(1− β̄ )2

ᾱ
2m(τM + λ̄ )𝑍1

−1 +(1− β̄ )2(1− ᾱ)2m(dM + λ̄ )𝑍2
−1]𝛤 T

kℓ𝛶

≤ 𝛶 T

{
m

∑
k=1

[
1
m
𝛯+ λ̄ (1− β̄ )2𝛤kℓ

(
ᾱ2m(τM + λ̄ )

λ̄ 2(1− β̄ )2
𝑍1
−1 +

(1− ᾱ)2m(dM + λ̄ )

λ̄ 2(1− β̄ )2
𝑍2
−1
)
𝛤 T

kℓλ̄ (1− β̄ )2
]}

𝛶 . (64)
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In order to guarantee E{𝑉̇ (𝑧t , ℓ)}< 0, for any 𝛶 6= 0 the matrix within big parantheses in (64) must be negative, according
to Schur complement, we have

m

∑
k=1


1
m
𝛯 λ̄ (1− β̄ )2𝛤kℓ

∗ − λ̄ 2(1− β̄ )2

ᾱ2m(τM + λ̄ )
𝑍1−

λ̄ 2(1− β̄ )2

(1− ᾱ)2m(dM + λ̄ )
𝑍2

=

𝛯 λ̄ (1− β̄ )2𝛤ℓ

∗ − λ̄ 2(1− β̄ )2

ᾱ2(τM + λ̄ )
𝑍1−

λ̄ 2(1− β̄ )2

(1− ᾱ)2(dM + λ̄ )
𝑍2

< 0, (65)

where 𝛤ℓ = ∑
m
k=1𝛤kℓ, causing the inequality (35), therefore,

E{𝑉 (𝑧t , ℓ)}> 0 and assume that

E{𝑉̇ (𝑧t , ℓ)} ≤ −σ̃E[𝑧T(t)𝑧(t)], (66)

and the generalized Itô’s formula is applied, we obtain

E{𝑉 (𝑧t , ℓ)}−𝑉 (𝑧(0), ℓ0)

=
∫ t

0
E[𝑉̇ (𝑧(ξ ), ℓ)]dξ ≤−σ̃

∫ t

0
E[𝑧T(ξ )𝑧(ξ )]dξ , (67)

where ℓ0 is the random initial topology when the time is zero.
So

σ̃

∫ t

0
E[𝑧T(ξ )𝑧(ξ )]dξ < 𝑉 (𝑧(0), ℓ0)−E{𝑉 (𝑧t , ℓ)}, (68)∫ t

0
E[𝑧T(ξ )𝑧(ξ )]dξ <

1
σ̃
𝑉 (𝑧(0), ℓ0), (69)

which illustrates limt→∞ E[𝑧T(t)𝑧(t)] → 0, therefore, sys-
tem (33) is stochastic asymptotically stable in the mean square
sense, i.e., the loop-closed system (17) finishes consensus in
the light of Definition 2. This completes the proof.

5. Numerical simulation
In this section, a numerical example is given to illustrate

the feasibility of the algorithm designed in this paper. Accord-
ing to Refs. [44] and [45], the following system is considered:[ ˙̂xi

¨̂xi

]
=

[
0 1
−c −b

][
x̂i
˙̂xi

]
+

[
0
1

]
ui(θt , t− τi(t)), (70)

where xi is the position, b is the damping constant, and c is the
spring constant. And the controller is designed as follows:

ui(θt , t) = cα̂i−
m

∑
j 6=i, j=1

ai j(θt)k(x̂i− α̂i− x̂ j + α̂ j), (71)

where k is the constant gain, and α̂i, α̂ j are used to calculate the
desired constant distance α̂ j,i = α̂ j− α̂i. Substituting Eq. (71)
into Eq. (70), we have[ ˙̂xi

¨̂xi

]
=

[
0 1
−c −b

][
x̂i− α̂i

˙̂xi

]
+

[
0 0
1 0

]
ui(θt , t− τi(t)), (72)

ui(θt , t) = −
m

∑
j 6=i, j=1

ai j(θt)

[
k 0
0 0

]

×
([

x̂i− α̂i
˙̂xi

]
−
[

x̂ j− α̂ j
˙̂x j

])
. (73)

Therefore, formulas (72) and (73) have the same formats
with Eqs. (3) and (4) respectively. Then apply Theorem 1, let
b = 1,c = 0,k = 2. This paper designs three directed network
switching topologies to establish intermittent communication:
G̃1, G̃2, and G̃3. Figure 2 shows the three topologies, where
τi(t) is the time-varying delay.



G1





G2





G3



τ1↼t↽
τ2↼t↽

τ3↼t↽

τ4↼t↽

τ5↼t↽
τ6↼t↽

~ ~ ~

Fig. 2. Multi-agent systems with three topologies G̃1, G̃2, and G̃3.

So the Laplacians are

𝐿1 =

 1 0 −1
0 0 0
−1 0 1

 , 𝐿2 =

 0 0 0
0 1 −1
0 −1 1

 ,
𝐿3 =

 1 −1 0
−1 1 0
0 0 0

 . (74)

In order to match the 𝐿kℓ mentioned above, we extract
some subgraphs from the Laplacians, which are associated
with vertex vk, therefore we have

𝐿1,1 =

 1 0 −1
0 0 0
0 0 0

 , 𝐿2,1 =

 0 0 0
0 0 0
−1 0 1

 ,
𝐿3,2 =

 0 0 0
0 1 −1
0 0 0

 , 𝐿4,2 =

 0 0 0
0 0 0
0 −1 1

 ,
𝐿5,3 =

 1 −1 0
0 0 0
0 0 0

 , 𝐿6,3 =

 0 0 0
−1 1 0
0 0 0

 . (75)

Notice that if there is no edge that points to vk in a topol-
ogy, then its Laplacian 𝐿kℓ is null. And if there is no span-
ning tree in G̃1, G̃2, and G̃3, then the system will not achieve
consensus, however, the stochastic switching among the three
topologies makes the consistency possible. The function of
cyber-attacks is designed as 𝑓T(x(t))= [− tanhT(0.12x3(t)) −
tanhT(0.10x2(t)) − tanhT(0.08x1(t))]T, so we can obtain the
upper bound 𝐺= diag{0.10,0.12,0.10,0.12}, which satisfies
Assumption 1.
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Set πpq = 1,∀p 6= s, p,q ∈ S̃ and the uncertainty εpq =

±0.1, and then we have

𝛱 =

 −1±0.2 0.5±0.1 0.5±0.1
0.5±0.1 −1±0.2 0.5±0.1
0.5±0.1 0.5±0.1 −1±0.2

 . (76)

We have the sampling period h = 0.002 s, the initial
state 𝑥0 = [15.3,10.6,5.7]T, parameters τM = 0.3, dM = 0.2,
ηM = 0.15, and σ = 0.08. According to Theorem 1, we obtain
that τi(t) = 0.1 is a feasible solution, in this paper, we discuss
this situation, i.e., β = 0.12, α = 0.4, which means that the
probability of random network attacks is 12% and the multi-
agent system applies the hybrid-triggered scheme. The re-
sponse curve of 𝑥(t) is presented in Fig. 3, the response curve
of 𝑥̇(t) is presented in Fig. 4. And the graph of cyber-attacks
is shown in Fig. 5. Also, the graph of triggered moments of all
agents and the released intervals of the event-triggered scheme
is shown in Fig. 6. Figure 7 describes the switching probability
between the two triggered strategies.
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Fig. 3. The response curve of three agents’ states.
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Fig. 4. The response curve of three agents’ velocities.
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Fig. 5. The graph of cyber-attacks.
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Fig. 6. The triggered moments and released intervals of the event-
triggered scheme.
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Fig. 7. The α(t) of the numerical example.
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Fig. 8. The β (t) with β = 0.12 and α = 0.4.

Figure 8 depicts the probability of stochastic network at-
tacks. Furthermore, in Fig. 9, the switching between three
topologies G̃1, G̃2, and G̃3 is shown. Obviously, the results
shown sufficiently demonstrate the effectiveness of the de-
signed controller for multi-agent systems with time-varying
control inputs, switching topologies, and stochastic cyber-
attacks under the hybrid-triggered mechanism.

Time/s

0 10 20 30 40 50 60
0

1

2

3

4

θ
t  

Fig. 9. The switching between three topologies G̃1, G̃2, and G̃3.

Since the hybrid-triggered mechanism is introduced in
this paper, therefore its usefulness should be demonstrated.
Comparisons between different triggered mechanisms are dis-
played in Tables 1 and 2. In Table 1, the number of the trans-
mitted packets is recorded based on the sampling periods 0.1 s,
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0.2 s, and 0.3 s respectively in T = [0,15]. Notice that the con-
trast should be evaluated under the same parameters.

Table 1. Number of data transfers in different mechanisms.

Sampling period when T = [0,15] 0.1 s 0.2 s 0.3 s
Total sampled data 150 75 50

Event-triggered scheme when σ = 0.0001[46] 97 62 44
Hybrid-triggered scheme in this paper when σ = 0.0001 152 75 51

Event-triggered scheme when σ = 0.02[46] 29 22 19
Hybrid-triggered scheme in this paper when σ = 0.02 71 49 41

Event-triggered scheme when σ = 0.03[46] 19 14 13
Hybrid-triggered scheme in this paper when σ = 0.03 60 45 37

Table 2. Number of data transfers in different mechanisms.

Sampling period when T = [25,40] 0.1 s 0.5 s 1 s

Time-triggered scheme[47] 150 30 15

Hybrid-triggered scheme in this paper when σ = 0.1 86 17 9

Hybrid-triggered scheme in this paper when σ = 0.3 41 9 5

Hybrid-triggered scheme in this paper when σ = 0.6 18 7 4

According to Table 1, it is obvious that the amount of
transmitted packets under the hybrid-triggered scheme in this
paper are more than those of the event-triggered mechanism in
Ref. [46] in the time period 0–15 s. Actually, when the control
system has not reached the steady state, a large number of data
packets need to be collected and analyzed, as shown in Fig. 3.
And in Table 2, the time interval is T = [25,40] and the sam-
pling periods are 0.1 s, 0.5 s, and 1 s respectively, the numbers
of the transmitted packets under different triggered schemes
are recorded. From Table 2, we find that the number of trans-
mission packets of the hybrid-triggered scheme is significantly
fewer than that of the time-triggered scheme when the control
system gradually stabilizes, which illustrates that the introduc-
tion of the hybrid-triggered scheme can effectively reduce the
number of transmitted data and alleviate the burden of the net-
work.

Through the above analysis, we can see that the hybrid-
triggered scheme proposed in this paper can adaptively gather
the massive data in the initial stage to promote the control sys-
tem to reach stability. After the system reaches the steady
state, the hybrid-triggered mechanism can effectively reduce
the number of transmitted data and save lots of network re-
sources.

The simulation example shows that the proposed algo-
rithm in this paper can be applied to the consistency verifica-
tion of general linear dynamic systems with time-delay. More-
over, it can be proved that even if there are no spanning trees in
all three topologies, the system can still converge. Finally, the
probability of switching between the three topologies is uncer-
tain and the method in this paper can analyze the consistency
of the system under uncertainty and estimation. Therefore, the
method can more flexibly ensure system consistency . Based

on the above analysis, it can be seen that the multi-agent sys-
tem finally achieves asymptotic stability and consistency, i.e.,
the hybrid-triggered consensus controller designed for multi-
agent systems with network attacks, time-varying delays con-
trol inputs, and uncertain switching topologies is effective.

6. Conclusion
In this paper, the consistency problem of multi-agent sys-

tems with time-varying delay control inputs, switching topolo-
gies, and stochastic cyber-attacks under a hybrid-triggered
mechanism is investigated. First of all, the hybrid-triggered
scheme is introduced to alleviate the network burden. In or-
der to be closer to the actual situation, the time-varying delay,
switching topologies, and cyber-attacks are also considered,
where the cyber-attacks are described by a Bernoulli variable.
Secondly, the consistency condition that can guarantees the
system consensus in the mean-square sense is given by a the-
orem even if there is no spanning tree in the communication
topologies, and the theorem is obtained by using the theory
of Lyapunov stability and linear matrix inequality. Finally, a
simulation example is given to demonstrate the effectiveness
of the method proposed in this paper.
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