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Compared with the fiber channel, the atmospheric channel offers the possibility of a broader geographical coverage
and more flexible transmission for continuous-variable quantum key distribution (CVQKD). However, the fluctuation of
atmospheric conditions will lead to the loss of performance in atmospheric quantum communication. In this paper, we
study how temperature affects atmospheric CVQKD. We mainly consider the temperature effects on the transmittance and
interruption probability. From the numerical simulation analysis, it can be shown that the performance of atmospheric
CVQKD is improved as temperature increases, with the other factors fixed. Moreover, the results in this work can be used
to evaluate the feasibility of the experimental implementation of the atmospheric CVQKD protocols.

Keywords: atmospheric continuous-variable quantum key distribution, temperature effects, performance, se-

cret key rate
PACS: 03.67.Dd, 03.67.Hk, 03.67.—a

1. Introduction

Quantum key distribution (QKD), 12l which allows two
legitimate parties to establish a random secret key between
them, is probably the most significant branch of quantum com-
munication. The security of QKD is provided by the laws
of quantum mechanics. Compared with the discrete-variable
quantum key distribution (DVQKD) system,*! the CVQKD
system has the following advantages: first, the preparation
of light sources are relatively simple; second, the detectors
have low cost and high detection efficiency; and finally, it can
be effectively compatible with existing optical communication
systems. For these reasons, the CVQKD has received exten-
sive attention and be studied in depth in the area of quantum
communication. ]

The quantum channel is one of essential factors in the
QKD systems. The most common channel in implementation
is the optical fiber and the free space channel,>®! and the latter
provides great flexibility in the establishment of infrastructure
and in the connection with moving objects.!”-8] However, the
negative effects of the free-space channel in atmosphere such
as the background light and atmospheric turbulence cannot be
ignored.° Therefore, it is necessary to establish a comprehen-
sive transmission model and carry out the corresponding per-
formance analysis of QKD in the atmosphere. The model was

10-141" An elliptical beam model

studied in the recent years.|
considering beam wandering, broadening and deformation has
been established for quantum light through the atmospheric
channel,!!3! then others factors, such as arrival time fluctua-

tions and angle-of-arrival fluctuations, were also considered in
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this model.['®191 However, in the QKD system, the quantum
states in atmospheric channels are sensitive to fluctuation of
temperature. When the beam propagates in the turbulent atmo-
sphere, the temperature fluctuation of the turbulent atmosphere
causes the refractive index to fluctuate,??) which leads to a
series of turbulence effects such as beam wandering, scintil-
lation, transmission fluctuation, communication interruption,
etc. Therefore, the temperature effects should be considered
in the atmospheric CVQKD.?!-26]

In this paper, we mainly consider the temperature effects
on atmospheric CVQKD, through taking into consideration
two parameters that can affect the secret key rate. First, con-
sidering the temperature effects on transmittance, our results
demonstrate that the temporal pulse broadening decreases with
the increase of temperature. Second, our results demonstrate
that the interruption probability decreases with the increase of
temperature. Finally, the performance of secret key rate is an-
alyzed with the temperature fluctuation. It is shown that se-
cret key rate coincides positively with temperature fluctuation.
Hence, the studies could contribute to evaluating the feasibility
and performance of atmospheric CVQKD protocols.

2. Temperature effects on atmospheric CYQKD

Atmospheric CVQKD indicates that the parameters of
protocol are closely related to atmospheric effect. The atmo-
spheric channel plays a vital role in affecting the performance
of the atmospheric CVQKD protocol. The effects of atmo-
spheric channel on the performance of temporal pulse broad-
ening are divided into two types: the first is atmospheric scat-

*Project supported by the National Natural Science Foundation of China (Grant No. 61505261).

fCorresponding author. E-mail: zhhl049@126.com
© 2019 Chinese Physical Society and IOP Publishing Ltd

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn

080304-1


http://dx.doi.org/10.1088/1674-1056/28/8/080304
mailto:zhhl049@126.com
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn

Chin. Phys. B  Vol. 28, No. 8 (2019) 080304

tering and the second is atmospheric turbulence. In this paper,
only the effect of atmospheric turbulence is addressed at great
length.

2.1. Effect of temperature on transmittance

The effect of atmospheric turbulence on the atmospheric
transmission of beam pulses is actually caused by the random
fluctuation of atmospheric refractive index on a spatial scale.
The different variance of atmospheric refractive index fluc-
tuation represents different turbulence intensity. Because re-
fractive index is a function of temperature in atmosphere, the
properties of refractive field are closely related to the proper-
ties of temperature field. The temporal pulse broadening of
atmospheric means the diffusion of pulse energy in tempo-
ral domain. In the practical experiment, signal detection is
conducted in high speed sampling in temporal domain, and
the maximum value is selected as the detection result, which
means that the temporal pulse broadening introduces an equal
transmittance. As shown in Fig. 1,[?! the temporal width of
both LO and signal pulse are broadened after passing through
the atmospheric channel.

\\_/\/—/ g T
Fig. 1. Temporal pulse broadening. After signal and LO pulse pass
through atmosphere, they broaden.
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signal signal
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We can evaluate the mean value of transmittance for
equality via approximately calculating the intensity of free
space irradiation of collimated beams under near and far field.
The transmittance introduced by mean value of pulse broad-

ening can be expressed as[?>’~%°]

Ty
T’

where Tj is the initial pulse half-width and 77 is described as

Ty = /T +8ay, (2)

where T is the estimation of the broadened half-width at re-
ceiver, and a; = 0.39C,21LL(5)/ 3¢=2, with C? being the index of
refraction structure parameter.

6]

Toro =

Because of the randomness, irregularity, and temporal
and spatial limitation of turbulence, it is difficult to directly
measure the turbulence intensity. The refractive index struc-
ture parameter describes the strength of the atmospheric re-
fractive index, which can be used to represent the strength of
turbulence. According to the structure function of Tatarskii,
the refractive index structure function C? of near-surface at-
mospheric turbulence can be written as!?"!

2
P,
2 —6 Lpre 2
C, = <79 x 10 72 > Ct, 3)
where Py is the atmospheric pressure, T; is the temperature,
and C% is the index of temperature structure parameter.

We consider pulse broadening rate, and define the pulse
broadening rate as!?!]
_h—-T
==

TR @

Figure 2(a) shows that the equivalent transmittance varies
with temperature and initial pulse half-width. Figure 2(b)
shows the tendency of equivalent transmittance with tempera-
ture for different initial pulse half-widths. At the same temper-
ature, the larger the half-width of the initial pulse, the greater
the transmittance will be; and the higher the temperature, the
higher the transmittance will be. The effects of distance and
temperature on transmittance can also be estimated and results
are shown in Fig. 2(c), where the initial pulse half-width is
shown. It can be seen that any increase in temperature or de-
crease in distance will lead to an increase in transmission.

The results of the relationship among initial pulse half-
width, temperature and broadening rate are given in Fig. 3(a).
Figure 3(b) shows the relation between the broadening rate
and temperature under different half-widths of initial pulse.
The higher the temperature, the smaller the broadening rate
is. Figure 3(c) shows that the temporal pulse broadening rate
varies with temperature and distance. It is apparent that the
temporal pulse broadening rate increases with the decrease of
temperature and the increase of distance.
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Fig. 2. (a) Variation of mean value of pulse broadening with temperature and initial pulse half-width, where C% =0.001 and Ly = 0.4 m. (b) Changes of

equivalent transmittance with temperature for initial pulse half-widths of 1071, 10715, 10=14, 10~ '3 respectively. (c) Transmittance varying with distance

and temperature when initial pulse half-width is 1014,
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Fig. 3. (a) Pulse broadening rate varying with temperature and initial pulse half-width, (b) tendency of the broadening rate with respect to temperature for
half-widths of initial pulse of 10710,10715, 1014, 10~ 3. (¢) Pulse broadening rate versus temperature and distance for initial pulse half-width of 10714

From this analysis it can be seen that the temporal pulse
broadening rate and the transmittance varying with temper-
ature and distance can be acquired, which provides a judg-
ment basis for the improvement of performing QKD. When
implemented with other parameters, the protocol performance
can be greatly improved by selecting appropriate parameters
on the basis of the relationship among temperature, temporal
pulse broadening and transmittance.

2.2. Effect of temperature on interruption probability

In the case of atmospheric turbulence, due to the varia-
tion of refractive index, the beam angle-of-arrival will fluctu-
ate, which makes the communication interrupted possibly. It
can be seen from the previous analysis that the refractive in-
dex corresponds to temperature fluctuation, thus the relation-
ship between temperature and interruption probability is under
consideration in this subsection.3%-31]

First, the fluctuation of angle-of- arrival is analyzed. As
shown in Fig. 4,111 after being propagated through the atmo-
sphere, the beam randomly jitters in the plane of the receiving
telescope due to turbulence.

FC

Fig. 4. Communication interruption caused by beam fluctuations on the
receiving plane. B,: angle-of-arrival, RL: receiving lens, FC: fiber core.

At first, we assume that the mean value of arriving angle
igl21]
is

(B:) = <AL)§2>- 5)

In turbulence,

(A?) = 0330t 7/8, of = 1.23C2K"/0LM/S,

and k =27 /A is the optical wave number, A is the wavelength,
L is the propagation distance, Wy is the transmitting lens ra-
dius, and Q2 = kWO2 /2L is the Fresnel parameter.

The interruption probability of communication can be

shown as!?!]

0.5dcor 12

/OSdcor \/aniﬁaf <2f2 ﬁa>> ©
where d.qr, [, and f are, respectively, the diameter of the fiber
core, the focal length of receiving lens, and the distance be-
tween the center of fiber core and beam in fiber core plane.
Combining Eq. (3) and Eq. (6), we can obtain the relationship
between interruption probability and temperature. The effects
of temperature on interrupt probability at four different dis-
1000, 1500, 3000, 5000 m are shown in Fig. 5,
from which it is obvious that for each distance, the interrupt

tances, i.e.,

probability tends to decrease with temperature increasing. As
the distance increases, the interruption probability correspond-
ingly increases. The parameters Wy, f, and A are assigned to
80 mm, 220 mm, and 1550 nm, respectively.

0.7 v . .
L =1000
L—=1500 |
0.6 —1.=3000

L =5000

Interruption probability

10 —20 0 20 40
T

Fig. 5. Interruption probability varying with temperature at Wy =
80 mm, f =220 mm, A = 1550 nm, and L = 1000 m, 1500 m, 3000 m,
5000 m, respectively.

3. Secret key rate of atmospheric CVQKD

Next, the secret key rate of atmospheric CVQKD through
fluctuating channel is analyzed. An atmospheric CVQKD pro-
tocol is shown in Fig. 6. The Einstein—Podolsky—Rosen (EPR)
source generates an entangled state with variance V. The By
is a mode of the entangled state that is transmitted to Bob
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through a fading channel that is depicted by a distribution of
transmittance 7, and Bob performs the heterodyne detection
to measure the quadrature. The detection efficiency 1 is used

to depict the imperfection of the detector and the electronic
[21]

noise ve; contained in variance v.

o

Fig. 6. CVQKD through atmospheric channel. BS: beam splitter.

The secret key rate K is given as!?!]

K = Bl — XBE. @)

When we take communication interruption probability into ac-

count in the secret key rate, the expression can be rewritten
[22]
as

K= (1—P)(BlaB — XBE), )]

where P is interruption probability, f is the reconciliation ef-
ficiency, Iap is the Shannon mutual information of Alice and

Bob, and xgE is the Holevo quantity, which can be expressed
[23]
as

XBE = S(PE) —/deP(mB)S(PIC:nB)’ ©

where mp represents the measurement of Bob, p(mp) the
probability density of the measurement, p;® the eavesdrop-
per’s state conditional on Bob’s measurement result, and S(-)
the Von Neumann entropy.

Then, we should calculate /pp andypg in order to ob-
tain the secret key rate. The practical form of the two-mode

squeezed state can be written as!>*!

B vil VV2-1z 10
MB=\ 77y VI , (10)
where V represents Alice’s modulation variance, Z =

diag(1,—1), and IT = diag(1,1).

On the assumption that the state is described by distribu-
tion of probabilities of transmittance {7;} through a fluctuating
channel, and that we can use the mean value of transmittance
(T) and the root mean square of transmittance <\ﬁ > to re-
place the fluctuating transmittance,!>! the covariance matrix
can be expressed as

-~ VIl (VT)VV2-1z
7/AB<<\/7>\/V2—IZ (T)(V+1/(T>—1—|—£)II)'(11)

Now, the mutual information can be expressed as
1
2
L=[(VT) (V=D /(T)(V+x)]

Iap = log, , (12)

where y=2(14Ve)/n (T) — 1+ €. And xgg can also be ob-
tained to be!3?!

2 Ai—1 > Ai—1
XBE—ZG< > )—ZG< 5 >7 (13)
=1 i=3

where G(x) = (x+1)log, (x+ 1) —xlog, (x).

4. Performance analysis

In this section, the final secret key rate in conjunction with
the results from previous analyses is investigated. Here we do
not consider the excess noise that changes with temperature,
but we still examine the performance under different fixed ex-
cess noise levels, namely € = 0.01, € = 0.03, and € = 0.05 in
SNU.

0.25
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0.05

0.18

0.14
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5088 0.06

0.02

4
LlO

Fig. 7. (a) Secret key rate varying with initial pulse half-width and tem-
perature at distance 1000 m. (b) Secret key rate varying with distance
and temperature at initial pulse half-width.

First, in the analysis of the secret key rate, we con-
sider only the effect of pulse broadening. As can be seen in
Fig. 7(a), the secret key rate is higher where the initial pulse
half-width is larger and the temperature is higher, because with
the increase of the initial pulse half-width, the pulse is close
to the classical optical communication, the pulse fluctuation
caused by turbulence is smaller. In this figure, from top to
bottom, the excess noise is € = 0.01, € = 0.03, and € = 0.05,
respectively. As we can see, the secret key rate decreases, but
not much, as the excess noise increases. Figure 7(b) shows
that with the increase of distance the secret key rate declines.

In this figure, from top to bottom, the excess noise is € = 0.01,
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€ =0.03, and € = 0.05, respectively. This is the same as that
in Fig. 7(a), and the effect of excess noise on secret key rate is
not obvious.

Second, we take the interruption probability into consid-
eration in the analysis of the secret key rate under diverse ex-
cess noise levels of € = 0.01, € = 0.03, and € = 0.05. At
the distance of 1500 m, the transmittance is 0.9. In Fig. §,
the secret key rate obviously decreases with the increase of
interrupt probability. Since the increase of interruption proba-
bility means that the probability of successfully implementing
CVQKD protocol decreases, which will lead to the decrease of
secret key rate. Furthermore, smaller excess noise can achieve
larger secret key rate. However, the change of excess noise
does not affect the trend of curve that depicts the relationship
between temperature and protocol performance.

0.50
0.45}
0.40

< 0.35¢

0.301

0.25¢

0.20

0.15 0.20 0.25 0.30 0.35 0.40 0.45
P

Fig. 8. Plots of secret key rate versus interruption probability.
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Fig. 9. Plots of secret key rate versus temperature, with considering all
the effects of temperature studied in this paper.

Finally, this analysis is comprehensively combined to an-
alyze the final secret key rate. We estimate the secret key rate
in Eq. (8), where the effects of temperature on transmittance
and interruption probability are both considered. As indicated
in Fig. 9, the secret key rate is higher where the temperature
is higher. Besides, the decrease of the excess noise level also
increases the secret key rate. However, as the temperature in-

creases, the secret key rate does not increase too much, which

is not surprising. Indeed, when the CVQKD protocol is im-
plemented in the atmospheric channel, due to turbulence re-
gardless of the influence of temperature, the secret key rate is
relatively small. Therefore, when adding the temperature ef-
fect into the estimation of secret key rate fluctuation, the vari-
able quantity of secret key rate is small. With the development
of atmospheric channel CVQKD system, the secret key rate
must be improved. In this case, the fluctuation of temperature
will cause large variable quantity of secret key rate. Hence,
considering the effects of temperature on secret key rate is
important not only for current research but is also potentially
important for future atmospheric channel implementation of
CVQKD protocols.

5. Conclusions and perspectives

In this paper, we perform an analysis of atmospheric
CVQKD with the temperature effect and estimate its perfor-
mance. It can be seen from the analysis that the temporal
pulse broadening varies with atmospheric temperature, and
the smaller the initial pulse half-width, the larger the tem-
poral pulse broadening is, which means that in the practical
application, the communication parties can choose different
initial pulse half-widths according to the actual temperature
to achieve the minimum temporal pulse broadening. Further-
more, we study the effect of temperature on communication
interruption, and the probability of communication interrup-
tion increases with the decrease of temperature. That is to say,
when we implement an atmospheric CVQKD, and consider
the effect of temperature on interruption probability, we can
choose a relatively high temperature to reduce the probability
of interruption. We assess the secret key rate with tempera-
ture effect, initial pulse half-width and distance. According
to our analysis, the increase of temperature or the decline of
distance will lead the secret key rate to increase. In general,
the results can conduce to the performance assessment of prac-
tical atmospheric CVQKD. However, atmospheric turbulence
is exceedingly complex. Other parameters that describe atmo-
spheric turbulence also have an influence on turbulence, which
in turn affects the atmospheric CVQKD. Therefore, other fac-
tors, such as pressure, humidity and wind speed, should be

taken into account in further studies.
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