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Based on the Fisher—Yatess scrambling and DNA coding technology, a chaotical image encryption method is pro-
posed. First, the SHA-3 algorithm is used to calculate the hash value of the initial password, which is used as the initial
value of the chaotic system. Second, the chaotic sequence and Fisher—Yatess scrambling are used to scramble the plaintext,
and a sorting scrambling algorithm is used for secondary scrambling. Then, the chaotic sequence and DNA coding rules
are used to change the plaintext pixel values, which makes the ciphertext more random and resistant to attacks, and thus
ensures that the encrypted ciphertext is more secure. Finally, we add plaintext statistics for pixel-level diffusion to ensure
plaintext sensitivity. The experimental results and security analysis show that the new algorithm has a good encryption

effect and speed, and can also resist common attacks.
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1. Introduction

With the rapid development of computer technology and
internet technology, multimedia information transmission be-
comes increasingly frequent and necessary. However, the
openness and sharing of network environment is a huge threat
to the security of image transmission. Information encryption
technology is necessary to ensure information security. For
image encryption, due to its high redundancy, large data capac-
ity, and strong correlation between information, the require-
ments for image encryption algorithms are more stringent.!!=3!
And the traditional encryption methods, such as DES, AES,
and RSA,*3! can no longer meet the current image encryp-
tion requirements. However, these methods are too time con-
suming. For real-time image encryption, only fast and secure
encryption algorithms are available. In recent years, schol-
ars have proposed some new image encryption algorithms, of
which the encryption scheme based on chaos theory should be
the most prominent.[®°! Chaotic systems have good pseudo-
random characteristics, and some properties such as sensitivity
to initial values and unpredictability of orbits are consistent
with cryptographic requirements. Chaotic cryptography has
been received wide attention and has been applied to image
encryption.!%12] The method proposed in this paper is also
based on chaos theory.

DOI: 10.1088/1674-1056/28/4/040504

To improve the efficiency of encryption, in this paper a
low-dimensional chaotic system and is used and it combines
with other methods to solve the problems in some existing
methods.

Image encryption algorithms are generally classified as
scrambling, replacement, and diffusion. The scrambling pro-
cess changes the position of the pixel, the replacement pro-
cess changes the value of the pixel, and the diffusion pro-
cess spreads the image portion information to the full text
range. Many scholars have proposed excellent scrambling al-
gorithms, such as Arnold transform, Baker transform, geomet-

[13-15] These classical

ric transform, E-curve transform, etc.
methods have greatly promoted the research in the field of im-
age encryption, but some problems have been exposed in later
research. For example, the Arnold transform and the Baker
transform have obvious periodicity, and some methods have
problems such as poor global scrambling.[!®-'8 The Fisher—
Yatess scrambling method used in this paper is a shuffling al-
gorithm. The advantage is that it does not have any regular-
ity in completely random sorting. Compared with the similar
methods used in scrambling, like Arnold transformation which
has a finite period, this method is safe. We have not seen any-
one use this method for scrambling in similar algorithms, so

we use it in this article. Comparing with the original method,
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we utilize a chaotic sequence instead of a completely random
sequence. Chaotic sequences are pseudo-random. That makes
the process reversible.

Scientists have found that the sequence of nucleic acids
has a natural quaternary combination, similar to the binary sys-
tem formed by the semiconductor’s on and off. The huge par-
allelism, ultrahigh storage density and ultra-low energy con-
sumption of DNA are being developed for molecular comput-
ing, data storage, cryptography and other fields, which may
eventually lead to the birth of new computers, new data stor-
age and new cryptography systems, triggering a new infor-
mation revolution.!'2%1 In 1999, Gehani et al. proposed a
one-time pad (OTP) mechanism based on DNA and presented
two kinds of OTP cryptography schemes of the substitution
method and the exclusive OR (xor) method.?* In 2003, Chen
et al. constructed a cryptosystem based on DNA molecular
sequences.[24] In 2005, Kazuo et al. used DNA to solve the
problem of key distribution.[>! In 2009, Mousa et al. de-
signed an information hiding scheme by using a contrast map-
ping method to embed ciphertext information into any part of
nucleic acid sequence without changing the function of nu-
cleic acid.[?! In recent years, DNA coding methods have been
continuously developed, and the forms of use have become
diverse.*’l In this paper, we use the chaotic sequence to en-
code and decode DNA sequence and perform DNA-level dif-
fusion. Due to the nature of DNA coding, the entire replace-
ment process takes a short time and the encryption effect is
good.

The target of this paper is to propose a safe and efficient
image encryption algorithm. Safety is the lower limit and ef-
ficiency is the target. The Fisher—Yatess method is used in
scrambling. One scramble can achieve the desired effect. We
use a simplified DNA coding to replace the plaintext, and also
use a low-dimensional Logistic map. All of this gives us a
great advantage in terms of encryption speed. The rest of this
paper is organized as follows. The relevant methods are given
in Section 2. In Section 3, the encryption method is described.
The experimental results and security analysis are presented in
Section 4. Finally, some conclusions are drawn in Section 5.

2. Relevant methods
2.1. Fisher-Yatess scrambling

The Fisher—Yatess random scrambling algorithm is also
referred to as the Knuth algorithm, which is a classic shuffle
algorithm. The essence of the algorithm is to generate a fi-
nite set of random arrangements. This algorithm is unbiased
with a total of n! possibilities, and each permutation is of equal
probability. This algorithm is very efficient, time complexity
is O(n), and no extra storage is required. The algorithm is
described as follows.

For sequence A[n], perform the following steps:
@G)leti=mn;

(ii) generate a random integer j of 1 to i;

(iii) exchange A;, A; values and leti =i —1;
(iv) repeat steps (ii) and (iii) until i = 1.

2.2. Chaotic system

In this article we take one-dimensional chaotic system lo-
gistic map for example. One-dimensional logistic map is a
very simple chaotic map in terms of mathematical form. It has
an extremely complex dynamic behavior and has a wide range
of applications in the field of secure communication. Logistic
map is calculated as follows:

Xn+1 :,uxn(lfxn)- (1)

And x,, € (0,1), when parameter 1 € (3.5699456,4], logistic
map is in chaos, and the resulting sequence {x,,n=0,1,2,...}
is non-periodic, non-convergent, and very sensitive to ini-
tial values. To avoid the periodic window, the parameters in
u € (3.89,4].

2.3. DNA Coding

Deoxyribonucleic acid is a molecular structure composed
of four nucleotides. Adenine (A), thymine (T), cytosine (C),
and Guanine (G) form the major part of nucleotide. According
to the pairing rule of DNA, A and T are paired and C and G
are paired. According to the DNA pairing rule rules, there are
eight legal combinations, which are shown in Table 1.

Table 1. DNA pairing rules.

Rule 1 2 3 4 5 6 7 8
00 A A T T C C G G
01 C G C G A T A T
10 G C G C T A T A
11 T T A A G G C C

In the process of encrypting the image, the gray value of
each 8-bit pixel can be represented by four encoded DNA se-
quences. For example, a pixel with a grayscale value of 201
and a binary sequence of 11001001 is encoded according to
the DNA rules. We can obtain 8 combinations: TACG, TAGC,
ATCG, ATGC, CGTA, CGAT, GCTA, and GCAT. In addition,
the algorithm also performs different operations on DNA se-
quences to encrypt images. The DNA addition, subtraction,
and xor operations are listed in Tables 2—4.

Table 2. DNA addition.

+ A G C T
A A G C T
G G C T A
C C T A G
T T A G C
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Table 3. DNA subtraction.

— A G C T
A A T C G
G G A T C
C C G A T
T T C G A
Table 4. DNA xor operations.
@ A G C T
A A G C T
G G A T C
C C T A G
T T C G A

3. Encryption algorithm

The encryption algorithm presented in this paper consists
of three parts: scrambling, DNA coding and diffusion. For an
image P of size M x N, where M is the number of rows and N
is the number of columns, the encryption process is described
in detail below.

3.1. Generate key and system initial value

Due to the irreversibility and collision resistance of the
Hash algorithm, it can effectively defend against known plain-
text attacks and select plaintext/ciphertext attacks. In this pa-
per used is the SHA-3 algorithm to generate key and system

(281 Users can input passwords with an uncertain

initial value.
size. The original password is SHA-3 to generate a set of 256-
bit hash values K as key. A low-dimensional chaotic systems
has the characteristics of high efficiency and high efficiency,
and its chaos does not lose in a high-dimensional chaotic sys-
tem. Therefore, the chaotic sequences in this paper are all
generated by using a one-dimensional logistic map. In this
paper, the chaotic sequence is used four times. Therefore,
four groups of initial values are generated by the key. The
odd-numbered and even-numbered sequences of Kare sep-
Then K;
and K, are divided into bytes, which can be expressed as
Ky : (ki,ka,...,ki¢), and K : (ki7,kig,...,k32). The initial
values and control parameters are generated according to the

arated into 128-bit-length sequences K; and K.

following rules:

ki ®ky Dks 69164)/256—1—)60)/27

(
((ks © ke © k7 D kg) /256 +x0) /2,

(
(
(ko @ k1o D k11 ®k12) /256 +x0) /2,
(k13 @ k1a © kys Dhig) /256 +x0) /2,
(ki ® ks B ks B k7)/256+x0)/2,
(
(
(

2

((kp D ks DheDkg)/256+x0)/2,
((ko @ k11 @ k13 Dkis)/256 +x0) /2,
= ((k1o D k12 ® k14 D ki) /2564 x0) /2,

x|
X
x3
X4
X5
X6

7
xg

uy = (k17 © ks © k1o @ ka0) /256,
uy = (ka1 © koo @ ko3 @ kas ) /256,
uz = (kas ® kg ® ka7 B kag) /256,
uy = (koo ® k3o ® k31 D k32)/256, )
us = (ki7 ®kio ® ka1 @ ka3) /256,
ug = (kig ® koo ® koo @ k4 /256,

7 = (ks Dhay B koo B k31)/256,

8 = (kas @ kg ® k3o @ k32) /256.

u

u

Here, x is the control value added to avoid the xor result be-
ing 0 and xo € [0,1]. In order to avoid the periodic window,
the parameters in 1 € (3.89,4]. The u is converted into u as
follows:

L=3.89+0.11u )

Then the initial value x and parameter y of each group are
brought into the logistic map to generate chaotic sequences.

3.2. Scrambling

Scrambling is divided into two parts. First, the pre-
liminary scrambling is performed through the Fisher—Yatess
scrambling algorithm. Image P is converted into a one-
dimensional sequence (pi,p2,...,pun), X1 and u; are taken
into the logistic map and iterate 200 times to remove the tran-
sient effect, then a chaotic sequence A; of length M X N is
generated. The specific operation is as follows:

i) let i = M x N, repeat steps (ii) and (iii) and after each
timei=i—1untili =1;

i) j= Ay, xi]+ 1

iii) exchange p; and p; values.

After these steps, a preliminary scrambling sequence P’
is obtained, and then P’ is sorted for scrambling. The x, and
up are taken into the logistic map, then a chaotic sequence A,
of length M x N is generated. A non-repeated sequence B is

obtained from the following formula:

Bi = Ay, xMxXN|+i/(MxN), ®)
B' = sort(B). (6)

sort(-) is the sort function. The B’ subscript is retained where
its element value is the same as B in the sequence D, D is a
disorder of the integer sequence from 1 to M x N. Starting to
map p; to pp; from the first element p; of P, exchanging the
position from 1 to M x N, then converting it into an image P,
of size M X N, scrambling is completed here.

3.3. DNA coding and diffusion

Although the scrambled image hides the position infor-
mation of the pixel, attack methods such as statistical anal-
ysis can still obtain a lot of valid information in the plain-
text. Therefore, it is necessary to change the pixel value to

040504-3



Chin. Phys. B Vol. 28, No. 4 (2019) 040504

hide the plaintext information. Used in this paper is the DNA
coding and diffusion with chaotic disturbances to solve this
problem. The DNA replacement method used in this paper is
divided into three steps. First, the original image is encoded
by DNA. Then the DNA sequence after being encoded is used
for computing the DNA. Finally, the decoded DNA sequence
is decoded to complete the replacement process. The specific
method is as follows.

Taking x3 and u3 into the logistic map, then generating
two chaotic sequence A3 and A4 of length M x N, the codec
rule sequence R, and R, are generated as follows:

R, = mod (unit8(255 x A3),8),
R; = mod (unit8(255 x A4),8).

)
®)

The pixel value encoding method of the scrambled image P; is
converted into binary. The unit8 encoding format for grayscale
images converts each pixel value into binary followed by eight
bits, For each pixel p;, select its corresponding rule R,; for
encoding to generate four-digit characters. The f(-) indicates
that the pixel value is encoded according to the correspond-
ing encoding rule, and the full-image encoding is stored as a
sequence C of length 4 x MN as expressed below.

Ci = f(pi;Rei)- )

A line-by-line operation is operated on C to obtain C'.
Where g() is any of the reversible DNA algorithm rules. The
formula is as follows:

C/_{Cicl’

(10)
Cip1 =8(Civ1,C).

After the operation, C’ is decoded line-by-line according to
the decoding rule sequence R; to generate a binary sequence

of length 8 x MN, and the resulting sequence is converted into
a unit8 encoding format, and then transposed and restored to a
grayscale image P». Now, the DNA replacement ends here.

To further hide the textual information, the pixel values
are diffused after DNA replacement. Take x4 and u4 into the
logistic map, then a chaotic sequence As of length M x N will
be generated. And diffusion takes place according to the fol-
lowing formula:

S; = mod (|_A5,' X A,J ,256),

T=pi®S:,
1 pl /l (11)
T = { n="n,

T =TT

Here, p; is the i-th pixel value of the DNA replacement image
P>. Revert T’ into a grayscale image P;, then it will be the final
result of the first round of encryption. The A is a value calcu-
lated from the plaintext P to improve the plaintext sensitivity
of the algorithm. Suppose that the image to be encrypted is
P={p(i,j)}, and p(i, j) is the value at pixel (i, j). We calcu-
late the following values:

M N
p(i.j), Ho=Y Y p(i,j) mod256. (12)
i=1j=1

d=

M
H =&
i=1j=1

Here, H; is the xor of all gray values of the image, and H; is
the sum modulo 256 of all pixel values. Let A = 3000+ H H.
In this way, minor modifications to the original image will
cause A to change, and because the algorithm is sensitive to
the key, the algorithm will eventually be sensitive to plaintext.
It should be pointed out that after the above modification, each
image encryption needs to be accompanied by two additional
information H; and H, for decryption. These two pieces of
information are stored and transmitted by using the key.

]

Ay, Ay

scrambling [<H———

I

low dimensional chaotic

diffusion
system

A

As, A4J7

Py

> DNA coding

Fig. 1. Encryption process.

We use P; as the original image of the second round of
encryption. Bring xs, xg, X7, x3 and us, ug, u7, ug serving
as parameters into the algorithm to repeat the above process.
Here we use the same A. The result P, of second round of en-

cryption is the result of the entire encryption process. At this
point, encryption ends. The encryption process is shown in
Fig. 1. First, the SHA-3 algorithm is used to calculate the K.
We divide K into groups and we obtain x and u, which are the
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initial and control value of the chaotic system. Meanwhile we
calculate A through P. Second, the chaotic sequence (A1, Az)
and scrambling algorithms are used to scramble the plaintext
P. Here we obtain P; as an intermediate image. Then, the
chaotic sequence (A3, A4) and DNA coding rules are used to
change the pixel value of P;, and we obtain P,. After that,
P, and chaotic sequences (As) and A are brought into the dif-
fusion algorithm to obtain the first round ciphertext P3. The
second round of encryption is a repetition of the above pro-
cess.

3.4. Decryption

Decryption is similar to encryption, and it is the reverse
of the above steps. First, we calculate x; — xg, u; — ug, and
A by using K, xo, Hy, Ha, Egs. (2), (3), and (12). Encryption
consists of two rounds of processes with identical methods and
different parameters. We only give a round (from P; to P) de-
cryption process here. Specific steps are as follows.

Step 1 Bring x4 and u4 into the logistic map, then chaotic
sequence As will be generated. And bring As and A into
Eq. (13), then P, will be obtained as follows:

S; = mod(LA5,~ X A,J ,256),

P T= { A (13)
T Ti =T/ O T},
pi=S8 T

Step 2 Bring x3 and u3 into the logistic map, then two
chaotic sequences Az and A4 will be generated. Bring A3 and
Ay into Egs. (7) and (8), then R, and R; will be obtained. Bring
P> and Ry into f() just like the encryption process, then C’ will
be obtained from the following equation:

Ci = f(pi,Rai). (14)

Then C can be calculated from

C = lla
c= o (15)
Cir1=g (Ci,Clyy)-

Here, g~ !() represents the inverse of g(). For example, if g() is
additive in encryption, then the subtraction is used for decryp-
tion. If xor is used for encryption, then the xor is still used for
decryption. After the operation, C is decoded line-by-line ac-
cording to the rule sequence R, to generate a binary sequence
of length 8 X MN, and the resulting sequence is converted into
a unit 8 encoding format and transposed and restored into a
grayscale image P;.

Step 3 Similarly, we bring in x|, x, uj, us to calculate
Ay, Ay, and we obtain B and B’ according to Egs. (5) and (6).
In the encryption process, we rearrange P’ according to the

mapping relationship of B to B’ to obtain P;. Here we restore
P, into P’ according to the mapping of B’ to B. The process of
restoring P’ into P is also the reverse process of Fisher—Yatess
scrambling. In the encryption process, we loop to determine
the last element of the unsorted part until there is only one ele-
ment. The decryption process starts from one element. Every
loop inserts an element into the correct relative position until
all elements return to the correct position, as described below:

(D let i = 1, repeat steps (II) and (III) and after each time
i=i+1luntili=MXxN,;

anj= LAIMXN—H] x iJ +1

(II) exchange p; and p; values.

4. Experimental results and security analysis
4.1. Experimental results

We chose Lena and Fabio both with a size of 256x256,
and pepper to encrypt. Figure 2 shows the results of encrypt-
ing the above three grayscale images. After decryption, the
plaintext image can be correctly obtained.

4.2. Algorithm complexity analysis

This article uses Matlab 2014 to perform the encryption
and decryption program, the computer configuration is 2 GHZ
CPU with 4 GB memory and Microsoft Windows 8 operating
system. The average time for encrypting a 256 x 256 pixel
grayscale image is 1.15 seconds. When encrypting an image
with size M x N, it generates chaotic sequences for a total of
5 x MN + 200 operations, scrambling operations for a total of
6 X MN operations, a DNA replacement operation for a total of
12 x MN operations, and a conversion with two further conver-
sions. The diffusion operations will total 2 x MN operations.
A total of 25 x MN operations have an algorithm complexity
of O(MN).

4.3. Security analysis
4.3.1. Key analysis

Key space To effectively respond to various brute-force
attacks, the key space should be large enough. The key in
this algorithm consists of x; —xg, #; — ug, and xp. The key
space is about 2568 x 2568 x 10e!>. So the key space is about
8 x 8 x2+50 =178 bits. It is greater than the 100-bit key
space security requirement. ]

Sensitivity analysis of key We set K; and xo = 0.3755
experiment with grayscale image “Lena” of size 256x256.
Results are shown in Fig. 3. Figures 3(a)-3(c) show the re-
sults of decrypting with the correct key, and figures 3(b) and
3(c) display the results of decryption by using a small differ-

ence keys. The values of these keys are shown below:

K1 = cla70bcfOale031e57ba7bb7a51deb31cff84d79e0f3a5d49afa250f62b512fc,
K> = dla70bcf0ale031e57ba7bb7a51deb31cff84d79e0f3a5d49afa250f62b512fc,
040504-5
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K3 = cla70bcf0ale031e57ba7bb7a51deb31cft84d79e0f3a5d49afa250f62b5121d.

The experimental results are analyzed and it is found that the original image can be correctly solved only by decrypting the key
with the original key, which indicates that the encryption algorithm is sensitive to the key.

(a) (b) (c)

(2) (h) (1)
Fig. 2. Experimental results, showing (a) plain image of Lena, (b) encryption image of Lena, (c) decryption image of Lena, (d) plain image
of Fabio, (e) encryption image of Fabio, (f) decryption image of Fabio, (g) plain image of Pepper, (h) encryption image of Pepper, and (i)
decryption image of Pepper.

(b) (c)

Fig. 3. Decrypt results with correct and incorrect key, showing decryption with (a) key Kj, (b) key K7, and (c) key K3.

4.3.2. Histogram analysis

The histogram of ciphertext image is an important feature, showing whether the algorithm can stand the statistical analysis.
Histogram describes the distribution of pixel values of an image. If the distribution is uneven, an attacker can obtain a certain
amount of information through statistical analysis. This makes chosen-ciphertext attack easy by analyzing the statistical char-

acteristics of ciphertext images. Therefore, it is necessary to make the distribution of histogram even in a good cryptography.
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Figure 4 shows the histograms before and after encryption for the “Lena”, “Fabio”, and “Pepper”. We can find that the histogram
for each of plaintext images is uneven before encryption, and the corresponding histogram of ciphertext image becomes even
after encryption by comparing its histogram. Therefore, the proposed algorithm can make statistical analysis difficult.
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Fig. 4. Histogram analysis. (a) histogram of plaintext Lena, (b) histogram of ciphertext image Lena, (c) histogram of plaintext Fabio, (d)
histogram of ciphertext image Fabio, (e) histogram of plaintext Pepper, and (f) histogram of ciphertext image Pepper.

4.3.3. Correlation between adjacent pixels

There is a high correlation between adjacent pixels in
plaintext images, which is vulnerable to statistical attack.
Therefore, it is necessary to reduce the correlation between ad-
jacent pixels. We utilize Egs. (16) and (17) to calculate the cor-
relation between adjacent pixels of plaintext image and cipher-
text image.*! In this paper, randomly selected are 3000 pairs
of adjacent pixels in the plaintext image “Lena” and its corre-
sponding ciphertext image from each direction. The correla-
tion between adjacent pixels is tested from horizontal, vertical
and diagonal directions and the results are shown in Fig. 5.

cov(x,y)

/DDl

(16)

cov(x,y) IV; )i —E(y)),
N 1 N
; E(x):]v;xi. a7

The correlation coefficients of plaintext image and cipher-
text image “Lena” are listed in Table 5. We can find that
the correlation between adjacent pixels in plaintext images is
high, and it becomes low in ciphertext images after being en-
crypted from Table 5. And here we also give data of “Lena” in
Refs. [31]{34]. Thus, the proposed algorithm can effectively

resist statistical attack.
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Fig. 5. Correlation between adjacent pixels of Lena. (a) Horizontal correlation in plaintext, (b) horizontal correlation in ciphertext, (c) vertical
correlation in plaintext, (d) vertical correlation in ciphertext, (e) diagonal correlation in plaintext, and (f) diagonal correlation in ciphertext.

Table 5. Correlation between adjacent pixels of plaintext and cipher-

where p(s;) denotes the probability of symbol s;. The infor-

text.
- - - - mation entropy of the ciphertext image should be close to 8
Test image Horizontal Vertical Diagonal . D
after being encrypted. We can conclude that it is difficult to
Plaintext Lena 0.9721 0.9739 0.9705 divulee the inf ti fter bei ted by utilizi
Ciphertext Lena —0.0031 0.0084 —0.0007 ivulge the information after being encrypted by utilizing our
Ref. [31] ~0.0029 ~0.0017 0.0004 proposed algorithm from Table 6. Thus, this algorithm has
Ref. [32] 0.0039 —0.0314 0.0158 good performances in information entropy and it can resist the
Ref. [33] —0.0020 0.0008 —0.0029 statistical attack
Ref. [34] —0.475 0.196 0.135 ’
Table 6. Information entropy of ciphertext images.
4.3.4. Information entropy Test image Information entropy of cipher
Information entropy reflects the randomness of informa- Lena (256x256) 7.9971
. . Fabio (256 x256) 7.9975
tion, and its value can be calculated by Eq. (18).1*3] The more
. . y Eq. ( ) . Pepper (256x256) 7.9974
it gets close to 8, the less possible for the algorithm to divulge Ref. [31] 7.9971
information it is. The information entropies of plaintext and Ref. [32] 7.9890
ciphertext images of “Lena” in different channels are listed in Ref. [33] 7.9999
Ref. [34] 7.9998

Table 6, and compared with the information entropy of cipher-

text image in Refs. [31]{34]

(18

4.3.5. Sensitivity analysis to plaintext

For the algorithm in this paper, when the plaintext
changes, A will change even when the Key is the same and

)
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the ciphertext will be completely different. So it is difficult
to choose a plaintext attack on this encryption system. The
two important features of differential attack are the number of
pixels change rate (NPCR) and unified average changing in-
tensity (UACI). Their values can be calculated from Eqgs. (19)
and (20) as follows: ¢!

Y.D(, j)
NPCR:hxloo, (19)

UACI = x 100. (20)

1 y [c1(i, J) = ea(is )
M XN | 255

Here M and N indicate the width and height of the image, c; is
the original plaintext encrypted image, and c; is the ciphertext
image after changing a pixel value. If ¢ (i, j) # c2(i, j), then
D(i,j) =1, else D(i,j) = 0. We make a 1-bit change for the
plaintext image “Lena”. The experimental results are shown
in Table 7.

Table 7. NPCR and UACI values for ciphertext images.

Test image NPCR/% UACI/%
Lena (256 x256) 99.6016 33.4735
Fabio (256x256) 99.6102 33.4811

Pepper (256 x256) 99.6057 33.4375
Ref. [31] 99.5986 33.4561
Ref. [32] 99.6185 28.7344
Ref. [33] 99.9900 33.4400
Ref. [34] 99.6200 33.4600

In general, the values of NPCR and UACI must approach

t0 99.6093% and 33.4635% respectively. As seen in Table 7,
the NPCR and UACI values represent the superior perfor-
mance of our proposed algorithm in terms of diffusion.

4.3.6. Robustness analysis

Robustness is an important feature to test the capacity of
resisting disturbance of a cryptography.>”] We utilize noise at-
tack and occlusion attack to test the robustness of our proposed
algorithm.

—

(©) (d)

Fig. 6. Experimental results for a noise attack. Gaussian noise decod-
ing results with variances of (a) 0.01 and (b) 0.1. Salt and Pepper noise
decoding results with intensity of (c) 0.01 and (d) 0.05.

(d)

0

Fig. 7. Experimental results for an occlusion attack. Encryption images with (a) 1/8, (b) 1/4, and (c) 1/2 occlusion; panels (d), (e), and (f) are

the corresponding decryption images.
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In the process of actual communication, one of the most
important problems is noise interference. The error propa-
gation phenomenon implies that errors in the encryption im-
age will lead to errors in the decryption image. The common
noise types are Gauss noise, salt and Pepper noise, etc. We
add Gaussian noise with different variances and salt and Pep-
per noise with different intensities to the plaintext images, and
utilize the same key to encrypt and decrypt. Figure 6 shows
decryption images after adding Gauss noise with variances of
0.01 and 0.1 and salt and Pepper noise with intensity 0.01,
0.05. We can see that under a limited amount of noise, the
decryption image can be identified. Thus, our proposed algo-
rithm can resist the noise attack.

Occlusion attack is another kind of robustness test, and
we decrypt the images which are the encryption images with
1/8, 1/4, and 1/2 occlusion. The quality of decryption images
decreases as the occlusion size increases. Figure 7 shows the
encryption images with different sizes of occlusions and cor-
responding decryption images. The main information of plain-
text images can be identified from the decryption images ob-
tained from experimental results. Therefore, the proposed al-
gorithm has high robustness and it can also resist the occlusion
attack.

5. Conclusions

We proposed a new chaotic image encryption algorithm
based on Fisher—Yatess scrambling and DNA coding in this
paper. The algorithm includes the following three major im-
provements. The Fisher—Yatess method that we use in the
scrambling process is efficient and safe. It solves the short-
comings of some traditional methods which are periodic. The
methods such as Arnold transform and Baker transform are
We then simplify the DNA method.

more efficient, which is what we are pursuing. Finally, we add

periodic. It becomes
plaintext statistics for pixel-level diffusion. This makes our
algorithm perform better against plaintext attacks. The algo-
rithm uses high-efficiency low-dimensional chaos, thus avoid-
ing the generation of long chaotic sequences. Our experimen-
tal results demonstrate that the algorithm can resist common
attacks, and has an advantage in encryption time over the ex-

isting methods.
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