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In this paper, we propose a novel quantum secret image-sharing scheme which constructs m quantum secret images
into m+1 quantum share images. A chaotic image generated by the logistic map is utilized to assist in the construction of
quantum share images first. The chaotic image and secret images are expressed as quantum image representation by using
the novel enhanced quantum representation. To enhance the confidentiality, quantum secret images are scrambled into
disordered images through the Arnold transform. Then the quantum share images are constructed by performing a series
of quantum swap operations and quantum controlled-NOT operations. Because all quantum operations are invertible, the
original quantum secret images can be reconstructed by performing a series of inverse operations. Theoretical analysis and
numerical simulation proved both the security and low computational complexity of the scheme, which has outperformed
its classical counterparts. It also provides quantum circuits for sharing and recovery processes.
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1. Introduction

Recent years have witnessed a rapid development in in-
formation technology. However, security problems of digital
images are a major problem in transmitting vital images. A
large number of real-time image processing tasks have brought
new challenges to classical computers. Fortunately, quan-
tum computation!!! brings hope for traditional information
processing. A quantum computer has been demonstrated to
have bright prospects as compared with the classical computer,
particular with respect to Feynman’s computation model,?!
Shor’s integer factoring algorithm,?! and Grover’s database
searching algorithm. 4!

With the development of quantum computation, an
emerging branch, i.e., quantum image processing (QIP)!>-0]
is attracting more and more attention. It focuses on ex-
tending classical image processing tasks and operations to
the quantum computation framework. Available literature on
In the first, meth-

ods to represent quantum images have been proposed, such

QIP can be classified into two groups.

as a flexible representation of quantum images,!’! a novel
enhanced quantum representation (NEQR) of the digital im-
age model,!® and a normal arbitrary quantum superposition
state.! In the second, QIP algorithms have been investi-
gated, such as quantum image scaling,!'®!'!l" quantum im-

[12,13

age matching, ] quantum image steganography,["‘*‘f’] and

quantum image watermarking.!'’2% In particular, quantum
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image encryption!>!=2 has begun to draw increasing atten-
tion in recent years. For example, in Ref. [21], a novel im-
age encryption scheme based on quantum walks was pro-
posed, which opens the door towards introducing quantum
In Ref. [22], a novel

quantum grayscale image encryption algorithm based on one-

computation into image encryption.

dimensional quantum cellular automata was proposed. The
proposal has outperformed its classical counterpart in terms of
security and computational complexity.

Just as the research on quantum image encryption has be-
come an attractive field, quantum secret sharing, [25-28] which
is an important branch of quantum communication, [*! also at-
tracts increasing attention nowadays. From a historical view-
point, Naor and Shamir®*" presented a visual secret-sharing
scheme first which encrypts a secret binary image into n mean-
ingless share images such that the information of the secret
image can be decrypted by superimposing all n share images.
After that, secret sharing has become a favorite research topic,
especially quantum schemes. Theoretically, as a quantum im-
age is still a quantum state, it can also be shared. Quantum
secret image sharing, different from traditional secret sharing,
is sharing entangled states of a quantum image. To the best
of our knowledge, few papers have been published on this is-
sue previously. For example, a novel and flexible quantum
image secret-sharing scheme was proposed,’*!! which gener-
ates shares via measurement operations on the secret image.

Two efficient remote medical image-sharing schemes were
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proposed, *?1 which utilize quantum information hiding tech-
niques. Obviously, the research on quantum image sharing is
deficient at present. Inspired by the above-mentioned schemes
of quantum image processing techniques, this paper mainly
focuses on quantum secret image sharing, which constructs m
quantum secret images into m+-1 quantum share images.

The rest of this paper is organized as follows. Section 2
gives some preliminaries related to the work. Section 3 is de-
voted to the proposed scheme. Simulation-based experiments
and an analysis are presented in Section 4. Finally, Section 5

draws conclusions.

2. Preliminaries
2.1. NEQR

The novel enhanced quantum image representation
(NEQR) of digital images!® using two entangled qubit se-
quences integrates quantum image information, including co-

ordinates position and color information, into a normalized su-

_1
2

perposition quantum state. For a 2" x 2" quantum image with
grayscale ranged [0,27 — 1], the representative expression of
the NEQR image is expressed as:

2"—12"—1

=5 X LX)
= © [Crx) IVX), M

where the g-qubit sequence |C§X> = :

- chxely ) en
codes the color information and two n-qubit sequences of
[Y) = [yn—1---y130) and |X) = [x,—1---x1X0) encode the po-
sition information in the vertical and horizontal directions, re-
spectively.

To represent a quantum grayscale image, NEQR needs
eight qubits encoding the pixel information, which have 256
grayscale densities. Figure 1 shows a quantum grayscale im-
age and its NEQR expression.

][):%(|O>®|00)+|200>®|10>+|100>®|01)+|255)®|11))

(100000000) ®|00)+|11001000) ®|10)

+01100100)®|01)+[11111111)®|11))

Fig. 1. 2 x 2 quantum image and its NEQR expression (figure adapted from Ref. [8]).

2.2. Logistic map

As a classical algorithm, the logistic map plays an es-
sential role in image encryption because of its high sensi-
tivity to initial conditions, system parameters, and pseudo-
random property. In the proposed quantum secret image-
sharing scheme, the logistic map is used to generate pseudo-

numbers, which are defined as
X541 = uXs(1—Xs), 2)

where 6 =0,1,...,n, Xo is the initial value, Xy € [0,1], 0 <
U < 4. When 3.57 < u <4, it can generate pseudo-random
numbers within the range (0,1).

2.3. Arnold transform

Arnold transform aims to transform an image into a
meaningless one through permutation of the positions of the
pixels into new positions. Assume that /(X,Y) is an original
image with a size of 2" x 2", (X,Y) and (X',Y’) are corre-
sponding coordinates of pixels for the original image and the

scrambled image, respectively. The Arnold transform can be

defined as:
b'é 11X ,
=l [

where X’ = (X +Y) mod 2", Y’ = (X +2Y) mod 2". The in-

verse Arnold transformation is
-1

X 11 )¢ n

= L] (] e

{21 _11} ﬁﬂ mod 2". 4)

2.4. Basic quantum gate operations and related circuits

(i) Controlled-NOT operation

In quantum computers, the basic controlled operation is
the controlled-NOT (CNOT), which is a quantum gate with
two qubits, namely the control qubit and the target qubit
(Fig. 2). In terms of the computational basis, the action of
the CNOT is given by |A) |B) — |A) |[A® B). That is, if the
control qubit is set to |1), the target qubit is flipped, otherwise
the target qubit is left alone.

control qubit [A) | A)

target qubit |B) |BOA)

Fig. 2. Quantum CNOT gate.
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(i1) Quantum swap gate
The quantum swap gate is a two-qubit gate, which can
exchange two qubits. The corresponding quantum circuit is

shown in Fig. 3.

A) S |B)

|By —————X—— |A)

Fig. 3. Quantum swap gate.

Zhou et al. designed the quantum equal (QE) cir-
cuit for comparing two qubit sequences.**! The concrete
quantum circuit and its simplified module are illustrated in
Fig. 4, where |Y) = |yn—1--.y150), |X) = |xp—1 ... x1X0), |A) =
|@n—1...a1a0), |B) = |bu—1...b1bg). The output qubit |r) rep-
resents the compare result. If |r) = |1), |YX) = |AB); other-
YX) # |AB). Obviously, the QE module can be utilized
to decide whether the coordinates of two quantum images of

wise,

the same size are equal or not.

lyn—1) —9 Y 3. Proposed scheme
ylg g * 1)
Yo |y0) In this section, we will first provide a high-level descrip-
:x")_ v : :x”; % tion of our scheme. The intuition of our scheme using three
X1 x1
|zo) o— |xo) phases including qubit scrambling, qubit swapping, and the
lan-1) ; & . |an—1) qubit CNOT operation, is to share multiple quantum secret im-
any .
Igég EN hd & IZS ages. In the first phase, the original quantum secret images are
b1} : ot ot - [by-1) scrambled by Arnold transform, which is often used as the im-
Il;lg : DT © 1 Iglg age preprocessing method in information hiding. Furthermore,
0 N N 0 . . . . .
|0) & Ir) since a grayscale image can be decomposed into eight binary
a images, a quantum grayscale image also consists of ei i-
g quantum grayscal ge al ts of eight b
" nary qubits (i.e., eight qubit planes). To make the shares ran-
bits ( ht qubit planes). To make the sh
n
:2 " N ) dom, qubit planes are swapped with the participation of the
X . . .
n n uantum chaos image. Finally, to enhance the security, the
4) ‘8 }A; quant h ge. Finally, t h th ty, th
B B uantum operation is employed, which makes the se-
|B) n_|B) quantum CNOT operat ployed, which makes th
) cret completely random and secure. The process of quantum
(b) secret image sharing and recovery is outlined in Fig. 5. More
Fig. 4. (a) QE circuit and (b) simplified module of QE. specific details are discussed subsequently.
I,
. NEQR ) scrambling [Tk
I2 . P > |Am+1>
k;:1727“‘7m k=1,2,..,m
I
qubit planes - .t
A swapping |Ag) °
Qhaotic NEQR
quantum 1mage | Io) | A1)
measument
XOR
operation
\
|Sm+1>
| Tm)
K < inverse | qubit planes | o FOR sk P S *
L) . scrambling swapping
2
|S1)
[11)

Fig. 5. Quantum secret image-sharing framework.
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3.1. Sharing process
3.1.1. Preparation
o Ly,
with the same dimensions 2" x 2" and 8-bit grayscale. These

Assume there are m secret images, named [, I, ..

secret images can be transformed into quantum states by using
NEQR as follows:

Ik

12" 12"—1 212"

= Z Z /(Y. X)) |YX) = Z Z ,® |Ciyx ) 1Y X)
— i~

12” 12" —1

6 4 3 0 0
=5 Z Z ‘CIZYXCkYXCIEYXCkYXCkYXCkYXCliYXCkYX> [YX),
(5)

where k = 1,2,... [Y) = [yn—1---y1y0) and [X) =

-x1x0) encode the position information in vertical and

, M.
X1+
horizontal directions, respectively.

Meanwhile, in the proposed scheme, a meaningless
chaotic image created by the logistic map is prepared. For
logistic map X5, = uXs5(1 — Xs) and a given initial value X
and u, we do 22" iterations. 2%" numbers ranged (0,1) are
obtained. Then the normalization processing is carried out to
generate a random matrix R,{ (i, j) € [0,255],i=0,1,...,2" —
I,and j=0,1,...,2" — 1. All values ranged [0, 255] would
be viewed as the grayscale information of the chaotic image

Iy. The chaotic image can be transformed into quantum states

by using NEQR as follows:
712" —1
) = Z Z |fo(Y,X))|YX)
m_12"—1

Z Z ® ‘COYX YX).

Thus, m quantum secret images and a quantum chaotic image

(6)

are prepared and utilized to construct m+ 1 quantum share im-
ages.

3.1.2. Arnold scrambling

To enhance the confidentiality, the original quantum se-

image ‘I,’c> In the proposed scheme, the main aim is to scram-
ble the position of each pixel of the secret image. The quan-

[34.35] showed

tum Arnold image scrambling in previous works
that it is a simple image scrambling method, with low com-
putational complexity. Hence, Arnold scrambling is suitable
for the proposed scheme. According to the classical Arnold
transform introduced above, the quantum representation of the
Arnold transform can be deduced. Here we define the Arnold
transform as A (inverse Arnold transform as A1), the scram-
bled quantum secret image as ’I,’{> and the process of scram-

bling can be defined as:

12” 12"—1

» X L & [Clyx)AIYX)

=0 x=0=0
12n 12—

Z Z ® ) [Clox)AIY) A LX)

12” 12"—1

Z Z®|Ckyx Y'’x"),

—0 =0

Ly

=AlL)

(N

where

|X 4+2Y) mod 2",

8
|X +Y) mod 2". ®)

{ v') =
x7) =

3.1.3. Qubit plane swapping

In this process, qubit planes of the scrambled quantum se-
cret images and the quantum chaotic image are swapped in a
predefined order. First, the coordinates of the quantum chaotic
image |lp) are compared with those of the scrambled quantum
and |I),) through QE modules. The

quantum circuit for comparing the coordinates is designed as

secret images |11), |}) ...,

shown in Fig. 6, where the output qubits ]rj> (G=12,....,m)
act as the control qubits. If all of the output qubits satisfy
|rj) = [1), that is, the coordinate values of a certain pixel in

all of the quantum images are equal, the following steps are

cret image |I;) (k= 1,2,...,m) is scrambled into a disordered ~ performed.

n

|I >{ IY’) n . n n
n
0 | X) n n ce e n

n 8’ n n g; ~ n n [Cﬂ?

1 { v n nu@«{ly> n n \I’ >{|Y> ) S
%0 BY > PR\ ) N
[7m)

swapping circuit

Fig. 6. Quantum circuit for the comparison with coordinates.
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Step 1 Swap four most significant qubit (MSQb) planes
of |Ip) with four least significant qubit (LSQb) planes of |I}).

Step 2 Swap four MSQb planes of |I]) with four LSQb
planes of |I}).

Step 3 Swap four MSQb planes of ‘1,’{> with four LSQb
planes of |I,’(+l> k=2,....m—1).

Step 4 Swap four MSQb planes of |I},) with four LSQb
planes of |Iy).

The quantum swapping circuit is illustrated in Fig. 7. It
is not difficult to find that all the shares appear to be random
after the swapping process of qubit planes. For convenience,

we call them immediate shares, |A1), |A2), ..., and |A,11).
| Clyx) |C¥x)
|Coyx) |Cox)
|Coyx) |CYx)

\To) \C{A)‘yx) |C%X> Ay)
|Cvx) [Cyx)
|Cyx) |C¥x)
|Cdyx) |Cyx)

" |Cvx) |Cx) -
|Clyx) |CYx) 1
|Clyx) |C9x)
\CiYX> |C'ijX>

n| |Cryx) |Cyx)

) o) ) 142
|CHyx) |C¥x)
|Clyx) |Cx)

L|CPyx) |C¥x) ”

- |Chyx % i |CYx)
|Chyx |CSx)
\Cizyx |C¥x)
‘Cmyx> C%’X

) |Cinyx) :C’?/X; [ Am1)
|Cryvx) |Cx)
|Chvx |C¥x)
" Coyx) |CPx) -

Fig. 7. Swapping circuit.

3.1.4. Quantum controlled-NOT operation

To obtain the final quantum share images, the quantum
controlled-NOT operation (introduced in Subsection 2.4) is
utilized to realize a quantum image XOR operation. We de-

fine

IS1) = A1), [S2) = A1) ©]A2),
1S3) = [A2) ©|A3), ..., ©)

that is,

Sk) = |Ax) If k=1,

|Sk) = |Ak—1) @ |Ag) If k=2,3,... . m+1. (10)

For a quantum image with a size of 2" x 2", the quantum

controlled-NOT operations on grayscale information of every

pixel can be divided into 22" sub-operations Tyx. It can be
constructed by the controlled-NOT operation Uyx as follows:

211271
= (19 £ X ) 03] ) +Un 0 ], )
y=0 x=0
yxAYX
where Tyy is a unitary matrix and satisfies Tyx T)jx = [®2n+1)
and T;X is the Hermitian conjugation matrix of Tyy. Obvi-
ously, each sub-operation can only implement the XOR oper-
ation on the grayscale information for its corresponding pixel.
The XOR operations for quantum images are defined as

2"—12"—1

T=1] I mvx- (12)
Y=0 X=0

As mentioned above, QE modules are also used to compare the

coordinates of |A}),

Aj),...,and |A,1). The output qubits of
the QE module act as the control qubits of the quantum image

XOR operation circuit, which is shown in Fig. 8.

. \C;fx> ‘C{:X)
‘C}?}(> ‘C)_"X'>
\C’s;’/x> }gs:fxg
[Cyx) Y'X)||S1)

401 e G
|CEx) |Cx)
|Cyx) ‘C%’X'>

L CYx) |ICyx)”
|CYx) |CYx)
|Cx) |CYx)

|Az) YX ® Y'X') |8,
ICix ® oy | 152
|C§1’X> Igs?/xi
|Cy)(> L4 Y'X'
|Cyx) i T ’ [CYx)
|CYx) -&—] [ |CY'x)
|C¥x) il JT“ [C¥x)
o Fel
¥X Y'X'
|A'm+1> ‘C\§X> |C?"X'> ‘Sm+1>
\Cslfx> Ty |Cf/'x'>
\ng> IC%'x'>
[Cyx) & [Cyx)-

Fig. 8. Quantum image XOR operation.

3.2. Recovery process

All m+ 1 quantum share images collected together are
used to reconstruct the original quantum secret images. The
recovery process consists of four steps.

Step 1 To obtain the immediate shares, the controlled-
NOT operation is also utilized to realize the quantum image

XOR operation, as follows:

A1) =[S1), |A2) =|S1)®IS2),

|A3) = [S1) @ [S2) ®|S3) D ..., (13)
that is

|A) = [S1) @ [S2) D ... D[Sk, (14)

where k=1,2,...,m+ 1.
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Step 2 Execute the reverse operation for qubit plane

. . o
swapping, and the scrambled quantum secret images |7 ), |3), 156 a5 03 28 05 50

..., and |I},) are obtained.

Step 3 Perform the inverse Arnold transform A~ on
quantum images |I{), |}), ..., and |I,,), the original quantum
secret images |I1), |b), ..., and |I,,) are obtained. (a) (b) ©

Step 4 Quantum images |I1), |I2), ..., and |[,,) are mea-
sured to obtain m classical digital images with 8-bit grayscale

67 240 187 20 148 8

Fig. 9. An example of three quantum images.
and a size of 2" x 2". The pixel values in their qubit form are shown as follows:

. o
3.3. A simple example o) {|1001 1100),/0010 0011),/0100 0011),|1111 0000)},

To demonstrate the computation steps in the sharing and ‘]i> {’0001 011 1> ,0010 0110),[1011 1011),]0001 0100>} ,
recovery processes, we give a trivial example for m = 2. That -
is, two quantum secret images would be utilized to construct |I;) {/0001 1001),/0011 1011),[1001 0100),[0000 1000)}.
three quantum share images. Assume there are one chaos (15)

quantum image (|Ip)) with a size of 2 x 2, and two scrambled
quantum secret images (|/]) and |I}) ) with a size of 2 x 2, as  After the swapping circuit is executed, the intermediate quan-
shown in Figs. 9(a), 9(b), and 9(c), respectively. tum images are formed as follows:

A~ N
/A1) = {|0111 0001),[0110 0011),|1011 1001),]0100 0000)},
A2) = {]1001 1001),[1011 0010},]0100 0100),|1000 1111)}, (16)

~ =
|A3) = {[1100 0001),]0011 0010),]0011 1011),]0000 0001)}.
To describe the swapping process clearly, four MSQbs and LSQbs of the first pixel are tagged in Eqs. (15) and (16). Finally,

three quantum share images |S;), |S2), and |S3) can be obtained by using the quantum image XOR operation. The results are as
follows:

S1) = {|0111 0001),|0110 0011),|1011 1001) 0100 0000)} = {|113),(99),|185),|64)} ,
1S,) = {|1110 1000),|1101 0001, 1111 1101),]1100 1111)} = {|232),]209), |253),[207)}, (17)
1S3) = {0101 1000),|1000 0000}, 0111 1111),]1000 1110)} = {|88),[128),|127),]142)} .

Since all quantum secret images are distinct and the quantum  and 8-bit grayscale are used as the quantum secret images
chaotic image is random, the obtained quantum share images (Figs. 10(b) and 10(c)). Figures 10(d)-10(f) show three quan-
are also random and distinct. Thus, |S}), |S2), and |S3) donot  tum share images: Sy, S», and S3, respectively. Figures 10(g)
reveal any information of the original quantum secret images. and 10(h) show the reconstructed secret images.

In summary, compared with the traditional secret image-
sharing schemes, which involve complex computation, the  4.1. Security analysis

proposed scheme constructs the shares only using some basic
quantum gate operations. Using quantum parallel processing,
the computational efficiency is considerably improved. In ad-
dition, the proposed scheme can share m secret images rather
than one image only, that is, m quantum secret images can be

In this subsection, we analyze the security of the proposed
quantum image-sharing scheme from two aspects. On the one
hand, we analyze the security issue based on statistical prop-
erties. On the other hand, we analyze the security issue based

' . on quantum effects.
shared at once by means of sharing m + 1 quantum share im-

ages. Theoretically, it is simple and efficient. 4.1.1. Statistical analysis

First, as we know, the image histogram reflects the pixel

4. Simulation and analysis distribution of an image. An idea share image should have a

To demonstrate the feasibility of the proposed scheme,  uniform frequency distribution. The histograms of the secret

the simulations were conducted using MATLAB 2014b on a  images and share images are shown in Fig. 11. It can be seen

classical computer. In the numerical simulations, to generate  that the histograms of share images are significantly different

the chaotic quantum image Iy (Fig. 10(a)), the parameters in ~ from the histogram of the original secret images. Hence, it

the logistic map are set as Xy = 0.7078, u = 3.95. The Lena  does not provide any useful statistic data in the share images
image (/1) and Peppers image () with a size of 256 x 256  to trigger any statistical attacks to the proposed scheme.
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() ' S

Fig. 10. (a) Chaotic image, (b) secret image Lena, (c) secret image Peppers, (d)—(f) three share images, and (g)—(h) reconstructed
images.

700 (a) 700 (b)
600
500
400
300
200
100
0
0 100 200
600 (d) 600 (e)
500 500
400 400

300 300

200

200
100 100
0

0 100 200 0 100 200 0 100 200

Fig. 11. (a)—(b) The histogram of the secret images Lena and Peppers, (c)—(f) the histogram of the three share images.
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Second, since the correlation reflects the degree of sim-
ilarity of two variables, each pixel in the original image is
highly correlated with its adjacent pixels in general. The cor-
relation coefficient R(x,y) of adjacent pixels is simply defined
by the following equation:

E(x—EX)E(y—E(y))
D(x)D(y)

where E(x) and D(x) denote the expectation and variance of

R('x7y) =

. (18)

the pixel grayscale values, respectively. To get the correlation
of two adjacent pixels, 8000 pairs of two adjacent pixels (in the

horizontal, vertical, and diagonal directions) are selected ran-
domly from the original secret images and share images. The
real correlation coefficients are shown in Table 1. It is easy to
see that the correlations of the share images are close to 0 in
each direction, while those of the original images are close to
1 in each direction. That is, the attacker cannot acquire any
useful information via statistical analysis. The correlation dis-
tributions of horizontally, vertically, and diagonally adjacent
pixels in the secret image Lena and one of the share images

(S2) are demonstrated in Fig. 12.

Table 1. Correlation coefficients of adjacent pixels.

Correlation coefficient

Horizontal direction

Vertical direction Diagonal direction

Secret image Lena (/) 0.9282 0.9594 0.8981
Secret image Peppers (I2) 0.9534 0.9657 0.9293
Share image (S) 0.0092 —-0.0052 -0.0257
Share image (S>) -0.0156 -0.0021 0.0413
Share image (S3) -0.0057 0.0121 0.0174
250 - 250 250
200 200 200
150 150 1501
100 100 100
50 50| = 50
oL/ oLF oL
0 50 100 150 200 250 0 50 100 150 200 250

200

0 100 200 300 % 100

0 i { XK LRY e 1y 8
200 300 0 100 200 300

Fig. 12. Distribution of two horizontal direction, vertical direction, and diagonal direction adjacent pixels, (a)—(c) the secret image

Lena, (d)—(f) the share image S>.

4.1.2. Security analysis based on quantum effects

In the classical secret image-sharing scheme, the share
images are easily affected by different types of noise and
known attacks during transmission. It is necessary to dis-
cuss the security of the proposed scheme based on quantum
effects.[*? As we know, the quantum no-cloning theorem for-
bids cloning an unknown quantum state accurately. When it
is measured, an unknown quantum state will collapse. The
no-cloning theorem provides another perspective on the lack
of accessibility suffered by quantum information in compari-
son to classical information. Therefore, the characteristics of

quantum mechanics can ensure the security of the proposed
scheme to some extent. Although it seems unconditional se-
curity can be achieved in quantum communication in theory,
when the quantum share images transmit in a practical quan-
tum channel, the quantum states are destroyed by decoherence
and quantum noise easily. Some strategies, such as quantum

[36 [37.38]

error correction*®! and quantum error rejection, can be

used in this case. That is, these solutions could be useful
for the transmission of quantum share images theoretically.
Through this method, the original quantum secret images can

be reconstructed even if several qubits are flipped or lost.
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4.2. Computational complexity

The quantum circuit complexity depends on the number
of basic quantum gates. 3% It has been pointed that one Tof-
foli gate can be simulated by six CNOT gates and one swap
gate can be simulated by three CNOT gates. In this paper, we
choose the CNOT gate as the basic unit. The circuit complex-
ity of the n-CNOT (n > 3, where n denotes the number of the
control qubit) gate is 12n — 9,[!%1 and the complexity of single
QE and Arnold scrambling is O(n).** The quantum circuit of
coordinate comparison module is shown in Fig. 6. It is easy to
see that the numbers of the QE module and the output qubits
are m. The complexity of the coordinate comparison quantum
circuit is also O(n). According to Fig. 7, there are 4 X (m+1)
quantum swap gates, that is, 12(m+ 1) CNOT gates. For each
swap gate, there are m control qubits. Hence, the numbers of
m-CNOT gate are 12(m+ 1). The complexity of the quantum
swap circuit is 12(m+ 1)(12m —9). Similarly, the numbers
of m-CNOT gates are 8m according to Fig. 8. The complexity
of the quantum image XOR operation is 8m(12m —9). Obvi-
ously, since m denotes the numbers of quantum secret images,
the total complexity of the proposed scheme is O(n).

However, for a classical image with a size of 2" x 2", the
number of pixels that need to be processed is 22". For exam-
ple, the classical image XOR operations can be realized by
using 22" operations. The total computational complexity is
no less than O(2%"). This implies that the proposed quantum
secret image-sharing scheme has the advantage over its classi-
cal counterparts in terms of computational complexity.

5. Conclusions

We have proposed a novel quantum secret image-sharing
scheme which constructs m quantum secret images into m + 1
quantum share images. The quantum image-sharing process
can be realized by some basic quantum gate operations. Be-
cause all quantum operations are invertible, the quantum im-
age recovery process is the inverse of the sharing process.
Theoretical analysis and simulation experiments have shown
that the proposal has outperformed its classical counterparts
in terms of security and computational complexity. Moreover,
multiple quantum secret images can be shared simultaneously
without involving complex quantum operations, and the pro-
posal is simple and efficient to implement due to quantum par-
allel processing. In the future, quantum secret image-sharing
techniques may be used for real application, such as medical

image sharing between two remote hospitals.
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