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The cascading failure often occurs in real networks. It is significant to analyze the cascading failure in the complex
network research. The dependency relation can change over time. Therefore, in this study, we investigate the cascading fail-
ure in multilayer networks with dynamic dependency groups. We construct a model considering the recovery mechanism.
In our model, two effects between layers are defined. Under Effect 1, the dependent nodes in other layers will be disabled as
long as one node does not belong to the largest connected component in one layer. Under Effect 2, the dependent nodes in
other layers will recover when one node belongs to the largest connected component. The theoretical solution of the largest
component is deduced and the simulation results verify our theoretical solution. In the simulation, we analyze the influence
factors of the network robustness, including the fraction of dependent nodes and the group size, in our model. It shows that
increasing the fraction of dependent nodes and the group size will enhance the network robustness under Effect 1. On the
contrary, these will reduce the network robustness under Effect 2. Meanwhile, we find that the tightness of the network
connection will affect the robustness of networks. Furthermore, setting the average degree of network as 8 is enough to

keep the network robust.

Keywords: cascading failure, dependency group, multilayer network
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1. Introduction

The complex network has a wide range of applications

(1.2] society, = computers, ®7! and so on. The net-

in nature,
work property can be analyzed from different angles, such as
network behavior, robustness, and controllability. Cascading

failure 3]

is a phenomenon which exists widely in the net-
works. Besides, analyzing cascading failure can support the
construction of robust networks. In reality, networks often
depend on each other. Multilayer network models are con-
structed to analyze the interdependent relation between net-
works. In this study, we mainly focus on cascading failure in
multilayer networks.

Cascading failure means that some nodes’ failure in the
network leads to other nodes’ failure because of the cascad-
ing effect. Early research regarded the cascading process as
a process of load redistribution.['”) Removing several nodes
and redistributing the loads of the removed nodes to adjacent
nodes may cause further failure. Tian et al.!''! investigated the
cascading failure in interdependent scale-free networks con-
sidering the coupling preference. They found that assortative
connections in the community is beneficial to the network ro-
bustness. Li et al.!'?! analyzed the cascading failure process in
the networks with asymmetric dependence. The result showed
that the asymmetric dependence made networks more robust

3] studied the cascad-

than the symmetric one. Mizutaka et al.
ing failure caused by fluctuating loads in scale-free networks.

Lehmann ez al.['¥ built a stochastic load-redistribution model

DOI: 10.1088/1674-1056/27/9/098901

for the cascading failure, which was thought to be more close
to reality. Witthaut ez al.!') studied the percolation of cascad-
ing failures with a focus on the nonlocal effect occurring far
away from the initial failure. They also found countermea-
sures based on the intentional removal of additional edges.
Zhang et al.!'® found that interdependency could lead to an
improved robustness for each individual network in a flow re-
distribution model. Mirzasoleiman et al.!'” considered three
node weight strategies in the cascading failure model. He did
simulations in real world networks such as power grid, the
internet in the autonomous system, and the railway network
of Europe. Wang et al.!'8 studied the influence of coupled
strength in interdependent networks, and found that when the
coupled strength between two networks was weak, attacking
the edges with low loads was more likely to trigger the cascad-

191 adopted three link patterns between

ing failure. Wang ez al.
interdependent networks and changing link patterns could im-
prove the robustness of networks. So many studies have con-
centrated on the cascading model based on load redistribution.
Recently, dependency property has been proposed to analyze
the evolution of the complex network.

In dependency models, nodes are dependent upon each
other. If there is more than a certain percentage of failed nodes
in a dependency group, all the nodes in the group will fail. Par-
shani et al.?! presented a framework to analyze the robust-
ness of the network that included both connection and depen-
dency links. The research showed that high density of depen-
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dency links made networks disintegrate faster during the cas-
cading failure. Wang et al.”>!! proposed a percolation model
considering dependency links and found that this type of per-
colation with dependency group was always the first order.
Kornbluth et al.'??! studied dependent links between networks
which were based on distance, and found that networks with
long dependency distances were much more vulnerable than
networks with short dependency distances. Parshani et al.[?3]
found that changing the coupling strength of the interdepen-
dent networks could increase the robustness of the networks.
However, static dependency links are not appropriate for real
complex situation. For example, in financial networks, the co-
operation between companies may change.

It seems more proper to introduce the dynamic depen-
dency group to the network evolution. In the real situation,
the dependency groups is common. For example, in finan-
cial networks, the trading and sale connections between com-
panies can be viewed as links of networks. The companies
in the same industrial chain may form a dependency group.
When the amount of failed companies in the group exceeds a
certain value, all other companies also fail due to symbiosis.
At the same time, the companies in the same industrial chain
will help each other because of the cooperation in chains. An-
other example is social network. The information and rumors
can spread in the network. In social networks, each person
reacts adaptively to their own changing situations and inter-
There
are several studies about dynamic dependency links in net-

ests, which leads to dynamical dependency groups.

works. McCulloh ez al.'**! thought that people in the social
network reacted adaptively to their own changing propensi-
ties and capabilities, leading to dynamic dependency. Bai et
al.'>) analyzed the cascading failure with the dynamic depen-
dency group and the percolation process, and put forward that
the proportion and size of dependency groups could affect the
network robustness. Besides, the recovery mechanism during
the cascading failure of networks should be considered. Gong
et al.?%) presented a recovery robustness index to evaluate the
resilience of coupled networks to the cascading failure. Hu
et al.>") investigated recovery strategies to the cascading pro-
cess in infrastructure networks. Their strategic repair methods
showed similar effectiveness as the greedy repair. Majdandzic
et al.'?®! researched on the effect of local node recoveries and
stochastic contiguous spreading. However, there are few stud-
ies on cascading failure with dynamic dependency groups in
multilayer networks.

In this study, a model concentrating on the cascading fail-
ure in multilayer networks is built. We also take the dynamic
dependency groups and recovery mechanism into considera-
tion. Cascading failure in multilayer network can be divided
into the process within layers and the process between lay-
ers. During the process within layers, cascading failure in de-
pendency groups and percolation occur. During the process
between layers, interdependent nodes affect each other. We

define two effects between layers in this study. One effect re-
duces the network robustness, while the other improves the
network robustness. The theoretical analysis which deduces
the giant connected component in our model is given, which is
verified by the simulation result. In the simulation, we study
the influence factors of the network robustness in our model.
The fraction of dependent nodes and the size of the depen-
dency group are related to the network robustness. Besides,
increasing the network connection tightness can enhance the
network robustness.

The rest of the paper is arranged as follows. Section 2
puts forward the multilayer cascading model and describes the
dependency relation in our model. We give a theoretical anal-
ysis of our model and verify our derivation with simulation
in Section 3. Section 4 presents a simulation analysis of our
model. Section 5 gives a conclusion of our work.

2. Multilayer networks cascading model

In this study, we mainly focus on the cascading failure
in multilayer networks. A multilayer model with dynamic de-
pendency groups, under the existence of the cascading effect
and a recovery mechanism, is introduced. In multilayer net-
works, there are reactions within layers and reactions between
layers. We can use M = (N, E) to represent a multilayer net-
work, where N = {Ny; a € {1,2,...}} is the set of single layer
networks. Besides,

E:{Eaﬁ C Ny XNB;OC,ﬁE{l,Z,...},(X#ﬁ}, (1)

is the set of edges between layers. Here we set the connection
between layers to be one-to-one. In a single-layer network, a
fraction g of nodes are initially chosen to form the dependency
groups with size g. All other (1 — ¢) nodes do not belong to
any dependency groups. First we randomly choose a fraction
(1 — p) of nodes in every layer as failed nodes. dr and dr are
the failure threshold and the recovery threshold, respectively.
Then if the ratio of failed nodes in every dependency group
is larger than df, the nodes in the dependency group are all
failed because of cascading effect. If the ratio of failed nodes
in a dependency group is below the dr, the failed nodes in the
dependency group recover. The cascading effect in the depen-
dency groups can be represented as below

if 1 pg > dr,

{dependency failure, @)
dependency recovery, if 1—p, <dg.
Here, p, is the fraction of functional nodes in the dependency
group. After dependency effect is caused by failed nodes,
there is a percolation process in the layer. The largest con-
nected component in a single layer can be obtained. In this
study, we define two different effects between layers.

Effect 1 If a node in one layer does not belong to the

largest connected component, other connected nodes will be
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invalid because of cascading effect between layers.
F={n!3nY ¢C;;j=1,23,...,j#i}. 3)

Here F; is the set of failed nodes in the layer i, C; is the largest
connected component of layer j, n}’ and nﬁ” are dependent
nodes in layer i and j, respectively, and w is the node index.

Effect 2 As long as there are nodes belonging to the
largest connected component, other connected nodes in other
layers can recover from failure because of cascading effect be-
tween layers.

F={n!Vn} ¢Cj;j=123,....j#i}. “)

The symbols in Eq. (4) are the same as Eq. (3). So in our
model, after the initial removal, the multilayer network first
experiences the dependency group effect. Then the percola-
tion process within the layer begins, followed by the cascad-
ing effect between layers. At last, previous dependency groups
will evolve into new dependency groups. The new dependency
group also consists of randomly chosen nodes. The multilayer
network will experience the dependency group effect and the
cascading effect occurs iteratively until reaching a steady state.
Note that there is no further failed nodes.

(a)

To illustrate our model mentioned above explicitly, we
give an example of dependency process and percolation pro-
cess in the single layer. In Fig. 1, the network is composed of
10 nodes, 12 links, and two dependency groups (dashed lines).
Here dr = 0.4, dp = 0.6. In each group, if the fraction of failed
nodes is equal to or larger than the failed threshold, the group
will fail. If the fraction of failed nodes is equal to or less than
the recovery threshold, the group will recover. In Fig. 1, the
gray nodes represent the initial random removal. The nodes re-
moved due to the percolation process are marked in blue. The
nodes recovered due to the dependency process are marked in
green. The nodes removed due to the dependency process are
marked in red. Initially, in Fig. 1(a) we choose two nodes in
gray as initially removed nodes. The blue nodes in Fig. 1(a)
are nodes removed due to percolation process. In Fig. 1(b), the
nodes in dotted lines combine dependency groups. Because
dr = 0.4, the dependency group on the right will recover, and
the dependency group on the left will be failed. In Fig. 1(c),
the dependency groups change. The dependency group on the
top recovers and the dependency group at the bottom loses ef-
ficiency. In Fig. 1(d), the dependency groups change again.
At this time, all the nodes in the network are failed, and the
process of cascading failure ends.

the original nodes
the initial random removal

the nodes removed due to

the percolation process

the nodes removed due to

@ O0O0e

the dependency process

the nodes recovered due to

the dependency process

Fig. 1. (color online) Dynamic dependency group in the single layer network.

3. Analysis on the cascading model
3.1. The theoretical solutions of the cascading model

In our model, every iteration can be seen as an indepen-
dent process. Therefore, we just analyze one iteration, i.e., the
first iteration. To analyze the cascading failure model, we fo-
cus on the dependency process, the percolation process, and
the cascading process between layers. We can get the theo-
retical solutions of our model using the mean-field approxi-
mation and the generating function techniques. In the depen-

dency process, we can derive the probabilities of a dependency
group functioning and failing as

LngJ g i o
})R: ';() <l>(1_p) p;,717

P= ¥ (5) (1—-p)ps.

i=[gdp] \'!

&)

Pr is the probability that a dependency group is functioning,
and Fr is the probability that a dependency group is failed. So

098901-3
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when the ratio of dependency nodes is g, we can get the prob-
ability of a node functioning

go(p) =q[R+p(1—P—F)]+(1—q)p. (6)

In the percolation process, we can use the generating func-

tion to deduce the fraction of the largest connected compo-

nent. The generating function!®! of degree distribution is

Go(e) = Yy P(k)ek. Then the fraction of nodes that belong
to the largest connected component is

gp(p) = gn(p)(1 —Go(u)). (7

Here u is the probability following an edge from a node to
the largest connected component. According to the previous
research, u satisfies the relation

u=1-gp(p)+gp(p)Gi(u), ®)

where G (&) = G (€)/G}(1), and u € [0,1].
In the cascading process between layers, the giant mutu-
ally connected component (GMCC)B'! is defined as

S=P{n\ €SiAnbe S nl, €Sq}. )

S« 1s the largest connected component in layer «, and

n’i ,né, e ,n’d are dependent nodes between layers. So we can

get the GMCC after the cascading process between layers.
With Effect 1, the GMCC is

S=gp(p1)gp(p2)---gp(Pa)--- (10

With Effect 2, the GMCC is

S=1—(1—gp(p1))(1 =gp(p2))--- (1 =gp(pa))---. (1)

3.2. The cascading model in the two-layer network

In this section, we focus on the two-layer Barabsi Albert
(BA) network. BA network[3!! is the scale free network whose
distribution of the degree satisfies power law distribution

P(k) = Ck™*, (12)

where C is a constant, A = 3, and k is the node degree. When
D, 4, &, dr, and dp are determined, PR and Pr can be calculated
according to Eq. (5), then gp(p) can be obtained easily using
Eq. (6). We use p; as the fraction of removed nodes in layer 1
and p» as that in layer 2. So we have

go(p1) =gn(p1)(1 =Y, Cikur), (13)
gp(p2) :gD(Pz)(lfszZk_’luzk) (14)
We can get the value of u according to

A
uy =1—gp(p1)+gn(p1)Y, (k—i_;k)flkuk,

k+1)Cok*
= 1= o(p2) +eo(p) £, 16)

15)

Using Eq. (10), the GMCC with Effect 1 is

S=gp(p1)gp(p2)- 17)

We can also get the GMCC with Effect 2 with Eq. (11)

S=gp(p1) +&p(p2) —&p(P1)gp(P2). (18)

Following the same method, we can also get the GMCC
in the two-layer Erdos Rnyi (ER) network,?%33] which is a
typical random network. The only difference is that the degree
distribution of ER network is

lk
= e_l'—

PR =

(19)
where A is the mean degree of the network.

To verify our theoretical solution, we compare the GMCC
after first iteration with our theoretical value. We do simula-
tion in the two-layer BA network and the two-layer ER net-
work, as shown in Fig. 2 and Fig. 3, respectively. Here we set
dr =0.2,dr =0.6, g =10, and g = 0.4. Changing the propor-
tion of removed nodes, it turns out that our theoretical value
is close to the simulation. It is obvious that the multilayer
network with Effect 2 is more robust than the network with
Effect 1. This is because of the recovery mechanism between

layers.
104
0.8 1
0.6 1
%)
0.4 1
—s—theory (Effect 1)
0.24 —*—simulation (Effect 1)
—a—theory (Effect 2)
—v—simulation (Effect 2)
0 0.1 0.2 0.3 0.4 0.5 0.6
1-p
1.0 4 (b
0.8 -
0.6 ~
%)
0.4 -
—s—theory (Effect 1)
0.2 —®—simulation (Effect 1)
—a—theory (Effect 2)
—v—simulation (Effect 2)

0 0.1 0.2 0.3 0.4 0.5 0.6
1-p
Fig. 2. (color online) The comparison of theory and simulation in two-

layer networks. (a) The verification of the GMCC in the two-layer BA
network; (b) the verification of the GMCC in the two-layer ER network.
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1.04
0.8 1
0.6 1
)
0.4
0.2
0 L : L T
0.10 0.11 0.12 0.13 0.14 0.15 0.
1-p
20000
(c)
—0—ER, ¢=0.8
15000+ —0—ER, ¢=0.6
—0—ER, ¢=0.4%
. —0—ER, ¢=0.2 4
—«—BA, ¢=0.8
w, 10000+ f —%—BA, ¢=0.6 [
—%—BA, ¢=0.4
—*—BA, ¢=0.2 11
50004
g
04 & L

0.54 0.56 0.58 0.60 0.62 0.64 0.66 0.68

1-p

1200
(b) —0— ER, ¢=0.8
1000 —0— ER, ¢=0.6
—o— ER, ¢=04
—0— ER, ¢=0.2
8001 —k— BA, ¢=0.8
N —&— BA, ¢=0.6
3 600+ —&— BA, ¢q=04
Hh —&— BA, ¢=0.2
4004
200+
0 T T T T
16 0.11 0.12 0.13 0.14 0.15 .16
1-p
120
(d) —o0— ER, ¢q=0.8
—o0— ER, ¢=0.6
1001 —o0— ER, ¢=0.4
—o0— ER, ¢=0.2
80 - —%— BA, ¢=0.8
a, —k— BA, ¢=0.6
Q8 —k— BA, ¢=0.4
o 601 —%— BA, ¢=0.2
&
n| G s

0 . . . . ; ; ;
0.54 0.56 0.58 0.60 0.62 0.64 0.66 0.68
1-p

Fig. 3. (color online) The influence of ¢ in BA and ER networks. (a) The change of S under Effect 1. (b) The change of the number of
iterative failures under Effect 1. (c) The change of S under Effect 2. (d) The change of the number of iterative failures under Effect 2.

4. The simulation analysis
4.1. The influence factors of the network robustness

In this section, we concentrate on the influence factors of
the multilayer network robustness. For convenience, two-layer
networks are used in the simulation. It is obvious that higher
dr and lower dr make networks more robust. However, in re-
ality, the cost of networks is limited. We cannot get ideal dg
and dg. Thus in the following simulations, we study the other
influence factors with determined dr and df.

Here we construct two double-layers networks consisting
of BA networks and ER networks respectively. In each layer,
the network has 2 x 10* nodes. We set dg = 0.2, dp = 0.6,
and g = 10. Figure 3 shows the influence of the proportion of
the dependency groups on the network robustness under Ef-
fect 1 and Effect 2. The largest connected component and the
number of iterative failures are used to show the change of net-
work robustness. To ensure the accuracy of the simulation, the
points in the figures are the mean values of 50 experiments.
As shown in Figs. 3(a) and 3(b), under Effect 1, higher pro-
portion of the dependency groups g leads to higher network
robustness. However, when ¢ increases, the number of itera-
tive failures decreases. It means that the network breaks down
faster. Figures 3(c) and 3(d) show that when the proportion of

the dependency groups decreases, the robustness of networks

increases. Besides, the number of iterative failures also in-
creases as g decreases. Then we can conclude that under Ef-
fect 1, larger ¢ makes networks more robust, while under Ef-
fect 2, lower ¢ makes networks more robust. We can discover
that the performances of BA networks and ER networks are
similar. In our model, the structure of networks has very little
impact on the network robustness.

Next, we concentrate on the influence of the group size
g, which changes from 5 to 30. The simulation is performed
in the double-layer networks. Here we set ¢ = 0.6, dg = 0.2,
and dr = 0.6. Figure 4 shows the influence of the group size
g in the double-layer networks with different effects. Changes
of the phase change threshold mean that the network robust-
ness alters. It is obvious that under Effect 1, increasing g can
enhance the network robustness. However, increasing g will
reduce the network robustness under Effect 2. In both cases,
increasing g increases the number of iterative failures.

Then we study how the number of layers affects the net-
work robustness. So we compare failure thresholds in different
multilayer networks. Figure 5 shows the process of cascading
failure in 2-layer, 3-layer, and 4-layer networks with Effect 1
and Effect 2. We observe that with Effect 1, increasing the
number of layers decreases the failure threshold, which means
that the network becomes more vulnerable. In contrast, the
network with more layers is more robust with Effect 2.
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20000 A

15000 -

ty 10000 -
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—+*—BA  g=15
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“ 10000+
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0.63

Fig. 4. (color online) The influence of g in BA and ER networks. (a) The change of S under Effect 1. (b) The change of the number of
iterative failures under Effect 1. (c) The change of S under Effect 2. (d) The change of the number of iterative failures under Effect 2.
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Fig. 5. (color online) The cascading failure in multilayer networks.
(a) The cascading failure with Effect 1 in multilayer networks. (b) The

0.85

cascading failure with Effect 2 in multilayer networks.

4.2. The network connection tightness

In the last section, we change the model parameters to
alter the robustness of multilayer networks. In this section,
we tend to change the structure of networks to find a way to
increase the network robustness. It is easy to figure out that
increasing the connection tightness of networks can increase
the network robustness. So we generate different networks
with different mean degrees to construct multilayer networks.
From figures in Section 4.1, we can find that the failure thresh-
old exists in our model. The failure threshold means when the
fraction of originally failed nodes is greater than the threshold,
the network will lose efficiency. Table 1 shows the threshold
value of different networks with Effect 1 and Effect 2. It is ob-
vious that increasing the mean degree of networks can increase
threshold values. However, when the mean degree reaches

Table 1. The threshold values of networks.

Effect 1 Effect 2
Mean degree
BA ER BA ER
2 0.01 0.001 0.202 0.001
4 0.16 0.135 0.503 0.499
6 0.178 0.175 0.556 0.562
8 0.183 0.182 0.574 0.58
10 0.184 0.184 0.585 0.588
12 0.185 0.185 0.589 0.593
14 0.185 0.185 0.592 0.595
16 0.187 0.186 0.593 0.595
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a certain value, the threshold value increases slowly. In real-
ity, increasing the network connection tightness may consume
resources. Thus in our model, setting the mean degree as 8 is
enough to guarantee the network robustness.

5. Conclusion

In this study, we investigate the cascading failure with
dynamic dependency groups in multilayer networks. Here
we build a cascading failure model considering the recovery
mechanism and the effect between layers. In dynamic de-
pendency groups, two probabilities, dr and dr are defined.
The value of dr and dr determines the recovery and failure
threshold of the dependency group. In multilayer networks,
we study two effects between layers. Effect 1 reduces the net-
work robustness, and Effect 2 helps to increase the robustness
of network. The scale of the largest connected component is
deduced after the first iteration of the cascading failure. Sim-
ulation results verify our theoretical solution. Under Effect 1,
increasing g and g can enhance the network robustness. On the
contrary, increasing g and g will decrease the network robust-
ness under Effect 2. Furthermore, increasing the network con-
nection tightness will enhance the network robustness. When
the mean degree value of the network reaches a certain value,
the network robustness increases slowly. Thus in our model,
increasing the mean degree value to a certain value is enough
to make the network robust.
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